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>

To disconnect a line cord with slide release buttons:

Push both slide release buttons toward the cord while unplugging this
cord.

e

Connecting the PDU to a Power Source

1.

Verify that all circuit breakers on the PX device are set to ON. If not,
turn them ON.

Or make sure that all fuses are inserted and seated properly. If there
are any fuse covers, ensure that they are closed.

Note: Not all PX devices have overcurrent protection mechanisms.

Connect each PX to an appropriately rated branch circuit. See the
label or nameplate affixed to your PX for appropriate input ratings or
range of ratings.

Note: When a PX device powers up, it proceeds with the power-on
self test and software loading for a few moments. At this time, the
outlet LEDs cycle through different colors. Note that outlet LEDs are
only available on some PDU models.

When the software has completed loading, the outlet LEDs show a
steady color and the front panel display illuminates.

Configuring the PX

There are two ways to initially configure a PX device:

Connect the PX device to a TCP/IP network that supports DHCP,
and use the IPv4 address and web browser to configure the PX. You
can use the PX device's LCD display to retrieve the IPv4 address.

For PX3 Phase Il models, see Device Info (on page 81). For PX3
Phase | models, see IP Address (on page 562).

To use the web interface, see Using the Web Interface (on page
93).

A Category 5e/6 UTP cable is required for a wired network
connection.
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Connecting the PX to a Computer

To configure the PX using a computer, it must be connected to the
computer with an RS-232 serial interface.

PX3 Phase Il models (zero U):

v

CONSOLE | MODEN USB-B _ ETHERMET

k= h ®®

£ERaritan = ©®

BERSOR USE-A FEATURE

PX3 Phase | models (zero U):

If your computer does not have a serial RS-232 port, use a regular USB
cable to connect the PX to the computer for initial configuration. The PX
device can emulate a serial port after the USB-to-serial driver is properly
installed in the Windows® operating system.

Note: Not all serial-to-USB converters work properly with the PX device
so this section does not introduce the use of such converters.

Connect the PX to a computer for initial configuration by following either
of the procedures below.

> To make a serial RS-232 connection:

e Connect one end of the null-modem cable to the male RS-232 port
labeled CONSOLE / MODEM on the PX, and the other end to the
serial port (COM) on a computer.

» To make a USB connection:

A USB-to-serial driver is required in Windows®. Install this driver
before connecting the USB cable. See Installing the USB-to-Serial
Driver (Optional) (on page 19).

2. Connect a USB cable between the PX appliance's USB-B port and
the computer's USB-A port.
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Note: If you plan to use this cable connection to log in to the command
line interface, leave the cable connected after the configuration is
complete.

Installing the USB-to-Serial Driver (Optional)

The PX can emulate a USB-to-serial converter over a USB connection. A
USB-to-serial driver named "Dominion PX Serial Console" is required for
Microsoft® Windows® operating systems.

Download the USB Diriver file, which contains the dominion-serial.inf,
dominion-serial.cat and dominion-serial-setup-<n>.exe files.

Note: <n> in the filename of "dominion-serial-setup-<n>.exe" represents
the file's version number.

There are two ways to install this driver: automatic and manual
installation. Automatic driver installation is highly recommended.

Note: This file is downloaded from the Raritan PX2 Support Files page
(https:/lwww.raritan.com/support/product/px2/px2-support-files).

» Automatic driver installation in Windows®:

Make sure the PX is NOT connected to the computer via a USB
cable.

2. Run dominion-serial-setup-<n>.exe on the computer and follow
online instructions to install the driver.

Note: If any Windows security warning appears, accept it to continue
the installation.

3. Connect the PX to the computer via a USB cable. The driver is
automatically installed.

> Manual driver installation in Windows®:

Make sure the PX has been connected to the computer via a USB
cable.

2. The computer detects the new device and the "Found New Hardware
Wizard" dialog appears. If this dialog does not appear, choose
Control Panel > System > Hardware > Device Manager, right-click
the OUTLET 1, Serial Console, and choose Update Driver.

3. Select the option of driver installation from a specific location, and
then specify the location where both dominion-serial.inf and
dominion-serial.cat are stored.

Note: If any Windows security warning appears, accept it to continue
the installation.

4. Wait until the installation is complete.
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Tip: You can type "show networkwireless" to display a shortened
version of wireless settings.

11. If all are correct, type exit to log out of the PX. If any are incorrect,
repeat Steps 7 to 10 to change network settings.

The IP address configured may take seconds to take effect.

Cascading the PX via USB

Up to eight (8) Raritan devices are supported as part of a daisy chain.
This daisy chain feature permits multiple PX devices to be cascaded
using USB cables, sharing the Ethernet connectivity accordingly.
Different models can be cascaded as long as they are running a
supported firmware.

The first device in the chain is the master device and all the other are
slave devices. All devices in the chain are accessible over the network,
with the bridging or port forwarding cascading mode activated on the
master device. See Setting the Cascading Mode (on page 142).

Only the master device is connected to the LAN. The LAN connection
method varies based on the cascading mode.

e The bridging mode supports the wired networking only.

e The port forwarding mode supports both the wired and wireless
networking.

For more information on the USB-cascading configuration, see the
USB-Cascading Solution Guide, which is available from Raritan
website's PX2 Support Files page
(https://lwww.raritan.com/support/product/px2/px2-support-files).

» To cascade the PX devices via USB:

1. Verify that the PDUs to be cascaded are running the following
firmware versions by choosing Maintenance > Device Information in
the web interface or using the "show pdu" command in the command
line interface. If not, upgrade these devices. See Updating the PX
Firmware (on page 324).

= PX2 series: version 2.3.1 or later

= PX3 series: version 2.5.10 or later

Note: Port forwarding mode over wireless LAN is supported as of
release 3.1.0. You must upgrade all devices in the chain to version
3.1.0 or later if wireless networking is preferred.

2. Select one of the devices as the master device.
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=  When the port forwarding mode over wireless LAN is intended, a
Raritan product with two USB-A ports must be the master device,
such as PX3 or PX3TS.

Connect the master device to the LAN via:

= A standard network patch cable (CAT5e or higher) if the bridging
mode is intended.

= A standard network patch cable or a Raritan USB WIFI wireless
LAN adapter if the port forwarding mode is intended.

For information on the Raritan USB WIFI adapter, see USB
Wireless LAN Adapters (on page 21).

Connect the USB-A port of the master device to the USB-B port of
an additional PX via a USB cable. This additional device is Slave 1.

Connect Slave 1's USB-A port to the USB-B port of an additional PX
via a USB cable. The second additional device is Slave 2.

Repeat the above step to connect more slave devices. You may
connect up to 7 slave devices.

Do not connect any slave device to the LAN, that is, no connection of
any standard network patch cable or USB wireless LAN adapter to
the slave devices.

Log in to the master device to configure the cascading mode for this
USB-cascading configuration. See Setting the Cascading Mode
(on page 142) or Configuring the Cascading Mode (on page 482).

Configure the master and/or each slave device's networking settings.

= Bridging mode: Configure each cascaded device's network
settings respectively.

= Port forwarding mode: Only the mater device's network settings
must be configured.
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Number Device role
o Master device

9 Slave 1
© Slave 2
@ Slave 3

Note: To remotely identify the master and slave devices and their
positions in the USB-cascading configuration, see ldentifying Cascaded
Devices (on page 113).
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Tip: The USB-cascading configuration can be a combination of diverse
Raritan products that support the USB-cascading feature, including PX2,
PX3, PX3TS, EMX and BCM. For details, see the USB-Cascading
Solution Guide, which is available on the PX2 web page

(http:/iwww .raritan.com/support/product/px2/).

Installing Cable Retention Clips on Outlets (Optional)

If your PX device is designed to use a cable retention clip, install the clip
before connecting a power cord. A cable retention clip prevents the
connected power cord from coming loose or falling off.

The use of cable retention clips is highly recommended for regions with
high seismic activities, and environments where shocks and vibrations
are expected.

These optional clips come in various sizes to accommodate diverse
power cords used on IT equipment, which are connected to C13 or C19
outlets. You can request a cable retention kit containing different sizes of
clips from you reseller. Make sure you use a clip that fits the power cord
snugly to facilitate the installation or removal operation (for servicing).

Note: Some NEMA sockets on PSE-certified PDUs for Japan have
integral locking capability and do not need cable retention clips. See
Locking Outlets and Cords (on page 641).

» Toinstall and use a cable retention clip on the outlet:
Locate two tiny holes at two sides of an outlet.

2. Install the cable retention clip by inserting two ends of the clip into
the tiny holes.
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3. Plug the power cord into the outlet, and press the clip toward the
power cord until it holds the cord firmly. The clip's central part holding
the plug should face downwards toward the ground, like an inverted
"U". This allows gravity to keep the clip in place.

4. Repeat the same steps to install clips and power cords on the other
outlets.



Chapter 4

Connecting External Equipment
(Optional)

More features are available in addition to remotely monitoring and
managing the PX if you connect Raritan's or third-party external
equipment to your PX.

In This Chapter

Connecting Environmental Sensor Packages..........ccccccvveeeeeiiciniieneennn. 33
Before Connecting Equipment to Feature Port (PX3 Phase | Models)...42
Connecting the Asset Management SENSOr..........ccccvvveeeeeeeieccciiieeeeee, 43
Connecting a Logitech Webcam ... 53
Connecting @ GSM MOEM .......ooiiiiiiiiiiiiiee s 54
Connecting an Analog Modem ... 54
Connecting an External Beeper ... 55
Connecting a Schroff LHX/SHX Heat Exchanger ..........cccccccoviiiiininnn, 55

Connecting Environmental Sensor Packages

The PX supports all types of Raritan environmental sensor packages,
including DPX, DPX2 and DX series. For detailed information on each
sensor package, refer to the Environmental Sensors Guide or Online
Help on Raritan website's PX2 Support Files page
(https:/lwww.raritan.com/support/product/px2/px2-support-files).

The PX supports a maximum of 32 managed sensors or actuators.

For information on connecting DPX packages, see DPX Sensor
Packages (on page 34).

For information on connecting DPX2 packages, see DPX2 Sensor
Packages (on page 38).

For information on connecting DX packages, see DX Sensor Packages
(on page 40).
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DPX Sensor Packages

Most DPX sensor packages come with a factory-installed sensor cable,
whose sensor connector is RJ-12.

The supported maximum distance is 98 feet (30 m). See Supported
Maximum DPX Sensor Distances (on page 37) for further illustrations.

> To directly connect a DPX with a factory-installed sensor cable:

An RJ-12 to RJ-45 adapter is required to connect a DPX sensor package
to the PX3.

a. Connect the adapter's RJ-12 connector to the DPX sensor cable.

b. Connect the adapter's RJ-45 connector to the RJ-45 SENSOR
port of the PX3.

> To directly connect a differential air pressure sensor:

Connect a Raritan-provided phone cable to the IN port of a
differential air pressure sensor.

2. Getan RJ-12 to RJ-45 adapter. Connect the adapter's RJ-12
connector to the other end of the phone cable.

3. Connect this adapter's RJ-45 connector to the RJ-45 SENSOR port
on the PX3.

Note: You can cascade multiple differential air pressure sensors using
Raritan-provided phone cables. For details, refer to the Environmental
Sensors Guide or Online Help on Raritan website's PX2 Support Files
page
(https:/lwww.raritan.com/support/product/px2/px2-support-files).
When cascading air pressure sensors, remember that a SENSOR port
supports a maximum of 32 sensors.

0 The PX device
e Raritan differential air pressure sensors

6 RJ-12 to RJ-45 adapter
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Using an Optional PX Sensor Hub

A Raritan sensor hub increases the number of connected DPX
environmental sensors per SENSOR port. Make sure the total number of
sensors connected to a SENSOR port does not exceed 32.

This hub supports DPX sensor packages only. Do NOT connect DPX2 or
DX sensor packages to the hub.

» To connect DPX sensor packages via an optional sensor hub:
Connect a Raritan sensor hub to the PX device.

a. Plug one end of the Raritan-provided phone cable (4-wire, 6-pin,
RJ-12) into the IN port (Port 1) of the hub.

b. Getan RJ-12 to RJ-45 adapter. Connect this adapter's RJ-12
connector to the other end of the phone cable.

c. Connect this adapter's RJ-45 connector to the PDU's RJ-45
SENSOR port.

2. Connect DPX sensor packages to any of the four OUT ports on the
hub.

Raritan sensor hubs CANNOT be cascaded so at most one sensor
hub can be connected to each SENSOR port on the PX device. This
diagram illustrates a configuration with a sensor hub connected.

The PX device
RJ-12 to RJ-45 adapter
Raritan-provided phone cable

Raritan sensor hub

20O®O®Q

DPX sensor packages
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Using a Raritan Y Cable

A Raritan Y cable doubles the number of connected environmental
sensors per SENSOR port.

It supports DPX sensor packages only. Do NOT connect DPX2 or DX
sensor packages.

» To connect DPX sensor packages via a Raritan Y cable:
Use an RJ-12 to RJ-45 adapter to connect the Y cable to the PX3.
a. Connect the adapter's RJ-12 connector to the Y cable.

b. Connect the adapter's RJ-45 connector to the RJ-45 SENSOR
port on the PX3.

2. AY cable has two RJ-12 sensor ports. Connect DPX sensor
packages to the Y cable's sensor ports.

L/

3. Repeat the above steps if there are additional SENSOR ports on
your PX.
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Supported Maximum DPX Sensor Distances

A maximum connection distance of 98' (30 m) is supported when
connecting the following DPX sensor packages to the PX. This maximum
includes the 16' (5 m) sensor cable length:

e DPX-CC2-TR

e DPX-T1

e DPX-T3H1

e DPX-AF1

e DPX-T1DP1

The following configurations were tested when connecting DPX sensor
packages to a PX via a sensor hub:

PX = 16'(5m) = 1 sensor hub = 16'(5m) = Upto4
cable cable DPX-T3H1

Sensors

PX =+ 50'"(15m) = 1 sensorhub = 16'(5m) -+ Upto4
cable cable DPX-T3H1

Sensors

PX = 82'(25m) > 1 sensorhub = 16'(5m) = Upto4
cable cable DPX-T3H1

sSensors
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DPX2 Sensor Packages

A DPX2 sensor cable is shipped with a DPX2 sensor package. This
cable is made up of one RJ-12 connector and one to three head
connectors. You need to manually connect DPX2 sensors to the sensor

cable.

For more information on DPX2 sensor packages, access the
Environmental Sensors Guide or Online Help on Raritan website's PX2
Support Files page
(https:/lwww.raritan.com/support/product/px2/px2-support-files).

Item
0 DPX2 sensor
e DPX2 sensor cable with one RJ-12

connector and three head connectors
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DX Sensor Packages

Most DX sensor packages contain terminals for connecting detectors or
actuators. For information on connecting actuators or detectors to DX
terminals, access the Environmental Sensors Guide or Online Help on
Raritan website's PX2 Support Files page
(https:/lwww.raritan.com/support/product/px2/px2-support-files).

You can cascade up to 12 DX sensor packages.

When cascading DX, remember that the PX only supports a maximum of
32 sensors or actuators.

If there are more than 32 sensors and/or actuators connected, every
sensor and/or actuator after the 32nd one is ignored by PX.

For example, if you cascade 12 DX packages, and each package
contains 3 functions (a function is a sensor or actuator), PX ignores the
last 4 functions because the total 36 (12*3=36) exceeds 32 by 4.

Tip: To manage the last 4 functions, you can release 4 sensors or
actuators that have been under management, and then manually bring
the last 4 functions into management. See Unmanaging Environmental
Sensors or Actuators (on page 293) and Managing Environmental
Sensors or Actuators (on page 281).

Numbers Components

0 RJ-45 ports, each of which is located on
either end of a DX sensor package.

9 RJ-12 port, which is reserved for future use
and is now hidden.

6 Removable rackmount brackets.

» Connect DX sensor packages to the PX:

Connect a standard network patch cable (CATSe or higher) to either
RJ-45 port on a DX sensor package.

2. If you want to cascade DX packages, get an additional standard
network patch cable (CAT5e or higher) and then:
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a. Plug one end of the cable into the remaining RJ-45 port on the
prior DX package.

b. Plug the other end into either RJ-45 port on an additional DX
package.

Repeat the same steps to cascade more DX packages.

Exception: You CANNOT cascade DX-PD2C5 sensor packages. A
PX device supports only one DX-PD2C5.

RJ-45

3. Connect the first DX sensor package to the PX3 by plugging its
sensor cable connector into the RJ-45 SENSOR port of the PX3.

4. If needed, connect a DPX2 sensor package to the end of the DX
chain. See Connecting a DPX2 Sensor Package to DX (on page
41).

Warning: The PX3 does NOT support simultaneous connection of
both DX-PD2C5 and asset management sensor(s) so do NOT
connect both of them to the PX3 device.

Connecting a DPX2 Sensor Package to DX

You can connect only one DPX2 sensor package to the "end" of a DX
sensor chain. Simply plug the RJ-12 connector of the DPX2 sensor cable
into the RJ-45 port of the final DX in the chain.

The maximum number of DX sensor packages in the chain must be less
than 12 when a DPX2 sensor package is involved.

» When connecting a DPX2 sensor package containing three
DPX2 sensors:

A maximum of nine (9) DX sensor packages can be cascaded
because 12-3=9.
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P When connecting a DPX2 sensor package containing two DPX2
Sensors:

A maximum of ten (10) DX sensor packages can be cascaded
because 12-2=10.

» When connecting a DPX2 sensor package containing one DPX2
sensor:

A maximum of eleven (11) DX sensor packages can be cascaded
because 12-1=11.

Before Connecting Equipment to Feature Port (PX3 Phase | Models)

PX3 Phase | models have a cap plugged into the FEATURE port when
shipping out of the factory. The cap is intended to protect the port from
connecting to inappropriate equipment. Remove this cap prior to
connecting any equipment to this port.

Note that PX3 Phase Il models do NOT have this cap plugged.

> Toremove the RJ-45 cap from the FEATURE port:
1. Locate the FEATURE port where the cap is installed.
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The diagram illustrates a PX3 Zero U (Phase 1) model.

2. Remove the cap.

Connecting the Asset Management Sensor

You can remotely track the locations of up to 64 IT devices in the rack by
connecting an asset management sensor (asset sensor) to the PX after
IT devices are tagged electronically.

To use the asset management feature, you need the following items:

e Raritan asset sensors: An asset sensor transmits the asset
management tag's ID and positioning information to the PX.

e Raritan asset tags: An asset tag is adhered to an IT device. The
asset tag uses an electronic ID to identify and locate the device.

Warning: The PX3 does NOT support simultaneous connection of
both DX-PD2C5 and asset management sensor(s) so do NOT
connect both of them to the PX3 device.
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Combining Asset Sensors

Each tag port on the asset sensor corresponds to a rack unit and can be
used to locate IT devices on a specific rack (or cabinet).

For each rack, you can attach asset sensors up to 64U long, consisting
of one MASTER and multiple SLAVE asset sensors.

The difference between the master and slave asset sensors is that the
master asset sensor has an RJ-45 connector while the slave does not.

The following diagram illustrates some asset sensors. Note that Raritan
provides more types of asset sensors than the diagram.

o 8U MASTER asset sensor with 8 tag ports

e 8U SLAVE asset sensor with 8 tag ports

B 5U "ending" SLAVE asset sensor with 5
tag ports

Note: Unlike regular slave asset sensors, which have one DIN connector
respectively on either end, the ending slave asset sensor has one DIN
connector on only one end. An ending asset sensor is installed at the
end of the asset sensor assembly.

» To assemble asset sensors:
1. Connect a MASTER asset sensor to an 8U SLAVE asset sensor.

= Plug the white male DIN connector of the slave asset sensor into
the white female DIN connector of the master asset sensor.
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= Make sure that the U-shaped sheet metal adjacent to the male
DIN connector is inserted into the rear slot of the master asset
sensor. Screw up the U-shaped sheet metal to reinforce the
connection.

2. Connect another 8U slave asset sensor to the one being attached to
the master asset sensor in the same manner as Step 1.

3. Repeat the above step to connect more slave asset sensors. The
length of the asset sensor assembly can be up to 64U.

= The final asset sensor can be 8U or 5U, depending on the actual
height of your rack.

= Connect the "ending" asset sensor as the final one in the
assembly.

4. Vertically attach the asset sensor assembly to the rack, next to the IT
equipment, making each tag port horizontally align with a rack unit.
The asset sensors are automatically attracted to the rack because of
magnetic stripes on the back.

Note: The asset sensor is implemented with a tilt sensor so it can be
mounted upside down.
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Connecting Asset Sensors to the PX

You need both asset sensors and asset tags for tracking IT devices.

Asset tags provide an ID number for each IT device. The asset tags are
adhered to an IT device at one end and plugged in to an asset
management sensor at the other.

The asset sensor is connected to a PX, and the asset tag transmits the
ID and positioning information to the asset sensor.

The following diagram illustrates an asset tag.

@ Barcode (ID number), which is available
on either end of the asset tag

Tag connector

@ Adhesive area with the tape

Note: The barcode of each asset tag is unique and is displayed in the PX
device's web interface so it can easily be identified.

» To connect asset sensors to the PX device:

Affix the adhesive end of an asset tag to each IT device through the
tag's tape.

2. Plug the connector on the other end of each asset tag into the
corresponding tag port on the asset sensor.

3. Connect the asset sensor assembly on the rack to the PX device,
using a standard network patch cable (CAT5e/6).

a. Connect one end of the cable to the RJ-45 connector on the
MASTER asset sensor.

b. Connect the other end of the cable to the FEATURE port on the
PX device.



Chapter 4: Connecting External Equipment (Optional)

The PX device supplies power to the asset sensor assembly
through the network cable. All LEDs on the asset sensor
assembly may cycle through different colors during the power-on
process if the asset sensor's firmware is being upgraded by the
PX device. After the power-on or firmware upgrade process
completes, the LEDs show solid colors. Note that the LED color
of the tag ports with asset tags connected will be different from
the LED color of the tag ports without asset tags connected.

Letter Item

° The PX device
o Asset sensors
o Asset tags

o IT devices, such as servers

Note: The PX cannot detect how many rack units the connected asset
sensor(s) has. You must provide the information to it manually. See
Configuring the Asset Sensor in PX2 (see "Configuring the Asset
Sensor" on page 295).
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Connecting Blade Extension Strips

For blade servers, which are contained in a single chassis, you can use
a blade extension strip to track individual blade servers.

Raritan's blade extension strip functions similar to a Raritan asset sensor
but requires a tag connector cable for connecting to a tag port on the
regular or composite asset sensor. The blade extension strip contains 4
to 16 tag ports, depending on which model you purchased.

The following diagrams illustrate a tag connector cable and a blade
extension strip with 16 tag ports.

Tag connector cable

@ Barcode (ID number) for the tag
connector cable

Tag connector

@ Cable connector for connecting the blade
extension strip

Note: A tag connector cable has a unique barcode, which is displayed in
the PX device's web interface for identifying each blade extension strip
where it is connected.

Blade extension strip

@ Mylar section with the adhesive tape
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2. Plug the modem's RS-232 cable into the serial port labeled
CONSOLE / MODEM on the PX.

You need to enable the modem dial-in support to take advantage of this
feature, see Configuring the Serial Port (on page 141).

Connecting an External Beeper

The PX supports the use of an external beeper for audio alarms. After
having an external beeper connected, you can create event rules for the
PX to switch on or off the external beeper when specific events occur.
See Creating an Event Rule (on page 222).

» To connect an external beeper:

1. Connect a standard network patch cable to the FEATURE port of the
PX.

2. Plug the other end of the cable into the external beeper's RJ-45
socket.

The beeper can be located at a distance up to 330 feet (100 m) away
from the PX.

Connecting a Schroff LHX/SHX Heat Exchanger

Note: Only the PDUs whose model names begin with PX2 or PX3
support the LHX/SHX heat exchangers.

To remotely monitor and administer the Schroff® LHX-20, LHX-40 and
SHX-30 heat exchangers through the PX device, you must establish a
connection between the heat exchanger and the PX device.

For more information on the LHX/SHX heat exchanger, see the user
documentation accompanying that product.

To establish a connection between the PDU and LHX/SHX heat
exchanger, an RJ-45 to RS-232 adapter cable provided by Schroff is
required.

» To connect an LHX or SHX heat exchanger:

Plug the RS-232 DB9 end of the adapter cable into the RS-232 port
on the Schroff LHX/SHX heat exchanger.

2. Plug the RJ-45 end of the cable into the port labeled FEATURE on
your PX device.

See Managing the Schroff LHX/SHX Heat Exchanger (on page 315)
for enabling the support of the LHX/SHX heat exchanger.
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Using the PDU

This chapter explains how to use the PX device. It describes the LEDs
and ports on the PDU, and explains how to use the front panel display. It
also explains how the overcurrent protector works and when the beeper
sounds.

In This Chapter

Panel COMPONENTS ......cocciiiiiiieiie e 56
CirCUIt BrEe@KEI'S ... .ttt e e e e e e nneeeeaae s 86
FUS ..ttt e e e e e e e aeeaeana 88
BB PO e 91
Replaceable Controller......... ... 91

Panel Components

The PX comes in Zero U, 1U, and 2U sizes. All types of models come
with the following components on the outer panels.

e Inlet

e Outlets

e Connection ports

e Dot-matrix LCD display (PX3 phase Il models)

Note: PX3 phase | models contain a character LCD display instead
of a dot-matrix LCD display. For information on the character LCD
display, see PX3 Phase | LCD Display (on page 556).

e Reset button

Connection ports, LCD display and reset button are located on a
replaceable controller of the PX3 phase Il model. See Replaceable
Controller (on page 91).

Note: An older PX3 phase | model does not support a replaceable
controller.
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Inlet

Most of PX3 PDUs are shipped with a locking line cord, which is ready to
be plugged into the PDU's inlet and an appropriate receptacle for
electricity reception. Such devices cannot be rewired by the user.

A locking line cord helps secure the cord connection. For details, see
Connecting a Locking Line Cord (on page 14).

Connect each PX to an appropriately rated branch circuit. See the label
or nameplate affixed to your PX for appropriate input ratings or range of
ratings.

There is no power switch on the PX device. To power cycle the PDU,
unplug it from the branch circuit, wait 10 seconds and then plug it back
in.

Besides, a PX3 "Zero U" model supports a relocatable inlet. See Zero U
Models' Relocatable Inlet (on page 57).

Zero U Models' Relocatable Inlet

You can easily change the inlet's location from the side to the top or from
the top to the side on a Zero U model.

Note: A PX3 phase | model does not support a relocatable inlet at the
time of writing, but may support it later.

> To change a PX3 inlet's position:
Power OFF the PDU.

2. Remove the screws at two sides of the inlet to uninstall the inlet
module.

3. Re-install the inlet module in a manner that the inlet is located at the
desired position.
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LED state
Not lit

Inlet on the side Inlet on the top

Outlets

The total number of outlets varies from model to model.

PX3-3000 Series

These models are NOT outlet-switching capable so all outlets are always
in the ON state.

Outlet LEDs are not available.

PX3-4000 Series

These PDUs are NOT outlet-switching capable models so all outlets are
always in the ON state.

A small LED adjacent to each outlet indicates the outlet state. Outlet
LEDs always light red, indicating that the outlet power is ON.

PX3-5000 Series

These models are outlet-switching capable. A small LED adjacent to
each outlet indicates the outlet or PDU state. The PDU is shipped from
the factory with all outlets turned ON. The table below explains how to
interpret different outlet LED states.

Outlet status What it means
Powered OFF The outlet is not connected to power, or the control









































































































Chapter 6

Using the Web Interface

This chapter explains how to use the web interface to administer a PX.

In This Chapter

Supported WED BrOWSEIS.........cccuuvviiiiieeieeecieieeee et 93
Logging in to the Web Interface .........cccooveeeveeeiiiicciiieeeee e 94
[ To [0 11 | ST OUP PR 97
Introduction to the Web Interface ...........cccoooieiiiiiin, 98
Viewing the Dashboard ... 109
Device Management..........coouiiiiiiiiiiieiie e 111
USer ManagemMeENnt ..........eeiiiiiiiie et 154
Setting Up ROIES. ..o 160
Access Security CONTrol ........cooiiiiiiiiiiiie e 163
Setting Up a TLS Certificate .........coooiiiiiiiiiiii e 178
Setting Up External Authentication...........cccccoooiiiiiiiiiiiii e, 184
Outlet Management.........cc.ueiiiiiiiiic e 192
Inlet and Overcurrent Protector Management...........ccccceveviiiieevinnnn. 210
Setting Power Thresholds .........cccvvviiiiieiiiii e 215
Event Rules and ACHIONS ..........coiiiiiiiiiiiic e 222
Managing Event Logging.........ceeeiieiiiiiiiiiiieee e 269
Viewing Connected USErS .........ooouiiiiiiiiiiiiiiiee e 271
Monitoring Server Accessibility...........ooiiiiiiiiiiii e 272
Environmental Sensors and Actuators ............ccccovieeeiniiiiieniiieee e, 277
Asset Management.... ... 295
BUIK Configuration ... 300
Backup and Restore of PX Device Settings .........cccccvvviiiiiiiniiiienien, 303
Webcam Management ..........ooooi i 304
Network DiagnOSHCS .....cooiiiiiiieeee e 313
Downloading Diagnostic Information............ccccceviiiiiiiiie e, 314
Managing the Schroff LHX/SHX Heat Exchanger............cccocvvvieiiinn, 315
Firmware Upgrade...........ococuviiiiiiee et 323
Accessing the Help ... 327

Supported Web Browsers

The following web browsers can be used to access the PX web interface:
e Internet Explorer® 8,9, 10 and 11

e Firefox® 25 and later

e Safari® 5.x (MacOS Lion)

e Google® Chrome® 32 and later

e Android 4.2 and later

e I0S7.0
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Changing Your Password

Normal users can change their own passwords if they have the Change
Own Password permission. See Setting Up Roles (on page 160).

If you are the administrator (admin), the PX web interface automatically
prompts you to change the password if this is your first time to log in to
the PX. If you have the Administrator Privileges, you can change other
users' passwords, as well. See Modifying a User Profile (on page 158).

» To change your password:

1. Choose User Management > Change Password. The Change User
Password dialog appears.

Type the current password in the Old Password field.

Type your new password in the Password and Confirm Password
fields. The password can be 4 to 64 characters long. It is case
sensitive.

4. Click OK.

Remembering User Names and Passwords

As of release 3.0.0, the PX supports the password manager of Microsoft
Internet Explorer® and Mozilla Firefox®.

You can choose to save the user name and password used to log in to
the PX when these two browsers ask whether you want to remember
them. If yes, next time your user name and password can be
automatically completed at login.

For information on how to activate a browser's password manager, see
the user documentation accompanying Internet Explorer or Firefox.

The PX does NOT support other browser password managers.
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Logout

After finishing your tasks with the PX, you should log out to prevent
others from accessing the web interface.

>

To log out of the web interface:
Do one of these:

= Click "logout" on the top-right corner of the web interface.

= Close the web browser by clicking the Close button ([E) on the
top-right corner of the browser.

= Close the web browser by choosing File > Close, or File > Exit.

The command varies according to the version of the browser you
use.

=  Choose the Refresh command or click the Refresh button on the
web browser.

Either the login page opens or the browser is closed, depending on
your choice in the previous step.
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Introduction to the Web Interface

The web interface provides two panes, a menu bar, a status bar, an Add
Page icon, and a logout button throughout every page.

pd

umber Web interface element
Menus

PX Explorer pane
Setup button*
Status bar

Add Page icon
Logout button

Data pane

QOO0 BO®O

* The Setup button is not available on some pages, such as the
Dashboard page.

For detailed information about these web interface elements, see the
sections that follow.
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Menus

There is a menu bar across the top of the page. You can click any menu
to select the desired menu item from the drop-down list.

Four menus are available for managing different tasks or showing
information.

e User Management contains menu items for managing user profiles,
permissions (roles), and password.

e Device Settings deals with device-related settings, such as the
device name, network settings, security settings, and system time.

¢ Maintenance provides tools that are helpful for maintaining the PX,
such as the event log, hardware information, firmware upgrade and
SO on.

e Help displays information regarding the firmware and all open source
packages embedded on the PX. In addition, you can access the
online help from this menu.

PX Explorer Pane

The hierarchical tree to the left displays the PX device you are accessing
as well as all physical components embedded on or connected to this
product, such as inlets, outlets, and environmental sensors. In addition,
an icon named Dashboard is available for displaying the PDU summary
information.

The tree structure comprises three hierarchical levels.

First level Second level Third level
Dashboard None None
PDU folder* Inlet I None
Outlets folder 1 to n**
Overcurrent Protectors folder e  Circuit breakers -
C1 to Cn**
e Fuses -
F1 to Fn**
Peripheral Devices folder A list of connected
environmental
sensors
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First level Second level Third level

Feature Port folder One of the following
is displayed,
depending on your
configuration:

e None
e Asset Strip

o Power CIM

e External Beeper

e LHX-20

e SHX-30

e LHX-40
Webcam Management folder e Snapshots

e Webcam

* The folder is named "my PX" by default. The name can be customized.

** n represents the final number of that component.

Note: A Webcam icon appears only when a supported Logitech® webcam
is connected to the PX. See Connecting a Logitech Webcam (on page
53).

> To navigate through the tree:
To expand any folders, see Expanding the Tree (on page 100).

2. To show any tree item's data, click on that item. See Add Page Icon
(on page 103).

Expanding the Tree

The icons representing all components implemented on or connected to
the PX device are expanded by default. If they are hidden, you may
expand the tree manually to show all component icons.

> To expand the tree:
By default, the PDU folder has been expanded.

Note: The folder is named "my PX" by default. The name can be
customized.
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If it is not expanded, click the white arrow D prior to the folder icon,
or double-click the folder. The arrow then turns into a black, gradient
arrow 4, and icons of components or component groups appear
below the PDU folder.

To expand any component group at the second level, click the white
arrow D prior to the folder icon, or double-click the folder.

The arrow then turns into a black, gradient arrow 4, and icons
representing individual components appear below the group folder.

Repeat Step 2 for other component groups you want to expand. The
expanded tree looks similar to this image.
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Collapsing the Tree

You can collapse the whole tree structure or a specific component group
to hide all or partial tree items.

» To collapse the whole tree:

e Click the black, gradient arrow 4 prior to the root folder icon, or
double-click the folder.

Note: The folder is named "my PX" by default. The name can be
customized.

The arrow then turns into a white arrow [>, and all items below the
folder disappear.

» To hide some tree items:

Click the black, gradient arrow 4 prior to the component group
folder that you want to collapse, or double-click the folder.

The arrow then turns into a white arrow [>, and all items below the
folder disappear.

2. Repeat Step 1 for other component groups you want to collapse.

Adjusting the Pane

You can change the width of the pane to make the area larger or smaller.

» To adjust the pane's width:
Move the mouse pointer to the right border of the Explorer pane.

2. When the mouse pointer turns into a two-way arrow, drag the border
horizontally to widen or shrink the pane.

Setup Button

The Setup button is available for most tree items. It triggers a setup
dialog where you can change settings for the selected tree item.

Status Bar

The status bar shows five pieces of information.

1. Device name:

102



Chapter 6: Using the Web Interface

This is the name assigned to the PX device. The default is "my PX."
See Naming the PDU (on page 117).

2. |P address:

The numbers enclosed in parentheses is the IP address assigned to
the PX device. See Initial Network Configuration via CLI (on page
22) or Modifying Network Settings (on page 121).

Tip: The presence of the device name and IP address in the status
bar indicates the connection to the PX device. If the connection is

lost, it shows " " instead.

3. Login name:
This is the user name you used to log in to the web interface.
4. Lastlogin time:

This shows the date and time this login name was used to log in to
this PX device last time.

When the mouse pointer hovers over the last login time, detailed
information about the last login is displayed, including the access
client and IP address.

For the login via a local connection (serial RS-232 or USB), <local> is
displayed instead of an IP address.

There are different types of access clients:
=  Web GUI: Refers to the PX web interface.
= CLI: Refers to the command line interface (CLI).

The information in parentheses following "CLI" indicates how this
user is connected to the CLI.

- Serial: Represents the local connection (serial RS-232 or USB).
- SSH: Represents the SSH connection.

- Telnet: Represents the Telnet connection.

5. System date and time:

Current date, year, and time are displayed to the right of the bar. If
positioning the mouse pointer over the system date and time, the
time zone information is also displayed.

Add Page Icon

The Add Page icon , located on the top of the data pane, lets you
open data pages of multiple tree items without overriding any opened
page.

P To open new data pages:

1. Click the Add Page icon . A new tab along with a blank data
page appears.
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2. Click a tree item whose data page you want to open. The data of the
selected tree item is then displayed on the blank page.

3. To open more data pages, repeat the above steps. All tabs
representing opened pages are shown across the top of the page.

The following diagram shows a multi-tab example.

4. With multiple pages opened, you can take these actions:
= To switch to one of the opened data pages, click the
corresponding tab.
If there are too many tabs to be all shown, two arrows ( and

) appear at the left and right borders of the pane. Click either
arrow to navigate through all tabs.

= To close any data page, click the Close button (':E') on the
corresponding tab.

Logout Button

Click the logout button when you want to log out of the web interface.

Data Pane

The right pane shows the data page of the selected tree item. The data
page includes the item's current status, settings and a Setup button (if
available).

All tabs above the pane represent the opened data pages. The
highlighted tab indicates the current selection.

You can change the width of the pane to make the area larger or smaller.

» To adjust the pane's width:
Move the mouse pointer to the left border of the right pane.

2. When the mouse pointer turns into a two-way arrow, drag the border
horizontally to widen or shrink the pane.

More Information

This section explains additional web interface elements or operations
that are useful.
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Warning lcon

If the value you entered in a specific field is invalid, a red warning icon
appears to the right and the field in question is surrounded by a red
frame as shown in this illustration.

hello @

When this occurs, position your mouse pointer over the warning icon to
view the reason and modify the entered value accordingly.

The Yellow- or Red-Highlighted Sensors

When a numeric sensor's reading crosses any upper or lower threshold,
the background color of the whole row turns to yellow or red for alerting
users.

For a discrete (on/off) sensor, the row changes the background color
when the sensor enters the abnormal state.

If any circuit breaker trips or any fuse blows, the circuit breaker or fuse's
row is also highlighted in red.

See the table for the meaning of each color:

Color State
White The background is white in one of the following scenarios:

e For a numeric sensor, no thresholds have been
enabled.

e If any thresholds have been enabled for a numeric
sensor, the sensor reading falls between the lower and
upper warning thresholds.

e For a discrete (on/off) sensor, the sensor state is
normal.

e The sensor is unavailable.

Yellow The reading drops below the lower warning threshold or
rises above the upper warning threshold.

Red The meaning of the red color varies depending on the
sensor type:

e For a numeric sensor, this color indicates the reading
drops below the lower critical threshold or rises above
the upper critical threshold.

e For a discrete (on/off) sensor, this color indicates the
sensor is in the "alarmed" state.

e For an overcurrent protector sensor, it means the
circuit breaker has tripped or the fuse has blown.
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To find the exact meaning of the alert, read the information shown in the
State (or Status) column:

e below lower critical: The numeric sensor's reading drops below the
lower critical threshold.

e below lower warning: The numeric sensor's reading drops below the
lower warning threshold.

e above upper critical: The numeric sensor's reading reaches or
exceeds the upper critical threshold.

e above upper warning: The numeric sensor's reading reaches or
exceeds the upper warning threshold.

e alarmed: The discrete sensor is NOT in the normal state.
e Open: The circuit breaker has tripped or the fuse has blown.

For information on the thresholds, see Setting Power Thresholds (on
page 215) and Configuring Environmental Sensors or Actuators (on
page 283).

Changing the View of a List

Some dialogs and data pages contain a list or table, such as the Manage
Users dialog shown below. You may change the number of displayed
columns or re-sort the list for better viewing the data. Note the column or
sorting changes are not saved when quitting the dialog or data page.
Next time when the dialog or page re-opens, the list returns to the default
view.

Note: Not all dialogs support the sorting or column change functions.
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Changing the Column

You can hide some columns of a list or table, or adjust a specific
column's width.

>

To change displayed columns:

Hover your mouse pointer over any column header. A black triangle
appears to the far right of this column header.

Click the black triangle, and a drop-down menu appears.

Point to Columns. A submenu showing all columns appears.

Click any column you want to deselect or select.

= To hide a column, have its checkbox deselected.

= To show a column, have its checkbox selected.

To change the column width:
Hover the mouse pointer to the right border of the desired column.

When the mouse pointer turns to a two-way arrow, drag the border
horizontally to widen or shrink the column.

Changing the Sorting

By default, a list or table is sorted against the first column in the
ascending order. You can re-sort the list in a reverse order or against a
different column.

>

To re-sort the list by doing either of the following:
Click the column header against which you want to sort the list.

a. The first click sorts the list in the ascending order, indicated by a
blue upward-pointing triangle = .

b. The second click reverses the sorting to the descending order,
indicated by a blue downward-pointing triangle = .

Select a sorting command from the column menu.

a. Hover your mouse pointer over the column header against which

you want to sort the list. A black triangle - appears to the far
right of this column header.

b. Click the black triangle, and a drop-down menu appears.

c. Select Sort Ascending or Sort Descending.

The newly selected column header is marked with the upward- or
downward-pointing triangle.
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Resizing a Dialog

Most dialogs cannot be resized except for a few ones (such as the Event
Log dialog), which can be resized to display more information at a time.

» Toresize adialog:
Hover your mouse pointer over any border of the dialog.

2. When the mouse pointer turns to a double-headed arrow, drag the
border vertically or horizontally to make the dialog bigger or smaller.

Browser-Defined Shortcut Menu

A shortcut menu, which is built in the web browser, may appear when
right-clicking anywhere in the PX web interface.

The shortcut menu functions are defined by the browser. For example,
the Back command on the Internet Explorer® (IE) shortcut menu works
the same as the Back button in the IE browser. Both of these functions
take you to the previous page.

For information on each shortcut menu command or item, see the online
help or documentation accompanying your web browser.

Below is the illustration of the IE browser's shortcut menu. Available
menu commands or items may slightly differ based on your web browser
version.
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= Any tripped circuit breakers or blown fuses

For the background color meanings in this section, see The Yellow- or
Red-Highlighted Sensors (on page 105).

Alarms List

You can create event rules that request users to acknowledge certain
alerts, and resend alert notifications if the acknowledgment action is not
taken yet. See Creating Actions (on page 223).

If any of these alerts has not been acknowledged since its occurrence,
the Alarms section on the dashboard shows this alert until it is
acknowledged. All alerts on the Alarms section are highlighted in red.

Below is the illustration of the alarms list.

The following table explains each column of the alarms list.

Column Description
Name The customized name of the Alarm action.
Reason The first event that triggers the alert.

First Appearance The date and time when the event indicated in
the Reason column occurred for the first time.

Last Appearance The date and time when the event indicated in
the Reason column occurred for the last time.

Count The number of times the event indicated in the
Reason column has occurred.

More Alerts = A dash is displayed when there is only one
event triggering this alert.

= If there are other types of events triggering
the same alert, the total number of these
additional reasons is displayed. You can
double click that alarm to view a list of all
events that have occurred.











https://www.raritan.com/support/product/px2/px2-support-files�
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Fields
Networking Mode

Cascading Mode

Cascade Position

Cascaded Device
Connected

Description
Indicates how the PX is connected to the LAN.

= Wired: The device is connected to the LAN
through a standard network cable.

=  Wireless: The device is connected to the LAN
through a supported USB wireless LAN
adapter. See USB Wireless LAN Adapters (on
page 21).

= XXX (USB): XXX represents Wired or Wireless.
The device is connected to the LAN through a
USB-cascading configuration. That is, it is a
slave device.

Shows the cascading mode applied. See Setting
the Cascading Mode (on page 142).

Indicates the position of the PX in the
USB-cascading configuration.

= 0 (zero) represents the master device.

= A non-zero number represents a slave device. 1
is Slave 1, 2 is Slave 2, 3 is Slave 3 and so on.

This field is NOT available on a standalone PX.

Indicates whether the presence of a slave device is
detected on the USB-A port.

= yes: Connection to a slave device is detected.

= no: NO connection to a slave device is
detected.
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= A master device shows 0 (zero) in the Cascade Position field and
yes in the Cascaded Device Connected field.

= A slave device in the middle position shows a non-zero number
which indicates its exact position in the Cascade Position field
and yes in the Cascaded Device Connected field.
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The following diagram shows 1, indicating it is the first slave -
Slave 1.

= The final slave device shows a non-zero number which indicates
its position in the Cascade Position field and no in the Cascaded
Device Connected field.
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The following diagram shows 2, indicating it is the second slave -
Slave 2. The Cascaded Device Connected field shows no,
indicating that it is the final one in the chain.

Naming the PDU

The default name for PX is my PX. You may give it a unique device
name.

To change the device name:

Click the PDU folder in the PX Explorer pane to open the PDU page.
Click Setup in the Settings section. The Pdu Setup dialog appears.
Type a new name in the Device Name field.

Click OK.

N N

Modifying the Network Configuration

The network settings you can change via the web interface include wired,
wireless, IPv4 and/or IPv6 settings.
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Modifying Network Interface Settings

The PX supports two types of network interfaces: wired and wireless.
You should configure the network interface settings according to the
networking mode that applies. See Connecting the PX to Your
Network (on page 20).

Wired Network Settings

The LAN interface speed and duplex mode were set during the initial
configuration process.

By default, the LAN speed and duplex mode are set to "Auto" (automatic),
which works in nearly all scenarios. You can change them if there are
special local requirements.

P To modify the network interface settings:

Choose Device Settings > Network. The Network Configuration
dialog appears.

2. The Interface Settings tab should have been selected. If not, click the
Interface Settings tab.

3. Inthe Network Interface field, click the drop-down arrow, and select
Wired from the list.

4. To change the LAN speed, click the drop-down arrow in the Speed
field and select an option from the list.

= Auto: System determines the optimum LAN speed through
auto-negotiation.

= 10 Mbit/s: The LAN speed is always 10 Mbps.
= 100 Mbit/s: The LAN speed is always 100 Mbps.

5. To change the duplex mode, click the drop-down arrow in the Duplex
field and select an option from the list.

= Auto: The PX selects the optimum transmission mode through
auto-negotiation.

= Full: Data is transmitted in both directions simultaneously.

= Half: Data is transmitted in one direction (to or from the PX
device) at a time.

6. Click OK.

Tip: You can check the LAN status in the Current State field, including
the speed and duplex mode.
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Modifying Network Settings

The PX was configured for network connectivity during the installation
and configuration process. See Configuring the PX (on page 16). If
necessary, you can modify any network settings using the web interface.

Selecting the Internet Protocol

The PX device supports two types of Internet protocols -- IPv4 and IPv6.
You can enable either or both protocols. After enabling the desired
Internet protocol(s), all but not limited to the following protocols will be
compliant with the enabled Internet protocol(s):

LDAP
NTP
SMTP
SSH
Telnet
FTP
SSL/TLS
SNMP
SyslLog

To select the appropriate Internet Protocol:

Choose Device Settings > Network. The Network Configuration
dialog appears.

Click the IP Protocol tab.

Select one checkbox according to the Internet protocol(s) you want
to enable:

= |Pv4 only: Enables IPv4 only on all interfaces. This is the default.
= |Pv6 only: Enables IPv6 only on all interfaces.
= |Pv4 and IPv6: Enables both IPv4 and IPv6 on all interfaces.

If you selected the "IPv4 and IPv6" checkbox in the previous step,
you must determine which IP address is used when the DNS
resolver returns both IPv4 and IPv6 addresses.

= |Pv4 Address: Use the IPv4 addresses returned by the DNS

server.

= |Pv6 Address: Use the IPv6 addresses returned by the DNS
server.

Click OK.
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Modifying IPv4 Settings

You must enable the IPv4 protocol before you can modify the IPv4
network settings. See Selecting the Internet Protocol (on page 121).

>

To modify IPv4 settings:

Choose Device Settings > Network. The Network Configuration
dialog appears.

Click the IPv4 Settings tab.

In the IP Auto Configuration field, click the drop-down arrow, and
select the desired option from the list.

Option
DHCP

Static

Description
To auto-configure the PX, select DHCP.

With DHCP selected, you can enter a preferred DHCP host
name, which is optional. Type the host name in the
Preferred Hostname field.

The host name:

= Consists of alphanumeric characters and/or hyphens
= Cannot begin or end with a hyphen

= Cannot contain more than 63 characters

= Cannot contain punctuation marks, spaces, and
other symbols

Select the "Specify DNS server manually" checkbox if
necessary. Then type the address of the primary DNS
server in the Primary DNS Server field. The secondary DNS
server and DNS suffix are optional.

To manually assign an IP address, select Static, and enter
the following information in the corresponding fields:

= |P address

= Netmask

= Default gateway

= Primary DNS server

= Secondary DNS server (optional)
= DNS Suffix (optional)

If your local network contains two subnets and IP forwarding
has been enabled, you can click Append to add static routes
so that your PX can communicate with the other subnet.
Each static route requires:



4.

Option

Click OK.

Chapter 6: Using the Web Interface

Description

Destination: IP address of the other subnet and subnet
mask using the format "IP address/subnet mask."

Next Hop: IP address of the next hop router.

See Static Route Examples (on page 125) for illustrations.

Note: The PX supports a maximum of 3 DNS servers. If two IPv4 DNS
servers and two IPv6 DNS servers are available, the PX only uses the
primary IPv4 and IPv6 DNS servers.

Modifying IPv6 Settings

You must enable the IPv6 protocol before you can modify the IPv6
network settings. See Selecting the Internet Protocol (on page 121).

>

To modify IPv6 settings:

Choose Device Settings > Network. The Network Configuration
dialog appears.

Click the IPv6 Settings tab.

In the IP Auto Configuration field, click the drop-down arrow, and
select the desired option from the list.

Option
Automatic

Static

Description
To auto-configure the PX, select Automatic.

With this option selected, you can enter a preferred host
name, which is optional. Type the host name in the
Preferred Hostname field.

The host name:

= Consists of alphanumeric characters and/or
hyphens

= Cannot begin or end with a hyphen
= Cannot contain more than 63 characters

= Cannot contain punctuation marks, spaces, and
other symbols

Select the "Specify DNS server manually" checkbox if
necessary. Then type the address of the primary DNS
server in the Primary DNS Server field. The secondary
DNS server and DNS suffix are optional.

To manually assign an IP address, select Static, and enter
the following information in the corresponding fields:
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Option

4. Click OK.

Description
= |P address
= Default gateway
= Primary DNS server
= Secondary DNS server (optional)
= DNS Suffix (optional)

If your local network contains two subnets and IP
forwarding has been enabled, you can click Append to
add static routes so that your PX can communicate with
the other subnet. Each static route requires:

= Destination: IP address of the current subnet and prefix
length using the format "IP address/prefix."

= Next Hop: IP address of the next hop router.

See Static Route Examples (on page 125) for
illustrations.

Note: The PX supports a maximum of 3 DNS servers. If two IPv4 DNS
servers and two IPv6 DNS servers are available, the PX only uses the
primary IPv4 and IPv6 DNS servers.
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Static Route Examples

This section has two static route examples: IPv4 and IPv6. Both
examples assume that two network interface controllers (NIC) have been
installed in one network server, leading to two available subnets, and IP
forwarding has been enabled. All of the NICs and PX devices in the
examples use static IP addresses.

> IPv4 example:

e Your PX: 192.168.100.64

e Two NICs: 192.168.200.75 and 192.168.100.88

e Two networks: 192.168.200.0 and 192.168.100.0

e Subnet mask: 24
|
I

NIC - 1 | MNIC - 2
192.168.200.75 I 192.168.100.88
I
I
192.168.200.0 192.168.100.0
Raritan
192.168.100.64
- -
192.168.200.X
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In this example, NIC-2 (192.168.100.88) is the next hop router for your
PX to communicate with any device in the other subnet 192.168.200.0.
In the IPv4 "Append new Route" dialog, you should specify:

= Destination: 192.168.200.0/24
= Next Hop: 192.168.100.88

» IPv6 example:

e Your PX: fd07:2fa:6cff:2405::30

e Two NICs: fd07:2fa:6¢ff:1111::50 and fd07:2fa:6¢ff:2405::80
e Two networks: fd07:2fa:6cff:1111::0 and fd07:2fa:6cff:2405::0
e Prefix length: 64

NIC -1 NIC -2

|
|
|
fd07:2fa:6cff:1111::50 | fd07:2fa:6cfF:2405::80
|
|

fd07:2fa:6¢ff:1111::0 fd07:2fa:6cff:2405::0

Raritan
fd07:2fa:6¢ff:2405::30

CEEEE—

fdO7:2fa:6cff:1111::X
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In this example, NIC-2 (fd07:2fa:6¢ff:2405::80) is the next hop router for
your PX to communicate with any device in the other subnet
fd07:2fa:6¢ff:1111::0. In the IPv6 'Append new Route' dialog, you should
specify:

= Destination: fd07:2fa:6¢cff:2405::0/64
= Next Hop: fd07:2fa:6¢cff:2405::80
Role of a DNS Server

As Internet communications are carried out on the basis of IP addresses,
appropriate DNS server settings are required for mapping domain names
(host names) to corresponding IP addresses, or the PX may fail to
connect to the given host.

Therefore, DNS server settings are important for external authentication.
With appropriate DNS settings, the PX can resolve the external
authentication server's name to an IP address for establishing a
connection. If the SSL/TLS encryption is enabled, the DNS server
settings become critical since only fully qualified domain name can be
used for specifying the LDAP server.

For information on external authentication, see Setting Up External
Authentication (on page 184).

Modifying Network Service Settings

The PX supports these network communication services: HTTPS, HTTP,
Telnet and SSH.

HTTPS and HTTP enable the access to the web interface, and Telnet
and SSH enable the access to the command line interface. See Using
the Command Line Interface (on page 341).

By default, SSH is enabled, Telnet is disabled, and all TCP ports for
supported services are set to standard ports. You can change default
settings if necessary.

Note: Telnet access is disabled by default because it communicates
openly and is thus insecure.

In addition, the PX also supports the SNMP and Modbus/TCP protocols.

Changing HTTP(S) Settings

Important: Raritan disables SSL 3.0 and uses TLS for releases 3.0.4,
3.0.20 and later releases due to published security vulnerabilities in SSL
3.0. Make sure your network infrastructure, such as LDAP and mail
services, uses TLS rather than SSL 3.0.
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HTTPS uses Transport Layer Security (TLS) technology to encrypt all
traffic to and from the PX device so it is a more secure protocol than
HTTP.

By default, any access to the PX device via HTTP is automatically
redirected to HTTPS. You can disable this redirection if needed.

» To change HTTP or HTTPS port settings:

Choose Device Settings > Network Services > HTTP. The HTTP
Settings dialog appears.

2. To use a different port for HTTP or HTTPS, type a new port number
in the corresponding field. Valid range is 1 to 65535.

Warning: Different network services cannot share the same TCP
port.

3. Enable or disable either or both ports.

= To enable or disable the HTTP port, select or deselect the "HTTP
access" checkbox.

= To enable or disable the HTTPS port, select or deselect the
"HTTPS access" checkbox.

» To enable or disable HTTPS redirection:

In the HTTP Settings dialog, the "Enforce use of HTTPS (redirect to
HTTPS)" checkbox determines whether the HTTP access to the PX
is redirected to HTTPS.

= To enable the redirection, select the checkbox.

= To disable the redirection, deselect the checkbox.

Note: The redirection checkbox is configurable only when both HTTP
and HTTPS ports have been enabled.

Changing SSH Settings

You can enable or disable the SSH access to the command line interface,
or change the default TCP port for the SSH service. In addition, you can
decide to log in using either the password or the public key over the SSH
connection.

P To change SSH service settings:

Choose Device Settings > Network Services > SSH. The SSH
Settings dialog appears.

2. To use a different port, type a new port number in the port field. Valid
range is 1 to 65535.
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3. Select 'Use custom SMS center number' if a custom SMS will be
used.

Enter the SMS center number in the SMS Center field.
Click Advanced Information to show information.

Enter the number of the recipient's phone in the Recipients Phone
field, then click Send SMS Test to send a test SMS message.

Setting the Cascading Mode

A maximum of eight PX devices can be cascaded using USB cables and
therefore share only one Ethernet connection. See Cascading the PX
via USB (on page 28).

The Ethernet sharing mode applied to the USB-cascading configuration
is either network bridging or port forwarding. This mode is determined by
the master device.

Only the Admin user or a user who has the Administrator Privileges
permission can configure the cascading mode.

To apply the "Port Forwarding" cascading mode, all cascaded PX
devices must be upgraded to version 2.5.20 or later, or those devices not
supporting the "Port Forwarding" mode cannot be accessed over the
network. See Updating the PX Firmware (on page 324).

» To configure the cascading mode:
1. Log in to the master device's web interface.

2. Choose Device Settings > USB Cascading. The USB Cascading
Configuration dialog appears.

3. Verify that the "Position in cascaded chain" field shows 0 (Master),
indicating that this PX is the master device.

4. Select the preferred cascading mode in the "Cascading mode" field.

= Bridging: Each device in the USB-cascading configuration is
accessed with a different IP address. This is the default.

= Port Forwarding: Each device in the USB-cascading
configuration is accessed with the same IP address with a
different port number assigned. The port numbers vary based on
the networking protocol and device position in the chain. See
Port Number Syntax (on page 143).

Note: If reversing or disconnecting the USB cable from a slave
device, causing the slave device to become a master or standalone
device, you must plug an Ethernet cable to it to update its
USB-cascading status.

5. Click OK.
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Important: Although it is possible to selectively enable/disable logging for
individual sensors on the PX in Step 4, it is NOT recommended and this
capability may be removed in the future.

Configuring SMTP Settings

The PX can be configured to send alerts or event messages to a specific
administrator by email. To do this, you have to configure the SMTP
settings and enter an IP address for your SMTP server and a sender's
email address.

If any email messages fail to be sent successfully, the failure event and
reason are available in the event log. See Viewing the Local Event Log
(on page 269).

Note: See Event Rules and Actions (on page 222) for information on
creating event rules to send email notifications.

> To set SMTP server settings:

Choose Device Settings > SMTP Server. The SMTP Server Settings
dialog appears.

2. Type the name or IP address of the mail server in the Server Name
field.

3. Type the port number for the SMTP server in the Port field. The
default is 25.

4. Type an email address for the sender in the Sender Email Address
field.

5. Type the number of email retries in the "Number of Sending Retries"
field. The default is 2 retries.

6. Type the time interval between email retries in the "Time Interval
Between Sending Retries (in minutes)" field. The time is measured in
minutes. The default is 2 minutes.

7. If your SMTP server requires password authentication, do this:
a. Select the Server Requires Authentication checkbox.
b. Type a user name in the User Name field.
c. Type a password in the Password field.

8. If your SMTP server supports the Transport Layer Security (TLS),
select the "Enable SMTP over TLS (StartTLS)" checkbox. Then do
the following:

a. Click Browse to select the TLS CA certificate file. Then you may:
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Click the SSH tab to enter the public key if the public key
authentication for the SSH service is enabled. See Changing SSH
Settings (on page 128).

a. Open the SSH public key with a text editor.

b. Copy and paste all contents in the text editor into the Public Key
field on the SSH tab.

Click the Roles tab to determine the permissions of the user.
Select one or multiple roles by selecting corresponding checkboxes.
= The Admin role provides full permissions.

= The Operator role provides limited permissions for
frequently-used functions. See Setting Up Roles (on page 160)
for the scope of permissions. This role is selected by default.

= If no roles meet your needs, you can:

= Modify the permissions of an existing role: To modify the
permissions of any role, double-click the role or highlight it
and then click Edit Role. See Modifying a Role (on page
161).

= Create a new role by clicking the Manage Roles button: See
Creating a Role (on page 160).

Note: With multiple roles selected, a user has the union of all roles'
permissions.

To change any measurement units displayed in the web interface
and command line interface for this new user, click the Preferences
tab, and do any of the following:

* In the Temperature Unit field, select “C (Celsius) or °F
(Fahrenheit) as the measurement unit for temperatures.

= In the Length Unit field, select "Meter" or "Feet" as the
measurement unit for length or height.

= |n the Pressure Unit field, select "Pascal" or "psi" as the
measurement unit for pressure.

A Pascal is equal to one newton per square meter. Psi stands for
pounds per square inch.

Note: The measurement unit change only applies to the web
interface and command line interface. Users can change the
measurement units at any time by setting up their own user
preferences. See Setting Up Your Preferred Measurement Units
(on page 159).
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Modifying a User Profile

You can change any user profile's information except for the user name.

>

To modify a user profile:

Choose User Management > Users. The Manage Users dialog
appears.

Select the user by clicking it.

Click Edit or double-click the user. The Edit User 'XXX' dialog
appears, where XXX is the user name.

Make all necessary changes to the information shown.

To change the password, type a new password in the Password and
Confirm Password fields. If the password field is left blank, the
password is not changed.

To change the SNMPv3 access permissions, click the SNMPv3 tab
and make necessary changes. For details, see Step 6 of Creating a
User Profile (on page 154).

To change the permissions, click the Roles tab and do one of these:
= Select or deselect any role's checkbox.

*= To modify the permissions of any role, double-click the role or
highlight it and then click Edit Role. See Modifying a Role (on
page 161).

To change the measurement unit for temperature, length or pressure,
click the Preferences tab, and select a different option from the
drop-down list.

Note: The measurement unit change only applies to the web
interface and command line interface.

Click OK.

Deleting a User Profile

Delete outdated or redundant user profiles when necessary.

>

To delete user profiles:

Choose User Management > Users. The Manage Users dialog
appears.

Select the user you want to delete by clicking it. To make multiple
selections, press Ctrl+click or Shift+click to highlight multiple ones.

Click Delete.

A message appears, prompting you to confirm the operation. Click
Yes to confirm the deletion.
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Changing the User List View

You may change the number of displayed columns or re-sort the list for
better viewing the data. See Changing the View of a List (on page
106).

Setting Up Your Preferred Measurement Units

The measurement units used in your PX user interfaces can be changed
according to your own preferences regardless of the permissions you
have.

Tip: Preferences can also be changed by administrators for specific
users from the Preferences tab of the Manage Users dialog. See
Creating a User Profile (on page 154).

Note: The measurement unit change only applies to the web interface
and command line interface. Setting your preferences does not change
the default measurement units, which apply to all users before any
individual user or the administrator sets preferred measurement units on
a per-user basis. See Setting Default Measurement Units (on page
138) for information on changing default measurement units.

> To change the measurement units applied to your PX graphical
user interfaces:

1. Choose User Management > User Preferences. The Setup User
Preferences dialog opens.

2. Update any of the following as needed:

* In the Temperature Unit field, select “C (Celsius) or “F
(Fahrenheit) as the measurement unit for temperatures.

= In the Length Unit field, select "Meter" or "Feet" as the
measurement unit for length or height.

= In the Pressure Unit field, select "Pascal" or "psi" as the
measurement unit for pressure.

3. Click OK.
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Changing the Role List View

You may re-sort the list for better viewing the data. See Changing the
View of a List (on page 106).

Access Security Control

The PX provides tools to control access. You can enable the internal
firewall, create firewall rules, and create login limitations.

Tip: You can also create and install the certificate or set up external
authentication servers to control any access. See Setting Up a TLS
Certificate (on page 178) and Setting Up External Authentication (on
page 184).

Forcing HTTPS Encryption

You can force all accesses to the PX via HTTP to be redirected to
HTTPS. See Changing HTTP(S) Settings (on page 127).

Configuring the Firewall

The PX has a firewall that you can configure to prevent specific IP
addresses and ranges of IP addresses from accessing the PX device or
to prevent them from receiving any data from the PX.

The PX allows you to configure the firewall rules for inbound and
outbound traffic respectively. Inbound rules control the data sent to the
PX, and outbound rules control the data sent from the PX.

By default the firewall is disabled.

» To configure the firewall:
Enable the firewall. See Enabling the Firewall (on page 164).

2. Set the default policy. See Changing the Default Policy (on page
164).

3. Create firewall rules specifying which addresses to accept and which
ones to discard. See Creating Firewall Rules (on page 165).

Changes made to firewall rules take effect immediately. Any
unauthorized IP activities cease instantly.

Note: The purpose of disabling the firewall by default is to prevent users
from accidentally locking themselves out of the device.
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Enabling the Firewall

The

>

4.

Chal

Afte
IP a

firewall rules, if any, take effect only after the firewall is enabled.

To enable the PX firewall:

Choose Device Settings > Security > IP Access Control. The
Configure IP Access Control Settings dialog appears.

To enable the IPv4 firewall, click the IPv4 tab, and select the Enable
IPv4 Access Control checkbox.

To enable the IPv6 firewall, click the IPv6 tab, and select the Enable
IPv6 Access Control checkbox.

Click OK.
nging the Default Policy

r enabling the firewall, the default policy is to accept traffic from/to all
ddresses. This means only IP addresses discarded by a specific rule

will NOT be permitted to access the PX or receive any data from the PX.

You
to/fr

can change the default policy to Drop or Reject, in which case traffic
om all IP addresses is discarded except the IP addresses accepted

by a specific rule.

Default policies for inbound and outbound traffic can be different.

>

To change the default policy for inbound traffic:

Choose Device Settings > Security > IP Access Control. The
Configure IP Access Control Settings dialog appears.

To determine the default policy for IPv4 addresses:

a. Click the IPv4 tab if necessary.

b. Ensure the Enable IPv4 Access Control checkbox is selected.
c. Locate the Default Policy field in the Inbound Rules section.
d

The default policy is shown in the Default Policy field. To change
it, select a different policy from the drop-down list.

= Accept: Accepts traffic from all IPv4 addresses.

= Drop: Discards traffic from all IPv4 addresses, without
sending any failure natification to the source host.

= Reject: Discards traffic from all IPv4 addresses, and an ICMP
message is sent to the source host for failure notification.

To determine the default policy for IPv6 addresses:
a. Click the IPv6 tab.

b. Ensure the Enable IPv6 Access Control checkbox is selected.
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Locate the Default Policy field in the Inbound Rules section.

d. The default policy is shown in the Default Policy field. To change
it, select a different policy from the drop-down list.

= Accept: Accepts traffic from all IPv6 addresses.

= Drop: Discards traffic from all IPv6 addresses, without
sending any failure notification to the source host.

» Reject: Discards traffic from all IPv6 addresses, and an ICMP
message is sent to the source host for failure notification.

4. Click OK. The new default policy is applied.

» To change the default policy for outbound traffic:

Locate the Outbound Rules section on the IPv4 or IPv6 tab and then
follow the above procedure to set up its Default Policy field by
selecting one of the following options.

= Accept: Permits traffic sent from the PX to all IP addresses.

= Drop: Discards traffic sent from the PX to all IP addresses,
without sending any failure notification to the destination host.

= Reject: Discards traffic sent from the PX to all IP addresses, and
an ICMP message is sent to the destination host for failure
notification.

Creating Firewall Rules

Firewall rules determine whether to accept or discard traffic to/from the
PX, based on the IP address of the host sending or receiving the traffic.
When creating firewall rules, keep these principles in mind:

Rule order is important.

When traffic reaches or is sent from the PX device, the rules are
executed in numerical order. Only the first rule that matches the IP
address determines whether the traffic is accepted or discarded. Any
subsequent rules matching the IP address are ignored by the PX.

Subnet mask is required.

When typing the IP address, you must specify BOTH the address
and a subnet mask. For example, to specify a single address in a
Class C network, use this format:

X.X.X.X[24
where /24 = a subnet mask of 255.255.255.0.

To specify an entire subnet or range of addresses, change the
subnet mask accordingly.

Note: Valid IPv4 addresses range from 0.0.0.0 through
255.255.255.255. Make sure the IPv4 addresses entered are within
the scope.
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» To create firewall rules:

Choose Device Settings > Security > IP Access Control. The
Configure IP Access Control Settings dialog appears.

2. Click the IPv4 tab for creating IPv4 firewall rules, or click the IPv6 tab
for creating IPv6 firewall rules.

3. Ensure the Enable IPv4 Access Control checkbox is selected on the
IPv4 tab, or the Enable IPv6 Access Control checkbox is selected on
the IPv6 tab.

4. To set rules for inbound traffic, go to the Inbound Rules section. To
set rules for outbound traffic, go to the Outbound Rules section.

5. Create specific rules. See the table for different operations.

Action Procedure
Add a rule to the end of = Click Append. The "Append new Rule" dialog appears.
the rules list

= Type an IP address and subnet mask in the IP/Mask field.

= Select Accept, Drop or Reject from the drop-down list in the Policy
field.

= Accept: Accepts traffic from/to the specified IP address(es).

= Drop: Discards traffic from/to the specified IP address(es), without
sending any failure notification to the source or destination host.

= Reject: Discards traffic from/to the specified IP address(es), and an
ICMP message is sent to the source or destination host for failure
notification.

= Click OK.

The system automatically numbers the rule.
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Action Procedure
Insert a rule between two = Select the rule above which you want to insert a new rule. For
existing rules example, to insert a rule between rules #3 and #4, select #4.

= Click Insert. The "Insert new Rule" dialog appears.
= Type an IP address and subnet mask in the IP/Mask field.

= Select Accept, Drop or Reject from the drop-down list in the Policy
field.

= Accept: Accepts traffic from/to the specified IP address(es).

= Drop: Discards traffic from/to the specified IP address(es), without
sending any failure notification to the source or destination host.

= Reject: Discards traffic from/to the specified IP address(es), and an

ICMP message is sent to the source or destination host for failure
notification.

= Click OK.

The system inserts the rule and automatically renumbers the following rules.
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6. When finished, the rules appear in the Configure IP Access Control
Settings dialog.

7. Click OK. The rules are applied.

Editing Firewall Rules

When an existing firewall rule requires updates of IP address range
and/or policy, modify them accordingly.

» To modify afirewall rule:

1. Choose Device Settings > Security > IP Access Control. The
Configure IP Access Control Settings dialog appears.
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6. If disabling an inlet will result in all inlets being disabled, a
confirmation dialog appears, indicating that all inlets will be disabled.
Then click Yes to confirm this operation or No to abort it.

Setting Power Thresholds

Setting and enabling the thresholds causes the PX to generate alert
notifications when it detects that any component's power state crosses
the thresholds. See The Yellow- or Red-Highlighted Sensors (on page
105).

There are four thresholds for each sensor: Lower Critical, Lower Warning,
Upper Warning and Upper Critical.

e Upper and Lower Warning thresholds indicate the sensor reading
enters the warning level.

e Upper and Lower Critical thresholds indicate the sensor reading
enters the critical level.

To avoid generating a large amount of alert events, you can set the
assertion timeout and deassertion hysteresis.

For detailed information, see Sensor Threshold Settings (on page
648).

Note: After setting the thresholds, remember to configure event rules.
See Event Rules and Actions (on page 222).

Setting an Outlet's Thresholds

You can set up the thresholds, deassertion hysteresis and assertion
timeout for a particular outlet.

The threshold values set for an individual outlet will override the bulk
threshold values stored on that outlet. See Bulk Configuration for
Outlet Thresholds (on page 216).

> To set the thresholds for an outlet:

Expand the Outlets folder in the PX Explorer pane to show all outlets.
See Expanding the Tree (on page 100).

2. Inthe PX Explorer pane, click the outlet you want. The page specific
to that outlet opens in the right pane.
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Event Rules and Actions

A benefit of the product's intelligence is its ability to notify you of and
react to a change in conditions. This event notification or reaction is an
"event rule."

The PX is shipped with four built-in event rules, which cannot be deleted.

e System Event Log Rule: This causes ANY event occurred to the PX
to be recorded in the internal log. It is enabled by default.

e System SNMP Notification Rule: This causes SNMP traps or informs
to be sent to specified IP addresses or hosts when ANY event
occurs to the PX. It is disabled by default.

e System Tamper Detection Alarmed: This causes the PX to send
alarm notifications if a DX tamper sensor has been connected and
the PX detects that the tamper sensor enters the alarmed state.

e System Tamper Detection Unavailable: This causes the PX to sends
alarm notifications if a DX tamper sensor has been connected and
the PX detects that the communication with the connected tamper
sensor is lost.

If these do not satisfy your needs, you can create additional rules to
respond to different events. You need the Administrator Privileges to
configure event rules.

Note: Internet Explorer® 8 (IE8) does not use compiled JAVA script.
When using IE8 to create or change event rules, the CPU performance
may be degraded, resulting in the appearance of the connection time out
message. When this occurs, click Ignore to continue.

Components of an Event Rule

An event rule defines what the PX does in certain situations and is
composed of two parts:

e Event: This is the situation where the PX or part of it meets a certain
condition. For example, the inlet's voltage exceeds the warning
threshold.

e Action: This is the response to the event. For example, the PX
notifies the system administrator of the event and records the event
in the log.

Creating an Event Rule
The best way to create a new set of event rules in sequence is to:

e Create actions for responding to one or multiple events

e Create rules to determine what actions are taken when these events
occur












226

Chapter 6: Using the Web Interface

To remove all actions, click |"*'.|.
8. Click OK.

9. To create additional action groups, repeat Steps 3 to 8.

Alarm

The Alarm is an action that requires users to acknowledge an alert. This
helps ensure that the user is aware of the alert.

If the Alarm action has been included in a specific event rule and no one

acknowledges that alert after it occurs, the PX resends or regenerates an
alert notification regularly until the alert is acknowledged or it reaches the
maximum number of alert notifications.

For information on acknowledging an alarm, see Alarms List (on page

110).

@ N 2y

To create an Alarm action:
Click the Actions tab.
Click New.

In the "Action name" field, type a new name for the action. The

default name is New Action <number>, where <number> is a
sequential number starting at 1.

4. In the Action field, click the drop-down arrow and select the desired
action: Alarm.

5. In the Alarm Notifications list box, specify one or multiple ways to
issue the alert notifications.

a. Inthe Available Actions field, select the method to send alert
notifications. Available methods vary, depending on how many
notification-based actions have been created.

Notification-based action types include:

External beeper
Syslog message
Send email

Send SMS message

Internal beeper

If no appropriate actions are available, click Create New
Notification Action to immediately create them.

b. Click to add the selected method to the Alarm Notifications
list box.

c. Repeat the above steps to add more methods if needed.
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= To remove any method from the Alarm Notifications list box,

select that method and click |@ |

In the Notification Options section, configure the
notification-resending or -regenerating feature.

a. To enable the notification-resending feature, select the "Enable
re-scheduling of alarm notifications" checkbox. To disable this
feature, deselect the checkbox.

b. Inthe "Period in Minutes" field, specify the time interval (in
minutes) at which the alert notification is resent or regenerated
regularly. You can either directly type a numeric value or click
the Up/Down arrow keys to adjust the time.

c. Inthe "Max. numbers" field, specify the maximum number of
times the alert notification is resent. Values range from 1 to
infinite.

If needed, you can instruct the PX to send the acknowledgment

notification after the alarm is acknowledged in the Acknowledgment
Notifications list box. (Optional)

a. Inthe Available Actions field, select the method to send the
acknowledge notification. Available methods are identical to
those for generating alarm notifications.

b. Click to add the selected method to the Acknowledgment
Notifications list box.
c. Repeat the above steps to add more methods if needed.
= Toremove any method from the Acknowledgment
Notifications list box, select that method and click |@' |
Click OK.

External Beeper

If an external beeper is connected to the PX, the PX can change the
beeper's behavior or status to respond to a certain event.

@ N 2T

To control the connected external beeper:
Click the Actions tab.
Click New.

In the "Action name" field, type a new name for the action. The
default name is New Action <number>, where <number> is a
sequential number starting at 1.

In the Action field, click the drop-down arrow and select the desired
action: External beeper.
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5. From the Beeper Port drop-down list, select the port where the
external beeper is connected. This port is the FEATURE port.

6. From the Beeper Action drop-down list, select an action for the
external beeper to carry out.

= Alarm: Causes the external beeper to sound an alarm cycle
every 20 seconds - stays on for 0.7 seconds and then off for
19.3 seconds.

= On: Turns on the external beeper so that it buzzes continuously.
= Off: Turns off the external beeper so that it stops buzzing.
7. Click OK.

Note: If you create an event rule for the external beeper but disconnect it
when an event causes it to beep, the beeper no longer beeps after it is
re-connected even though the event triggering the beeping action
remains asserted.

Log an Event Message

This option records the selected events in the internal log.

P To create alog event message:

Choose Device Settings > Event Rules. The Event Rules Settings
dialog opens.

Click the Actions tab.
Click New.

In the "Action name" field, type a new name for the action. The
default name is New Action <number>, where <number> is a
sequential number starting at 1.

5. In the Action field, click the drop-down arrow and select the desired
action: Log event message.

6. Click OK.
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b. Select the desired action from the list. To make multiple
selections, press Ctrl+click or Shift+click to highlight multiple
ones.

c. Click Delete.
d. Click Yes on the confirmation message.

4. Click Close to quit the dialog.

A Note about Untriggered Rules

In some cases, a measurement exceeds a threshold causing the PX to
generate an alert. The measurement then returns to a value within the
threshold, but the PX does not generate an alert message for the
Deassertion event. Such scenarios can occur due to the hysteresis
tracking the PX uses. See "To De-assert" and Deassertion Hysteresis
(on page 653).

Managing Event Logging

By default, the PX captures certain system events and saves them in a
local (internal) event log.

Viewing the Local Event Log

You can view over 2000 historical events that occurred to the PX device
in the local event log.

When the log size exceeds 256KB, each new entry overwrites the oldest
entry.

> To display the local log:

Choose Maintenance > View Event Log. The Event Log dialog
appears.

Each event entry in the local log consists of:

= Date and time of the event

=  Type of the event

= A description of the event

= |D number of the event

2. The dialog shows the final page by default. You can:

= Switch between different pages by doing one of the following:
- Click 4 or Pl to go to the first or final page.
- Click 4 or I to go to the prior or next page.

- Type a number in the Page text box and press Enter to go to a
specific page.
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= 3 : This icon denotes that the monitoring for the corresponding
device is disabled.

The column labeled "Status" indicates the accessibility of each
monitored equipment.

Status Description

Reachable The monitored equipment is accessible.
Unreachable The monitored equipment is inaccessible.
Waiting for reliable | The connection between the PX device and the
connection ;:;nitored equipment is not reliably established

You may change the sorting order of the list if necessary. Or hide
some columns. See Changing the View of a List (on page 106).

Click Close to quit the dialog.

Environmental Sensors and Actuators

The PX can monitor the environmental conditions, such as temperature
and humidity, where environmental sensors are placed. If an actuator is
connected to the PX, you can use it to control a system or mechanism.

>

To add environmental sensors and actuators:

Physically connect environmental sensor packages to the PX device.
See Connecting Environmental Sensor Packages (on page 33).

Log in to the PX web interface. The PX should have detected the
connected sensors and actuators, and display them in the web
interface.

Identify each sensor and actuator. See Identifying Environmental
Sensors and Actuators (on page 278).

The PX should automatically manage the detected sensors and
actuators. Verify whether detected sensors and actuators are
managed. If not, have them managed. See Managing
Environmental Sensors or Actuators (on page 281).

Configure the sensors and actuators. See Configuring
Environmental Sensors or Actuators (on page 283). The steps
include:

a. Name the sensor or actuator.

b. If the connected sensor is a Raritan contact closure sensor,
specify an appropriate sensor type.

c. Mark the sensor or actuator's physical location on the rack or in
the room.
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d. For a numeric sensor, configure the sensor's threshold,
hysteresis and assertion timeout settings.

Note: Numeric sensors show both numeric readings and sensor states to
indicate environmental or internal conditions while discrete (on/off)
sensors show sensor states only to indicate state changes. Only numeric
sensors have threshold settings. As for actuators, they are used to
control a device or system so they show state changes only.

Identifying Environmental Sensors and Actuators

Raritan has developed three types of environmental sensor packages -
DPX, DPX2 and DX series. The ways to identify each type of
environmental sensor packages in the web interface are different.

o DPX series: This type of environmental sensor package can be
identified through its serial number.

o DPX2 and DX series: This type of environmental sensor package
can be identified either through its serial number or through its chain
position, which consists of the sensor port and its location in the
daisy chain.

See Matching the Serial Number (on page 278) and Matching the
Position (on page 279) in the PX Online Help.

Note: For detailed information on each sensor package, refer to the
Environmental Sensors Guide or Online Help on Raritan website's PX2
Support Files page
(https:/iwww.raritan.com/support/product/px2/px2-support-files).

Matching the Serial Number

A DPX environmental sensor package includes a serial number tag on
the sensor cable.



https://www.raritan.com/support/product/px2/px2-support-files�







Chapter 6: Using the Web Interface

Identifying Sensor or Actuator Channels

A sensor package may have multiple contact closure (CC) or dry contact
(DC) channels, such as DX-D2C6 or DX-PD2C5.

When the PX initially detects and automatically manages a sensor
package with multiple channels, all channels are assigned with ID
numbers in sequence.

If you manually manage these channels by selecting "Automatically
assign a sensor number," the PX assigns ID numbers randomly because
this option assumes that users do not care about the sequence. In this
case, see the Channel column to identify each channel correctly. For
example, CC1 or DC1 is Channel 1, CC2 or DC2 is Channel 2, and so
on.

Managing Environmental Sensors or Actuators

The PX starts to retrieve an environmental sensor's reading and/or state
and records the state transitions after the environmental sensor is
managed. To control an actuator, you also need to have it managed.

The PX device can manage a maximum of 32 environmental sensors or
actuators.

When there are less than 32 managed sensors or actuators, the PX
automatically brings detected environmental sensors or actuators under
management by default. You have to manually manage a sensor or
actuator only when it is not under management.

Tip: You can disable the automatic management feature so that newly
connected environmental sensors or actuators are NOT brought under
management automatically. See Disabling the Automatic
Management Function (on page 294).

» To manually manage an environmental sensor or actuator:

1. Click Peripheral Devices in the Explorer pane, and the Peripheral
Devices page opens in the right pane.
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Describing the Sensor or Actuator's Location

Use the X, Y and Z coordinates to describe each sensor or actuator's
physical location. You can use these location values to track records of
environmental conditions in fixed locations around your IT equipment.
The X, Y and Z values act as additional attributes and are not tied to any
specific measurement scheme. If you choose to, you can use
non-measurement values. For example:

X = Brown Cabinet Row
Y = Third Rack
Z = Top of Cabinet
Values for the X, Y and Z coordinates may consist of:

e For X and Y: Any combination of alphanumeric characters. The
coordinate value can be 0 to 24 characters long.

e For Z when the Z coordinate format is set to Rack Units, any numeric
value ranging from 0 to 60.

e For Z when the Z coordinate format is set to Free-Form, any
alphanumeric characters from 0 to 24 characters.

Tip: To configure and retrieve these coordinate values over SNMP, see
the PX MIB. To configure and retrieve these values over the CLI, see
Using the Command Line Interface (on page 341).
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Changing Default Thresholds

The default thresholds are the initial threshold values that automatically
apply to numeric environmental sensors. These values are configured on
a sensor type basis, which include:

e Temperature sensors

e Humidity sensors (both relative and absolute humidity)
e Air pressure sensors

e Air flow sensors

e Vibration sensors

Note that changing the default thresholds re-determine the initial
thresholds applying to the environmental sensors that are added or
detected later on.

In addition, changing the default thresholds also change the thresholds
of those environmental sensors where the default thresholds have been
selected as their threshold option. See Configuring Environmental
Sensors or Actuators (on page 283).

» To change the default threshold settings:

Click Peripheral Devices in the Explorer pane, and the Peripheral
Devices page opens in the right pane.

2. Click Default Thresholds Setup on the Peripheral Devices page. A
dialog appears, showing a list of all numeric environmental sensor
types.

Select the desired sensor type.

Click Edit or double-click that sensor type to adjust its threshold
settings, deassertion hysteresis or assertion timeout.

= To enable any threshold, select the corresponding checkbox. To
disable a threshold, deselect the checkbox.

= After any threshold is enabled, type an appropriate numeric value
in the accompanying text box.

= To set the deassertion hysteresis, type a numeric value in the
Deassertion Hysteresis field. See "To De-assert" and
Deassertion Hysteresis (on page 653).

= To set the assertion timeout, type a numeric value in the
Assertion Timeout (samples) field. See "To Assert" and
Assertion Timeout (on page 651).

5. Repeat the above step to modify the threshold settings of other
numeric sensor types.

6. Click OK.
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Setting Thresholds for Multiple Sensors

You can configure thresholds for multiple environmental sensors of the
same type at a time. For example, if you want all temperature sensors to
have identical upper and lower thresholds, follow the procedure below to
set up all temperature sensors together.

» To configure thresholds of multiple environmental sensors:

Click Peripheral Devices in the Explorer pane, and the Peripheral
Devices page opens in the right pane.

2. Select the checkboxes of those environmental sensors whose
threshold settings should be the same. Make sure the selected
sensors belong to the same type.

= To select all those listed on the Peripheral Devices page, simply
select the checkbox in the header row.

3. Click Setup. Note that the Setup button is disabled if any of the
selected sensors belongs to a different type.

4. Configure the thresholds as described in Configuring
Environmental Sensors or Actuators (on page 283).

5. Click OK.
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Note: The symbol <= means smaller than (<) or equal to (=).

"alarmed" State
This state means a discrete (on/off) sensor is in the "abnormal” state.

Usually for a contact closure sensor, the meaning of this state varies
based on the sensor's normal state setting.

e If the normal state is set to Normally Closed, the alarmed state
means the contact closure switch is open.

e If the normal state is set to Normally Open, the alarmed state means
the contact closure switch is closed.

For a Raritan's floor water sensor, the normal state must be set to
Normally Closed, which means no water is detected. The alarmed state
indicates that the presence of water is detected.

Note: See the Environmental Sensors Guide for information on setting
the normal state or dip switch. This guide is available on Raritan's PX2
Support Files page
(https://lwww.raritan.com/support/product/px2/px2-support-files).
This Environmental Sensors Guide applies to PX, BCM and EMX
products.

Tip: A contact closure sensor's LED is lit after entering the alarmed state.
Determine which contact closure switch is in the "abnormal” status
according to the corresponding LED.

"below lower critical" State

This state means a numeric sensor's reading is below the lower critical
threshold as indicated below:

Reading < Lower Critical Threshold
"below lower warning" State

This state means a numeric sensor's reading is below the lower warning
threshold as indicated below:

Lower Critical Threshold <= Reading < Lower Warning Threshold

Note: The symbol <= means smaller than (<) or equal to (=).

"above upper warning" State

This state means a numeric sensor's reading is above the upper warning
threshold as indicated below:

Upper Warning Threshold <= Reading < Upper Critical Threshold

Note: The symbol <= means smaller than (<) or equal to (=).
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3. Click "Switch on" or "Switch off" to turn on or off the selected
actuators. Confirm you want to switch when prompted.

Enabling the Front Panel Actuator Control

This section applies to PX3 phase Il models only. A PX3 phase |
model does NOT support this feature.

You can operate the front panel buttons to turn on or off a connected
actuator. By default, this function is disabled.

For information on controlling the actuators via the front panel display,
see Peripherals (on page 75).

» To enable the front panel actuator control feature:

Choose Device Settings > Security > Front Panel Permissions. The
Front Panel Permissions dialog appears.

Select the "Peripheral actuator control" checkbox.
Click OK.

Asset Management

Configure the asset management settings only when an asset sensor is
physically connected to the PX device.

Note: To set up an asset management system, see Connecting the
Asset Management Sensor (on page 43).

Configuring the Asset Sensor

The PX cannot detect how many rack units (tag ports) a connected asset
management sensor supports, so you must provide this information
manually.

When you add an asset management sensor, you name it.

P To configure an asset sensor (asset strip):

1. If the Feature Port folder is not expanded, expand it to show the
device under the Feature Port folder.

2. Click the asset sensor in the left pane. The asset sensor's page
opens in the right pane.

Note: The asset sensor is named "Asset Strip 1" by default. The
name changes after being customized.

295



296

Chapter 6: Using the Web Interface

Tip: The same asset sensor's page can be also opened by clicking
Feature Port in the left pane, and then double-clicking the asset
sensor in the right pane.

Click Setup. The setup dialog for the asset sensor appears.

Tip: You can also trigger the same dialog by clicking Asset
Management in the left pane, and then clicking Asset Strip Setup or
double-clicking the asset sensor in the right pane.

To rename the asset sensor, type a new name in the Name field.

In the "Number of Rack Units" field, type the total number of rack
units supported by the AMS. Default is 48.

Here, rack units are the number of asset management tag ports on
the asset management strip. For example, if the AMS has 48 asset
management tag ports, it supports up to 48 rack units on a cabinet.

Determine how to number all rack units on the asset sensor by
selecting an option in the Numbering Mode.

= Top-Down: The rack units are numbered in the ascending order
from the highest to the lowest rack unit.

= Bottom-Up: The rack units are numbered in the descending order
from the highest to the lowest rack unit.

In the Numbering Offset field, select the starting number. For
example, if you select 3, the first rack unit is numbered 3, the second
is numbered 4, the third is numbered 5, and so on until the final
number.

Indicate how the asset sensor is mounted on the rack in the
Orientation field. The rack unit that is most close to the RJ-45
connector of the asset sensor will be marked with the index number
1 in the web interface.

For the latest version of asset sensors with a built-in tilt sensor, it is
NOT necessary to configure the orientation setting manually. The PX
device can detect the orientation of the asset sensors and
automatically configure it.

=  Top Connector: This option indicates that the asset sensor is
mounted with the RJ-45 connector located on the top.

= Bottom Connector: This option indicates that the asset sensor is
mounted with the RJ-45 connector located at the bottom. Click
OK.



Chapter 6: Using the Web Interface

Setting Asset Sensor LED Colors

Each LED on the asset sensor indicates the presence and absence of a
connected asset tag by changing its color. You can configure or change
the color settings for all LEDs on the connected asset sensor(s) by
following the procedure below.

This feature is accessible only by users with Administrative Privileges.

To configure all LED colors:
Connect the asset sensor to the PX if it is not already.

Click on the Feature Ports folder in the navigation tree to expand it.

A

Click the desired asset sensor. The page specific to that asset
sensor opens in the right pane, showing the asset sensor settings
and information of all rack units (tag ports).

Note: You can also access this dialog by double-clicking the asset
sensor shown on the Dashboard page.

4. Click Setup on the asset sensor page. The setup dialog for that asset
sensor appears.

5. To change the LED color denoting the absence of a connected tag,
either click a color in the color palette or type the hexadecimal RGB
value of the color in the "Color without connected Tag" field.

6. Click OK.

Tip: To make a specific LED's color settings different from other LEDs,
see Configuring a Specific Rack Unit (on page 297).

Configuring a Specific Rack Unit

In the PX web interface, a rack unit refers to a tag port on the asset
sensor. You can name a specific rack unit, or change its LED color
settings so that this LED behaves differently from others on the same
asset sensor.

» To configure a specific rack unit:

1. If the Feature Port folder is not expanded, expand it to show the
device under the Feature Port folder.

2. Click the asset sensor in the left pane. The asset sensor's page
opens in the right pane.

Note: The asset sensor is named "Asset Strip 1" by default. The
name changes after being customized.
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7.

Tip: The same asset sensor's page can be also opened by clicking
Feature Port in the left pane, and then double-clicking the asset
sensor in the right pane.

Select the rack unit whose LED settings you want to change.

Click Configure Rack Unit or double-click the selected rack unit. The
setup dialog for the selected rack unit appears.

In the Name field, type a name for identifying this rack unit.
Select either Auto or Manual Override as this rack unit's LED mode.

= Auto (based on Tag): This is the default setting. With this option
selected, the LED follows the global LED color settings.

= Manual Override: This option differentiates this LED's behavior.
After selecting this option, you must select an LED mode and/or
an LED color for the selected rack unit.

= LED Mode: Select On to have the LED stay lit, Off to have it
stay off, "Slow blinking" to have it blink slowly, or "Fast
blinking" to have it blink quickly.

= LED Color: If you select On, "Slow blinking" or "Fast blinking"
in the LED Mode field, select an LED color by either clicking
a color in the color palette or typing the hexadecimal RGB
value of a color in the accompanying text box.

Click OK.

Expanding a Blade Extension Strip

A blade extension strip, like an asset sensor, has multiple tag ports. After
connecting it to a specific asset sensor, it is displayed as a folder on that
asset sensor's page.

Note: If you need to temporarily disconnect the blade extension strip
from the asset sensor, wait at least 1 second before re-connecting it
back, or the PX device may not detect it.

>

To expand a blade extension strip folder:

Click the desired asset sensor in the left pane. The selected asset
sensor's page opens in the right pane.

Locate the rack unit (tag port) where the blade extension strip is
connected.
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5. Click Close to quit the dialog.
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Bulk Configuration

The Bulk Configuration feature lets you save the settings of a configured
PX device to your PC. You can use this configuration file to copy that
configuration to other PX devices of the same model and firmware
version.

You must have the administrator privileges to save and copy the PX
configurations.

Note: No device-specific data is saved to the Bulk Configuration file,
such as environmental sensor or certain network settings. To back up or
restore a specific PX device's all settings, use the Backup/Restore
feature instead. See Backup and Restore of PX Device Settings (on
page 303).

Tip: An additional way to bulk configure multiple PX devices is to use the
TFTP server over a DHCP network. This method helps you save a lot of
time when there are a large number of PX devices to configure. For
details, see Bulk Configuration or Firmware Upgrade via DHCP/TFTP
(on page 526).
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The webcam's location information, if available, is displayed in the
Location pane of the PX web interface.

= To change any image settings, click Setup %5 See
Configuring Webcams (on page 304) or Adjusting Image
Properties (on page 305).

= To save the snapshot being displayed, click the "Store Snapshot
to Webcam Storage" icon H. See Saving Snapshots (on
page 310).
3. To switch to the video mode, click Setup 955 and select Video in the
Webcam Mode field.

In the video mode, two pieces of information are displayed on the top
of the image:

= A video mode icon E

= The number of frames to take per second (fps).

To change any video settings, click Setup 5{-

4. To return to the snapshot mode, repeat the above step and select
Snapshot.
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Sending Snapshots or Videos in an Email or Instant Message

Whenever you open a Primary Standalone Live Preview window, a
unique URL is generated for this window session, which permits a link to
the snapshot or video being captured.

You are able to email or instant message up to two (2) recipients a link to
webcams attached to the PX. Users can then click on the links and view
snapshots or videos.

A total of three sessions based on the same URL are supported,
including a Primary Standalone Live Preview window of the sender and
two remote sessions of the recipients.

Note: All Live Preview sessions sharing the same URL, including one
Primary Standalone Live Preview window and two associated remote
sessions, are identified as one single "<webcam>" user in the Connected
Users dialog. You can disconnect a "<webcam>" user from this dialog to
terminate a specific Primary Standalone Live Preview window and all of
its remote sessions. See Viewing Connected Users (on page 271).

For explanation of this topic, the message sender is User A and the
recipient is User B.

The recipient is able to access the snapshot or video image via the link in
any of the following scenarios:

e The snapshot or video remains open in the Primary Standalone Live
Preview window in User A's side. If so, even though User A logs out
of the PX interface or the login session times out, the link is
available.

Or

e At least a remote session based on the same URL remains open. If
so, even though User A has closed the Primary Standalone Live
Preview window, the link is available.

Or
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Snapshot Storage

Once a snapshot is taken using the Store Snapshot to Webcam Storage
feature, it is stored locally on the PX by default. Up to ten (10) images
can be stored on the PX at once.

To save more than 10 snapshots, save the images on a Common
Internet File System/Samba.

Note: NFS and FTP are not supported for this release and are disabled
on the dialog.

Snapshot files are saved as JPG files. The snapshot file is named based
on the number of the snapshot starting from 1. So the first snapshot that
is taken is named 1.jpg, the second is 2.jpg and so on.

Unless snapshots are deleted manually, the oldest snapshot is
automatically deleted from the device when the number of snapshots
exceeds ten. Rebooting the PX deletes all webcam snapshots that are
saved on the device.

Saving Snapshots

If it is intended to keep the snapshot being displayed on the webcam,
you can manually save it onto the PX. A snapshot is saved as a JPEG
file and stored on the Snapshots page.

Warning: The snapshots stored on the PX are cleared when rebooting
the PX. Check the importance of the snapshots before performing the
reset.

» To save the snapshot being displayed:

In the navigation tree, click on the webcam you want to take a
snapshot with. The webcam image is displayed in the right pane.

The webcam must be in snapshot mode in order to take snapshots. If
the webcam is in video mode, click Setup in the right pane above the
video image to open the Webcam Setup dialog, then select the
Snapshot radio button.

2. Once the snapshot image being taken by the selected webcam is
displayed in the right pane, click the Store Snapshot to Webcam

Storage 1= icon above the image to take a snapshot. Up to ten (10)
snapshots can be stored at once on the device.

3. Click on the Snapshots icon in the navigation tree to verify that those
snapshots are successfully saved and listed on the Snapshots page.
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> To delete any snapshot from the storage:

e Delete snapshots by selecting the checkbox next to the snapshot

you want to delete, then clicking the Delete icon QD atthe top of the
section. To select and delete all snapshots at once, click the
checkbox in the checkbox column header, then click the Delete icon.

» To change the sorting or displayed columns of the list:

e You can resort the snapshot list or hide any displayed column in the
Storage section. For details, see Changing the View of a List (on
page 106).

Configuring Webcam Storage

Once a snapshot is taken using the Store Snapshot to Webcam Storage
feature, it is stored locally on the PX by default. Up to ten (10) images
can be stored on the PX at once.

To save more than 10 snapshots, save the images on a Common
Internet File System/Samba.

Note: NFS and FTP are not supported for this release and are disabled
on the dialog.

Snapshot files are saved as JPG files. The snapshot file is named based
on the number of the snapshot starting from 1. So the first snapshot that
is taken is named 1.jpg, the second is 2.jpg and so on.

Unless snapshots are deleted manually, the oldest snapshot is
automatically deleted from the device when the number of snapshots
exceeds ten. Rebooting the PX deletes all webcam snapshots that are
saved on the device.

» To configure another storage location for images:
In the navigation tree, click Snapshots under the Webcam
Management folder. The Snapshots page opens.
2. Click on the Setup Storage icon '-FE. The Storage Setup dialog
opens.
By default, Local, meaning the PX; is the designated default storage.
Select CIFS/Samba as the storage location.
Enter the server where to store the images.

If needed, enter the share drive/folder to store the images in.

N o g ks~ o

Enter the username and password needed to access the server
where the images are stored.
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8. Enter or use the slide bar to set the number of images that can be
saved to the storage location.

9. Click OK.

Network Diagnostics
The PX provides the following tools in the web interface for diagnosing
potential networking issues.
e Ping
e Trace Route
e List TCP Connections

Tip: These network diagnostic tools are also available through CLI. See
Network Troubleshooting (on page 502).

Pinging a Host

The Ping tool is useful for checking whether a host is accessible through
the network or Internet.

» To ping a host:

Choose Maintenance > Network Diagnostics > Ping. The Ping
Network Host dialog appears.

2. In the Host Name field, type the name or IP address of the host that
you want to check.

3. In the Number of Requests field, type a number up to 20 or adjust
the value by clicking either arrow. This number determines how
many packets are sent for pinging the host.

4. Click Run Ping to start pinging the host. A dialog appears, displaying
the Ping results.

5. Click Close to quit the dialog.

Tracing the Network Route

Trace Route lets you find out the route over the network between two
hosts or systems.

> To trace the route for a host:

Choose Maintenance > Network Diagnostics > Trace Route. The
"Trace Route to Host" dialog appears.

2. Type the IP address or name of the host whose route you want to
check in the Host Name field.
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3. Inthe Timeout (s) field, type a timeout value in seconds to end the
trace route operation. Note that if the timeout value is too small, the
trace route results may be incomplete.

4. To use the Internet Control Message Protocol (ICMP) packets to
perform the trace route command, select the Use ICMP Packets
checkbox.

5. Click Run. A dialog appears, displaying the Trace Route results.

Listing TCP Connections

You can use the "List TCP Connections" to display a list of TCP
connections.

» To list TCP connections:

Choose Maintenance > Network Diagnostics > List TCP Connections.
The TCP Connections window appears.

2. Click Close to quit the dialog.

Downloading Diagnostic Information

Important: This function is for use by Raritan Field Engineers or when
you are directed by Raritan Technical Support.

You can download the diagnostic file from the PX device to a client
machine. The file is compressed into a .tgz file and should be sent to
Raritan Technical Support for interpretation.

This feature is accessible only by users with Administrative Privileges.

> To retrieve a diagnostic file:

Choose Maintenance > Download Diagnostic Information. You are
then prompted to save or open the file.

Click Save to save the file.

E-mail this file as instructed by Raritan Technical Support.
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Managing the Schroff LHX/SHX Heat Exchanger

The PX supports monitoring and administering the Schroff® LHX-20,
LHX-40 and SHX-30 heat exchanger if this device is connected to the

PX.

From the PX, you can do the following remotely:

Name a connected LHX/SHX heat exchanger
Configure the air outlet temperature setpoint
Configure air outlet temperature thresholds
Configure air inlet temperature thresholds
Configure water inlet temperature thresholds
Configure fan speed thresholds

Monitor the air inlet temperature

Monitor the air outlet temperature

Monitor the fan speed

Depending on the model, configure the default fan speed to operate
from 50% to 90% (the factory default is 80%)

Depending on the model, request maximum cooling using the fan
speed and opening the cold water valve

Acknowledge alerts remotely (for example, return to normal
operation after maximum cooling is requested)

To monitor one LHX/SHX heat exchanger using the PX:

Physically connect an LHX-20, LHX-40 or SHX-30 heat exchanger to
the PX device if it is not already connected. See Connecting a
Schroff LHX/SHX Heat Exchanger (on page 55).

Enable the support of LHX/SHX heat exchanger on the PX. See
Enabling and Disabling Schroff LHX/SHX Heat Exchanger
Support (on page 316).

Configure the connected heat exchanger. See Configuring the
LHX/SHX Device (on page 316).

Now you can remotely monitor or control the connected LHX/SHX
heat exchanger via the PX.

= To monitor the heat exchanger, see Monitoring the LHX/SHX
Device (on page 319).

= To control the heat exchanger, see Turning the LHX/SHX On or
Off (on page 322).
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Enabling and Disabling Schroff LHX/SHX Heat Exchanger Support

By default, Schroff LHX/SHX Heat Exchanger support is disabled. As
such, support needs to be enabled before the device appears in the
navigation tree or on the dashboard. Additionally, Schroff LHX/SHX Heat
Exchanger support must be enabled in order for the LHX-MIB to be
accessible through SNMP.

> To enable the Schroff LHX/SHX Heat Exchanger:

1. Select Device Settings > Features, and then select the Schroff
LHX/SHX Support checkbox on the menu.

2. Click Yes to confirm.
3. Reboot the PX.

Configuring the LHX/SHX Device

After enabling the LHX/SHX support on the PX, the PX should
automatically detect the connected LHX/SHX device and display it under
the Feature Port folder unless the Feature Port is set to a mode different
than the Auto mode. If so, change the Feature Port mode so that the
LHX/SHX device is correctly displayed in the web interface. See
Configuring the Feature Port (on page 139).

Besides, the PX allows you to set temperature or fan speed thresholds
for alerts or to customize the name of the LHX/SHX device for easy
identification.
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Correctly Displaying the LHX/SHX Device

There are two ways to have the PX show the correct LHX/SHX model in
the web interface.

¢ Auto detection: Set the mode of the Feature Port to Auto to let the
PX automatically detect the device type.

e Manual assignment: Set the mode of the Feature Port to either
LHX-20, LHX-40 or SHX-30, depending on which LHX/SHX model is
physically connected to the PX.

For details on how to change the Feature Port mode, see Configuring
the Feature Port (on page 139).

After the correct LHX/SHX device type is detected or assigned, the
LHX/SHX icon @ appears below the Feature Port folder.

Note that the device icon changes its image when the device changes its
states. See Device States and Icon Variations (on page 320) for
details.

Setting Up an LHX/SHX

Once a Schroff LHX/SHX heat exchanger is connected, you can set up
the device by giving it a name, and configure its setpoint air outlet and
default fan speed.

P To set up the LHX/SHX:

If the Feature Port folder is not expanded, expand it to show the
device under the Feature Port folder.

2. Click the LHX/SHX heat exchanger in the PX Explorer pane. The
page specific to that device opens in the right pane.

3. Click Setup in the Settings section of the page. The Setup dialog
opens.

4. Type a name for the heat exchanger in the Name field. The
customized LHX/SHX heat exchanger's name is followed by the
device type in parentheses.

5. Enter the air outlet's temperature set point in the Setpoint Air Outlet
(°C) field.

Enter the default fan speed in the Default Fan Speed (%) field.
Click OK.
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Con

figuring Temperature and Fan Thresholds

An LHX/SHX heat exchanger is implemented with various sensors for
detecting the air temperature, water temperature, and fan speed. You

can

set thresholds for these sensors so that the PX alerts you when any

sensor readings are getting close to a critical condition. These settings

are
are

>

stored on the PX port where the heat exchanger is connected, and
lost if that heat exchanger is moved to a different port.

To configure the thresholds for a sensor:

Connect the LHX/SHX heat exchanger to PX if it is not already
connected.

If the Feature Port folder is not expanded, expand it to show the
device under the Feature Port folder.

Click the LHX/SHX heat exchanger in the PX Explorer pane. The
page specific to that device opens in the right pane.

Select the desired sensor in the Sensors table and click Setup
Thresholds, or simply double-click that sensor. The setup dialog for
the selected sensor appears.

@ Setup Sensor ‘Temperature CoolingWater' Thresholds x
Lowver Critical (=C): 2.0

|| Lower Warning (°C): 5.0

Upper Warning (°C): 24.0

Upper Critical (°C): 30.0

Hysteresis (°C): 15.0

Cancel |

5.

Adjust the threshold and deassertion hysteresis settings. The Upper
Critical and Lower Critical values are points at which the PX
considers the operating environment critical and outside the range of
the acceptable threshold.

= To enable any threshold, select the corresponding checkbox. To
disable a threshold, deselect the checkbox.

= After any threshold is enabled, type an appropriate numeric value
in the accompanying text box.

= To set the deassertion hysteresis, type a numeric value in the
Deassertion Hysteresis field. See "To De-assert" and
Deassertion Hysteresis (on page 653).
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Updating the PX Firmware

When performing the firmware upgrade, the PX keeps each outlet's
power status unchanged so no server operation is interrupted. Outlets
that have been powered on prior to the firmware upgrade remain
powered on and outlets that have been powered off remain powered off
during and after the firmware upgrade.

You must be the system administrator or log in to the user profile with the
Firmware Update permission to update the PX firmware.

If applicable to your model, download the latest firmware file from the
Raritan website's Support page (http://www.raritan.com/support/),
read the release notes, then start the upgrade. If you have any questions
or concerns about the upgrade, contact Raritan Technical Support
BEFORE upgrading.

On a multi-inlet PDU (any model with X2 or X3 suffixes), all inlets must
be connected to the power source for the PDU to successfully upgrade
its firmware.

Warning: Do NOT perform the firmware upgrade over a wireless
network connection.

Firmware Update via Web Interface

After downloading the latest firmware, log in to the PX web interface to
upgrade the firmware.

Tip 1: Another alternative to update the firmware is via SCP. See
Firmware Update via SCP (on page 552).

Tip 2: If you have a large number of PX devices to update and a TFTP
server is available, you can choose to perform the firmware upgrade via
TFTP in a DHCP network. See Bulk Configuration or Firmware
Upgrade via DHCP/TFTP (on page 526).

» To update the firmware:

Choose Maintenance > Update Firmware. The Update Firmware
dialog appears.

2. Inthe Firmware File field, click Browse to select an appropriate
firmware file.

Click Upload. A progress bar appears to indicate the upload status.

When the upload is complete, version information of both the existing
firmware and uploaded firmware is shown, providing you a last
chance to terminate the update.
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5. To view the certificate of the uploaded firmware, click View
Certificate. Optional.

6. To proceed with the update, click Update Firmware. The update may
take several minutes.

Warning: Do NOT power off the PX during the update.

During the firmware update:

= A progress bar appears in the web interface, indicating the
update status.

= The front panel display on the PX shows three digits: 'FuP' or
'FUP.'

Exception: A PX3 Phase Il model shows the upgrade progress in
percent instead of FUP on its LCD display.

= The outlet LEDs flash when the relay boards are being updated.

Exception: If the firmware update does not include the update of the
relay board firmware, outlet LEDs do NOT flash.

= No users can successfully log in to the PX.
= The user management operation, if any, is forced to suspend.

7. When the update is complete, a message appears, indicating the
update is successful.

8. The PXresets, and the Login page re-appears. You can now log in
and resume your operation.

Note 1: The other logged-in users are also logged out when the firmware
update is complete.

Note 2: If you are using the PX with an SNMP manager, download its
MIB again after the firmware update to ensure your SNMP manager has
the correct MIB for the latest release you are using. See Using SNMP
(on page 330) in the online help.
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A Note about Firmware Upgrade Time

The PDU firmware upgrade time varies from unit to unit, depending on
various external and internal factors.

External factors include, but are not limited to: network throughput,
firmware file size, and speed at which the firmware is retrieved from the
storage location. Internal factors include: the necessity of upgrading the
firmware on the microcontroller and the number of microcontrollers that
require upgrade (which depends on the number of outlets). The
microcontroller is upgraded only when required. Therefore, the length of
firmware upgrade time ranges from approximately 3 minutes (without any
microcontroller updated) to almost 7 minutes (with all microcontrollers for
48 outlets updated). Take the above factors into account when
estimating the PDU's firmware upgrade time.

The time indicated in this note is for PX web-interface-based upgrades.
Upgrades through other management systems, such as Raritan's Power
IQ, may take additional time beyond the control of the PDU itself. This
note does not address the upgrades using other management systems.

Viewing Firmware Update History

The firmware upgrade history, if available, is permanently stored on the
PX device.

This history indicates when a firmware upgrade event occurred, the prior
and new versions associated with the firmware upgrade event, and the
upgrade result.

» To view the firmware update history:

Choose Maintenance > View Firmware Update History. The
Firmware Update History dialog appears, with the following
information displayed.

= Date and time of the firmware upgrade event
= Previous firmware version

= Update firmware version

= Firmware upgrade result

2. You may change the number of displayed columns or re-sort the list
for better viewing the data.

3. To view the details of any firmware upgrade event, select it and click
Details, or simply double-click the event. The Firmware Update
Details dialog appears, showing detailed information of the selected
event.

4. Click Close to quit the dialog.
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Full Disaster Recovery

If the firmware upgrade fails, causing the PX device to stop working, you
can recover it by using a special utility rather than returning the device to
Raritan.

Contact Raritan Technical Support for the recovery utility, which works in
Windows XP/Vista/7 and Linux. In addition, an appropriate PX firmware
file is required in the recovery procedure.

Updating the Asset Sensor Firmware

After connecting the asset sensor to the PX device, it automatically
checks its own firmware version against the version of the asset sensor
firmware stored in the PX firmware. If two versions are different, the
asset sensor automatically starts downloading the new firmware from the
PX device to upgrade its own firmware.

During the firmware upgrade, the following events take place:

e The asset sensor is completely lit up, with the blinking LEDs
changing the color from red to green.

e Afirmware upgrade process is indicated in the PX web interface.
e An SNMP trap is sent to indicate the firmware upgrade event.

Accessing the Help

The Help menu provides:

e Current firmware and software packages information
e Alink to the PX help

Retrieving Software Packages Information

You can check the current firmware version and the information of all
open source packages embedded in the PX device through the web
interface.

P Toretrieve the embedded software packages information:

Choose Help > About PX iPDU. The About PX iPDU dialog appears,
with a list of open source packages displayed.

2. You can click any link in the dialog to access related information or
download any software package.
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Browsing through the Online Help

The PX Online Help is accessible over the Internet.

To use online help, Active Content must be enabled in your browser. If
you are using Internet Explorer 7, you must enable Scriplets. Consult
your browser help for information on enabling these features.

>

To use the PX online help:

Choose Help > User Guide. The online help opens in the default web
browser.

To view the content of any topic, click the topic in the left pane. Then
its content is displayed in the right pane.

To select a different topic, do any of the following:
= To view the next topic, click the Next icon O in the toolbar.

= To view the previous topic, click the Previous icon ':T.:'

= To view the first topic, click the Home icon fat.

To expand or collapse a topic that contains sub-topics, do the
following:

= To expand any topic, click the white arrow D prior to the topic, or
double-click that topic. The arrow turns into a black, gradient
arrow 4, and sub-topics appear below the topic.

= To collapse any expanded topic, click the black, gradient arrow 4
prior to the topic, or double-click the expanded topic. The arrow
then turns into a white arrow P, and all sub-topics below that
topic disappear.

To search for specific information, type the key word(s) or string(s) in

the Search text box, and press Enter or click the Search icon F 1o
start the search.

= If necessary, select the "Match partial words" checkbox to include
information matching part of the words entered in the Search text
box.

The search results are displayed in the left pane.

To have the left pane show the list of topics, click the Contents tab at
the bottom.

To show the Index page, click the Index tab.

To email any URL link to the currently selected topic to any person,
click the "Email this page" icon 4l in the toolbar.

To email your comments or suggestions regarding the online help to
Raritan, click the "Send feedback” icon <.
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Using SNMP

This SNMP section helps you set up the PX for use with an SNMP
manager. The PX can be configured to send traps or informs to an
SNMP manager, as well as receive GET and SET commands in order to
retrieve status and configure some basic settings.

In This Chapter

ENabling SNIMP .....ooiiie et 330
Configuring Users for Encrypted SNMP v3 ..., 331
Configuring SNMP Notifications ...........cccovviiiiieiiiiicieeee e 332
SNMP Gets and Sets .....ocueiiiiiiiiie e 336

Enabling SNMP

By default, SNMP v1/v2c is enabled on the PX so the PX can
communicate with an SNMP manager. If you have disabled the SNMP, it
must be enabled to communicate with an SNMP manager.

Note that read-only access is enabled and the community string is public.

» To enable SNMP:

1. Choose Device Settings > Network Services > SNMP. The SNMP
Settings dialog appears.
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5. Click OK. The user is now set up for encrypted SNMP v3
communication.
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Configuring SNMP Notifications

The PX automatically keeps an internal log of events that occur. See
Event Rules and Actions (on page 222). These events can also be
used to send SNMP v2c or v3 natifications to a third-party destination.

The PX provides you with the ability to create SNMPv2¢c and SNMPv3
TRAP communications, or SNMPv2c and SNMPv3 INFORM
communications.

SNMP TRAP communications capture and send information via SNMP,
but no confirmation that the communication between the devices has
succeeded is provided by the receiving device.

SNMP INFORM communications capture and send information via
SNMP, and an acknowledgment that the communication was received by
the receiving device is provided. If the inform communication fails, it is
resent. You can define the number of times and the intervals to resend
the inform communication, or leave the defaults of five (5) resends in
three (3) second intervals.

Note: SNMP INFORM communications may take up slightly more
network resources than SNMP TRAP communications since there are
additional communications between the devices, and due to additional
network traffic created should the initial communication fail and another
is sent.

Use SNMP TRAP rules if you do not need confirmation that the
communication has succeeded, and if you need to conserve network
resources. Use SNMP INFORM communications to ensure more reliable
communications, and if network resources can be managed with the
potential additional network traffic.

Note: You should update the MIB used by your SNMP manager when
updating to a new PX release. This ensures your SNMP manager has
the correct MIB for the release you are using. See Downloading SNMP
MIB (on page 337).
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SNMPv2c Notifications

» To configure the PX to send SNMP notifications:

1. Choose Device Settings > Network Services > SNMP. The SNMP
Settings dialog appears.

2. Enter the MIB-Il system group information, if applicable:

a. sysContact - the contact person in charge of the system being
contacted

b. sysName - the name assigned to the system
c. syslLocation - the location of the system

3. Select the MIB to be downloaded. The SNMP MIB for your PX is
used by the SNMP manager.

Important: You must download the SNMP MIB for your PX to use
with your SNMP manager. Click Download MIB in this dialog to
download the desired MIB file. For more details, see Downloading
SNMP MIB (on page 337).

Click OK.

On the Notifications tab, select the Enable checkbox to enable the
SNMP notification feature.

6. From the Notification Type drop-down, select the type of SNMP
notification.

7. For SNMP INFORM communications, leave the resend settings at
their default or:
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a. Inthe Timeout (sec) field, enter the interval of time, in seconds,
after which a new inform communication is resent if the first is
not received. For example, resend a new inform communication
once every 3 seconds.

b. In the Number of Retries field, enter the number of times you
want to resend the inform communication if it fails. For example,
inform communications are resent up to 5 times when the initial
communication fails.

8. In the Host fields, enter the IP address of the device(s) you want to
access. This is the address to which notifications are sent by the
SNMP system agent. You can specify up to 3 SNMP destinations.

9. In the Port fields, enter the port number used to access the
device(s).

10. In the Community fields, enter the SNMP community string to access
the device(s). The community is the group representing the PX and
all SNMP management stations.

11. Click OK.

SNMPv3 Notifications

» To configure the PX to send SNMPv3 notifications:

1. Choose Device Settings > Network Services > SNMP. The SNMP
Settings dialog appears.

2. Enter the MIB-II system group information, if applicable:
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a. sysContact - the contact person in charge of the system being
contacted
b. sysName - the name assigned to the system
c. syslLocation - the location of the system

Select the MIB to be downloaded. The SNMP MIB for your PX is
used by the SNMP manager.

Important: You must download the SNMP MIB for your PX to use
with your SNMP manager. Click Download MIB in this dialog to
download the desired MIB file. For more details, see Downloading
SNMP MIB (on page 337).

Click OK.

On the Notifications tab, select the Enable checkbox to enable the
SNMP notification feature.

From the Notification Type drop-down, select the type of SNMP
notification.

For SNMP TRAPs, the engine ID is prepopulated.

For SNMP INFORM communications, leave the resend settings at
their default or:

a. Inthe Timeout (sec) field, enter the interval of time, in seconds,
after which a new inform communication is resent if the first is
not received. For example, resend a new inform communication
once every 3 seconds.

b. In the Number of Retries field, enter the number of times you
want to resend the inform communication if it fails. For example,
inform communications are resent up to 5 times when the initial
communication fails.

For both SNMP TRAPS and INFORMS, enter the following as
needed and then click OK to apply the settings:

a. Host name

b. Port number

c. User ID needed to access the host
d

Select the host security level
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Security level
"noAuthNoPriv"

"authNoPriv"

"authPriv"

Description
Select this if no authorization or privacy protocols
are needed.

Select this if authorization is required but no
privacy protocols are required.

e Select the authentication protocol - MD5 or
SHA

e Enter the authentication passphrase and then
confirm the authentication passphrase

Select this if authentication and privacy protocols
are required.

e Select the authentication protocol - MD5 or
SHA

e Enter the authentication passphrase and
confirm the authentication passphrase

e Select the Privacy Protocol - DES or AES

e Enter the privacy passphrase and then confirm
the privacy passphrase

SNMP Gets and Sets

In addition to sending traps, the PX is able to receive SNMP get and set
requests from third-party SNMP managers.

e Get requests are used to retrieve information about the PX, such as
the system location, and the current on a specific outlet.

e Setrequests are used to configure a subset of the information, such
as the SNMP system name.

Note: The SNMP system name is the PX device name. When you
change the SNMP system name, the device name shown in the web
interface is also changed.

The PX does NOT support configuring IPv6-related parameters using

the SNMP set requests.

Valid objects for these requests are limited to those found in the SNMP
MIB-IlI System Group and the custom PX MIB.
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The PX MIB

The SNMP MIB file is required for using your PX device with an SNMP
manager. An SNMP MIB file describes the SNMP functions.

Downloading SNMP MIB

The SNMP MIB file for the PX can be easily downloaded from the web
interface. There are two ways to download the SNMP MIB file.

>

3.

To download the file from the SNMP Settings dialog:

Choose Device Settings > Network Services > SNMP. The SNMP
Settings dialog appears.

Click Download MIB. A submenu of MIB files appears.
Select the desired MIB file to download.
= PDU2-MIB: The SNMP MIB file for PX power management.

=  ASSETMANAGEMENT-MIB: The SNMP MIB file for asset
management.

Click Save to save the file onto your computer.

To download the file from the Device Information dialog:

Choose Maintenance > Device Information. The Device Information
dialog appears.

Click the PDU2-MIB or ASSETMANAGEMENT-MIB link to download
the desired SNMP MIB file.

= PDU2-MIB: The SNMP MIB file for PX power management.

=  ASSETMANAGEMENT-MIB: The SNMP MIB file for asset
management.

The "USB Console INF file" link lets you download the USB-to-serial
driver that may be required only when the PX is connected to a
computer via an USB cable for configuration. See Installing the
USB-to-Serial Driver (Optional) (on page 19) for details.

Click Save to save the file onto your computer.

Note: If the LHX/SHX support has been enabled, LHX-MIB is available
for download in either dialog.
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Layout

Opening the MIB reveals the custom objects that describe the PX system
at the unit level as well as at the individual-outlet level.

As standard, these objects are first presented at the beginning of the file,
listed under their parent group. The objects then appear again
individually, defined and described in detail.

For example, the measurementsGroup group contains objects for sensor
readings of PX as a whole. One object listed under this group,
measurementsUnitSensorValue, is described later in the MIB as "The
sensor value". pduRatedCurrent, part of the configGroup group,
describes the PDU current rating.
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Chapter 8 Using the Command Line Interface

This section explains how to use the command line interface (CLI) to
administer a PX device.

In This Chapter

About the INterface ... 341
Logging in t0 CLI ....eeeeeiieiieeeeee e 342
Help COMMANG......oiiiiiieeiie e a e 346
Querying Available Parameters fora Command..............cccccceeervinnnnee. 347
Showing INformation ............oooiiiiii e 347
Clearing INformation .............ooouiiioiii e 378
Configuring the PX Device and Network............cccooviveiiiiiiiiniiece 379
Load Shedding Configuration Commands ............cccccceviieeiiiiieeeiinnenn. 492
Power Control Operations ............ooi i 494
Checking the Accessibility of NTP Servers ........cccoccvveiiiiee i 498
Actuator Control Operations...............eeeeieiiiiiiiiiiiiee e 498
UNDIOCKING @ USEI ..o 500
ReSetting the PX.....eeieiiie e 500
Network TroubleShooting.........cciveeiiiiiiiiiiicce e 502
Retrieving Previous Commands............cceeveieeeiiiiiiiiiieeee e 505
Automatically Completing a Command ...........ccocceeeiiiiiiieiiiiiee e 505
Logging Out Of CLI ....coiiiiiiieie e 506

About the Interface

The PX provides a command line interface that enables data center
administrators to perform some basic management tasks.

Using this interface, you can do the following:

e Reset the PX device

¢ Display the PX and network information, such as the device name,
firmware version, IP address, and so on

e Configure the PX and network settings
e Troubleshoot network problems

You can access the interface over a local connection using a terminal
emulation program such as HyperTerminal, or via a Telnet or SSH client
such as PuTTY.

Note: Telnet access is disabled by default because it communicates
openly and is thus insecure. To enable Telnet, see Modifying Network
Service Settings (on page 127).
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Different CLI Modes and Prompts

Depending on the login name you use and the mode you enter, the
system prompt in the CLI varies.

e User Mode: When you log in as a normal user, who may not have full
permissions to configure the PX device, the > prompt appears.

e Administrator Mode: When you log in as an administrator, who has
full permissions to configure the PX device, the # prompt appears.

e Configuration Mode: You can enter the configuration mode from the
administrator or user mode. In this mode, the prompt changes to
config:# or config:> and you can change PX device and network
configurations. See Entering Configuration Mode (on page 379).

e Diagnostic Mode: You can enter the diagnostic mode from the
administrator or user mode. In this mode, the prompt changes to
diag:# or diag:> and you can perform the network troubleshooting
commands, such as the ping command. See Entering Diagnostic
Mode (on page 502).

Closing a Local Connection

Close the window or terminal emulation program when you finish
accessing a PX device over the local connection.

When accessing or upgrading multiple PX devices, do not transfer the
local connection cable from one device to another without closing the
local connection window first.
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Help Command

The help (?) command shows a list of main CLI commands available for
the current mode. This is helpful when you are not familiar with CLI
commands.

» Help command under the administrator mode:
# ?

» Help command under the configuration mode:
config:# ?

» Help command under the diagnostic mode:

diag:# ?

Press Enter after typing the help command, and a list of main commands
for the current mode is displayed.

Tip: You can check what parameters are available for a specific CLI
command by adding the help command to the end of the queried
command. See Querying Available Parameters for a Command (on
page 347).
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Querying Available Parameters for a Command

If you are not sure what commands or parameters are available for a
particular type of CLI command or its syntax, you can have the CLI show
them by adding a space and the help command (?) to the end of that
command. A list of available parameters and their descriptions will be
displayed.

The following shows a few query examples.

> To query available parameters for the "show" command:
# show ?

» To query available parameters for the "show user" command:

# show user ?

» To query available network configuration parameters:
config:# network ?

» To query available role configuration parameters:
config:# role ?

> To query available parameters for the "role create" command:
config:# role create ?

Showing Information

You can use the show commands to view current settings or the status

of the PX device or part of it, such as the IP address, networking mode,

firmware version, states or readings of internal or external sensors, user
profiles, and so on.

Some "show" commands have two formats: one with the parameter
"details" and the other without. The difference is that the command
without the parameter "details" displays a shortened version of
information while the other displays in-depth information.

After typing a "show" command, press Enter to execute it.

Note: Depending on your login name, the # prompt may be replaced by
the > prompt. See Different CLI Modes and Prompts (on page 345).
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Network Configuration

This command shows all network configuration, such as the IP address,
networking mode, and MAC address.

# show network

IP Configuration

This command shows the IP-related configuration only, such as IPv4 and
IPv6 configuration, address(es), gateway, and subnet mask.

# show network ip <option>

Variables:

e <option> is one of the options: all, v4 or v6.

Option Description
all This options shows both IPv4 and IPv6 settings.

Tip: You can also type the command without
adding this option "all" to get the same data.

v4 This option shows the IPv4 settings only.

v6 This option shows the IPv6 settings only.

LAN Interface Settings

This command shows the LAN interface information only, including LAN
interface speed, duplex mode, current LAN interface status and LAN
interface MAC address.

# show network interface
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config:# serverReachability modify <n> numberOfFailuresToDisable
<disable_count>

Variables:

<n> is a number representing the sequence of the IT device in the
server monitoring list.

<IP_host> is the IP address or host name of the IT device whose
settings you want to modify.

<option> is one of the options: true or false.

Option Description

true Enables the ping monitoring feature for the
monitored device.

false Disables the ping monitoring feature for the
monitored device.

<succ_number> is the number of successful pings for declaring the
monitored device "Reachable." Valid range is 0 to 200.

<fail_number> is the number of consecutive unsuccessful pings for
declaring the monitored device "Unreachable." Valid range is 1 to
100.

<succ_wait> is the wait time to send the next ping after a successful
ping. Valid range is 5 to 600 (seconds).

<fail_wait> is the wait time to send the next ping after a unsuccessful
ping. Valid range is 3 to 600 (seconds).

<resume> is the wait time before the PX resumes pinging after
declaring the monitored device "Unreachable." Valid range is 5 to
120 (seconds).

<disable_count> is the number of consecutive "Unreachable"
declarations before the PX disables the ping monitoring feature for
the monitored device and returns to the "Waiting for reliable
connection" state. Valid range is 1 to 100 or unlimited.

Example - Server Settings Changed

The following command modifies several ping monitoring settings for the
second server in the server reachability list.

config:# serverReachability modify 2 numberOfSuccessfulPingsToEnable 10
numberOfUnsuccessfulPingsForFailure 8
waitTimeAfterSuccessfulPing 30
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EnergyWise Configuration Commands

An EnergyWise configuration command begins with energywise.

Enabling or Disabling EnergyWise

This command syntax determines whether the Cisco® EnergyWise
endpoint implemented on the PX device is enabled.

config:# energywise enabled <option>

Variables:

e <option> is one of the options: true or false.

Option Description
true The Cisco EnergyWise feature is enabled.
false The Cisco EnergyWise feature is disabled.

Specifying the EnergyWise Domain

This command syntax specifies to which Cisco® EnergyWise domain the
PX device belongs.

config:# energywise domain <name>

Variables:

e <name> is a string comprising up to 127 ASCII printable characters.
Spaces and asterisks are NOT acceptable.
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Specifying the EnergyWise Secret

This command syntax specifies the password (secret) to enter the Cisco®
EnergyWise domain.

config:# energywise secret <password>

Variables:

e <password> is a string comprising up to 127 ASCII printable
characters. Spaces and asterisks are NOT acceptable.

Changing the UDP Port

This command syntax specifies the UDP port for communications in the
Cisco® EnergyWise domain.

config:# energywise port <port>

Variables:

e <port>is the UDP port number ranging between 1 and 65535.

Setting the Polling Interval

This command syntax determines the polling interval at which the Cisco®
EnergyWise domain queries the PX device.

config:# energywise polling <timing>

Variables:

e <timing> is an integer number in seconds. It ranges between 30 and
600 seconds.
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Example - Setting Up EnergyWise

The following command sets up two Cisco® EnergyWise-related features.

config:# energywise enabled true port 10288

Results:

e The EnergyWise feature implemented on the PX is enabled.
e The UDP portis set to 10288.

USB-Cascading Configuration Commands

A USB-cascading configuration command begins with cascading. You
can set the cascading mode on the master device.

Note: You CANNOT change the cascading mode on slave devices.

Configuring the Cascading Mode

This command determines the cascading mode.

config:# cascading mode <mode>

Variables:

e <mode> is one of the following cascading modes:

Mode Description

bridging The network bridging mode, where each
cascaded device is assigned a unique IP
address.

portForwarding The port forwarding mode, where every

cascaded device in the chain shares the
same IP address, with diverse port
numbers assigned.

Asset Management Commands

You can use the CLI commands to change the settings of the connected
asset sensor (if any) or the settings of LEDs on the asset sensor.
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Asset Sensor Management

An asset sensor management configuration command begins with
assetStrip.

Naming an Asset Sensor

This command syntax names or changes the name of an asset sensor
connected to the PX device.

config:# assetStrip <n> name ''<name>"

Variables:

e <n>is the number of the FEATURE port where the selected asset
sensor is physically connected. For the PX device with only one
FEATURE port, the number is always 1.

e <name> is a string comprising up to 32 ASCII printable characters.
The <name> variable must be enclosed in quotes when it contains
spaces.

Specifying the Number of Rack Units

This command syntax specifies the total number of rack units on an
asset sensor connected to the PX device.

config:# assetStrip <n> numberOfRackUnits <number>

Note: For the Raritan asset sensor, a rack unit refers to a tag port.

Variables:

e <n>is the number of the FEATURE port where the selected asset
sensor is physically connected. For the PX device with only one
FEATURE port, the number is always 1.

e <number> is the total number of rack units available on the
connected asset sensor. This value ranges from 8 to 64.
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Specifying the Rack Unit Numbering Mode

This command syntax specifies the numbering mode of rack units on the
asset sensors connected to the PX device. The numbering mode
changes the rack unit numbers.

config:# assetStrip <n> rackUnitNumberingMode <mode>

Variables:

e <n>is the number of the FEATURE port where the selected asset
sensor is physically connected. For the PX device with only one
FEATURE port, the number is always 1.

e <mode> is one of the numbering modes: topDown or bottomUp.

Mode Description

topDown The rack units are numbered in the ascending
order from the highest to the lowest rack unit.

bottomUp The rack units are numbered in the descending
order from the highest to the lowest rack unit.

Specifying the Rack Unit Numbering Offset

This command syntax specifies the starting number of rack units on the
asset sensors connected to the PX device.

config:# assetStrip <n> rackUnitNumberingOffset <number>

Variables:

e <n>is the number of the FEATURE port where the selected asset
sensor is physically connected. For the PX device with only one
FEATURE port, the number is always 1.

e <number> is a starting number for numbering rack units on the
connected asset sensor. This value is an integer number.
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Specifying the Asset Sensor Orientation

This command syntax specifies the orientation of the asset sensors
connected to the PX device. Usually you do not need to perform this
command unless your asset sensors do NOT come with the tilt sensor,
causing the PX unable to detect the asset sensors' orientation.

config:# assetStrip <n> assetStripOrientation <orientation>

Variables:

e <n>is the number of the FEATURE port where the selected asset
sensor is physically connected. For the PX device with only one
FEATURE port, the number is always 1.

e <orientation> is one of the options: topConnector or

bottomConnector.

Orientation Description

topConnector This option indicates that the asset sensor is
mounted with the RJ-45 connector located on
the top.

bottomConnector | This option indicates that the asset sensor is
mounted with the RJ-45 connector located at
the bottom.

Setting LED Colors for Connected Tags

This command syntax sets the LED color for all rack units on the asset
sensor #1 to indicate the presence of a connected asset tag.

config:# assetStrip <n> LEDColorForConnectedTags <color>

Variables:

e <color> is the hexadecimal RGB value of a color in HTML format.
The <color> variable ranges from #000000 to #FFFFFF.
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Setting LED Colors for Disconnected Tags

This command syntax sets the LED color for all rack units on the
connected asset sensor(s) to indicate the absence of a connected asset
tag.

config:# assetStrip <n> LEDColorForDisconnectedTags <color>

Variables:

e <color> is the hexadecimal RGB value of a color in HTML format.
The <color> variable ranges from #000000 to #FFFFFF.

Rack Unit Configuration

For the Raritan asset sensor, a rack unit refers to a tag port. A rack unit
configuration command begins with rackUnit.

Naming a Rack Unit

This command syntax assigns or changes the name of the specified rack
unit on the specified asset sensor.

config:# rackUnit <n> <rack unit> name "'<name>"

Variables:

e <n>is the number of the FEATURE port where the selected asset
sensor is physically connected. For the PX device with only one
FEATURE port, the number is always 1.

e <rack_unit> is the index number of the desired rack unit. The index
number of each rack unit is available on the Asset Strip page of the
web interface.

e <name> is a string comprising up to 32 ASCII printable characters.
The <name> variable must be enclosed in quotes when it contains
spaces.
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Setting the LED Operation Mode

This command syntax determines whether a specific rack unit on the
specified asset sensor follows the global LED color settings.

config:# rackUnit <n> <rack_unit> LEDOperationMode <mode>

Variables:

<n> is the number of the FEATURE port where the selected asset
sensor is physically connected. For the PX device with only one
FEATURE port, the number is always 1.

<rack_unit> is the index number of the desired rack unit. The index
number of each rack unit is available on the Asset Strip page of the
web interface.

<mode> is one of the LED modes: automatic or manual.

Mode Description

automatic This option makes the LED of the specified rack
unit follow the global LED color settings. See
Setting LED Colors for Connected Tags (on
page 485) and Setting LED Colors for
Disconnected Tags (on page 486).

This is the default.

manual This option enables selection of a different LED
color and LED mode for the specified rack unit.

When this option is selected, see Setting an LED
Color for a Rack Unit (on page 488) and Setting
an LED Mode for a Rack Unit (on page 488) to
set different LED settings.
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Setting an LED Color for a Rack Unit

This command syntax sets the LED color for a specific rack unit on the
specified asset sensor. You need to set a rack unit's LED color only
when the LED operation mode of this rack unit has been set to "manual.”

config:# rackUnit <n> <rack unit> LEDColor <color>

Variables:

e <n>is the number of the FEATURE port where the selected asset
sensor is physically connected. For the PX device with only one
FEATURE port, the number is always 1.

e <rack_unit> is the index number of the desired rack unit. The index
number of each rack unit is available on the Asset Strip page of the
web interface.

e <color> is the hexadecimal RGB value of a color in HTML format.
The <color> variable ranges from #000000 to #FFFFFF.

Note: A rack unit's LED color setting overrides the global LED color
setting on it. See Setting LED Colors for Connected Tags (on page
485) and Setting LED Colors for Disconnected Tags (on page 486).

Setting an LED Mode for a Rack Unit

This command syntax sets the LED mode for a specific rack unit on the
specified asset sensor. You need to set a rack unit's LED mode only
when the LED operation mode of this rack unit has been set to "manual.”

config:# rackUnit <n> <rack unit> LEDMode <mode>

Variables:

e <n>is the number of the FEATURE port where the selected asset
sensor is physically connected. For the PX device with only one
FEATURE port, the number is always 1.

e <rack_unit> is the index number of the desired rack unit. The index
number of each rack unit is available on the Asset Strip page of the
web interface.

e <mode> is one of the LED modes: on, off, blinkSlow or blinkFast.

Mode Description

on This mode has the LED stay lit permanently.
off This mode has the LED stay off permanently.
blinkSlow This mode has the LED blink slowly.
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# reset activeEnergy outlet <outlet n> /y

If you entered the command without "/y", a message appears prompting
you to confirm the operation. Type y to confirm the reset or n to abort it.

Variables:

e <n>is the inlet number.
e <outlet n>is an outlet number.

Resetting to Factory Defaults

The following commands restore all settings of the PX device to factory
defaults.

> To reset PX settings after login, use either command:

# reset factorydefaults
- 0OR --
# reset factorydefaults/y

P Toreset PX settings before login:
Username: factorydefaults

See Using the CLI Command (on page 550) for details.
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Network Troubleshooting

The PX provides 4 diagnostic commands for troubleshooting network
problems: nslookup, netstat, ping, and traceroute. The diagnostic
commands function as corresponding Linux commands and can get
corresponding Linux outputs.

Entering Diagnostic Mode

Diagnostic commands function in the diagnostic mode only.

> To enter the diagnostic mode:
Enter either of the following modes:
= Administrator mode: The # prompt is displayed.
= User mode: The > prompt is displayed.

2. Type diag and press Enter. The diag# or diag> prompt appears,
indicating that you have entered the diagnostic mode.

3. Now you can type any diagnostic commands for troubleshooting.
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6. If the product is a model that contains receptacles that can be
switched on/off, electric power may still be present at a receptacle
even when it is switched off.

Flexible Cord Installation Instructions

The following instructions are for Raritan products manufactured to
accept user-installed flexible cords. These products are visually identified
by the cable gland used to hold the flexible cord.

Important: Complete and the most updated instructions on installing a
flexible cord on Raritan PDUs are included in the Raritan PX Power Cord
Installation Guide, which is available on the Raritan website at this URL.:
http://www.raritan.com/support/product/px2/px2-support-files.

Flexible Cord Selection

e The preferred flexible cable is type SOOW, 600V, 90°C or 105°C.
Consult Raritan before using a different flexible cable type.

e The rated ampacity of the flexible cord must be greater than or equal
to the Raritan product’s rated ampacity marked on its nameplate. In
the United States, relevant ampacity ratings for flexible cords can be
found in NEC(2011) section 400.5.

e The number of wires in the flexible cord must match the number of
terminals (including the ground terminal) inside the Raritan product.
See Wiring of 3-Phase In-Line Monitors (on page 510) for
exceptions.

e Ifaplugis to be attached to the flexible cord, the length of the
flexible cord must not exceed 4.5 meters - as specified in UL
60950-1 (2007) and NEC 645.5 (2011).

e The flexible cord may be permanently connected to power subject to
local regulatory agency approval. In the United States, relevant
electrical regulations can be found in NEC (2011) sections
400.7(A)(8), 400.7(B), 368.56 and table 400.4.
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4. The flexible cord must have a rated ampacity greater than or equal to
the derated ampacity. Since the new flexible cord may be smaller
diameter, a check must be performed to insure the cable gland nut,
when tightened, will securely hold the flexible cord so that it cannot
be twisted, pulled or pushed in the cable gland. A sealing ring, for
small diameter flexible cords, may have been included with the
Raritan product, or one can be requested from Raritan, to reduce the
inside diameter of the cable gland.

Wiring of 3-Phase In-Line Monitors

3-phase in-line monitors contain 4-pole wiring terminal blocks (L1, L2, L3,
N) to monitor 5-wire (4P+PE) 3-phase wye connections. Delta wired
4-wire (3P+PE) 3-phase connections are also permitted (no wire
connected to the terminal block neutral “N”). No additional hardware or
firmware configuration is required to specify whether the connection is
5-wire wye or 4-wire delta.

In-Line Monitor Unused Channels

It is not necessary to wire up all channels of multi-channel in-line
monitors. The inlet and outlet openings of unused channels must be
completely closed off. “Goof plugs” for this purpose may be a good
choice if they are available in your country or region.

Step by Step Flexible Cord Installation
The following items are required to complete the installation:
e Flexible cord(s).

¢ Insulated ring terminals (one for each wire) and appropriate crimp
tool.

e Plug(s) and receptacle(s) (for in-line monitors)

e Torque screwdriver, torque nut driver and torque wrench to tighten
the wiring terminal block screws, ground nut and cable gland nut.

» To install aflexible cord:

Open the PDU's access panel (or in-line monitor top panel) to
expose the power wiring terminal block(s).
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9. For in-line monitors, fasten the receptacles to the outlet flexible cords
following the manufacturer’s instructions.

10. Complete the wiring of the inlet flexible cord by performing one of
these steps:

= Assemble the plug following the manufacturer’s instructions.

= Permanently attach and strain relief the flexible cord to a junction
box following applicable electrical codes.

In-Line Monitor's Web Interface

An in-line monitor's web interface is similar to a regular PX model's web
interface.

See Using the Web Interface (on page 93) for login instructions and
additional information.
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Dashboard Page

After login, the web interface displays the Dashboard page by default. An
inline monitor's Dashboard page looks slightly different from a regular PX
device's Dashboard page.

The power status of the outlet on a three-phase Y-wired inline monitor is
displayed on this page, including:

e Currentof L1, L2 and L3

e Voltage of L1-L2, L2-L3, and L3-L1

e Active power

e Apparent power

e Power factor

Note: Depending on your model, elements shown on the same page may
appear slightly different from this image.

Outlet Page

An inline monitor's Outlet page displays more information than a regular
PX device's Outlet page, including:

e Current per outlet
Current per line (for a three-phase model)
e Voltage per outlet
Voltage per line (for a three-phase model)
e Power-related readings per outlet
Power-related readings per line (for a three-phase model)
e Threshold settings per outlet
Threshold settings per line (for a three-phase model)

517



Chapter 9: In-Line Monitors

Note: Depending on your model, elements shown on the same page may
appear slightly different from this image.

518





























http://www.raritan.com/support/�












































































>

Appendix E: Available SCP Commands

SCP command example:

scp pdu-px2-030000-41270.bin
admin@192.168.87.50:/fwupdate

Tip: The PSCP works in a similar way to the SCP so the PSCP syntax is
similar.
pscp <firmware file> <user name>@<device ip>:/fwupdate

Bulk Configuration via SCP

Like performing bulk configuration via the web interface, there are two
steps with the bulk configuration using the SCP commands:

a.
b.

Save a configuration from a source PX.

Copy the configuration file to one or multiple destination PX.

For detailed information on the bulk configuration requirements, see
Bulk Configuration (on page 300).

>

To save the configuration using the SCP command:
Type the following SCP command and press Enter.
scp <user name>@<device ip>:/bulk_config.xml

= <user name> is the "admin" or any user profile with the
administrator privileges.

= <device ip> is the IP address of the PX that you want to update.
Type the password when the system prompts you to type it.

The system saves the configuration from the PX to a file named
"bulk_config.xml."

To copy the configuration using the SCP command:
Type the following SCP command and press Enter.

scp bulk _config.xml <user name>@<device
ip>:/bulk_restore

= <user name> is the "admin" or any user profile with the
administrator privileges.

= <device ip> is the IP address of the PX that you want to update.

Type the password when the system prompts you to type it.
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3. The system copies the configuration included in the file
"bulk_config.xml" to another PX, and displays the following message.

Starting restore operation. The connection will be
closed now.

» SCP command examples:
e Save operation's example:

scp admin@192.168.87.50:/bulk _config.xml
e Copy operation's example:

scp bulk_config.xml
admin@192.168.87.47:/bulk_restore

Tip: The PSCP works in a similar way to the SCP so its syntax is similar.
Save operation -- pscp <user name>@<device

ip>:/bulk _config.xml

Copy operation -- pscp bulk_config.xml <user name>@<device
ip>:/bulk _restore
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Backup and Restore via SCP

To back up ALL settings of a PX, including device-specific settings, you
should perform the backup operation instead of the bulk configuration.

You can restore all settings to previous ones after a backup file is
available.

> To back up the settings using the SCP command:
Type the following SCP command and press Enter.
scp <user name>@<device ip>:/backup_settings.xml

= <user name> is the "admin" or any user profile with the
administrator privileges.

= <device ip> is the IP address of the PX that you want to update.
Type the password when the system prompts you to type it.

The system saves the settings from the PX to a file named
"backup_settings.xml."

» To restore the settings using the SCP command:
Type the following SCP command and press Enter.

scp backup_settings.xml <user name>@<device
ip>:/settings_restore
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= <user name> is the "admin" or any user profile with the
administrator privileges.

= <device ip> is the IP address of the PX that you want to update.
Type the password when the system prompts you to type it.

The system copies the configuration included in the file
"backup_settings.xml" to the PX, and displays the following
message.

Starting restore operation. The connection will be
closed now.

> SCP command examples:
e Backup example:

scp admin@192.168.87.50:/backup_settings.xml
e Settings restoration example:

scp backup_settings.xml
admin@192.168.87.50:/settings_restore

Tip: The PSCP works in a similar way to the SCP so its syntax is similar.
Backup operation -- pscp <user name>@<device
ip>:/backup_settings.xml

Restoration operation -- pscp backup_settings.xml <user
name>@<device ip>:/settings_restore
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The following diagram shows the character LCD display panel on a Zero
U PX3 Phase | model.

S0,
OO

The LCD display can show the reading or status of different components
on the PX, or the PX's MAC address and IP address.

It consists of:

e A character LCD display
e Control buttons

In This Chapter

Overview of the Character LCD Display ..........coccveeiiiiiiiiiniiieeiiiieeees 556
CoNntrol BULONS ..o s 557
Operating the Character LCD DiSplay .......cccceeeiiiiieeiiiiiee e 558

Overview of the Character LCD Display

Different types of information are shown in different sections of the
character LCD display. The diagram indicates the sections.

(1 e

________ > i *
& | .— SR/
g
/
(3]

Section Information shown

0 The selected mode and target, such as INLET 1,
OUTLET 1, SENSOR 1, SENSOR 2, and so on.
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Information shown

The following information is displayed:

¢ Readings, data or state of the selected target.

e During the firmware upgrade, 'FUP' is displayed.
Two types of information may be displayed:

e The 'ALARM' status of the selected component.

e The selected inlet line number if your PX is a 3-phase
model.

The measurement unit of the displayed data.

This section indicates:

e The Asset Sensor mode if an asset sensor has been
connected to the PX.

e The device's USB-cascading state - MASTER or
SLAVE. If it is a standalone device, neither MASTER
nor SLAVE is displayed.

Note: During the firmware upgrade, some PX models may show bx in the
section 1 to indicate the relay or meter board numbered X is being

updated.

Control Buttons

There are four control buttons.

G®
OO

¢ Up and Down buttons for selecting a specific target, which can be an
inlet, outlet, overcurrent protector, environmental sensor or a device

setting

¢ MODE button for switching between various modes, including:

- Inlet mode

- Outlet mode

- Overcurrent Protector mode

- Device mode

- Sensor mode

- Asset Sensor mode, indicated by the word ASSET, for showing the
asset sensor information
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See Overview of the Character LCD Display (on page 556) for
details.

FUNC (Function) button for switching between different data of the
selected target, such as the current, voltage or power readings of a
particular outlet

Operating the Character LCD Display

After powering on or resetting this product, the LCD display panel shows

the

current reading of OUTLET 1 by default before you select a different

target.

Outlet Information

The Outlet mode is displayed as "OUTLET" on the LCD display. By
default the PX displays the current reading of OUTLET 1.

Below illustrates the outlet information shown on the LCD display.

(1]
(2]

{HJTI.E'I'. 3 HASTER @ 9

|l o

Section Example information

a
@
3]

The selected target is OUTLET 3.
This outlet's current reading is 2 amps.

The word "MASTER" indicates the PX is the master
device in a USB-cascading configuration. See
Cascading the PX via USB (on page 28).

For a standalone PX, this word is NOT displayed.

The measurement unit is A (Amp), indicating that the
reading is the RMS current.

To display a single-phase outlet's information:

By default this product enters the Outlet mode. If not, press the
MODE button until the word "OUTLET" is displayed.

In the Outlet mode, press the Up or Down button until the desired
outlet's number is displayed at the top of the LCD display.

Press the FUNC button to switch between voltage, active power and
current readings of the selected target.
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Appendix K Additional PX Information

In This Chapter

MAC AQAIESS ...ttt
Locking Outlets and Cords ..........oocuuviiiiiiiiiiiiiee e
Unbalanced Current Calculation ............ccccoiiiiiiiiiiiiiiiieee e,
Altitude Correction Factors .........c.coeiiiiiiiiiiiiii e
Data for BTU Calculation............cocueiiiiiiiiiiiiiecieeeeee e
Raritan Training Website ...
Truncated Data in the Web Interface ..........cccccooiiiiiiie
Reserving IP Addresses in Windows DHCP Servers
Sensor Threshold Settings .........ovviiiiiieiie e
Ways to Probe Existing User Profiles..........cccccoviiiiiiiiiiieeceee

MAC Address

A label is affixed to the PX, showing both the serial number and MAC

address.

If necessary, you can find its IP address through the MAC address by

using commonly-used network tools. Contact your LAN administrator for

assistance.

Locking Outlets and Cords

In addition to the cable retention clips, Raritan also provides other
approaches to secure the connection of the power cords from your IT

equipment to the Raritan PDUs, including:

e SecurelLock™ outlets and cords
e Button-type locking outlets

Note that NOT all Raritan PDUs are implemented with any of the above

locking outlets.
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Unbalanced Current Calculation

644

Unbalanced current information is available on 3-phase models only.
This section explains how the PX calculates the unbalanced current
percentage.

>

Calculation:
Calculate the average current of all 3 lines.
Average current = (L1+L2+L3) / 3

Calculate each line's current unbalance by having each line current
subtracted and divided with the average current.

L1 current unbalance = (L1 - average current) / average
current

L2 current unbalance = (L2 - average current) / average
current

L3 current unbalance = (L3 - average current) / average
current

Determine the maximum absolute value among three lines' current
unbalance values.

Maximum (L1 currentunbalance]|, |L2 currentunbalance],
|L3 current unbalance])

Convert the maximum value to a percentage.
Unbalanced load percent =100 *maximumcurrentunbalance

Example:
Each line's current:

L1 =5.5amps
L2 =5.2 amps
L3 =4.0 amps
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e Average current: (5.5+5.2+4.0) / 3 = 4.9 amps

e L1 currentunbalance: (6.5-4.9)/4.9=0.1224
e L2 current unbalance: (5.2-4.9)/4.9=0.0612
e L3 current unbalance: (4.0 -4.9) /4.9 =-0.1837

e Maximum current unbalance:
Maximum (]0.1224], |0.0612], |-0.1837]) = 0.1837

e Current unbalance converted to a percentage:
100 * (0.1837) = 18%

Altitude Correction Factors

If a Raritan differential air pressure sensor is attached to your device, the
altitude you enter for the device can serve as an altitude correction factor.
That is, the reading of the differential air pressure sensor will be

multiplied by the correction factor to get a correct reading.

This table shows the relationship between different altitudes and
correction factors.

Altitude (meters) Altitude (feet) Correction factor
0 00.95

250 820 0.98

425 1394 1.00

500 1640 1.01

740 2428 1.04

1500 4921 1.15

2250 7382 1.26

3000 9842 1.38
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Data for BTU Calculation

The heat generated by the PX device differs according to the model you
purchased. To calculate the heat (BTU/hr), use the following power data
according to your model type in the BTU calculation formula.

Model name Maximum power (Watt)
PX2-1000 5
PX3-1000
PX2-2000

20
PX3-2000
PX2-3000

24
PX3-3000
PX2-4000

24
PX3-4000
PX2-5000

24
PX3-5000
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Raritan Training Website

Raritan offers free training materials for various Raritan products on the
Raritan training website http://www.raritantraining.com. The Raritan
products introduced on this website include the intelligent PDU, dcTrack®,
Power 1Q, KVM, EMX, BCM and CommandCenter Secure Gateway
(CC-SG). Raritan would update the training materials irregularly
according to the latest development of Raritan products.

To get access to these training materials or courses, you need to apply
for a username and password through the Raritan training website. After
you are verified, you can access the Raritan training website anytime.

Having access to the training website could be helpful for learning or
getting some ideas regarding Raritan products and making correct
decisions on purchasing them. For example, you can take the dcTrack
video training before implementing or using it.


http://www.raritantraining.com/�
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Truncated Data in the Web Interface

Some fields of the PX web interface can accommodate data entry up to
256 characters. When the data entered is too long, it may be truncated
due to some or all of the following factors:

e Screen resolution

e Fontsize

e Fonttype

e Size of different characters

Current web browser technology cannot break or wrap these fields with
long inputs.

The solution for this issue includes:

e Increase of the screen resolution

e Application of smaller font size

e Use of other interfaces, such as the CLI or SNMP, to view the data in
these fields

Reserving IP Addresses in Windows DHCP Servers

The PX uses its serial number as the client identifier in the DHCP
request. Therefore, to successfully reserve an IP address for the PX in a
Windows® DHCP server, use the PX device's serial number as the
unique ID instead of the MAC address.

Convert the serial number into ASCII codes for the IP address
reservation entry. For example, if the PX device's serial number is
PEG1A00003, use the serial number's ASCII codes "50 45 47 31 41 30
30 30 30 33" as the unique ID.
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Sensor Threshold Settings

This section explains the thresholds settings in a threshold setup dialog
for a numeric internal or external sensor.
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e When a sensor has both the Upper Critical and Upper Warning
thresholds enabled, it has three sensor states: normal, above upper
warning, and above upper critical.

e When a sensor has all thresholds enabled, 5 sensor states are
available: normal, above upper warning, above upper critical, below
lower warning, and below lower critical.

Both states of "above upper warning" and "below lower warning" are
warning states to call for users' attention.

Both states of "above upper critical" and "below lower critical" are critical
states that require users to immediately handle.

P Range of each available sensor state:

The value of each enabled threshold determines the reading range of
each available sensor state. For details, see:

e "above upper critical" State (on page 293)
e "above upper warning" State (on page 292)
e "below lower critical" State (on page 292)
e "below lower warning" State (on page 292)
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"To Assert" and Assertion Timeout

If multiple sensor states are available for a specific sensor, the PX
asserts a state for it whenever a bad state change occurs.

» Assert a state:

To assert a state is to announce a "worse" new state. Below are bad
state changes that cause the PX to assert.

1. above upper warning --> above upper critical
2. normal --> above upper warning
3. normal --> below lower warning

4. below lower warning --> below lower critical

» Assertion Timeout:

In the threshold setup dialog, the Assertion Timeout field impacts the
"assertion" action. It determines how long a sensor must be in the
"worse" new state before the PX turns on the "assertion" action. If that
sensor changes its state again within the specified wait time, the PX
does NOT assert the worse state.

To disable the assertion timeout, set it to 0 (zero).
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Assumption:

Note: For most sensors, the measurement unit in the "Assertion Timeout"
field is sample. Because the PX measures each sensor every second,
timing of a sample is equal to a second.

» How "Assertion Timeout" is helpful:

If you have created an event rule that instructs the PX to send
notifications for assertion events, setting the "Assertion Timeout" is
helpful for eliminating a number of notifications that you may receive in
case the sensor's reading fluctuates around a certain threshold.

Assertion Timeout Example for Temperature Sensors

Upper Warning threshold is enabled.

Upper Warning = 25 (degrees Celsius)

Assertion Timeout = 5 samples (that is, 5 seconds)
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When a temperature sensor's reading exceeds 25 degrees Celsius,
moving from the "normal" range to the "above upper warning" range, the
PX does NOT immediately announce this warning state. Instead it waits
for 5 seconds, and then does either of the following:

e If the temperature remains above 25 degrees Celsius in the "above
upper warning" range for 5 seconds, the PX turns on the "assertion"
action to announce the "above upper warning" state.

e If the temperature drops below 25 degrees Celsius within 5 seconds,
the PX does NOT turn on the "assertion" action.
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"To De-assert" and Deassertion Hysteresis

After the PX asserts a worse state for a sensor, it may de-assert the
same state later on.

» To de-assert a state:

To de-assert a state is to announce the end of the previously asserted
worse state. Below are good state changes that cause the PX to
de-assert the previous state.

1. above upper critical --> above upper warning
2. above upper warning --> normal
3. below lower warning --> normal

4. below lower critical --> below lower warning

> Deassertion Hysteresis:

In the threshold settings dialog, the Deassertion Hysteresis field
determines a new level to turn on the "deassertion" action.
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This function is similar to a thermostat, which instructs the air conditioner
to turn on the cooling system when the temperature exceeds a
pre-determined level. "Deassertion Hysteresis" instructs the PX to
de-assert the worse state for a sensor only when that sensor's reading
hits the pre-determined "deassertion" level.

For upper thresholds, this "deassertion" level is a decrease against each
threshold. For lower thresholds, this level is an increase to each
threshold. The value of the decrease or increase is exactly the hysteresis
value.

For example:

If Deassertion Hysteresis = 2,

Upper Critical = 33, so its "deassertion" level = 33 - 2 = 31.

Upper Warning = 25, so its "deassertion" level = 25 - 2 = 23.

Lower Critical = 10, so its "deassertion" level = 10 + 2 = 12.
e Lower Warning = 18, so its "deassertion" level = 18 + 2 = 20.

To use each threshold as the "deassertion" level instead of determining a
new level, set the Deassertion Hysteresis to 0 (zero).

» How "Deassertion Hysteresis" is helpful:

If you have created an event rule that instructs the PX to send
notifications for deassertion events, setting the "Deassertion Hysteresis"
is helpful for eliminating a number of notifications that you may receive in
case a sensor's reading fluctuates around a certain threshold.

Deassertion Hysteresis Example for Temperature Sensors
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Upper Warning threshold is enabled.

Upper Warning = 20 (degrees Celsius)

Deassertion Hysteresis = 3 (degrees Celsius)

"Deassertion” level = 20-3 = 17 (degrees Celsius)

When the PX detects that a temperature sensor's reading drops below
20 degrees Celsius, moving from the "above upper warning" range to the
"normal” range, either of the following may occur:

If the temperature falls between 20 and 17 degrees Celsius, the PX
does NOT turn on the "deassertion" action.

If the temperature drops to 17 degrees Celsius or lower, the PX turns
on the "deassertion" action to announce the end of the "above upper
warning" state.

Ways to Probe Existing User Profiles

This section indicates available ways to query existing user accounts on
the PX.

With SNMP v3 activated, you get the "user unknown" error when the
user name used to authenticate does not exist.

Any user with the permission to view event rules can query all local
existing users via JSON RPC.

Any user with the permission to view the event log may get
information about existing users from the log entries.

Any authenticated users can query currently-existing connection
sessions, including Webcam-Live-Preview sessions, which show a
list of associated user names.
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