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Time & Session:
December 16, 2013 07:08:17

Security Warning

Port Access

[\ The certicate used to denfy the webste s not trusted. Theressons ||
are ksted below.

[
Do you want to Continue?
The connection to this website is untrusted.

:! 5 Website: hits://192. 163.61.20:443
Note: The

This appication wil be blocked in  future Java secunity update: AR fie manfest does not

Proceed at your own risk. N
The certificate Authority that issued ths certficate is not trusted.

I The appication i being donnioaded from  site other than the one
specified by the security certficate.
Dowrioadng from "192.168.61.20"

- Expecting "Raritan KvM*
&»ch«uﬁaumu

contan the Permissions attrbute. Please contact the Publsher More Informaton Note to the Publisher: Seaunity features to prevent -
thorized redistrib of your Java wil cause ths .
f to be biocked In the future, See current Java
[ contrue || coce ] about JAR Marwfest entres for the changes that b
need to be made. |?
{
;m: ::ewﬂ [ 8 Dominion_KX3_Por MNote to users: For any questans, please contact the Publsher
e who provided you with this applcation.
Connected Users:
admn (192.168.51.75) i
43 min idie -
adin (Lgcal Consgle) PSP Ll S S P R X I Visit Java.com for more detads Cose
i ,
IE KX 11,
e .
Java More Information

More Information

L L

View Certificate Details
wizard

L

Internet Options Internet

Tools > |nternet Options Internet

Raritan.
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000 0060

Cortiticate Impont Wirard

&8/

v

Welcome to the Certificate Import
Wizard

T whard helos you copy cerbcates, cerahcate st
ists, and cersfcate revecaton ket from your dek 1o &

A cervicate, which & ssusd by & cer¥icaton suthonty, &
s

AstoC

3 0 webpoges and Su00ms maches
for you.

Feeds and Web Sices

"7 Feeds and Web Skces provide updated

F5) content from webates that can be
read i Intemet Explores and other
programs.

Completing the Certificate Import
Wizard

The cortficate wil be mported after you Ak Frsh.
You have seched the lowng settrgs: 3
Aty deemead

e Name Cmrserrferr Dedkcoier

A

Wizard

L

Internet Option

Certificate Import Wizard

-

. (OK)

=i=Raritan.
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2 KX Trusted Sites Import

KX 11 URL Trusted Sites

Reopen Last Browsing Sessicn Ttarme Opticns

InPrivate Fitesing
InPricate Fitering Settings

Select & 20ne 5 view or change secunty setangs

ol e@- >/ O
SrartScreen Filter
e et EEITITE] Restcied
Manage Add-ons -~
Trusted sites

Thes sore cortans retates —
V' rustnet o damage your

your fles. .

Yos have webses g e Trusted shes it
Securty level for s e T x

Compatitiliy View

P T

Compatibity View Settings

You can add and remove websites from Bis ore. Al webates 0
Custom L 4 2one vl use T 20ne's secunity settngs.

Custom settngs.
~Ta change e settrgs, dick Custom level.
7o use T recommended setsngs, cick Default kevel.

Add #is webste 1o the zone:
o it/ A3 45 5651 A

Reset a zones 10 defadt lvel

> |
‘ o ][ concel =
= = = @’ Reqare server verficaton (hips:) for ol stes in s xone.
PR e I P e—»m-

IE Tools Internet > Options Internet Internet
Options Internet .

Trusted Sites .

Trusted Sites .

KX 11l URL Add .

Close, ( ).

00000000

13

oy

=&=Raritan.



Ch 2:

e Internet Option

. (OK)

-

o °
d
o More Information
Home > Ports
Time & Session: [\ The certificate used to Kientfy the website is ot trusted. The reasons
December 16, 2013 07:08:17 Port Access are isted below.
e . Proceed at own risk.
Security Waming your
[ . ;
t t
Doyou to nue? The certificate Authority that issued ths certficate is not trusted.
The connection to this website is untrusted.
F The application is being downloaded from a site other than the one
| ' specified by the security certficate.
/ - Downloadng from "192. 168.61.20"
lis 5 Website:  htos://192.168.61.20:443 - Expecting Raritan KIM*
Sote = 3 e—pmwuﬁuumu
' Ths sppicasion wi be biocked i  future Java security updste 248 fle manifest does not

contan the Permissions attrbute. Please contact the Publisher More Informaton

Note to the Publisher: Seaxity features to prevent
thorized redistrib of your Java wil cause ths
to be biocked in the future, See current Java

about JAR Manifest entries for the changes that

| Contrue | [ corcd ]*I

need to be made.

7 Ports. down I 8 Dominion_KX3_Por

Note to users: For any questions, please contact the Publsher

o forte L who provided you with thi appicaton.
Connected Users:
admin (192.168.51.75)
43 min idie
adein (Lcal Consgle) PP Lol S Sl P AR Y W Visit Java.com for more detads E
IE KX 1,
Java® More Information .

More Information

L L

p. 11)
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1. Web
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Port Access. ( )

L

KVM ( ) .

Port

Action Menu ( "Port Action ( )
"p. 20)

CIM CIM
Dominion-KX3_Port# Port# KX I

= -—Rﬂl’l‘fﬂl‘l. tual Media | User Management | Device Setfings | Security | Maint=nance | Diagno

m Horne > Paris

Time & Sexsion:

December 05, 2013 142127 Fort Access
mfi Ssﬂ"l_" e Click on the individual port name to see allowable operations.
zie 3 min

T TR 0./ 4 Remote KUM channels currently in use.

Last Login: Dec 05, 2013 11:40:42

1 wi By Search | Se
Device Information:
Device Name: Dominion KX-sample

P Address. 192 168.51.20 1 HOMI Targst CIAHDAMI up e
Firmware: 3.0.0 1365 . -
e H Dorinion-K32_Fort2 TVIA-DV up it
Hetwork LAN1T 3 Low Coe1 DWH IPQ20540016] Duakym ug e
Powerinl: on i
4 ] I
Powern? off Windows ¥P SF1 oc up die
Configured As Base 5 DOP-Dorminion-KXZ_Part13 CVIA-DP up e
.‘ § Dorini De up it
Fart States: T Domnion-Kx2_Port? Duaki up L
353 Ports: up -
54 Porte: down 8 po-beb-update Hat Avaiable down e
413 Ports: idle g b KNEALAD2TATers TierDevic= up e
| 10 * IR E0-241-ierd TierDevice up it
Connected Users: 1 ¥ KEBIZ-51-14-Tiarl TiarDavica ug e
Ll Local Consale]
et Y -1 DCMS?mulatorPorti2s e wn de
admmn (1592 168.32 165) 112 DCMEimulatarPort128 DCid up de
2 e 113 DCMSi Portiz7 Do up it
114 DCMSImulatorPortlas Do ug e
Onling Halp

A

_ Port Number, ( ), . Port Name (
) . Status, ( ) ( ) _ Availability, ( ) ( Idle
( ), . Connected, ( ), . Busy ( ), . Unavailable (
) . Connecting, ( )) .

Set Scan ( ) 32
KX I

17
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18

KX 1l
L - - > -
_ Port Access, ( )
[ N :
Port Access, ( ) Dual
Port, ( ) . Port
Access, ( ) _ Dual Port (P), (
(P)) _ Dual Port (S), ( (9)). CIM DCIM
_ DCIM Dual Port (P), (DCIM P).
KVM .
KVM
. _ Connect, (
) .
_ Action, (
) .
~= Ve .
==Raritan.
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H 1 ]
_ View by Group, ( ) , 'standard
C ) .
»
L
L
vome - fors oo e {A
Port Access
. *
Click on the indrvidual port name to see alfowable operations. *
0/ 2 Remote KVM channels currently in use, \
View By Port [NNRENIGISRR View By Search | Set Sean 1
4 Mo. Hame Maailabity
1 v WPGeoup Daal Vides Pont Greup
2 P premary DealVM Duat Peet (F) w o !
== wnIPsacondary DVMOV] Dua Port (5) u e
> wnl-dualvideo Daal Vides Pont Geeup (

2| Rows par Page[ Set |

i e M /'~~~ - g™ ’0,/""“ \u,'f-’.//'., g,

View by Search, ( )
*

Port Access Set Scan

. _Virtual KVM Client, ( KVM

eV e

=&=Raritan. 10
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Port Action ( )

Port Access, ( ) _ Port Name, (
) _ Port Action, ( ) .

Port Action, ( )

Home > Ports

Port Access

-
Click on the individual port name to see allowable operations. f
0/ 4 Remote K\VM channels currently in use. r

Wiew By Part|| View By Group | View By Search | Set Scan

1 HOMI Target

2 = _Port2
3 PQ20540016]

4 Windows XP SP3
Lo W ool il T pgt et e o ) p -

1 Connect ( ) - .
KX 1l _ Virtual KVM Client, (

KVM ) .
KX NI 3

KX Il N .

KX 111 3

20 =i=Raritan.
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1 Switch From ( ) - (KVM
h
KVM Virtual KVM Client
_ KX . .
Home > Ports 1
Port Access ’
F
Click on the individual port name to see allowable operations.
1/ 4 Remote KVM channels currently in use. /
{

View By Part|| View By Group | View By Search | Set Scan

9 Disconnect ( ) -
_ Virtual KVM Client, (

Raritan.

i

3 Low Cost DVM [PQ20540016] -
S e S L e

KVM ) .

21



Ch 3: KX 11l

KX

Home = Ports

1
o
Port Access :
Click on the individual port name to see allowable aperatmns.f
1 /4 Remote KVM channels currently in use. A

Wiew By Port| View By Group | View By Search | Set Scan

Dominion-KX2_Port? ,

P T I Py

1 Power On ( ) - .
1 Power Off ( ) - .
) (
) .
1 Power Cycle ( ) -

L
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KX I

Time & Session (

)

Your IP ( IP)

Last Login (
)

Under CC-SG
Management (
CC-SG )

Device Model (

)

Serial Number (

)
Network ( )

PowerInl (

)

KX 1

KX 1

KX 11

KX I

KX 11

IP

KX I

IP

P

CC-SG

KX 11

L

CC-SG

23
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PowerIn2 (

)

Configured As
Base ( )
Configured As
Tiered (

)

Port States (
)

Connect Users (

)

Favorite Devices

( )
FIPS

2 L
C X
KX Il1
KX 11
KX 11 .
IP
KX 11 .
FIPS EnabledSSL FIPS
FIPS
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| 1
Port States:

359 Ports: up

54 Ports: down

412 Ports: idle

1 Port: connected

| 1
Connected Users:
admin (192.168.32172)

RC 1 min idle

r ﬁii

Online Help

| 1

Favorite Devices:

S e W e Pl
KX I
KX 1 .
> ( )
TI L L
f .
1 (, breadcrumbs

A

>

Page Up Page Down

L

25
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KX Il

KX

User Help
User Help

KX

(
" p. 266),

KX
"KX I

- KX Il End

- KX Il End
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LDAP

KX I
KX I

KX 1

KX 11 /

KVM KVM

KX Il

;

Raritan.

KX I Raritan

QSG
(p- 30)
LED
VGA (
6 (

KX Il (p. 33)

VGA " p. 35)

= =4 A -2

) (p. 42)
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KX 1 1U (1.75 4.4 ) 19
Raritan

1. .

2. KX I

3. ( ) KX I .

4, , ,

2. KX 1

3. ( ) KX
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5.
admin
raritan
KX I
IP 192.168.0.192.
9
1
TCP 5000
TCP 5000
KX I,
KX 111 TCP L
TCP 443
TCP 443 HTTPS
KX I,
-T“: R o 29
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TCP 80

TCP 80 ( HTTP) AHTTPO
AHTTPSO

2 KVM

KX Il
( " KX " p. 299) KX IlI

Raritan
(p- 30)

USB CIM

CIM

D2CIM-VUSB
D2CIM-DVUSB
D2CIM-DVUSB-DVI
D2CIM-DVUSB-HDMI
D2CIM-DVUSB-DP

= =4 -4 —a -

KX 1

]

30
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Windows 7 Windows Vista

> Windows 7° Windows Vista®

ﬁ
1

€

=

f
f
f
f
f

Windows XP, Windows 2003, Windows 2008

> Windows XP% Windows 2003° Windows 2008°

l - .
Windows 2000

> Windows 2000®

oy

=&=Raritan.
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Apple Mac
> Apple Mac®
MAC® KVM
CIM, CIM
(CIm) (p. 301),
KX I Mac USB .
OsS X .
1. Raritan KVM Client .
2. usB > > Mac OS-X (10.4.9 )
3. KX 11 ~ . (Device Settings) > . (Port
Configuration) Port .
4, UsB .
5. Available ( ) - Mac 0S-X (10.4.9) .
Add Selected ( ) .
6. _ Mac 0S-X (10.4.9) o
Preferred Profile .
7. _ Mac 0S-X (10.4.9) .
- Set Active Profile As
Preferred Profile .
1 OK .
Linux
> Linux®
T« ) 1
1 xsetmousel1l .
Sun Solaris
> Sun® Solaris®
1
VGA (
)
—Y— .
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IBM AIX
> IBM AIX®
i _ Style Manager, ( ) _ Mouse Settings (
) _ Mouse acceleration, ( ) 1.0
_ Threshold, ( ) 3.0,
3

KX

T T

LG G JC

LALJC L)

H‘_ m 24

AC KX 1
KX 1
LED
KX I LED
LED
LED
LED
LED
LED

AC

AC

33
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B
KX 1l ( ).
LAN1 .
KX 1 LAN2
IP .
>
1. LAN1
2. KX 1
a. LAN2
b. _ Network Configuration, ( ) _ Automatic
Failover, ( ).
c ( X
>
i usB KX I Local User
KX Il Local User ( )
Local User
D. DVI-D Port
DVI DVI (KX 1
).
Raritan T1700-LED DVI .
DVI-D VGA VGA

> ==Raritan.
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DVI
1024x768 .
[ 2 DVI
1. USB KX 11 Local User
2. DVI KX DIV-D .
3. DVI DVI DVI .
VGA

> VGA
1. USB KX 1 Local User
2. DVI-D VGA KX I DVI-D
3. VGA DVI-D VGA

VGA .

DVI-D VGA KX, Raritan
E. KX 1l
> KX 1
1. CIM ,
2. Cat5/5e/6 CIM KX
F.
(p. 122,

http://www.raritan.com/help/kx-iii/v3.0.0/en/index.htm#33184)

35
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Ch 4: KX I

4 KX I
Local Console KX 1
IP .
KX Il IP
KX 1l .
Java® 1.7 ) Microsoft .NET® 3.5
KX 1,
KX 1 .
>
1. admin raritan .
- Login ()
2. raritan .
64
3. ~ Apply. () OK .
IP KX I
> P KX
1. _ Device Settings, ( ) > Network ( )
Network Settings, ( ) .
2. KX I _ Device Name, ( )
32 .
3. IPv4, IPv6  DNS .
IPv4
1. IPv4 IPv4
a. _ IP Address (IP ) IP
192.168.0.192,
b. _ Subnet Mask_ ( )
255.255.255.0,
36 ~=Yee-
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c. _ IP Auto Configuration, (IP )
_ None, () _ Default Gateway, ( ).
d. - IP Auto Configuration, (IP )
DHCP, .. Preferred DHCP Host Name, ( DHCP
)
e. _ IP Auto Configuration, (IP ).
A None ( IP) - .
KX 1 IP
( /
) . KX
11 IP .
A DHCP - ( )
DHCP IP .
DHCP .
DHCP Preferred host name_ (
DHCP), 63 .
IPv6 / DNS .
IPv6
IPv6 IPv6 IPv6
a. IPv6 IPv6,
b. . Global/Unique IP Address, ( / IP )
KX 1 1P .
c. _ Prefix Length, ( ) IPv6
d. _ Gateway IP Address, ( IP ).
e. Link-Local IP Address ( IP )
f.  Zone ID ( ID). .
g. 1P
A None ( IP) - .
KX 1 IP
37
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38

( /
) . KX
11 IP
_ None, ()
_ Global/Unique IP Address, ( / IP ), . Prefix
Length ( ) _ Gateway IP Address, ( P )
IP .
A Router Discovery ( ) -
- . IPv6 - L. .
IPv6 .
DNS .
DNS
DHCP, _ Obtain DNS Server Address, (
DNS ) . Obtain DNS Server Address
Automatically, ( DNS ) DNS
DHCP DNS .
_ Use the Following DNS Server Addresses, (
DNS ) . DHCP,
DNS .
_ Use the Following DNS Server Addresses. (
DNS ) . DNS
DNS .
a DNS P
DNS P
KX 1 .
H . (Device Settings) >, . (Port
Configuration) _ Port Name, (
)
32 .
—Y—

{
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4, . L
KX 1
KX 1 .
Power Supply Setup Powerinl
PowerIn2 Auto Detect .
>
1. _ Device Settings, ( ) > Power Supply Setup. (
! _ Power Supply Setup, ( ) .
2. ( )
_ Powerlnl Auto Detect, ( ) .
3 ( )
_ PowerlIn2 Auto Detect, ( ) .
4, . L
LED
/ « )
LDAPS SSL .
>
1. _ Device Settings, ( ) > Date/Time, ( / )
_ Date/Time Settings, ( / ) .
2. _ Time Zone, ( ) .
3. _ Adjust for daylight savings time_ (
) .
4,
A User Specified Time ( ) -
. _ User Specified Time, ( )
. hh:mm ( 24 ).
A Synchronize with NTP Server ( NTP ) -
(NTP) .
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5. _ Synchronize with NTP Server, (  NTP )
a. _ Primary Time server, ( ) P .
b. _ Secondary Time server, ( ) P .
Network Network Settings
DHCP NTP DHCP P
Override DHCP ( DHCP) NTP
P .
6. _ o
CC-SG
KX I CommandCenter Secure Gateway CC-SG
( )
CC-SG KX 1 KX 1
(LDAP/LDAPS or RADIUS) .
CC-SG .
CC-SG CommandCenter Secure
Gateway , D L , Raritan
http://www.raritan.com _ Support ( ) .
KX 1
. LDAP/LDAPS
RADIUS,
Microsoft Active Directory
Microsoft® Active Directory® LDAP/LDAPS
KX I LDAP . IAS (Internet
Authorization Server ) Microsoft Active
Directory RADIUS .

]
i

==Raritan.


http://www.raritan.com/

Ch 4: KX 1l

5 KX I

Microsoft .NET®

> KX 1l
1. Web
2.

A URL - http://IP-ADDRESS

A hitp://\IP-ADDRESS/akc

KX 1
Java Runtime Environment®

Java Virtual KVM

Microsoft .NET Active

KVM
IP-ADDRESS KX I IP .
HTTPS KX I DNS
3. HTTP  IP HTTPS 1P
4. . _ Login, ( )
KX I, Port Access, ( KX I
KX 1
| 2
1. KX 1II _ Port Access, ( )
Port Name ( ) Port Action, ( )
Port Access i
Click on the individual port name to see allowable operations. :
0/ 4 Remote K\VM channels currently in use. y
Wiew By Part|| View By Group | View By Search | Set Scan
1 Dominion_KX3_Port1
2 DP- ort3 4
3 Dominien-KX2_Pol i
e b Aldaws XP SPDa e i i e
41
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2. _ PortAction ( ) _ Connect, ( )
KVM .

> KVM

1. KX I . .

2. . . .

3. . - -

Port Access

Click on the individual port name to see
1/4 Remote KVM channels currently in

\ Wiew By Part| View By Group | View By Search | &

i No. HName

Switch From Windows XP SP3

Connect

Dominion-ix2_Port3

4 Windows XP SP3
oA S DOmiNOnAO(-PoMS . e 4
>
1 _ PortAccess ( ) _ Port
Name, ( ) .
q KVM

KVM .
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DCIM-SUSB

Ch 4: KX 1l

> ( DCIM-SUSB)
1. Suné _ Text Editor, ( ) .
2. Num Lock Ctrl
Del i CIM / L
Caps Lock LED CIM Layout Code Change,
( ) .
Raritan Computer, In c.Current keyboard
layout code = 22h (US5 UNIX) .
3. ( 31), Enter |
4. . DCIM-SUSB (
)
5. .
7 SSL
Raritan KX I SSL .
Java®
Java KX 11 .
SSL SSL (p. 163)

43
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PDU (

KX I Raritan PX RPC
D2CIM-PWR KX I

PDU (

L

PX RPC KX I KX I
Powerstrip, ( ) PDU
Power, ( )

Powerstrip, ( ) KX I

PDU
_ Powerstrip, (
PDU

) KX Il

PX . Raritan PX

Powerstrip, ( )

L

Model ( )

Current Amps ( )

Maximum Amps ( )

Power in Watts ( )

> > > > > D> D> D

Power in Volts Ampere ( )

Name ( ) -

State ( )- Oon ( )

-

- Oft () .
Control ( ) -

> > > >

Association ( ) -

]
i
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Powerstrip, (

KX I

Powerstrip Device, (

Ch 4: KX 1l

Powerstrip, (
KX 1

L

L

No powerstrips found, (

Home = Powerstrip

o

Operation completed successtully.

Powerstrip Device

M

Powverstrip: ’m‘ Refresh
Plame: Mocel: Temperature: CurrentAmps: MaxAmps: Woltaoge: Powerlm®iatt: Poweerindd &
rk-powver PCRE 29 °C oA 0 May 3w 0
L]
Name State Control Associations
Outlet 1 an _on || on || cycle Dominien_Portd
Outlet 2 on _on | ofi || cyce
Outlet 3 on _on || off || cyce
Outlet 4 on _on | _off || cyce
Cutlet 5 on _on || off || cycle Dominion_Port2
Cutlet 6 on _on | _of || cyce
Outlet 7 an _on || om || cyce
utlet & on _on | _off || cyce

\,.mg__‘\_\__)\..’ - '..\\_\‘_‘h. _)'u.n.,;.._"m “‘"“'A‘--\u\\)\ ™.

B P L PN

/
>
1. Power, ( )
) .
2. Powerstrip, (
PX PDU (
3. Refresh, (
4.
5. L OK ()
>
1.
=%=Rari
=i=Raritan.

Powerstrip, (

On

Power On_ (

-

off
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w n

_ Power Off (
_ Power Off (

_ Power Cycle Port, (

-

Cycle

. OK ( )
. OK (
off ()
) .
(
. . OK ()
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USB

KVM KX 11
uUsB BIOS

L

_ Generic, ( ) USB KVM

Linux® Mac® OS X),

( BIOS )
BIOS .
KX I _ Device Settings, ( ) > Port
Configuration, ( ). Port ( ) USB .
uUsB
KVM KVM
KVM .
Windows®
_ Generic, ( ) .
BIOS
BIOS .
USB KVM
CIM
USB CIM,
CIM (CIM) (p. 301)
USB
KX 1 USB

47
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USB

BIOS Dell® PowerEdge®
1950/2950/2970/6950/R200

BIOS Dell OptiPlex ©

BIOS Dell Optiplex 790

BIOS Dell Optiplex 790

48

Dell PowerEdge 1950/2950/2970/6950/R200 BIOS
Dell PowerEdge 1950/2950/2970/6950/R200 BIOS

_ Generic, ( ) .
A
Dell OptiPlex BIOS ( )
D2CIM-VUSB Dell OptiPlex BIOS
. D2CIM-DVUSB - Generic,
« ) .
A Optiplex 210L/280/745/GX620 D2CIM-DVUSB

_ Generic, ( ) .

A USB (12 MBit/s)
A
BIOS Dell Optiplex 790
A USB
A USB (12 MBit/s)
A Absolute Mouse Synchronization ( )
A CD-ROM .
BIOS Keyboard Macros Dell Optiplex 790
A .
A CD-ROM

ERaritan.
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USB
BIOS DellPowerEdge Dell PowerEdge BIOS ( )
D2CIM-VUSB Dell PowerEdge

BIOS . D2CIM-DVUSB

_ Generic, ( ) .

A PowerEdge 650/1650/1750/2600/2650 BIOS USB
CD-ROM

A PowerEdge 750/850/860/1850/2850/SC1425 BIOS
D2CIM-DVUSB _ Generic, ( )

A BIOS PowerEdge
1950/2950/2970/6950/R200 _ BIOS Dell PowerEdge
1950/2950/2970/6950/R200,  _ Generic, ( )

A USB (12 MBit/s)

A Absolute Mouse Synchropni z

A

BIOS ASUS P4C800 BIOS Asus P4C800
Motherboard .
A USB (12 MBit/s)
A CD-ROM .
BIOS Generic BIOS Generic
BIOS _ Generic, ( )
USB

A USB (12 MBit/s)

A Absolute Mouse Synchroni z

A CD-ROM .

BIOS HP® Proliant® DL145 HP Proliant DL145 PhoenixBIOS
HP Proliant DL145 PhoenixBIOS

49
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USB
A USB (12 MBIt/s)
BIOS HP Compag® BIOS HP Compag DC7100/DC7600
DC7100/DC7600 HP Compaq DC7100/DC7600
A CD-ROM .
BIOS IBM ThinkCentre IBM Thinkcentre Lenovo BIOS
Lenovo BIOS IBM® Thinkcentre Lenovo (
828841UV) .
A USB (12 MBit/s)
A CD-ROM .
IBM BladeCenter H ( D2CIM-VUSB D2CIM-DVUSB
) .
A CD-ROM .
BIOS Lenovo ThinkPad T61  BIOS Lenovo ThinkPad T61 X61 ( )
& X61
T61 X61
A USB (12 MBIt/s)
USB KX3 . Windows
2000° , Windows XP®

, Windows Vista®

A
HP Proliant DL360/DL380 G4 HP Proliant DL360/DL380 G4 (HP SmartStart CD)
(HP SmartStart CD)

HP SmartStart CD HP Proliant
DL360/DL380 G4

A USB (12 MBit/s)
50
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USB
A Absolute Mouse Synchropni z
HP Proliant DL360/DL380 G4 HP Proliant DL360/DL380 G4 (Windows 2003 Server )
(Windows 2003® Server ) .
HP SmartStart CD Windows 2003 Server
HP Proliant DL360/DL380 G4 .
A USB (12 MBIt/s)
Linux® Linux
Linux Redhat Enterprise Linux, SuSE
Linux Enterprise Desktop .
A Absolute Mouse Synchronization® ( )
BIOS Mac® BIOS Mac
Mac BIOS .
A Absolute Mouse Synchronization® ( )
A CD-ROM .
usB Using the Mac Boot
Mouse Modes ( " Mac
"p. 53) Mac Boot
MAC OS X®(10.4.9 MAC OS X (10.4.9 )
) Mac OS X
A CD-ROM .
RUBY RUBY (AwardBIOS)
(AwardBIOS) Phoenix/AwardBIOS v6.00PG  RUBY-9715VG2A
A USB (12 MBIt/s)
A CD-ROM .
Supermicro Mainboard

Supermicro Mainboard Phoenix AwardBIOS

i

Raritan.
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USB

Phoenix (AwardBIOS) Phoenix AwardBIOS ~ Supermicro
A CD-ROM .

Suse 9.2 SuUSE Linux 9.2

SuSE Linux 9.2

A Absolute Mouse Synchropni z
A USB (12 MBit/s)
1 1
A
A ( 1)
A USB (12 MBit/s)
A CD-ROM .
USB
2 2
A ( 2)
A
A USB (12 MBit/s)
A CD-ROM .
USB
3 3
A
A ( 2)
A USB (12 MBit/s)
A CD-ROM .
USB
— o
==Raritan.
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USB
CIM CIM
Full Speed for Virtual Media CIM_ (
CIM) KX3 .
uUsSB BIOS .
A USB (12 MBIt/s)
USB VM CIM uUsB -
“ v UsSB .
A UsB usB (12
MBIt/s)
Mac
USB Mac Boot Menu
BIOS .
W - Boot ()
1. Mac Option _ Boot,
« ) . .
2. .
3. Boot OS X Single Mouse
Absolute Mouse .
53

i
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KVM
KX I USB KVM
KVM . KX I _ Device
Settings, ( ) . Port Configuration, ( ). Port (
) USB KVM .
KVM (VKC) .
_ USB Profile, (USB ) > Other Profiles, (
) .
USB KVM KVM
. KVM
(VKC) _ USB Profile, (USB ) UsSB .
USB KVM USB
( ) ! USB ( )'p
114),
KX I
. . KX 1
LDAP RADIUS .
KX 11 .
Admin ( ) .
. _ Admin, ( ) _Admin,
C ) .
LDAP/LDAPS RADIUS
LDAP/LDAPS RADIUS
_Unknown_ ( )
Individual

]
i

—
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Group

. . Group
( ) Name ( ) i @0 .
KX 1l 254 . KX 1 254
( RADIUS
LDAP/LDAPS),
>
q >

Homa » Usad Managemant » Sroupd

Lege
User Group List

i Group Hame

L rkrgrwTi
r @marketing
r ptesling

Aierin

e R S ___‘_L_____._,,..--...-‘u._.__.n B T n‘l‘\f_\’

. KX 111

Raritan. %
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- -
_ Group Name, ( )
( 64 )
"p. 58,
IP ACL, IP
Access Control, (IP )
. " IP ACL (

)" p. 59,

=i=Raritan.
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6.

Home = Lssd Management = Grougp

Groap

Group Marme *

¥ Permissions

Davice Accags While Under CC-55 Management
Davice Setlinge

magnostica

Maintenanca

PC-Share

Sacurity

Uaer Managama nt

{
{
|
4
T —— }
;
4
{

= Porl Permissions

-
Rule & Starting IP Ending I# Action !

ALCERT -

{
| Append || Inzert || Replace || D= lede | J
L

Cancel

CC-SG CC-SG - .
IP
KX I, .
CC-SG KX I
. KX I
Admin ( )
; / ; (
p ) (SNMP,

e

=&=Raritan.
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, , (ping)
KX I

J J

_ PC-Share, ( )

Security ( ) SSL ) (WM
IP ACL,

(LDAP/LDAPS/RADIUS),

KX 1
. - Deny ()
Deny ( )
View () ( )
Control ( . VM
) _ Control, ( )
KVM
_ Control, ( ) .

KVM

L

_ Control ( )

=i=Raritan.
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VM
« . )
Deny ( )
Access (
)
URL
. _ Deny ( ) _ Control ( )
_ Port Permissions, ( ) .
KX 1
| 2
1. . . Group Name, ( )
@ .
2. _ Group Name, ( ) _ Group, ( )
3. .
4 . OK ( ).
IP ACL ( )
IP s IP
n KXl 9

i

Raritan. %
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IP KX I
. (
) - P . .
KX I IP 127.0.0.1 9
_ Group, ( ) _ IPACL,
J J |P L

¥ IP ACL

Rule = Starting IP Ending IP Action

| I I || sccerr v

0K Cancel

T e s, gnnn 7 g gt

Append | Insert | Replace Delete | ’
4

> ()
1. _ Starting IP, ( IP) P .
2.  _ EndingIP, ( IP) P .
3.

A Accept( )- _Accept, () IP

KX I .

A Drop( )- _ Drop. () P KX 1l

4. - Append, ( ). .
1 4

>
1. (#). _ Insert ( ) .
2. _ Starting IP, ( IP) _ EndingIP, ( IP) .
3. . Action ( ) .
4. Insert, ( )
>
1. .
2. _ Starting IP, ( IP) _ Ending IP, ( IP) .

=i=Raritan.
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_ Action, ( ).

4, Replace, ( ) .
>
1. .
2. Delete ( )
3. . OK ( ).

ACL 9

ACL Dominion 9

Rule 1, Starting IP = 192,168.50.1, Ending IP = 192.158,55,255, Action = ACCEPT

Rule 2, Starting IP = 0.0.0.0, Ending IP = 255,255.255,255, Action = DROP

Admin .
2
1. _ Group, .
2. - Permissions, ( )
3. _ Port Permissions, ( )

L ' "p. 58,
4. . IPACL ( ) IP KX I
. " IP ACL )" p. 59,
5 _ OK ( )
| 2
<unknown> 9

Raritan. o1
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User Group, (

) _ UserlList ( ).
1. _ Group Name, ( )
2. _ L
3 - OK ()
KX 11
KX 1l .
254 .
KX 1
( )
KX 1l .
- User ( ) ,
_ Security Settings, ( )
" p. 151,
>
1. _ User Management, > Add New User, User List
Add .
2. _ Username ( ) ( 16
)
3. _ FullName, ( ) ( 64 )
— .
=&=Raritan.
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4.  _ Password, ( ) _ Confirm Password, (

) ( 64 A
5. _ UserGroup, ( ) .
Individual Group, ( ) _Individual Group_ (
) ’ "p. 59,
6. - . . - .
KX I
- UserlList ( )
_ User List ( ) ) .
_ User Management, ( ) KX I
( X
"p. 64 KX I ( ) p.
65,
p.
64,
>
_ User Management > User List | _ User List,
( ) .
s A Usermame Full Hame User Group i
|} admin Admin Admin )
- 32 r»ﬂ"qﬂ {
HELOE e o p e el g ninnn T /

)

=&=Raritan. 3
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_ User By Ports, ( )
. 2
1 Port Number ( ) -
1 Port Name ( ) -
Port Name_ ( )
_ Local Console, ( ) _ Remote Console (
).
Username ( ) -
Access From o} IP KX I
Status ( ) - _ Active, ( ) _ Inactive, (
)
>
i _ User Management ( ) > User by Port (
) . User by Port, ( )
KX 11,
KX 111, KX 11 (
)" p. 65,
>
1. _ User Management ( ) > Users by Port  (
)i _ User by Port, ( )
2.

]
i
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P

P

-

KX I (

KX 1

Ch 4: KX 1l

Disconnect User from Port, ( )

) .

p. 64

KX
_ User Management, ( ) > Users by Port, (
) _ User by Port, ( )
_ Force User Logoff, ( ).
_ Logoff User, ( ) _ OK ( ).
_ User Management, ( ) > User List, ( )
_ User List, ( ) .
_ UserList ( ) .
. User. ( ) .
_ User ( ) . . User,
) ' "p. 62,
Delete, ( )
-~ OK ()
65
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KX 1
KX 1
_ Authentication Settings, ( ) KX 11
(LDAP/LDAPS RADIUS)
>
1. - . > -t - -
2. ( , LDAP/LDAPS
RADIUS), _ LDAP LDAP
RADIUS, RADIUS .
3. i . 6,
4. _ LDAP/LDAPS, LDAP
i . LDAP,
5. _ RADIUS, RADIUS
i . RADIUS,
6. _ . .
| 2
1 - -t
66 -': @
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LDAP/LDAPS
(LDAP/LDAPS)
TCP/IP . LDAP/LDAPS
LDAP ( TCP 389),
Microsoft Active Directory LDAP/LDAPS
> LDAP
1. _ User Management, ( ) > Authentication Settings,
( ) _ Authentication Settings, ( )
2. . LDAP, . LDAP, .
3. it _LDAP.
4, _ Primary LDAP Server, ( LDAP )
LDAP/LDAPS IP DNS ( 256
) . Enable Secure LDAP, ( LDAP)
Enable LDAPS Server Certificate Validation, ( LDAPS
) DNS LDAP
CN,
5. _ Secondary LDAP Server, ( LDAP )
LDAP/LDAPS IP DNS ( 256
) .. Enable Secure LDAP_ ( LDAP)
DNS . _ Primary LDAP Server,
( LDAP ) .
6. LDAP .
7. LDAP/LDAPS .
A Generic LDAP Server ( LDAP )
A Microsoft Active Directory, Active Directory Microsoft
LDAP/LDAPS Windows .
8. Microsoft Active Directory Active Directory
. acme.com Active Directive

i

Raritan.
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9. . UserSearchDN, ( DN)

LDAP 64

L
cn=Users,dc=raritan,dc=com

L

L

10. _ DN of Administrative User, ( DN)
( 64 ) LDAP

. . DN of Administrative

User, ( DN)
cn=Administrator,cn=Users,dc=testradius,dc=com

=i=Raritan.



11.
DN

-

( 128 ).

Ch 4: KX 1l

. . Secret Phrase, (
Confirm Secret Phrase (

Authentication Settings

.O Local Authentication
@ LDAPF
.f_:;. RADIUS

¥ LDAP

[~ Server Configuration

Primary LDAP Server
1152.168.59.187 |

Secondary LDAP Server {optional)
1192.168.51 214 |

Type of BExternal LDAP Server
| Microzoft Active Directory % |

Active Directory Domain
|testradius LCOm |

User Search DH

|-:n=users,dc#estradius,dcm:u:um |

OH of Administrative User {opticnal)
|cn=.&dministratu:ur,cn=users,du:=testrac|

Secret Phrase of Administrative User

Confirm Secret Phrase

LDAP/LDAP
12. SSL Enable Secure LDAP_ (
LDAP) . _ Enable LDAPS Server Certificate
Validation, ( LDAPS ) .
(SSL) KX 111 LDAP/LDAPS
13. 389, LDAP TCP
=V : 69
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14. _ Secure LDAP Port, ( LDAP ) 636,
. Enable Secure
LDAP, ( LDAP) .
15. _ Enable LDAPS Server Certificate Validation, ( LDAPS
) CA
. CA
. Enable Secure LDAP, ( LDAP)

L

Enable LDAPS Server Certificate Validation, (

el

LDAPS ) CA
16. _CA o ) LDAP,
. LDAP/LDAPS
Base64 X-509 CA . i} 5
. LDAP/LDAPS
KX 111

L

—LDAP / Secure LDAP
D Enable Secure LDAP

Port
389
Secure LDAP Port
636

Enable LDAPS Server Certificate Validation

Root CA Certificate File

Upload |

Note: Reboot device after certificate file is uploaded.

LDAP
17. KX 1 _ Authentication Settings, ( )
LDAP LDAP KX
. LDAP _ Login for testing_
( ) _ Password for testing, ( )
. KX
LDAP . _ Test (

)L

70 =i=Raritan.
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. LDAP

L

—Test LDAP Server Access

Login for testing

| |

Password for testing

| |
_Test |

Active Directory

KX I Active Directory® (AD) KX 11
. AD Active Directory
. AD KX I
( AD ) .
AD
Active Directory KXl
s AD LDAP/LDAPS
LDAP 9
> KX AD
1. KX 1l .
KVM_Admin KVM_Operator,
2. Active Directory
3. AD KX 1 2 .
4. KX 1l AD . "
LDAP/LDAPS "p. 67,

i
i
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=

w

KX I
<Unknown> ( ).

L

Active Directory
KX 1

msRADIUSCallbackNumber,

Microsoft _ .
RADIUS
(RADIUS) AAA (
RADIUS
_ User Management, ( ) > Authentication Settings,
( ) _ Authentication Settings, ( ) .
_ RADIUS, _ RADIUS, .
| RADIUS _RADIUS
_ Primary Radius Server_ ( Radius ) _ Secondary
Radius Server, ( Radius )
IP ( 256 )
_ Shared Secret, ( )
( 128 )
KX 1 RADIUS
_ Authentication Port, ( ) 1812
. Accounting Port, ( ) 1813
_ Timeout ( ) 1
KX 1l RADIUS
—Y—

Admin ( )

Active Directory

KX I
<Unknown> (

{

ERaritan.



9.
KX Il
10.
)
A PAP -
A CHAP -

PAP

3,
RADIUS

PAP

Global Authentication Type. (

L

Home = User Management * Authentication Settings

O Local Authentication
() LDAP
(& RADIUS

= LDAP

Primary RADIUS Server

Shared Secret

Authentication Port
1812

Accounting Port
1813 |

Timeout {in seconds)
1

Secondary RADIUS Server

Shared Secret

Authentication Port
1812

Accounting Port

1813

Timeout {in seconds)
1

Retries
g

Global Authentication Type

0K Reset To Defaults

Cancel

Authentication Settings

Ch 4: KX 1l

L

PAP

L

CHAP
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RADIUS Cisco ACS 5.x
Cisco ACS 5.x KX 1 RADIUS
Cisco ACS 5.x .
Cisco
Cisco .

i KX 1 AAA Client ( ) - Network Resources, (

) > Network Device Group, ( ) > Network Device and
AAA Clients, ( AAA )

i / ( ) - Network Resources, ( ) > Users
and Identity Stores, ( ) > Internal Identity
Stores, ( ) >, Users, ( )

i CHAP ( ) - Policies, ( )
> Access Services, ( ) > Default Network Access, (

)

i ( ).- Policy Elements, ( ) >
_ Authorization and Permissions, ( ) > Network Access,
( ) >, Authorization Profiles, ( )

A Dictionary Type ( ) RADIUS-IETF

A RADIUS Attribute (RADIUS ) Filter-ID

A Attribute Type ( ) String( )

A Raritan:G{KVM_Admin} ( KVM_Admin

Dominion KVM ). .
i ( ) ( ) -. Policy Elements, (
) > Session Conditions, ( ) > Date and Time, (
)

1 / ( ) - Access Policies, ( ) >

_ Access Services, ( ) > Default Network Access, (

) >, Authorization, ( )

]
i

==Raritan.
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RADIUS
RADIUS KX 1l
RADIUS ( RADIUS FILTER-ID
. FILTER-ID
Raritan:G{GROUP_NAME} GROUP_NAME

L

Raritan :G{GROUP_NAME}:D{Dial Back Number}

GROUP_NAME
KX 1

RADIUS

KX I RADIUS RADIUS

Access-Request (1)
NAS-Port-Type (61) VIRTUAL (5),
NAS-IP-Address (4) KX 1P
User-Name (1)

Acct-Session-1D (44) ID

User-Password(2)

Accounting-Request(4)

Acct-Status (40) Start(1) - .
NAS-Port-Type (61) VIRTUAL (5),
NAS-Port (5) 0
NAS-IP-Address (4) KXl 1P
User-Name (1)

Acct-Session-ID (44) ID

)

75
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Accounting-Request(4)
Acct-Status (40)
NAS-Port-Type (61)
NAS-Port (5)
NAS-IP-Address (4)
User-Name (1)

Acct-Session-ID (44)

Stop(2) -

KX I P

VIRTUAL (5),
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,-// —-\\
\ User logs in |
0 >
X
/”/«{ \\\
" IsRemote -
No < Authentication /\,) Yes
. Enabled?
< b v
e -2 N
=l ~
v it Is.Re!note .
A <___ Authentication Server -
> > No “~__ reachable? -
\ -..\N///
No
Yes
b 4
SR = e
/,./ S b
- S -
_—Is User authenticated\--\) _~Is User authenticated .
. inlocal database '7/ “~._in remote database ?
B _ — =
.\\.“ ’/,,./ \\M //
) Yes Yes A
J//-_ .\\.
> <
\__/
A 4
User allowed
No
\ 4
User denied

Raritan.
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> KX I

1. User Management, ( )> Change Password, (

-

) _ Change Password, ( )

L

- w L

w

_ New Password, ( ) Confirm New
Password, ( )

64

L

153

(3

Home = Usar Management * Change Fasaword

Change Password

Ol Password

Hew Password

Confirm Hew Password

OK | Cancel

=i=Raritan.
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i

Raritan.

_ Network Settings, ( ) KX I (
IP s LAN )
IP
1 None (default) (  ( ) - ( IP), KX 1
IP .

1 DHCP - DHCP IP .
>
1. _ Device Settings, ( ) > Network, ( )

Network Settings, ( ) .
2. _ Network Basic Settings. ( ) "

"p. 79,
3. _ LAN Interface Settings, (LAN ) "LAN

"p. 83,
4. -~ OK ( ) .
>
i _ Reset to Defaults, ( )
Network Settings, ( ) P

L ' "p.79
> P
1. _ Device Settings, ( ) > Network, ( )

Network Settings, ( ) .
2. KX I _ Device Name_ ( ) 32
3. IPv4 IPv4

a. _ IP Address (IP ) IP
192.168.0.192,
79
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_ Subnet Mask_ ( ).
255.255.255.0,
IP Auto Configuration, (IP )
_ None, () _ Default Gateway, ( ).
IP Auto Configuration, (IP )
DHCP, _ Preferred DHCP Host Name, ( DHCP
)
- IP Auto Configuration, (IP )
None ( IP) - .
KX 1 IP
DHCP - ( )
DHCP IP .
DHCP .
DHCP _ Preferred host name, (
DHCP), 63 .
IPv6 IPv6 IPv6
IPv6 .
. Global/Unique IP Address, ( / IP )
KX 1 1P .
Prefix Length, ( ) IPv6
_ Gateway IP Address, ( IP ).
Link-Local IP Address ( P )
Zone ID ( ID), .
IP Auto Configuration, (IP )
None ( ) - IP IP (
IP) . .
_IP auto configuration, (IP ) _ None,
() _ Global/Unique IP
Address. ( / IP ), . Prefix Length ( )
_ Gateway IP Address. ( P ) .
==
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A Router Discovery ( )-
IPv6

- w - w -

IPv6

L

DHCP, _ Obtain DNS Server Address, (
DNS ) . Obtain DNS Server Address
Automatically, ( DNS ). _ Obtain DNS
Server Address Automatically, ( DNS )
DHCP DNS

L

_ Use the Following DNS Server Addresses. (
DNS ) DHCP,

-

DNS

L

_ Use the Following DNS Server Addresses, (
DNS ) .
DNS DNS

a. Primary DNS Server IP Address ( DNS P )
b. Secondary DNS Server IP Address ( DNS IP
OK. ()

-
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(

Network Settings, ( )
LAN ( "LAN "p. 83),
LAN Interface Speed & Duplex, (LAN
) _ Autodetect, ( )
. KXl _ LAN
Interface Speed & Duplex, (LAN ) _ 100
Mbps/Full Duplex, (100 Mbps/ )
. . Network Settings, ( )
" "p.79) .

Basic Network Settings |

Pevice Hame ©

sk 2232

rIPvd Address:
P Acliress Subnet Mask
|1911EE|51 55 255 2552850
Default Gateway ) Preferied BHCP Host Hame
[19216851.126

1P Avo Configuration
| DHCF (8|

~ [] Pvi Address

!.'.Ir:-lrarﬂ.lnique IP Address Prefix Lpnu‘lh

Gateway IP Address

Link-Local I A ess Zone 1D
na £ |

I Auto Configuratien

Mone

O i DS Server Address Automatically
@ W the Following DNS Server Adidresses
Frimary IS Server IP Address
192.168.59.2

Secondary DNS Server IP Address
19216351 10

0K | Reset To Defaulls | Cancel |
-&r'\_.. }-"\ e amnn ol g, ’... _.l_u} vr\‘,......u"

NUAASA AN AL e e e Y
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LAN
_ Current LAN interface parameters_ ( LAN
) .
1. . Device Settings ( ) > Network ( )
Network Settings, .
2. _ LAN Interface Speed & Duplex, (LAN )
A Autodetect ( )
A 10 Mbps/Half ( ) - LED
A 10 Mbps/Full ( ) - LED
A 100 Mbps/Half ( ) - LED
A 100 Mbps/Full ( ) - LED
A 1000 Mbps/Full ( Gigabit) - LED
A ( )
A .
10 Mbps
" p. 305,
3. _ Enable Automatic Failover, ( )
KX 1
A Ping Interval (seconds) ( ()- KX I
. 30
A Timeout (seconds) ( ( )-
3 4
83

;
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4. _ Bandwidth, ( ).
5. OK. ( ) LAN

-

Port Configuration

>
1. . Device Settings, > Port Configuration, _ Port
Configuration, ( ) .
2. _ Port Name,
A KVM KVM _ Port, (
) .
A PDU PDU ( ) _ Port,
( ) . PDU .
Port Configuration ( )

Port Configuration, ( ) KX 11

Not Available, ( )
. CIM

Home > Deuics Seiings = Fan Configueation

=
Port Configuration J
1 HOMI Target VM-HOMI
H Daminion-KXZ_Port? DIV P
3 Low Coat DV [FOZ0540015] DuskvM 1
4 Windows XF 573 DCH P
5 DF-Dominion-X2_Port13 DVu-DP ’
g Dominion-KXZ_Port1® DTM 3\
7 Dominion-Kx2_Port? DugkvM e
L] pe-ocl-update Mot Avaidabie 2
9 HXBE4-50-234-TierS TierDevice F
o keBIZE0-2471-1er3 TerDevice 7
11 KBa2-61-14-Tierd Tierlevice -
12 Daminian_ioC3_Fert2 Nat Avalabie 3
13 K4832-50-183-Tier2 TierDevice ‘
14 CusPort RHEL 5.5 sacondary . Notpvelabe -
- » " o ¥ — e 7

KX I 1
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CIM
Port#

Not Available, (

( CIM

CIM,

Ch 4: KX 1l

CIM
KX I

CIM KXl
).

Not Available ( )

CIM CIM

_ Persist name on Next CIM Insertion,
) CIM

L

Reset to Defaults, ( )

CIM CIM

L

(CIM)

[3

= =4 4 -4 -4 -—a -

=

Reset to Default, ( )

DCIM - Dominion CIM
TierDevice -
Not Available (
DVM-DP -
DVM-HDMI - HDMI CIMsws'

DVM-DVI - DVI CIM

PowerStrip (rack PDU) ( ( PDU)) -

) - CIM
CIM

VM - D2CIM - VUSB CIM
Dual - VM - D2CIM-DVUSB CIM
Blade Chassis (

(

) -
)

KVM Switch (KVM ) - KVM
PCIM - Paragon CIM
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3

L

2. _ Device Settings, ( ) > Port Configuration, (
). _ Port Configuration, ( )

L

3. _ Port Name, ( )
Port ( )

4. KVM

Type: Sub Type: @ Standard KM Port
DuakvM i™) Blade Chassis

i KWW Switch
Name:
W2K3 Server

Power Association

AR W e I P

Power 5trip Name Outlet Hame
None - — -
MNong —_
MHong —_
None - -

4

Target Settings

|:| T20x400 Compensation

- /.' st / —_—
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KVM
KX .
KVM .
KVM .
KVM .
> KVM
1. _ Device Settings, ( ) > Port Configuration, (
). _ Port Configuration, ( ) .
2. _ Port Name, (
Port, ( ) .
3. _ KVM Switch, (KVM )
4. . KVM Switch Model (KVM ).
5. _ KVM Switch Hot Key Sequence, (KVM
6. - Maximum Number of Target Ports (2-32) (
)
7. _ KVM Switch Name, (KVM )
8. KVM .
_ Active, ( ) KVM
9. . KVM Managed Links, (KVM )
a. Active ( ) -
_ Active, ( ) .
. . Active (
. _ Active, (
URL .
b. URL Name (URL ) - URL,
c. Username ( ) -
d. Password ( ) - .

Raritan.
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e. Username Field ( ) - URL
. username=admin username
f. Password Field ( ) - URL .
password=raritan password .
10. -~ OK ()
> KVM URL
1. _ Device Settings, ( ) > Port Configuration, (
). _ Port Configuration, ( ) .
2. _ Port Name, ( ).
Port, ( ) .
3. KVM URL . Active, ( )
4. -~ OK ()
CIM
KXl CIM KX 1,
> CIM
1. _ Device Settings, > Port Configuration, _ Port
Configuration, ( ) .
2. _ Port Name, ( ).
Port, ( ) .
3. - KVM . .
4. . 32
5. _ Power Association, ( )
6. 720x400 _ Target
Settings, ( ) _ 720x400 Compensation, (720x400
)
7. CIM
Display Native Resolution, ( )

L

{

ERaritan.
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HDMI CIM / RGB
. DVI Compatibility Mode, (DVI )
8. _ L
PDU ( )
KX 1l PDU ( ) KX I .
KX 1l _ Port Configuration, (KX Il )
KX 1l PDU .
Raritan (8) PUD( ) KX 11
PDU
Raritan PX PDU ( ) D2CIM-PWR CIM
Dominion .
> PDU

1. D2CIM-PWR
RJ-45

L

2. Cats
KX 11

3. AC
4. PDU

RJ-45

AC

D2CIM-PWR

L

PDU

RJ-45

PDU

89
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° PX PDU
o D2CIM-PWR
o KX I
@ D2CIM-PWR PDU
@ Cat5 D2CIM-PWR KXl
PDU ( )
PX KX I PX PDU ( ).
PDU KX I Port
Configuration_ ( )
. - Type, () . Name () .
(CIM), Type, ()
PDU [Outlet ] Number s
Name Port Association .
PDU 32
PDU )
> PDU
CommandCenter Secure Gateway PDU
1 PDU ( )
2 [ ] )

;
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3.

- w L

Home = Device Seltings = Port Canfiguration = Port

Type:
PovverStrip

Hame:
PowerStrip-PCRS |

Humber Hame Port Association
1 |Daminion-Part1 (1) | Domiinion- Port?
2 |Outlet 2 |

3 Outlet 3 |

4 |Outlet 4 |

5 |Outlet 5 |

6 |Outlet & |

7 |Outlet 7 |

8 |Outlet & |

| ok | | cancel

91



92

Ch 4: KX I

Port Configuration, ( )
Port. ( ) .
PDU (
. _ Port Access,
f Raritan PDU
q CIM (D2CIM-PWR)
> ( PDU  KVM )
PDU ( )
( ).
1. PDU .
2. . Power Strip Name, ( )
PDU,
3. _ Outlet Name_ ( ) PDU
4 1 2
5. - w U L
() PDU
. PDU
. _ Device Settings, ( )
_ Port Configuration, (
) .
> PDU
1. _ Power Strip Name, ( )
PDU,
2. _ Outlet Name ( ) PDU
3. _ Outlet Name, . None, ()
. — o
=t=Raritan.
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4. - . PDU/
> PDU PDU
1. _ Device Settings, ( ) > Port Configuration, (
) .
2. .
3. .
PDU ( ) KX
1 . .
PDU _ Port Access, ( ) .
( ) p. 17,
, IBM® Dell® _ Port, ( ) HP
Cisco® UCS .
Dell
1 Dell PowerEdge® 1855, 1955 M1000e
Dell PowerEdge 1855/1955
Dominion .
IBM
1 IBM BladeCenter® E H
1 Generic Dell PowerEdge® 1855 1955

M1000e IBM BladeCenter® Models E H HP BladeSystem c3000
c7000 Cisco UCS

L

93



Ch 4: KX I

HP
1 Dominion
HP BladeSystem c¢3000 c7000 Cisco UCS
Port Group Management, ( )
Dominion
IBM BladeCenter E H KX
AMMI[1],
KVM

Port Configuration, (

KVM IBM BladeCenter H

NumLock + NumLock + SlotNumber

BladeCenter H

94

GUI

L

Port Configuration,

IBM

]
i
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Virtual KVM Client (VKC), Active KVM Client

(AKC), CC-SG .
VKC AKC .
. CC-SG .
CIM Dominion
Dominion 9
CIM 9
" "p. 108 "
CIM" p. 109 p.
111, Dell® KX I
Dell p. 307,
>
1. KX 11| 3 .
2. Device Settings, ( ) > _ Port Configuration, (
) _ Port Configuration, ( ) .
3. _ Port Configuration, ( )
. Port, ( ) .
4. Blade Chassis, ( ) .
5. _ Blade Server Chassis Model ( )
_ Generic, ( ).
6. .
a. Switch Hot Key Sequence ( ) -
KVM Switch Hot Key Sequence,
( ) KVM
b. Administrative Module Primary IP Address/Host Name (
IP / ) - .
c. Maximum Number of Slots ( ) -
d. Port Number (

22

L L
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e. Username ( ) - .
f.  Password ( ) - .
7. .
8. _ Installed, ( )
. _ Select All,
« ) . .
9. _ Blade Chassis Managed Links, ( )
. _ Blade Chassis Managed Links, (
)
- GUL |
URL
a. Active ( ) -
_ Active, ( ) .
. _ Active, ( )
. _ Active, ( )
URL .
b. URL- URL,
c. Username ( ) - .
d. Password ( ) - .
DRAC, ILO RSA
e. _ Username ( ) _ Password, ( )
. HTML
" " p. 105,
10. USB .
—Y— e
=&=Raritan.
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11. 720x400 _ Target
Settings, ( ) _ 720x400 Compensation, (720x400
)
12. DCIM-PS2
3 _ Use international keyboard for scan code set 3,
( 3).
_ Display Native Resolution, ( ) CIM
. CIM .
CIM,
1. 1024x1280@60Hz .
2. oK ( ) .
Dell
" "p.
108, " CIM p. 109 "
"p. 111, Dell® KX 1l
"Dell "p.
307,
>
1. KX 11| 3 .
2. Device Settings, ( ) > _ Port Configuration, (
) _ Port Configuration, ( ) .
3. _ Port Configuration, ( )
. Port, ( ) .
4, _ Blade Chassis, ( ) .
5. Blade Server Chassis Model, ( )
Dell .
> Dell PowerEdge M1000e
1. _ Dell PowerEdge® M1000e, .
SSH ( ).
a. Switch Hot Key Sequence ( ) -
KVM . . Switch Hot Key
Sequence. ( ) KVM

L

97
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b. Maximum Number of Slots ( ) -

L

c. Administrative Module Primary IP Address/Host Name (

IP / ) - P .
d. Port Number ( ) -
22, ( )
e. Username ( ) -
f. Password ( ) - .

2. KX 1 . Blade
Auto-Discovery. ( ) _ Discover
Blades on Chassis Now, ( )

3. .

. KXl . KX 1
Blade_Chassis_Port#,
4, - »
_ Installed, ( )
. _ Select AllL ( ) .
_ . Installed, ( )
5. _ Blade Chassis Managed Links, ( )

_ Blade Chassis Managed Links, (

) = Blade Chassis Managed Links

- GUL |
URL
a. Active ( ) -
_ Active, ( ) .
. _ Active, ( )
. _ Active ( )
URL .
Y e
=&=Raritan.
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b. URL- URL, Dell M1000e

URL "p. 113,
c. Username ( ) - .
d. Password ( ) - .

DRAC, ILO RSA

e. _ Username ( ) _ Password, ( )
. HTML
" " p. 105,
UsB Dell .
720x400 . Target
Settings, ( ) _ 720x400 Compensation, (720x400
).
DCIM-PS2
3 _ Use international keyboard for scan code set 3,
( 3),
Display Native Resolution, ( ) CIM
. CIM .
CIM,
1024x1280@60Hz .
- OK () .

Dell PowerEdge 1855/1955
Dell 1855/1955 .

L

a. Switch Hot Key Sequence ( ) -
KVM . Dell 1855/1955
KX 1 . Dell 1855
_ Generic, ( ) .
b. Maximum Number of Slots ( ) -

L

c. Administrative Module Primary IP Address/Host Name (
IP / ) - .
d. Port Number ( ) -
22

L L
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e. Username ( ) - .
f.  Password ( ) - .
2. .
3. _ Installed, ( )
. _ Select All,
« ) . .
4. _ Blade Chassis Managed Links, ( )
. _ Blade Chassis Managed Links  (
)
- GUL |
URL
a. Active ( ) -
_ Active, ( ) .
. _ Active, ( )
. _ Active, ( )
URL .
b. URL- URL, Dell PowerEdge 1855/1955
URL .
c. Username ( ) - .
d. Password ( ) - .
DRAC, ILO RSA
e. _ Username ( ) _ Password, ( )
. HTML
" " p. 105,
5. USB Dell .
6. . OK ( ) .
100 -': o
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IBM
"p.
108 CIM" p. 109 "
"p. 111, Dell® KX 1
Dell "
p. 307,
>
1. KX L 3 .
2. _ Device Settings, ( ) > _ Port Configuration, (
) _ Port Configuration, ( ) .
3. . Port Configuration, ( )
. . Port ( ) .
4. _ Blade Chassis ( ) .
5. _ Blade Server Chassis Model, ( )
IBM® .
> IBM BladeCenter H E
1. _ IBM BladeCenter®H, _ IBM BladeCenter E,
SSH (
)
. KX AMM[1],
a. Switch Hot Key Sequence ( ) - .
b. Maximum Number of Slots ( ) -

L

c. Administrative Module Primary IP Address/Host Name (

IP / ) - IP .
d. Port Number ( ) -
22, ( )
e. Username ( ) -
f.  Password ( ) - .
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2. KX 1l . Blade
Auto-Discovery, ( ) . Discover
Blades on Chassis Now, ( ).

3. .

. KXl . KX 1l
Blade_Chassis_Port#,
4, _ .
Installed, ( )
. _ Select AllL ( ) .
_ . _ Installed, ( )
5. _ Blade Chassis Managed Links, ( )

. _ Blade Chassis Managed Links, (

) * Blade Chassis Managed Links

- Gul |
URL
a. Active ( ) -
_ Active, ( ) .
. _ Active, ( )
. _ Active, ( )
URL .
b. URL - URL, IBM BladeCenter
URL p. 113,
c. Username ( ) - .
d. Password ( ) - .
DRAC, ILO RSA
102 ) /e @
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e. _ Username, ( ) _ Password, ( )
. HTML
" "p. 105,
USB USB
. _ Select USB Profiles for Port, ( uUsB
» Select USB Profiles for Port ,
_ Apply Select Profiles to
Other Ports, ( )
" USB ( )" p. 114,
- OK () .

IBM BladeCenter ( )
_ IBM BladeCenter (Other). (IBM BladeCenter ( )

L L

a. Switch Hot Key Sequence ( ) -
KVM .
b. Administrative Module Primary IP Address/Host Name (
IP / ) - IP .
c. Maximum Number of Slots ( ) -
d. Port Number ( ) -
22, .
e. Username ( ) - .

f.  Password ( ) -

Installed, ( )
. _ Select All, (
) . . KX 1

Blade Chassis_Port#_Slot#,
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104

5.

Blade Chassis Managed Links_ ( )

_ Blade Chassis Managed Links  (

) = Blade Chassis Managed Links

- GUL |
URL
a. Active ( ) -
_ Active, ( ) .
. _ Active, ( )
. _ Active, ( )
URL .
b. URL - URL, IBM BladeCenter
" URL "p. 113,
c. Username ( ) - .
d. Password ( ) - .
DRAC, ILO RSA
e. _ Username ( ) _ Password, ( )
. HTML
" "p. 105,
IBM (Other), (IBM ( ) USB .
720x400 _ Target
Settings, ( _ 720x400 Compensation, (720x400
).
DCIM-PS2
3 _ Use international keyboard for scan code set 3,
( 3),
_ Display Native Resolution, ( ) CIM
. CIM .
CIM,
1024x1280@60Hz .

= oo

ERaritan.
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2 -~ OK ()
DRAC  ILO

DNS
P
>
1.

A http(s)://192.168.1.1/login.asp

A http(s)://www.example.com/cgi/login

A http(s)://lexample.com/home.htm|

3.
4.
_ Password, (
1
_ Username, (
1

name="user",

)

HTML
)

-

Ch 4: KX 1l

URL

URL
URL

L

Username, (

_ Password, (

RSA,

DNS

Name,

-

HTML
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HP Cisco UCS ( )
KX 1l

. Dell® PowerEdge® KX
1] Cisco® UCS, HP® Dell PowerEdge
1855/1955 .

Port Group Management ( ) _ Port Group
Name, ( ) _ Blade Server
Group, ( ). . Port Group, ( )

KVM .

KVM
KX 1 KVM

_ Select Port for Group, (

), . Available ( ) .
KVM
_ Backup and Restore, ( ) _ Port
Groups, ( ) ( ( "Backup and
Restore ( )" p. 171)),

Port Group Management

4 Port Group Name

F B HPServerl
| [F e tgroup r
Add | | Delete | | selectan |  Deselect anl |

e, - X "-»_ el "‘“"“"""-"\_‘ ’_‘,-lr_\ r‘.-"——‘ S ..J.L.ﬂ.hh_,_.-‘-u - "“_-'.ﬁx - ’\_*_‘j e
P

1. _ Device Settings, ( ) > Port Group Management, (
) _ Port Group Management, ( )

106 =i=Raritan.
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2. _ Add, ( ) . Add, ( ) _ Port Group, (
) .
3. _ Port Group Name, ( )
32
4. _ Blade Server Group, ( ) .
(
HP ¢3000 Dell PowerEdge 1855) _ Blade Server Group,
( ) .
HP CC-SG
KX 1
5. _ Select Ports for Group, ( )
_ Available, ( ) . _ Add, ( )
. _ Selected (
6. - OK () .
Home > Device Ssttings * Port Group Management = Port Group

Port Group Mame

i@ Blade Server Group

. “‘\...« "‘\ gl

HFSereri -
|:| Dual Video Port Group
:, Port Group
Available: Selected:
K3 192.165.60.109 - Dell M1000e -
Add =
< Remove
oK Cancel
Y et e A" S Y P
>
1. Port Group Management (
L
L
2. .
3 - 0K () ‘

W\ e

)
Port Group, (
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Port Group Management, (

KX I

Configuration, (

( )
Chassis ( )

Cisco®” UCS

Dell® PowerEdge®
1855/1955

Dell PowerEdge M1000e
IBM® BladeCenter® S
IBM BladeCenter H

IBM BladeCenter T

IBM BladeCenter HT
IBM BladeCenter E

HP®

KX I
. . Port
Blade Server Chassis Model,
Blade

KX I
Port Group Management, (
) . HP
Cisco UCS (
) ( "HP Cisco
ucs (
)" p. 106)

Dell PowerEdge 1855/1955

Dell PowerEdge M1000e

BM( )
IBM BladeCenter H
IBM( )
BM( )

IBM BladeCenter E

)
Cisco UCS

)
ucs
)" p. 106)

Port Group Management, (

HP

(
"HP Cisco

(

L

]
i
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Generic ( )

Cisco® UCS

Dell® PowerEdge*®
1855

Dell PowerEdge
1955

i

CiM

KX 1 CIM

DCIM-PS2
DCIM-USBG2
D2CIM-VUSB
D2CIM-DVUSB

KX I

= =4 -4 -

_ Generic, () 1
D2CIM-VUSB D2CIM-DVUSB
Port Configuration, ( )

. UsB . (USB Profile)
USB .

Virtual Media, ( )

[8

Cisco KVM (N20-BKVM) 1
USB q

J L 1'|'
Cisco UCS 5108 Server Chassis
Installation Guide (Cisco UCS 5108

)
KVM 1
q KVM « )
1 KVM « )
1 KVM (2005 4

=

-

-

2 PS/2

L

. Dell PowerEdge 1855 User Guide (Dell
PowerEdge 1855 )

KVM l
KVM
KVM

PS/2 ,
( )

Dell PowerEdge 1955 Owner's Manual,

3

Raritan.
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CIM

L

CIM
DCIM-PS2
DCIM-USBG2

DCIM-USBG2
D2CIM-VUSB
D2CIM-DVUSB

DCIM-PS2

DCIM-PS2
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CIM
(Dell PowerEdge 1955 )
Dell PowerEdge KVM (IKVM) . 1 DCIM-USBG2
M1000e .
iKVM
1 USB , USB
1 DDC VGA
Dell Chassis Management Controller,
Firmware Version 1.0, User Guide (Dell
( 1.0 ) )
HP® BladeSystem HP c-Class Blade SUV 1 DCIM-USBG2
€3000 usB 1 D2CIM-VUSB
’ : f D2CIM-DVUSB (
HP Proliant® BL480c Server Blade KVM
Maintenance and Service Guide (HP ProLiant® KVM
BL480c ) )
HP BladeSystem HP c-Class Blade SUV 1 DCIM-USBG2
c7000 usB 1 D2CIM-VUSB
’ : f D2CIM-DVUSB (
HP ProLiant BL480c Server Blade KVM
Maintenance and Service Guide (HP ProLiant )
BL480c )
IBM® BladeCenter® (AMM), 1 DCIM-USBG2
S / / (KVM) .
AMM , ,
( )
USB v2.0 .
Implementing the IBM BladeCenter S
Chassis ( IBM BladeCenter S )
IBM BladeCenter H BladeCenter H 1 DCIM-USBG2
- -t 1 D2CIM-DVUSB
. IBM BladeCenter Products and
Technology (IBM BladeCenter )
IBM BladeCenter E  BladeCenter E (8677-3Rx) 1 DCIM-USBG2

- 1 D2CIM-DVUSB

IBM BladeCenter Products and

3

110
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CIM
Technology (IBM BladeCenter )
IBM BladeCenter T  BladeCenter T 1 DCIM-PS2
BladeCenter BladeCenter T
KVM _ N
. R LED
. KVM
LAN KVM .
KVM
PS/2 )
HD-15 .
IBM BladeCenter Products and
Technology (IBM BladeCenter )
IBM BladeCenter HT BladeCenter HT T DCIM-USBG2
KVM .
IBM BladeCenter Products and
Technology (IBM BladeCenter )
IBM BladeCenter H E
BPET36K AMM,
IBM BladeCenter E H KX I
AMMI[1],
KVM .
KX 1 .
/
Dell® A iIKVM GUI .
PowerEdge*® . Authorize, ( ) iKVM .
M1000e A Dell CIM iKVM GUI
. iKVM .
A iKVM GUL Main, () _ Slot ()

111
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Dell PowerEdge
1855/1955

112

Name ( ) iIKVM
iKVM GUI|, Setup Scan, ( )
iIKVM .
iKVM GU|, Setup Broadcast ( )
/ iIKVM
iIKVM GUI, KX 1l
. iKVM
Dell CMC GUI iIKVM . Front
Panel USB/Video Enabled, ( UsB/ ).
KX 1 iIKVM

User has been disabled

[8 -

as front panel is currently active, (

)l.

Dell CMC GUI iIKVM _ Allow
access to CMC CLI from iKVM_ ( iIKVM CMC CLI),
iIKVM GUI _ Screen
Delay Time, ( ) 8 .
iKVM GUL Flag Setup, ( )

. Timed, () _ Displayed ( )

L

iKVM GUI .
_ Authorize, ( ) iIKVM .
Dell CIM iIKVM GUI
. iKVM .
iIKVM GUL. Main, () . Slot ()
_ Name, () IKVM
iIKVM GUI, Setup Scan, ( )
iKVM .
iIKVM GUI _ Screen
Delay Time, ( ) 8
iIKVM GUI, Flag Setup. ( )

_ Timed ( ) _ Displayed, ( )

L
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IBM®/Dell® A - .
A Secure Shell (SSH),
A SSH Port
Configuration, ( ) .
IBM KX3 A IBM BladeCenter® H E KX 11
. D2CIM-DVUSB, D2CIM-DVUSB
usB _ (AMM), .
D2CIM-DVUSB UsSB -
(MT)~ L USB L
Cisco® UCS A Cisco KVM (N20-BKVM) USB
A Cisco UCS 5108 Server Chassis Installation Guide, (
)- DCIM-USBG2- D2CIM-VUSB-
D2CIM-DVUSB
AMM IBM BladeCenter AMM
BPET36K KX 1,
IBM BladeCenter E H KX I
AMMI[1],
URL
KX 1 URL .
URL
Dell® M1000e 1 URL https://192.168.60.44/cgi-bin/webcgi/login
il root
il user
1 Password:calvin
1 password
Dell 1855 1 URL https://192.168.60.33/Forms/f_login
1 root
1 TEXT_USER_NAME
1 Password:calvin
i TEXT_PASSWORD
IBM® 1 http://192.168.84.217/private/welcome.ssi
BladeCenter® E
- = 1 113
==Raritan.
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URL
H
USB ( )
_ Port ( ) _ Select USB Profiles for Port, (
USB ) USB .
KVM _ Port ( ) UsSB
VKC . Windows
2000° , Windows XP°® , Windows Vista®
. USB USB .
USB KX
CIM, VM-CIM VM-CIM .
CIM  ( " CIM" p. 174),
_ Available, ( ) .
_ Selected, ( ) .
Profile Description, ( )
KVM
KVM .
DCIM-VUSB DCIM-DVUSB Mac OS-XR
USB DCIM-VUSB Mac OS-X
USB ( " Mac
"p. 53),
> _ Port ( )
1. _ Device Settings, > Port Configuration, _ Port
Configuration, ( ) .
2. KVM _ Port Name, ( ).
Port, ( ) .
> KVM USB
1. _ Select USB Profiles for Port, ( usB )
_ Available ( ) USB .
A Shift .
A Ctrl

1 == Raritan.
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115

_ . .. Selected, ( ) .
KVM .
USB
_ Preferred Profile for Port, (
) . _ Generic, (
). KVM .
USB .
Set Active Profile As Preferred Profile
USB .
USB
Select USB Profiles for Port,  ( USB )
Selected, ( ) .
A Shift .
A Ctrl .
Remove, ( ). . Available ( )
. KVM
KVM uSB
_ Apply Selected Profiles to Other Ports, (
) ~ Apply, () .
Apply Port Number Port Name Selected USB Profiles
|:| 3 wm-cim #1 Generic, Troubleshooting 1, Troubleshooting 2, Troubleshooting 3 ‘
5 wm-cim #2 CIM firmware upgrade required! )
15 charles_cim - vm-cim #3 Generic, Tro oting 1, Tr ooting 2, Troublezhooting 3
[0k ] [ Setectan | [ Deselectanl | [ cancel J
A KVM _ SelectAllL ().
A KVM _ Deselect All (
)
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KX Il Local Port

Local Port Settings, ( )

-

>

1 _ Device Settings, > Local Port Settings, , Local
Port Settings, ( ) .

1. _ Enable Standard Local Port, ( )

L

Note: Some changes to the Local Port Settings will
restart the browser.

-
Enable Local Ports /
-

Enable Standard Local Port (— /

|:| Enable Local Port Device Tiering
v ,., m“w‘_rf"-)“—ufj

1. _ Enable Local Port Device Tiering, (
) _ Tier Secret, ( )

L

Device Services, ( )

Enable Local Ports ’

Note: Some changes to the Local Port Settings will )
restart the browser.

4+
[} Enable Standard Local Port /
Enable Local Port Device Tiering h S

Tier Secret

P ot el T —
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Local Port Scan Mode, ( )
A (10-255 )
A (10-255 )
r
Dizplay Interval (10 - 255 sec.):
1up ’ !

Interval Between Ports (10 - 255 sec.):
10

- .u....-’ T b "

i i

Local Port Settings

Keyboard Type

us - &
Local Port Hotkey Local Port Connectkey
Double Click Scroll Lock - LeftCtrikey

D Power Save Mode

Power Save Mode Timeout (in minutes)
10

Local User Authentication
@ LocallLDAP/RADIUS

7 Hone

lgnore CC managed mode on local port

el I S L

|

T A A A TSy
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A A
A US/International ( / A ( )

)
A A
A « ) A « )
A ( ) A Belgian (Belgium) (

)
A () A
A A
A A
A Dubeolsik Hangul (Korean) ( A
)
A JIS (Japanese Industry Standard)
( )
, . KX 1l
KVM (AKC)
. Raritan .
. Local Port Hotkey, ,
1. _ Local Port Hotkey, ( )
KX .
. . Double Click Scroll Lock_ ( Scroll Lock )

Double Click Scroll Lock ( Scroll Lock

Scroll Lock )
Double Click Num Lock ( Num Lock

Num Lock )
Double Click Caps Lock ( Caps Lock

Caps Lock )
Double Click Left Alt key Alt
( Alt )
Double Click Left Shift key Shift
( Shift )
Double Click Left Ctrl key Ctrl

118 == :
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( ctrl )

Local Port Settings

Keyboard Type
us -

Local Port Hotkey Local Port Connectkey

Double Click Scroll Lock -+ < LefiCiriKey

= Power Save Mode

Power Save Mode Timeout (in minutes)

Local User Authentication
@ LocallLDAP/RADIUS

= Hone

Ignore CC managed mode on local port

\f\,"\.w L% T T

FE R ST I S oY
. Local Port Connect key_ ( ).

1. _ Local Port Connect key, ( )i

GUI

L

GUI

( " " p. 268),

Local Port Settings

Keyboard Type
us -

Local Port Hotkey Local Port Connectkey
Double Click Scroll Lock - LeftCtrikey

D Power Save Mode

Power Save Mode Timeout (in minutes)

Local User Authentication
@ LocallLDAP/RADIUS

7 Hone

lgnore CC managed mode on local port

b b g TP et

\—’-\,"\.w Aad ey o

a. _ Power Save Mode, ( )

oy
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b. ( )

Keyboard Type

us -
Local Port Hotkey Local Port Connectkey
Double Click Scroll Lock - Left CiriKey

Power Save Mode ‘——_

Power Save Mode Timeout (in minutes)
10

Local User Authentication
@ LocallLDAP/RADIUS

= None

lgnore CC managed mode on local port

\\’\"H-v"\. \-\‘ \-“"’ \

AJ:",.__‘)_!’J.AJ__/_/

L

A Local/LDAP/RADIUS ( /LDAP/RADIUS),

-

A None (),

Local Port Settings

Keyboard Type
us -

Local Port Hotkey Local Port Connectkey
Double Click Scroll Lock - Left Ctrl Key

-

Power Save Mode

Power Save Mode Timeout (in minutes)

Local User Authentication ‘
@ LocallLDAPRADIUS

= Hone

Ignore CC managed mode on local port

R W N P S Y WP

FE R ST I S oY

120
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SSH
Enable SSH Access. ( SSH ) SSH v2
KX I,
> SSH
1. i . > Device Services, ( )i _ Device
Service Settings, ( ) .
2. _ Enable SSH Access, ( SSH ).
3. . SSH Port, (SSH ) . SSH TCP
22 .
4, _ OK ( )

HTTP  HTTPS

KX 1l HTTP  ( )HTTPS .
HTTP 80
> HTTP ( YHTTPS
1. _ . > Device Services, ( ) _ Device
Service Settings, ( ) .
2. _ HTTP Port, (HTTP ) ( ), HTTPS Port (HTTPS
) .
3 -~ OK ()
KX I TCP .
5000 TCP 80 443 .
KX 1 5000
>
1. _ . > Device Services, ( )i _ Device
Service Settings, ( ) .
2. _ Discovery Port, ( )
3. - OK ()
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KX I
CIMS
, CIM
- , CIMS
CIM
KVM
KVM ( " KVM
(p. 18)
KX I
"p. 122)
KX 1
_ Device Settings, ( )
i _ Local Port Settings, (
KX Il (
" p. 116)
1 .
KX I
(
KX I
KX > KX
KX > KX I

122

KX 1 PDU,
"p. 87),
( " KX I
) .
KX Il Local Port
(p. 116)
(p. 124)
"p. 122)
_—

{
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f

f

f

f

1 MCCAT

f

f

KX I KX
1T KXI > KX
KX
KX I KX I

D2CIM-DVUSB
CIM

Server
-

o Base KX Il Device

123

;

Raritan.



124

Ch 4: KX I

» 00006

KX 1l
KX 1l
KX Il CIM,
A Cat5/5e/6 KX 1l .
A KX I .
/A

A Cat5/5e/6 KX Il

CIM D2CIM-DVUSB,
A CIM

J L

>
1. Device Settings > Device Services
Device Service Settings .

2. _ Enable Tiering as Base, ( )

3. _ Base Secret ( )

4, . Device Settings > Local
Port Settings .

5. _ Enable Local Ports, ( )

Enable Local Port Device Tiering, ( ).

6. _ Tier Secret ( ) _ Device

Settings, ( ) . i
—
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Port Access, ( )

KX 1
i KX 1 Device Information, (
) _ Configured As Base Device (
)
T KX I Device Information, (
) _ Configured As Tier Device, (
i _ Connect User, (
Base ( ) .
1 2
Port Access, ( )
KX I .
_ Port Access, ( ) .
Port Access
PDU KX 1 .
Power KX 111 PDU
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URL

Login, ( )

-

Port Access, ( ) .

URL

KVM VKC URL

KVM (VKC)

1 https://IPaddress/dpa.asp?username=username&password=passwo
rd&port=port number

1 https://IPaddress/dpa.asp?username=username&password=passwo
rd&portname=port name

1 https://IPaddress/dpa.asp?username=username&password=passwo
rd&port=port number-slot number

- 1-2 1
2

1 https://IPaddress/dpa.asp?username=username&password=passwo
rd&port=port name-slot number

- Port 1-2 1

L

" " p. 149),

L

]

126

ERaritan.
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Active KVM Client (AKC) URL
KVM

1 https://IPaddress/dpa.asp?username=username&password=passwo
rd&port=port number&client=akc

1 https://IPaddress/dpa.asp?username=username&password=passwo
rd&port=port name&client=akc

1 https://IPaddress/dpa.asp?username=username&password=passwo
rd&port=port number-slot number=akc

- 1-2 1
2

L

1 https://IPaddress/dpa.asp?username=username&password=passwo
rd&port=port name-slot number=akc

- Port 1-2 1
2,
AKC client=akc .
client=akc KVM (VKC)
(
" "p.149), .
127

i

Raritan.



Ch 4: KX I

>
1. _ . > Device Services, ( ) _ Device
Service Settings, ( ) .
2. URL Dominion
_ Enable Direct Port Access via URL, (
URL ).
3. -~ OK ( )

128 =i=Raritan.
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AKC
AKC - AKC
Enable AKC Download Server Certificate Validation, (
AKC ) IPv4 IPv6
Microsoft® ClickOnce® CN IPv6
AKC,
IPv6 .
(CN) .. Subject
Alternative Name, ( ) IPv6 .
1 AKC ( )
_ AKC Download Server Certificate Validation, (AKC
) Dominion CC-SG
P Cookie,
1 Windows Vista, Windows 7 Windows 2008
IP - “
2 AKC
_ AKC -
1 .
1 CA ( )
- CA .
1 CC-SG AKC,
> Windows Vista® Windows 7°
1. . KX 1P - .
2. KX 1I'IP URL Internet Explorer®,
3.

129
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130

4, . _ o -
5. _ Trusted Site zone ( )
KX 1P .
> AKC
1. i . > Device Services ( ) _ Device
Service Settings, ( ) .
2. - AKC .
C )
3. . .
KX 1 AKC
IPv6

1 CN=[fd07:02fa:6cff:2500:020d:5dff:fe00:01c0]

1 CN=[fd07:02fa:6cff:2500:020d:5dff:0000:01c0]

SNMP
SNMP (MIB)
SNMP . KX 111 MIB
KXIIMIB " KX Il MIB" p. 139),
KX I SNMP v1/iv2c ( )v3 SNMP . SNMP
vl/v2c SNMP . SNMP
v3  SNMP , .
> SNMP
1. _ . > Device Services, ( ) _ Device
Service Settings, ( ) .
2. MIB-II SNMP
a. System Name ( ) - SNMP /
b. System Contact ( ) -
c. System Location ( ) -
3. .. Enable SNMP viiv2c, ( SNMP vl1/iv2c) _ Enable SNMP

v3 ( SNMP v3)

L L

="

ERaritan.
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a.

SNMP vi1/v2c (
Community ( ) -

Community Type ( ) -
Read-Write, ( )

Ch 4: KX 1l

Read-Only, ( )

SNMP SNMP

SNMP

SNMP

[

3

SNMP v3 (

_Use Auth Passphrase, ( ).

Privacy Passphrase, (

)

Passphrase, (

Security Name ( ) -

Authentication Protocol (
MD5 SHA

Authentication Passphrase (

(

Privacy Protocol (
PDU

Privacy Passphrase (
( 64

0K () SNMP

) . Use Auth

L

SNMP
32 )

) - SNMP v3

) - SNMP v3
64 )

) - AES  DES

131
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Event Management - Settings, ( - )
SNMP SNMP .
SNMP SNMP ( " SNMP
"p. 134) KX Il SNMP KX I
SNMP .
Event Management - Destination, ( T )
SNMP . |
( " - " p. 140),

SHMP Agent Configuration

[[] Enable SHMP Daemon

System Name System Contact System Location
Daminion ki

Enable SNMP v1ivZc;

Community Community Type
Read-Only

Enable SNMP v3 Uze Auth Passzphrase

MDS None
Link to SMMP Trap Cenfiguration

OK Reset To Defaults | Cancel |

X
1
Security Name Auth Protocol Auth Passphrase Privacy Protocol Privacy Passphrase f

- PP Y el Y T SN
>
q _ Reset to Defaults ( )
UDP SNMP KX 111 KX 111
SNMP .
KX 111 3.0.0 ¢

132 =i=Raritan.
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/

Date/Time Settings, ( / ) KX I
(NTP) .
>
1. Device Settings, ( ) > Date/Time, ( / )
_ Date/Time Settings. ( / ) .
2. _ Time Zone, ( ) .
3. _ Adjust for daylight savings time_ (
) .
4.
A User Specified Time ( ) -
. _ User Specified Time, ( )
. hh:mm ( 24 ).
A Synchronize with NTP Server ( NTP ) -
(NTP) .
5. _ Synchronize with NTP Server, (  NTP )
a. _ Primary Time server, ( ) IP .
b. _ Secondary Time server, ( ) IP .
6. _ L
KX 1l Event Management ( )
SNMP , .
_ Event Management - Settings, ( - ) SNMP
. SNMP ( "
SNMP "p. 134),
_ Event Management - Destinations ( - )
SNMP . i ( "
- " p. 140),

133
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SNMP
(SNMP)
SNMP .
_ Event Management - Settings, ( - ) .
KX Il SNMP KX Il SNMP .
SNMP (MIB)
SNMP .
_ Device Services, ( ) SNMP .
SNMP SNMP (
" SNMP " p. 130) KX 1l MIB
KX MIB  ( " KX Il MIB" p. 139),
> SNMP ( SNMP )
1. _ Device Settings, > Event Management - Settings,
Event Management - Settings, ( - )
2. SNMP Logging Enabled SNMP
3. _ SNMP vi1/v2c Traps Enabled, ( SNMP v1/iv2c )
_ SNMP Trap v3 Enabled, ( SNMP v3) .
4. SNMP v1/v2c ( )
a. Destination IP/Hostname ( IP/ ) - SNMP
P . (5) SNMP
IPv6 80 .
b. Port Number ( ) - SNMP

c. Community ( ) -

SNMP SNMP .
. . SNMP
SNMP .
5. _ SNMP Trap v3 Enabled, ( SNMP
v3) . SNMP v3 (
)
134 ) /e @
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a. Destination IP/Hostname ( P/ ) - SNMP
P . (5) SNMP
IPv6 80 .
b. Port Number ( ) - SNMP
c. Security Name ( ) - SNMP
( 32 )
d. Authentication Protocol ( ) - SNMP v3
MD5 SHA
e. Authentication Passphrase ( ) - SNMP v3
( 64 )
f.  Privacy Protocol ( ) - AES DES
PDU
g. Privacy Passphrase ( ) -
( 64 )
Event Management - Settings, (
- ) 1280x1024
_ Privacy Passphrase, ( ) .
KX 1l . .
6. _OK () SNMP .
_ Link to SNMP Agent Configuration, ( SNMP
) Event Management - Settings, ( -
) .
Event Management - Destination, ( T )
SNMP . i
( " - " p. 140),
KX Il SNMP v1/iv2c ( )v3 SNMP . SNMP
vl/iv2c SNMP . SNMP
v3 SNMP , .
> SNMP
1. _ Device Settings, ( ) > Event Management - Settings,
( - ). Event Management - Settings. (
- )
2. _ OK ( ) .

135
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SNMP SNMP

> SNMP
1 SNMP

Home > Device Settings > Event Management - Settings

SNMP Traps Configuration

SNMP Logging Enabled SHMP viiv2c Traps Enabled SNMP Trap v3 Enabled

-

™ SNMP viiv2 Trap
Destination IP/HostnamePort # Community
162 public
162 public
182 public
1862 public
1862 public
™ SHMP v3 Trap
Engine 10: 80001 f3803000d5d03calb
Destination IP/HostnamePort # Security Name Auth Protocol Auth Passphrase Privacy Protocol Privacy Passphrase
1862 MDS - None
182 WMD5 - None
1862 MDS - None
1862 MDS - None
162 MD5 - None

Link to SNMP Agent Configuration
Click here toagew.the Dominion KX2 SHMP MIB

) pristawaiaiey iy SSP S S
SNMP KX 11

>
q _ Resetto Defaults ( )

UDP SNMP KX 111 KX 111
SNMP .
KX Il SNMP
SNMP .

KX 1 SNMP

bladeChassisCommError

=i=Raritan.
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cimConnected
cimDisconnected
cimUpdateStarted
cimUpdateCompleted
configBackup
configRestore
deviceUpdateFailed
deviceUpgradeCompleted
deviceUpgradeStarted
factoryReset
firmwareFileDiscarded
firmwareUpdateFailed
firmwareValidationFailed
groupAdded
groupDeleted
groupModified
ipConflictDetected
ipConflictResolved
networkFailure
networkParameterChanged
passwordSettingsChanged
portConnect
portConnectionDenied
portDisconnect
portStatusChange
powerNotification
powerOutletNotification

rebootCompleted

Ch 4: KX 1l

cM
CIM .
cM
CIM .
KX RFP .
KX RFP .
KX,
P .
P .
KVM
KVM
1= 0=
KX 1

137
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rebootStarted

scanStarted
scanStopped
securityBannerAction
securityBannerChanged
securityViolation
setDateTime
setFIPSMode
startCCManagement
stopCCManagement
userAdded

userAuthenticationFailure

userConnectionLost

userDeleted
userForcedLogout
userLogin

userLogout
userModified
userPasswordChanged

userSessionTimeout

userUploadedCertificate

vmlimageConnected

vmimageDisconnected

KX 1

FIPS

L

CommandCenter

CommandCenter

KX 11

~

KX 11,
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KX 111 MIB

KX 11l MIB

Device Settings, >

-

Event Management - Settings, (

-

Dominion KX3 SNMP MIB) .

Event Management - Settings,

Ch 4: KX 1l

L

- )

Click here to view the Dominion KX3 SNMP MIB_ (

MIB

MIB _ Read-Write (

) MIB

This is a common MIB for Dominion EX/ESX G1 and

12/20/11 H.
notifications updated
Added new traps for userDisconnectedFromPort

07/08/11 H.
Corrected description for portStatusChange

12/20/10 H.

notifications updated

Added new traps for scanStarted, =scanStopped
Also added defn for portList

03/09/10 H.
notifications updated

Added new traps for securityBannerChanged, securityBannerfction

Also added defn for bannerChanges, bannerfiction

09/08/09 H.
notifications updated
Added new traps for setDateTime, setFIPSMode

Al=o added defn for sysDateAndTime, fipsModeStatus

10/14/08 H.
notifications updated

Added new traps for userForcedLogout, userUploadedCertificate

and bladeChassisCommError

—-- Also added defn for certificatehuthorityName

- b ) _‘P“"”' "r

(
Enable Syslog Forwarding, (

L

IP Address/Hostname, (IP /
1P

-

L

oK ()

FM/HESYX G2 and LX traps

IV e W NEVGPE WE W, TVIE YO Y

L
“

]
t
L
N
\
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IPv6 80 .
SNMP ( )
. _ Event Management - Destinations,  ( T
) .
_ SNMP Logging Enabled, (SNMP )
SNMP . _ Enable Syslog Forwarding, (
) . _ Event

Management - Settings, ( T ) .

| ( " - " p. 133),
>
1. _ Device Settings, ( ) > Event Management -

Destinations, ( - ) _ Event Management

- Destinations, ( T ) .

_ Device Operation, ( ) . Device Management,
( ), .. Security, ( ), . User Activity, ( )
_User Group Administration, ( ) .
2.
_ Category. ( )
3 . OK ( )
>
i _ Reset to Defaults, ( )
UDP SNMP KX 1l KX 1l

SNMP

L

140
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KX I .
Power Supply Setup, ( )
. KX I
. LED
>
1. _ Device Settings, ( ) > Power Supply Setup, (
) _ Power Supply Setup, ( ) .

Home > Device Settings » Power Supply Setup Page

Power Supply Setup Page

|
Powerin1 Auto Detect

Powerin2 Auto Detect

0K | ' Resdt ToDefaults |  cancel |

2 ( )
PowerInl Auto Detect ( ) .
3 ( )
_ PowerlIn2 Auto Detect, ( ) .
4, . OK ( )
LED .
>
A .
>
1 . Reset to Defaults, ( ).
KX I CommandCenter . Dominion |
( ) CommandCenter .

141
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KX

L
Connection Script, ( )
L
XML . KX I
XML .
KX 1II 16 .
Home » Devioe Ssttings > Connection Scripts Logougy
Manage Scripts (
Available Connection Scripts ’
Girl-Alt-De|_OnExit (Discannect) - ’
AKC-PritSar (Connedt) Add ’
Modify
Remowve
Select All Deselect All import__| Export | (
Apply Selected Scripts to Ports g
Apply 4 MNo. Hame Scripts Currently in Use
5 SE-KX2-232-LP-Changediame i
[ Japanese Target ':
8 se-k=x2-188-local-port On Disconnect: Girl-Alt-Del_OnExit i
] W2K3 Server
18 Win XP 2 4GHz P4 504MB ,
Deselect All Apply Script Remove Connect Scripts Remove Disconnect Scripts

OK Cancel
o - I e R PR - b Y Y
oy - F » - R S L Y & -

1. _ Device Settings, ( ) > Connection Scripts, (
) _ Connection Scripts, ( ) .
2. _ Available Connection Scripts, ( )
. On Connect, ( )

On Disconnect, ( )

L

3. _ Apply Selected Scripts to Ports, (
Select All, ( )

142 =i=Raritan.
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4, . Apply Scripts, ( ).
_ Apply Selected Scripts to Ports, (
) . Scripts Currently in Use, ( )
>
1. _ Apply Selected Scripts to Ports, ( )
. Select All, ( )
2. _ Remove Connect Scripts, ( )
_ Remove Disconnect Scripts, (
) .
KX 1l XML .
( " " p. 146),
>
1. _ Device Settings, ( ) > Connection Scripts, (
). _ Connection Scripts, ( ) .
2. _ Available Connection Scripts, ( )
_ Add, ( )\ _Add Connection Script, ( )
3. ( 32 )
_ Configure Scripts, ( ) _ Available
Connection Scripts, ( ) .
4, _ Connect, ( ) _ Disconnect ( )
5. .
6. _ Key Sets ( )
. _ Key Sets, ( )
- Add () .
7. . Add () ~ Add ()
_ Script, ( ) . _ Remove, (
) _ Script. ( ) .
143
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_ Add ( ) F1-F16 .
-~ Script, ( ) . . Key Set,
( ) _ Letters ( )
8. .
a. _ Construct Script From Text, ( )
. Construct Script From Text, ( ) .
b. . _ Connected to Target, (
)
C. _ Construct Script From Text, ( )
-~ OK ()
9. - OK () .

144 =i=Raritan.
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Hame = Device Settings * Connection Scripts = Add Connection Script

Add Connection Script

Script Mame  Connect_Script_Target 4

Use On i@ Cennect = Disconnect
Keyboard Type English {US) -
Key Sets Letters - Construct Script From Text |
A » |[PressFe B
B Relesse FS
c  Hie
o Relegse C
E
Keys E
G
H
I
J - 1

Add [+][~]

oK | | cancel | | Clear |

P P

Hame = Deviee Settings » Connection Scripts > Modify Connection Script

1_
\
!

Construct Script From Text

Connected to Target

ok | | cancel | | clear |

‘f"‘"‘x___rk' "'"_‘---l---n-".‘f__f-
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>
1. Device Settings. ( ) > Connection Scripts, (
) _ Connection Scripts, ( ) .
2. _ Available Connection Scripts, ( )
Modify. ( ) . Edit,
« ) .
3. . _ OK )
XML .
KX 1
. lee "
"p. 142),
>
1. _ Device Settings, ( ) > Connection Scripts, (
) _ Connection Scripts, ( ) .
2. _ Available Connection Scripts ( )
Import, ( ). _ Import Connection Scripts, (
) .
3. .
A Skip duplicates ( ) - KX 111
A Overwrite duplicates ( ) -
KX Il .
A Add duplicates with a different name ( ) -
KX 1 .
4, XML .
146 =Yoo
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5. i o Configuration Scripts, ( )

-

L

Hame > Device Settings » Connection Scripts = Import Connection Scripts

Import Connection Scripts

Import Settings
i@ Skip duplicates
=y Orwerwrite duplicates

= Add duplicates with a different name

Connection Scripts File

| Browse_ |

Cancel

A A A

e T B
>
1. Device Settings, ( ) . Configuration Scripts, (
). _ Configuration Scripts, ( ) .
2. _ Available Connection Scripts, ( )
Export, ().
XML .
3. XML XML . XML
1 Blade Server Group ( ) -
HP Cisco UCS ( ) (
"HP Cisco UCS ( )" p. 106),
1 Dual Video Port Group ( ) -
( " " p. 149),
1 Port Group ( ) -
( " " p. 148),

== Raritan. 147
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KX 1 . . Port Group, (
) KVM

_ Select Port for Group, (

) > Available ( ) .
Backup and Restore ( ) _ Port
Groups, ( ) ( ( "Backup and
Restore ( )" p. 171)),
HP Cisco
UCs ( ) ( "HP Cisco
UCs ( )" p. 106)
>
1. _ Device Settings, > Port Configuration Management, (
). _ Port Group Management _ (
) L L
2. _ .
3. _ Port Group, ( ) .
4, _ Available ( )
_Add, ( ) _ Selected, (
5. . OK ( ) .
Port Group Management, ( ) .

148
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/
KX3-108 KX3-116 KVM
_ Port Access, ( ) _ Dual
Port, ( ) . _ Port
Access. ( ) _ Dual Port (P), (
(P)) _ DualPort(S) ( (S)). CIM DCIM
_ DCIM Dual Port (P), (DCIM P)).
KVM .
8
9
>
1. Device Settings, > Port Configuration Management, (
). . Port Group Management _ (
) L L
2. ~ - _ Port Group, ( )
_ Select Port for Group, ( )

L
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3. _ Dual Video Port Group, ( ) .
4. _ Select Port for Group, ( )
- Add ( )
_ Selected, ( ) . .
_ VM Access Deny, (VM )
_ VM Access Read-Write, (VM )
_ VM Access Deny. (VM )
(
" p. 200),
5. - Add, ()
_ Selected, ( ) .
6. . .
7. . OK ( ) .
_ Port Access, ( ) _ Dual
Port ( ) . _ Port
Access, ( ) _ Dual Port (P). (
(P)) _ DualPort(S). ( (9). CIM
DCIM . DCIM Dual Port (P). (DCIM (P)).
GUI
KX 1l GUI
1
1
1
> GUI
1. _ Device Settings, ( ) > language, ( )
_ Language Settings. ( ) .
2. _ Language, ( ) GUI .
3. - Apply. ( )X . Reset Defaults, ( )
_ English, ( ).
150 ) /e @
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i

_ Security Settings, ( ) )
Raritan SSL
. Raritan . Java Applet
VeriSign .

Raritan, Inc.,

>
1. _ Security, ( ) > Security Settings, ( )

_ Security Settings, ( ) .
2. . Login Limitations, ( ) ( " "p. 152)
3. . Strong Passwords, ( ) ( " "p. 153)
4, .. User Blocking, ( ) ( " " p. 155)
5. _ Encryption & Share, ( ) .
6. . OK ( ).

151
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152

i _ Reset to Defaults, (

Login Limitations

|:| Enable Single Login Limitation
D Enable Password Aging

Password Aging Interval (days)
50

|:| Log Out Idle Users

After (1-365 minutes)
1

Strong Passwords

|:| Enable Strong Passwords

Minimum length of strong password
a8

Maximum length of strong password
15

Enforce at least one lower case character
Enforce at least one upper case character
Enforce at least one numeric character

Enforce at least one printable special character

Number of restricted passwords based on history
5

OK Reset To Defaults Cancel

)
User Blocking

) Disabled

() Timer Lockout

Attempts
3

Lockout Time
5

() Deactivate User-ID

Failed Attempts
3

Encryption & Share

Encryption Mode
Auto -

Apply Encryption Mode to KWW and Virtual Media (Forced in FIPS 140-2 Mode)

D Enable FIPS 140-2 Mode (Changes are activated on reboot onhy!)
Current FIPS status: Inactive
PC Share Mode

PC-Share «

VM Share Mode

Local Device Reset Mode
Enable Local Factory Reset -

il

Login Limitations, (

L

Enable Single
Login Limitation (

) /

Enable Password
Aging ( ( )
)L 9

Password Aging Interval,

-

Enable Password Aging. (

=i=Raritan.
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. 60 |
Log out idle users, _ Log off idle users, ( )
Af_ter (1-365 _After (1-365 minutes). (
minutes) ( (1-365 )
(1-365 ) ) L
. After, () (
) . - Log
Out Idle Users, ( )
365

L

M

nable Single Login Limitation

Enable Single Login Limitati
nable Password Aging
Enable P d Agi

Password Aging Interval (days)

{
{}ut Idle Users )

Z

/

Idle Timeout (minutes)
30

W e e W N o

KX 11

Minimum length of strong 8

oy
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password ( 8 63 .
)

Maximum length of strong 8

password ( 16 .
) 63 .

Enforce at least one lower
case character (

)

Enforce at least one upper
case character (

)

Enforce at least one
numeric character (

Enforce at least one
printable special character ( )

(
)

Number of restricted
passwords based on history

( ) 5

1-12

Strong Passwords
|:| Enable Strong Passwords

Minimum length of strong password
8

Maximum length of strong password
16

Enforce at least one lower case character
Enforce at least one upper case character
Enforce at least one numeric character

Enforce at least one printable special character

L NAL 0

Number of restricted passwords based on history
5

*‘-‘- ..---u-‘ e I"--d" ._f"""
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A ]
. 1-10
3 .
A - L
1-1440 5
1D - "
A _
o ID
L 1-
10

User Blocking
i@ Dizabled ’
i) Timer Lockout

Attempis

Lockout Time

i) Deactivate User-ID

Failed Attempts
N
¥ & - sty
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Encryption & Share ( )
Encryption & Share, ( ) s
VM KX 1l . Reset ( )
KX
I,

Encryption & Share ( )
>
1. _ Encryption Mode, ( ) .

KX 11l

- When the Encryption Mode is specified please ensure
that your browser supports this encryption mode; otherwise you will
not be able to connect to the KX I, (

KX 1),
. KX
_ Autg, ( )
FIPS .
RC4 } KVM
RSA RC4 .
128 (SSL)
KX I
FIPS 140-2
RC4 . FIPS
140-2 RC4,
AES-128, (AES)
. 128,
AES-128
157
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AES ( "
AES "p.
159),
AES-256 (AES)
. 256,
AES-256
AES ( "
AES "p.
159),
Service Pack 2 Windows XP®
Internet Explorer® 7 AES-128 KX 1|
2. Apply Encryption Mode to KVM and Virtual Media (  KVM
)
KVM . KVM 128
3. - Enable FIPS 140-2 (
FIPS 140-2) FIPS 140-2 . FIPS
140-2 FIPS 140-2 ( " FIPS
140-2" p. 160),
4. PC Share Mode ( ) - KVM
KX I
A Private ( )- . .
A PC-Share ( ) - KVM
( 1
5. _ VM Share Mode, (VM ). i
6. _ Local Device Reset Mode, ( )
- Reset () ( )
. KX 11 _ Reset ( )

158
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Enable Local Factory KX 1

Reset (
)
Enable Local Admin . raritan,
Password Reset (
)
Disable All Local .
Resets (
)
P2CIM-AUSBDUAL P2CIM-APS2DUAL
KX . Private, ( )
KVM _ Private, ( ) .
KX Paragon CIM
Paragon CIM ( " Paragon Il CIM "p.
283),
AES
AES
https://www.fortify.net/sslcheck.html
AES 256
1 Firefox®
1 Internet Explorer®
AES 256 Java®

Cryptography Extension® (JCE®) Unlimited Strength Jurisdiction Policy

L

JRE® Jurisdiction _ other downloads, (

)
1 JREL.7 - javase/downloads/jce-7-download-432124.html

159

;

Raritan.



Ch 4: KX I

FIPS 140-2

FIPS 140-2

L

FIPS 140-2 ., G5 KX Linux®
FIPS 140-2

SSL

L

FIPS 140-2

> FIPS 140-2
1. _ Security Settings, ( ) .

2. _ Security Settings, ( ) _ Encryption & Share_ (
) _ Enable FIPS 140-2, ( FIPS 140-2)
FIPS 140-2 .

FIPS 140-2 FIPS 140-2

L

FIPS KVM

3. KX I,

FIPS _ FIPS Mode: Enabled, (FIPS )
Device Information, ( )

FIPS

. _ssL _ Not FIPS

Mode Compliant ( FIPS ) _ FIPS Mode
Compliant ( FIPS )

FIPS
CSR CA SSL
KX I

L

FIPS 140-2

KX I FIPS 140-2
140-2 SSL
cipher

FIPS

L

FIPS 140-2 KX 11

KX

]

160
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1 _ Security Settings, ( ) Encryption & Share,
( ) - Auto, () .
Microsoft
1 Internet Explorer FIPS 140-2,
> Windows FIPS 140-2
1. _ Control Pane|, ( ) > Administrative Tools, (
) > Local Security Policy, ( _ Local Security
Settings, ( ) .
2. Local Policies, ( ) > Security
Options, ( )
3. _ System Cryptography: Use FIPS compliant algorithms for
encryption, hashing and signing, ( FIPS
)
4, .
> Internet Explorer FIPS 140-2
1. Internet Explorer _ Tools, ( ) > Internet Options, (
) _ Advanced, ( ) .
2. _ UseTLS 1.0 ( TLS 1.0)
3. .
IP
IP KX 1l . P
KX I KX I NTP ,
RADIUS , DNS .
(ACL) IP
. IP KX I
IP ACL ( ( " IP ACL (
)" p- 59),
KX IP 127.0.0.1¢ g IP
9 127.0.0.1 P n
KX 9
> IP
1. _ Security, ( ) > IP Access Control, (IP )

_ IP Access Control, (IP

)

L
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2. _ Enable IP Access Control, ( IP )
3. . Default Policy. ( ). P
A Accept( )- KX 1l IP .
A Drop ( ) - KX 1 P .

> ()

1. _ IPv4/Mask, (IPv4/ ) _ IPv6/Prefix Length, (IPv6/
IP .
CIDR IP CIDR (

) 24 .

2. _ Policy. ( )

3. - Append, ( )

>

1. _ Rule# ( ) _ Insert ( )

2. _ IPv4/Mask (IPv4/ ) _ IPv6/Prefix Length, (IPv6/
IP .

3. . Policy, ()

4, _ Insert ( )i

>

1. .

2. _ IPv4/Mask (IPv4/ ) _ IPv6/Prefix Length, (IPv6/
IP .

3. _ Policy, ( )

4, . Replace ( ).

>

1. .

162 =Yoo
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2. _ Delete, ( ).
3. - OK ()
Home » Security » IP Access Control
IP Access Control
Enable IP Access Control
Default policy
ACCEPT w
Rule = IPvdMask or IPv6/Prefix Length Policy
1 192.168.59.192/32 ACCEPT
2 192.168.61.0/24 ACCEPT
3 2552550016 ACCEPT
|| || AccePT ™
Append | Insert | Replace | Delete I

OK | Reset To Defaults | Cancel |

SSL

KX I (SSL)

KX I
KX I (CSR),
(CA) .
CA CSR
CA

CA

KX 1
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KX 1l . KX
I
133),
CSR KX 1 .
CSR,
| 2 SSL
1. _ Security, > Certificate, ( ).
2.
a. Common name ( ) - KX I
( )
KX 11l ihttp:/ /0o
HTTPS KX 1
b. Organizational unit ( ) - KX 11
c. Organization ( ) - KX I .
d. Locality/City ( / ) - .
e. State/Province ( / )- .
f.  Country (ISO code) ( ISO )- .
ISO DE us .
g. Challenge Password ( ) -
( ) CSR
CA .
h. Confirm Challenge Password ( ) - .
CSR CA .
i. Emalil( ) - KX 1
j-  Key length ( ) - ( )
1024,
3.
A
164 -':_— o
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a. _ Create a Self-Signed
Certificate, ( ) .
KX I
. CSR .
b. . KX 1l
c. _ Create, ( )
d. . -~ OK () .

Aself-signed certificate will be created for this device. Do you want to proceed with creating this cerificate?

Common Mame: JLPRT
Organizational Unit: Unit A
Organization: Raritan
Locality/City: Somerset
State/Province: MNJ

Country (IS0 Code). US
Email: admin

Key Length (bits): 1024
Valid From: Mon Mar 26 2012
Valid To: Tue Jul 24 2012

[ OK ] ’ Cancel

e. KX I .
A CSR CA

a. _ Create, ( ).

b.

L

Certificate Signing Request (C5R) Certificate Upload

The following C5R is pending: S5L Certificate File
countrylame us
stateCrProvinceName DC | |[ Browse... ]
locelitylame

Washington Upload
ACME Corp. g

Marketing Dept.

orgenizationlame
organizationallUnitName

commontame John Doe
emaillddress johndoe@acme . com
Download Delete
C. _ Download, ( ) CSR
CSR .
d. CSR CA . CA
CSR ]
CSR )
CSR

== Raritan. 169
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A CA Upload

KX,
A KX 1 .

KX 1

KX 1 CSR CSRe®
9
CSR 9
KX Il KX 1 .
KX 1l .
KX I Restricted Service Agreement, (

-

) L

KX
I .
>
1. _Security, ( ) > Banner, ( ) _ Banner,
« ) .
2. . Display Restricted Service Banner, ( )
3.
Require Acceptance of Restricted Service Banner, (
)I. L
4, . .
64 .
5. _ Restricted Services Banner Message, ( )
. 6000 .
a . -~ OK ()

166 =i=Raritan.
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b. _ Restricted Services Banner File, ( )
Browse, ( )
Ixt . _ OK ( )

_ Restricted Services Banner Message,

( ) .

Home * Secunty * Banner

A, MUADM M TN N A

Deaplay Restiicted Seivies Banmai
0O &

Hanner Tile
Restricted Service Agreement

@ Restiictod Sorvice Bannor Message:

[trnauthorized access prohibited, all
acceas and activicies not explicicly
autharized by managemsnt Are
uwnauthorized. kll actiwvities are
monitored and logged. There 13 no privacy
on thiz ayatem. Unauchorlzed acceasz and
activicie® or any criminal activity will
be reported to appropriate authorities.

O Restricted Service Banner File:

|

oK | Reset To Defaults | Cancel |

R e il i T ey

167
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168

KX Il .
2K .

Syslog SNMP . _ Device Settings, (

) > Event Management ( ) Syslog
SNMP . Syslog

Syslog ( "
"p. 319),

> KX
1. _ Maintenance, ( ) > AuditLog ( )

_ Audit Log, ( ) .

_ Audit Log, ( ) (

). . AuditLog ( )

A Date( )- 24 .

A Event( )- _ Event Management, ( )

A Description () - .
>

_ORXN 3 ~
1. _ SavetoFile, ( ) _ Save File, (
) .
2. _ Save, ( )X
>
1 [Older] ( ) [Newer] ( ) .
==Rari
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Device Information, ( ) KX I

CIM . Raritan
> KX CIM
i _ Maintenance, > Device Information, .

Information, ( ) .

KX I
1 Model ( )
1 Hardware Revision ( )
1
1
1T MAC
CIM

1 Port( )

Type of CIM (CIM )-DCIM PCIM
DVM-HDMI|, DVM-DVI

Serial Number of the CIM (CIM ) -

P2CIM-PS2
P2CIM-APS2DUAL
P2CIM-AUSBDUAL
P2CIM-AUSB
P2CIM-SUN
P2CIM-SUSB
P2CIM-SER
DCIM-PS2
DCIM-USB
DCIM-USBG2
DCIM-SUN
DCIM-SUSB
D2CIM-VUSB

BB D D B> B> B> B> > > > >

CIM

_ Device

PDU VM DVM-DP,
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170

D2CIM-DVUSB
D2CIM-DVUSB-DVI
D2CIM-DVUSB-HDMI
D2CIM-DVUSB

> > > >

DCIM-USB, DCIM-PS2 DCIM-USB G2 CIMs
XXX1234567, GIM

3

GM

13

Device Information

Model: DRC2-232
Hardware Revision: Ox48

Firmware Version: 2403388
Serial Number: HKB7500230
MAC Address: 00:0d:5d:03:cc:bS

A

CIM Information

Firmware Version Serial Number

5 SE-KX2-232-LP- PCIM Ni& HK9500169 I
[ Target Win XP Duakvi 3ABS PQ20304595 ?
] W2K3 Server Duakvi IABE PQ2E350007 i
18 Win XP 2.4GHz P4 S04KB VI ZATE HUW7S553580 )
P T AET ok AT e A P Y N oy
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Backup and Restore ( )
Backup/Restore ( / ) KX 1
KX
KX I KX .
KX KX I .
> _ Backup/Restore,
i _ Maintenance, > Backup/Restore
_ Backup/Restore, ( / ) .
Backup ! Restore
@ Full Restore {
& Protected Restore
i Custom Restore ’
User and Group Restore
-
Device Settings Restore (
Restore File
Browse_
Backup | Cancel |
.‘ _— e . . , ke am -i-/
> Internet Explorer 7 KX 1
1. Backup, ( ) _ Open, ( ) _ File
Download, ( ) . Open ( ).
IE7 IE
WordPad®,
2.
171
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a. .
b. . _ Properties,
C )
c. _ General, ( ) _ Change, ( )
WordPad,
> KX
KX 1l .
KX 1l .
IP IP .
DHCP
IP .
1.
A Full Restore ( ) - .
A Protected Restore ( ) -
IP , . KX
1 KX 1 .
A Custom Restore ( ) - User and
Group Restore, ( ) . Device Settings Restore,
( )
A User and Group Restore ( ) -
KX 1l .
A Device Settings Restore ( ) -
s , USB S
2. _ o _ Choose file, ( ) .
3. _ Open, ( )
_ Restore File, ( ) .
4, . . ( )
172 ~=Yee-
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uUsB
USB Profile Management, (USB )
. Raritan
> . USB Profile Management, (USB )
q > > USB . . USB Profile
Management (USB ) .
Home > Maintenance > USB Profile Management Logout

Profile successfully uploaded.

USB Profile File:
Browse..

Selected Profile Profile Key

Dell Dimension 1

Custom Profile for Dell Dimension\n-

Force full-speed is ON - Order: HID interface first,
Mass Storage second - COROM and removable
drive cannot be used simuttaneously

Deleting an active profile may be disruptive to sessions in progress.

> KX
1. i L .. Choose file, ( ) .
2. ~ Open ()
. USB Profile File, ( ) .
3. - -t ‘
(

) _ Upload, ( ) _ Cance|
« ) .
> KX I
1.
2. - “ ot ¢

Raritan. 17
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USB .
UsSB .
‘old_' .
GenericUSBProfile5
‘'old_GenericUSBProfile5',
. UsB
( "UsB "p. 173),
CIM
KXl CIM
_ Firmware Upgrade, ( )
CIM,
> KX CIM
1. - Maintenance, > CIM Firmware Upgrade_ . CIMm
Upgrade from, (CIM )
_ Port (number), ( ) . Name ( ) . Type (
), . Current CIM Version, ( CIM ) _ Upgrade CIM
Version, ( CIM ) CIM,
2. CIM _ Selected, ( ) .
3. - Upgrade ( ) .
4, . OK ( ) . .
CIM 2 ( )
KX I
. Firmware Upgrade ( ) KX 11
CIM . oKX . .
KXl CIM
Cime
174 =V= o
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KX I
Raritan (*.RFP) Raritan
http://www.raritan.com _ Firmware Upgrades, ( )
. ZIP .
PC .
Maintenance, > Firmware Upgrade, _ Firmware
Upgrade, ( ) .
Home = Maintenance > Firmware Upgrade -
Show Latest Firmware
Browse... (
Upload || Cancel |
T W o ST S
_ Browse, ( ) .
_ Firmware Upgrade, ( ) _ Upload, ( )
( CIM
)
Upgrade, () .
. 1
)
5 KX 11,

175
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KX I KX I CIM .
>
1 - . > -t - . .
KX ) 3
. CIM
. CIM

q -CIM
1 - CIM
1'[ -
T IP- P
1'[ -
1'[ -
1 - CIM
1 - CIM
T CIM- CIM
1 - ( )

KX I
- Reboot ( ) KX I

KVM o
176 =i=Raritan.
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> KX
1. - Maintenance, ( ) > Reboot ( )
Reboot, ( ) .

Home = Maintenance = Reboot

Reboot

Thi= may take up to two minutes.

2. _ Reboot ( )
Yes ( ) .

Homa » Maintenancs > Rabost

Rebooting the system will logoff all users.
Do you want to proceed with the reboot?

(] ]

Thiz mary take: up fo fwd mingdes

177
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CC-SG
KXl  CC-SG

CC-SG .,

CC-SG KX 1l ( 10
) CC-SG KXl KX 111
CC-SG .

CC-SG KXl )
CC-SG KX 111 _ Stop CC-SG

Management, ( CC-SG )

> CC-SG KX I
1. _ Maintenance, ( ) . Stop CC-SG Management (
CC-SG ) CC-SG .
CC-SG

L

Managed by CommandCenter Secure Gateway

This device is being managed by CommandCenter Secure Gateway

192.168.59.246

Do you want to remove it from CommandCenter Management ?

2, Yes () CC-SG
CC-SG

Managed by CommandCenter Secure Gateway

Confirming remove of the device from CommandCenter (192,168.59.246) Management.

Do you really want to remove this device from CommandCenter Management ?

=i=Raritan.



Ch 4: KX 1l

3. Yes ( ) CC-SG . CC-SG

-

Managed by CommandCenter Secure Gateway

Stop CC-SG Management is successful. The device is no longer under CC-SG Management mode.

Network Interface ( )
KX I .
>
i _ Diagnostics, ( ) > Network Interface, ( )
Network Interface, ( ) .
1 Ethernet .
(ping),
LAN
>
i _ Refresh, ( )
Network Statistics ( )
KX I .
| 2
1. _ Diagnostics, ( ) > Network Statistics, ( )
Network Statistics, ( ) .
2. _ Options, ( )

179
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A Statistics ( ) -

Hema * Dlagnostios » Nebssos Statirios -‘

tions:
«gintislics -

Resia

Ip:

8802 total packets received
0 forvardad

0 inceming packets digcasded
8802 incomipny packecs deliversd
#5222 requesTs FENG OUD

Iomp:

0 ICHP sersager received

0 input ICHP message failed,
ICHF inpur hiscogeas:

0 ICHF mesSages Sant

@ ICHF sersages fadled

ICHP sutpue histegras!

Tep:

& acrive cORRECTIONS OPpEnings
849 pasyive ConnECTion opendngs
0 failed commection attampts
15 conmaetion regecs racaivad
1 comnmsctions sftablished
T942 segEencE received

B304 seguants send out

0 Fegment® retransmited

0 bad gegmancs received.

0 reseTs SERC

dp

£33 packets receivgd e —
"'\-'\-l-\.-i—l-"""\l.ﬂ;‘ ﬁ““- -] _-n-a-‘-‘.-'*"*-\-lh.l‘"

A Interfaces () -

Hema * Diaghomics » Hebwodk Statigtice

Melwork Stalistics

Razult

Kernel Interface table

Iface ATV Mav E{-0F PX-ERR RX-DRP PRX-OVE TX-0K TH-ERR TH-DRP TH-OVR Flg
ethl LS00 0 12828 0 O O 2620 O 0 O EMNRU

le L6436 0 136 0 Q0 0 196 0 0 O LPQ

e T T P i
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A Route ( )- .

Home > Diagnostice = Nebwosk Statistics f

Network Statistics

ors:

Resull

Hernel IP routing ctable

Dastination Gatewvay Genmask Flags NE5 Window irtc Iface
192,168 59.0 * ZEL 2EE.Z55.0 U O O O ethl

defaalt 192 168.59 12 0.0.0.0 UG 0 0 0 echl

R NPT TR T W U SR S L

3. _ Refresh, ( ). _ Result, ( )

=&=Raritan.

L
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Ping
Ping IP IP
. Ping Host, ( ) KX I
> (ping)
1. Diagnostics, ( ) > Ping Host ( ) . Ping
Host ( ) .

Home = Diagnostics = Ping Host

Ping Host

IP AddressHost Hame
i1 97 16559175 |

Result:

132162 _E52_1732 i=s aliwve!

"w\"; LY L W P

s, gl s b B
2. IP Address/Host Name, (IP / )
IP .
232 .
3. _ Ping, ( ) Result ( )
Trace Route to Host ( )

Trace Route

182

L
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2. _ IP Address/Host Name, (IP / ) IP
L
232
3. (5 50 5),
4, _ Trace Route, ( ) IP
. Result ( )
L
Home = Diagnostics * Trace Route to Host ‘
‘
IP AddressHost Hame (
[192.168.59.173 | (
Maximum Hops: ‘
[10 = }
iTrace Route | 5,
£
Result:
traceroute started wat for 2mins.... (
traceroute to 192 163.59.173 (192.165.59.173), 10 hops max, 40 byte packets
1192168.59.173 (192165 59.173) 0.497 mz 0,308 ms 0323 me q)
p
ettt i Mt N g g oy ph '"*““-.-»!”‘[/
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KX Il .

1 - -
q KX NI .
> KX 111
1. _ o> KX RXIM .
2. i} .

a. .

b. . . . ) .

o

d. .

Diagnostics Scripts:
Script File:

IC:'I.D:::-:uments and Setting:  Browse. . |

| Bun Script || Cancel |

184
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File Download - Security Warning . EII

Do you want to zave thiz file?

EI Mame:  diasgnostics_save
Type: Unknown File Type, 64.3 KB
From 192.168.59.150

@ Yolhde: files from the Internet can be useful, this e type can

potentially haim pour computer, [f wou do not rust the source, do not
save this softweare. What's the risk?

C. - “ ot
d. - . .
KX 1
KX Il . KX 1
KX 1l .
User Help .
. Dominion KX I .
. KX 1
. KX
KX 1 (LDAP/LDAPS, RADIUS Active
Directory) .
> KX I
1. KX 1l s .
2. KX 1, _ KX . .
V-— 185

ﬂ
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KX

_ Port Configuration, (
Local Port Settings, (

L

L

Local Port Settings

Keyboard Type
us - ‘_

Local Port Hotkey Local Port Connectkey
Double Click Scroll Lock - LeftCtrikey

D Power Save Mode

Power Save Mode Timeout (in minutes)

Local User Authentication
i@ LocallLDAP/RADIUS

7 Hone

lgnore CC managed mode on local port

)

R S Ll R

s P P O T = O

_ Local Port Settings, ( KX I
Local Port Settings, ( )
>
1. Device Settings, > Local Port Settings, , Local
Port Settings, ( ) .
1.

=i=Raritan.
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A A
A US/International ( / A ( )

)
A A
A « ) A « )
A ( ) A Belgian (Belgium) (

)
A () A
A A
A A
A Dubeolsik Hangul (Korean) ( A
)
A JIS (Japanese Industry Standard)
( )
) . KX I
KVM (AKC)
. Raritan .
.. Local Port Hotkey,
_ Local Port Hotkey ( )
KX 1l .
. _ Double Click Scroll Lock_ ( Scroll Lock )

Double Click Scroll Lock ( Scroll Lock

Scroll Lock )
Double Click Num Lock ( Num Lock

Num Lock )
Double Click Caps Lock ( Caps Lock

Caps Lock )
Double Click Left Alt key Alt
( Alt )
Double Click Left Shift key Shift
( Shift )
Double Click Left Ctrl key Ctrl

187
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( cul )

Local Port Settings

Keyboard Type
us -
Local Port Hotkey
Double Click Scroll Lock

- —_— LefiClriKey
] Power Save Mode

Power Save Mode Timeout (in minutes)
10

Local User Authentication
i@ LocallLDAP/RADIUS

7 None

lgnore CC managed mode on local port

FE R AR o Y

e

Local Port Connect key. (

Local Port Connect key. (

" p. 268),

Local Port Settings
Keyboard Type
us -

Local Port Hotkey
Double Click Scroll Lock -

— criCiiKey v

D Power Save Mode

Power Save Mode Timeout (in minutes)
10

Local User Authentication
@ LocallLDAP/RADIUS

7 Hone

lgnore CC managed mode on local port

R Y e P I B o

'I
}
»

L

Power Save Mode, (

Local Port Connectkey

Local Port Connectkey

-

\'*\,'-\-‘*u Aad Ty o

GUI
GUI

\—’-\,"\.w Aad ey o

|

=i=Raritan.
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b. ( )

Keyboard Type

us -
Local Port Hotkey Local Port Connectkey
Double Click Scroll Lock - Left Cirl Key  w

Power Save Mode ‘——_

Power Save Mode Timeout (in minutes)
10

Local User Authentication
@ LocallLDAP/RADIUS

= Hone

lgnore CC managed mode on local port

\\\mw\ L TR

A b ® b T S

L

A Local/LDAP/RADIUS ( /LDAP/RADIUS),

-

A None (),

Local Port Settings

Keyboard Type
us -

Local Port Hotkey Local Port Connectkey
Double Click Scroll Lock - LeftCtrikey

Power Save Mode

Power Save Mode Timeout (in minutes)

Local User Authentication ‘
@ LocallLDAPIRADIUS y

7 None

lgnore CC managed mode on local port

P R Y

R P P S Y WP
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(CLI)
_ (CLI), KX 1
CLI
CLlI ( "CLI
"p. 194),
CL! Command Overview
Configuration — Configuring a Network  — Connect Commands
Inteface Command
Name Command

CLI top,

history, log off, quit, show help,
CLI KX I
KX 1
1 SSH( ) P
SSH

1 Putty - http://www.chiark.greenend.org.uk/~sgtatham/putty/

http://www.chiark.greenend.org.uk/~sgtatham/putty/

SSH ssh.com - www.ssh.com http://www.ssh.com

Applet SSH - www.netspace.org/ssh

http://www.netspace.org/ssh
1 OpenSSH - www.openssh.org http://www.openssh.org
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KX I SSH
SSHv2 SSH KX I .
Device Services, ( ) SSH .
KX I SSH V1 .
Windows SSH
> Windows"® SSH
1. SSH .
2. KX 1 1P . 192.168.0.192,
3. SSH 22,
4, _ Open, ( )
login as:
( " "p. 191),
UNIX/Linux SSH
> UNIX®/Linux® SSH admin
ssh -ladmin 192.168.30.222
( " "p. 191),
> admin
1. admin
2. . raritan
CLI ( " CLI"p. 192)
191
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CLI
CLI CLI .
CLI .
CLI .
Tab | CLI .
CLlI .
CLI .
Tab
CLI
1 .
1 .
1 .
1 .
1 (?) .
T (1
1 .
1 Backspace .
T Ctrl + C .
bl Enter .
1 Tab . AdminPort>Conf .
Admin Port > Config > .
CLI . CLI,
top CLI - . .
history KX Il CLI 200 .
192 =Y

ERaritan.
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help CLI
quit

logout

CLI

CLI KVM

9)1.

KX I

KX I

L L

admin raritan
KX I

L

"Username™ "admin" | top

admin,

interface

L

admin > Config > Network > interface ipauto none ip
192.168.151.12mask255.255.255.0gw192.168.151.1mode
auto

P

KX I s Resetyg ( )
KX I vy e

193
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KX 11 SSH GuUI
. KX 11
CLI
Admin Port,
admin >
CLI
1 admin > help
config config .
diagnostics diag .
help .
history .
listports .
logout CLI .
top .
userlist .
194 ~=YE—
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i admin > config > network .

help .

history .

interface / .

ipv6_interface / IPv6 .

logout CLI .

name .

quit .

stop .
1 KXl .
1 .
1 .
KX I .

KX I
SSH CLI .
KXl _ Configuration, ( ) .
<ProductName > .

interface KX I .
name .
ipv6 / IPv6 .

195
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Interface

Interface KX I . interface

interface [ipauto <none|dhcp>] [ip <ipaddress>] [mask
<subnetmask>] [gw <ip address>] [mode <mode>]

Set/Get ethernet parameters

ipauto <none|dhcp> IP auto configuration (none/dhcp)
ip <ipaddress> IP Address

mask <subnetmask> Subnet Mask

gw <ipaddress> Gateway IP Address

mode <mode> Set Ehternet Mode
(auto/10hdx/10fdx/100hdx/100fd x/1000fdx)

Interface
P

[8

Admin > Config > Network > interface ipauto none ip
192.16.151.12mask255.255.255.0gw192.168.51.12mode
auto

Name

name . hame

name [devicenam e <devicename>] [hosthame <hostname>]

devicename <devicename> Device Name

hostname <hostname> Preferred host name (DHCP
only)

Name

Admin > Config > Network > name devicename My - KSX2

196
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IPv6

IPv6 IPv6 IPv6 .

Ipv6_interface mode enable ipauto none ip
2001:db8:290c:1291::17 prefixlen 128 gw
2001:db8:290c:1291::1

;

Raritan.

149),

KX3-108 KX3-116 KVM
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PC
T KXI/KX I
_ Client Launch Settings, (
)
KVM .
Windows® s -
Linux® Linux®

Linux

108 =i=Raritan.
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Mac® Mac
Single-Cursor
CIM
CIM
1 D2CIM-VUSB
T D2CIM-DVUSB
1 D2CIM-DVUSB-DVI
1 D2CIM-DVUSB-DP
1 D2CIM-DVUSB-HDMI
1 DCIM-USBG2
CIM CIM
. CIM (CIM)
CIM CIM
CIM .
1 KVM (VKC) KVM (AKC)
_ Tools, ( ) . Options, ( ) . Client Launch
Settings, ( ) _ Client
Launch Settings, ( )
A _ Window Mode_ ( )
A _ Monitor, () . Port Group
Management, ( ) Display Orientation_ (
)
A Other ( ) - _ Enable Single Mouse Cursor, (
)
A Other( )- Enable Scale Video, ( )

199



200

Ch 4: KX I

A Other( )- Pin Menu Toolbar, ( )
1
1 Linux® Mac® Caps, Scroll Num
Lock Caps Lock
- VM Access. (VM ) - Deny. ( )
_ VM Access Deny. (VM ) _ Read-Write,

_ Deny, ( ) _ VM Access, (VM

=i=Raritan.
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CIM
KX 1

2
KX3-832

D2CIM-DVUSB-DP CIM
Microsoft® Windows 7°

KX I
_ Horizontal - Primary (Left), Secondary (Right) ( - ()

()

201
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@ KX I
@ KX I
KX IP
° - - KX Il Port Group Management
[ ]
° - KX Il Port Group Management |
]
1
>
1.
2. .
( " KX
" p. 299,
http://www.raritan.com/help/kx-iii/v3.0.0/en/index.htm#32872)
202 =
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2 KX Il
CIM
USsSB
CAT5/6 CIM
a. KX 11
b. KX 1Ml
c. KX 111,
( " "p. 9.
Web

A URL - http://IP-ADDRESS

A nhttp://IP-ADDRESS/akc

KVM
IP-ADDRESS KX

HTTPS

HTTP  IP

USB

4
KX 1lI,
AC .
Java Virtual KVM
Microsoft .NET Active

P

KX I DNS

HTTPS  IP

203
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3
KX I
.. Port Configuration, ( ) .
. ( '
" p. 149),
( " " p. 198)
4
( " p
149),
204 - o 1
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5
Port Access, ( )
KVM
. Connect, ( )
KX 11 .
>
i Port Access, ( )
_ Connect ( )
1 VKC
A Alt+Tab
A Mac® F3
1 AKC
A Alt+Tab
205
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_ Login, ( )
_ Port Access, ( ) .
URL
(
"p. 149), .
URL
KVM
. _ Connect, (
) .
_ Ports, ( )
( )
LDAP
(
A
206 ~= Ve .
=t=Raritan.
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LDAP/LDAPS
LDAP/LDAPS KXl
. LDAP
rciusergroup
LDAP/LDAPS .
Microsoft® Active Directory® LDAP memberOf

Microsoft Active Directory

Active Directory® .
Windows 2000° Microsoft® Active Directory
LDAP/LDAPS .
Microsoft .
1. Active Directory .
Microsoft Active Directory .
2. Active Directory _ Active Directory Schema,

(Active Directory )X

207
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>
1. _Active Directory® Schema,
(Active Directory ) Operations Master, (
) _ Change Schema Master, ( )
Change Schema Master . 2 x|
The zchema master manages modifications to the schema. Only one
zerver in the enterprize performs thiz role,
Current schema mazter [onling]:
rei-gcfdiZnzmet. mypc. mydamair, com
T tranzfer the schema maszter rale to the targeted
domain controller below, click Change.
rei-gcfdj2nzmzt. mypc. mydomain, com
2. _ The Schema may be modified on this Domain Controller, (
) .
3. _ OK ( ).
> rciusergroup
1. _Active Directory® Schema, (Active
Directory ) +
2. _ Attributes, ( ).

]
i

—

Raritan.
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3. _ New ( ) _ Attribute, ( )
_ Continue, ( ) _ Create New Attribute, (
) .

Create New Attribute ed |

* Create a Mew Attribute Object

— ldentificatian

Comman M ame: Irn::lusergrn:lup

LD&F Display M ame: Irciusergrnup

Unigue 500 Object 1D |1.3.E.1.4.1 374250

Diescriptiorn: IHaritan's LDAP attribute

— Suntax and B ange

Suntaw: IEase Inzenzitive String j
b inimuanm: |'|
B Iz‘ﬂ
[ Multivalued |T| Lancel
4. _ Common Name, ( ) rciusergroup
5. LDAP Display Name, (LDAP )
rciusergroup,
6. _ Unigue x5000 Object ID_ ( x5000 ID)
1.3.6.1.4.1.13742.50,
7. Description, ( ) .
8. _ Syntax_( ) _ Case Insensitive
String, ( )
9. . Minimum, ( ) 1,
10. _ Maximum, ( ) 24,
11. -~ OK () .
>
1. _ Classes, ( )
209
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2. user .
'ifi Consolel - [Console Root' Active Directory Schema [ra-gof4jZnzmzEn =1l =|
T Fie  Action  Wiew  Favoribes  Window  Help _ =l x|
2 | B @HE| @
L_—.I Corsole ook flarre | Type | status | Do« |
El""_G Active Directory Scherma | B3 serviceConnectonPoint Skructural Bctive Setvi
ED Claczes B ervicelnstance Struckural Bikive Servi
{1 Abriukes B2 sirpleSe curibyiobiect Aulizry Ackive The =
B sjte Shkruckural Active Sike
B3 siteLink Skructural Ackive Sike-1
B2 sikolinlBridoe Skuckural Ackive Sika-l
B3 citesContainer Shruckoral Grkive Sites.
B3 sborage Sbruckural Arctive Shore
B wubnist Struckural arkive Subn
B2 cubnekCantainer Shruckural Ackive Subn
B subSchema Shkruckural Active Subs
B3 op Abstract Arkive Top
B peskecDomain Shuckural Bckive Trusk
B2 bypelibrary Shruckoral Artive Twpe
i Hewe \Wirdow From Here
B yobme ki volun
4] oL Refrash | 8
| Properties |
Help
3. _ Properties, ( ). _ user Properties,
(user ) .
4, _ Attributes, ( ) .
5. _ Add ( )

210
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6. _ Select Schema Object, ( )
_ rciusergroup, .
2%
Sedect a scherma obgect:
[ A« |
peoeg e ataonE nablsd
prosyLifetims
mmm
peedHitonLength
vl sk Sl
wm.rﬁm
o
uemigFoard
iquenPolicyBL
quendPoloy(ibect =
rangel ol
Eﬂr-_lmn_ ! =|
7. _ Select Schema Object, ( ) _ OK
C X
8. User Properties. (User ) _ OK ( )
>
1. _Active Directory® Schema,
(Active Directory ) Reload the Schema, (
)
2. _ Active Directory Schema MMC_ (Active Directory MMC
(Microsoft® Management Console)) .
rciusergroup
Windows 2003 Active Directory®
Microsoft® ( Windows 2003
). Microsoft® Windows 2003 . ADSI
(Active Directory ) Active Directory
> rciusergroup
1. Support, ( )> Tools ( )
2. SUPTOOLS.MSI .
211
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3. . adsiedit.msc _ ADSI
Edit (ADSI )

4%, RDST Edit

u@. ?:I:ISI:E.:!: = 1 Tz El:lu'-h'u.ul'lud Henz
i3 3 Dioniain [rei-gif o] 2ne mek, mypc, i, Tﬂnun[ru-od‘ﬂznm:nypc... domanDhs

=-5] Corfigurstion [rorgefizramat.m | | Corfigarebon [reegef+iZramz. .. configurstion

] Schema [ra-gefAgEnznet. mypemt | D8 Schema [rorgeMiZremet men. . dHD

4. _ Domain, ( )

212 == Raritan.
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S. _ CN=User, .

<&, ADST Edit

b Fhr Adtion  Wies  Wndos  Hep

o B[ X EE| 2

& ADSLEdE Harms | O [ Distirmishyed Hene
=8 Domnan [ di2nenet men i | Lol ci=administrskor user Chi=Admiristrskar, (N=lisers, D C=mype, DC=nydoman,C
F+-E C=mypc Lo =mpdomain, 01 | (ZHCH=Cert Pubishers group Ch=Cert Publishers, Du=Users, DO=nypc = mydomain
-T-. L..i l:l'l-B_ui:h 2 CH=Drshdnirs group CH=Creldmrs =l sers, CC=nyvpr, D =myd omam, [C:
E: E g‘.l-kl::?:i:nwhrs ﬂcu:}mpwm @roug CH=Credpdatebrosy, =W sers, D C=mype, DC=nydome
v = " =N CH=Lomen Sdnrs group CH=Comen Sdmirs, =l sers, D =nmypo D =medoman
fﬁ a:mmtypﬁl :.:EJCH:Dm-.a?'lCurlpubets- group CH:DDma?'lCurrpubets-,tﬂ:Usms.DE:mp‘pc,DE:mydu’
i' I:.I [Ea—— f‘]CH:D\:umrl Conrollers group CH=Comen Controlers, CN=Users, D =mmme, DC=mydor
©-C tH=Frogram Daka _.s_-]cri:Dm.ah Gussts group CH=Comain Guests, CH=Ussrs, DC=mype, D2 =mydomsin
4 u Ti=Systen _a'_.']i:rl:D\:nTﬂ'l Lzers group H=Comein Users, Chi= Ussrs, D =mp, Do =mmrdoman; L
i. 3 ﬁlcu-a-urprm.qdm group CN=Ercemrtss admine, Tu=liser s, D=y pc, o =mrdom
it Corfiguration [rc ke rETanet. ﬁli:hl-‘aru.p Policy Creator Cwe...  group CH=Group Policy Creator Cvmers, e Lsars, D smvep L
S schema [ra-gsF4Enamet. mypem? __-._-qu-m.:st user Chle=Etimst, Chle s, O iR, D =nivsdomein, D=
=S resE LR aroup Chl=HelrEer vicesGroup, CN=Users, D Camrepe, D Camudar
%Icu-krbtqt user Chletirbint, Tl I giers, O pe, O =g e, Do e
A CH=RAS and 185 Serears group CH=RAS and 145 Servess, M=LUsers, D C=myps, CC=nyc
EBCHt b i grep CH=Sehem s i, CHl=lsars, D mpe, D =hicor
=l CH=5_PPCORT_3EE=A5a0 user CH=S_FPORT_39E5 50,0 el e 5 D0 = o, D0 =i
ZAch=Tedn=Cerks group Chl=TedneoC benits, Chls Liasis, D smispe, DC=mvedomain, C

Properties, ().

213
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7. . Attribute Editor, ( ) (
_ Attributes, ( ) rciusergroup,

Atribute Editor | Secuity |

¥ Show mandatory attibutes
¥ Show optional attributes

[ Show only attibutes that have values

Attribubes:
Attribute | Syntan | Yalue :l
progptddresses nicode String - <Mot Sets
pndLazts et Large Integer/...  128299235248080603
quenyFoliciBL Distinguizhed ... <Mot Set»
ICiLISErgraup Caze Inzenzitl..  <MNaokSets
registereddddress Cctet Sting <Mat Set»
replPropertyMetalata Octet Sting (071 000 0=00 Qw00 00
replUpT ol atew'ector Cctet Sting <Mat Set»
repzFrom Cctet Sting <Mat Set»
repsl o Octet String <Mat Set» —
TEYiZIon Integer <Mat Set»
rid Integer <Mat Setx
roarmi urnber nicode String - <Mot Setx
sobAccountt ame nicode Str'incl Administrator _ILI
4 [

Edit |

Cancel | Spply

o ]

9.

Edit, ( ). _ String Attribute Editor, (
) .
_Edit Attributes, ( ) (
), _ OK ( )

String Attribute Editor

Attribute: rcivsergroup

Walue:

Jsdmir]

]

Cancel

Clear |

214
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KX I
_ Virtual KVM Client, ( KVM VKC)

aritan.
S Camection USB Prafie Keytoard Widso Moase Tocls View Wil Meda 2adbo SmxiCaed Help
BREEHERERANDO R @mE

Time & Seaxiorc
Dacenter 13, 23132117 6

Uner: actran

Qute acive

Vaer P 195290820 982

Last Lage Dec 12 2212163213

Derwion IedOrmation
»

It
Conipurad As Base

Port Sunea:

326 Ports. up

24 Porta: Sz
411 Porta: e

2 Porta: caesached

"
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KVM (VKC)

KVM .
- Virtual KVM Client, s .
8 KVM 9
9
KVM (VKC) KVM (AKC)
VKC AKC
1
1
i AKC VKC .
1 ( URL
)
1 AKC ( AKC
( " AKC " p. 265))
KX 1l Remote Virtual KVM Client (VKC) Active KVM
Client (AKC) .
>
1. ~ . (Port Name),
Port Action, ( ) .
2. _ Connect, ( )
Home > Ports
Port Access

Click on the individual port name to see all
0/ 4 Remote K\VM channels currently in u.

’A‘*\ 4\

View By Group | View By Search | Set &

Dominiin-KX2_Port?
oC Fortz

.

"Port Action (

216
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@ _ Connection, ( ) >_ Properties, () _ Connection,
( )... .

Connection USB Profile Keyboard Video Mouse Tools View Virtual Media Audio SmartCard Help

Video Mode: Full Color 2

KVM (VKC) KVM (AKC)
- VKC AKC
VKC AKC .
KX I .
1 Text Readibility ( ) -
IT

217
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1 Video Mode ( ) - Full Color 2 ( 2)
24 bit LAN

L

1 Noise Filter ( ) - 2,

Connection Properties

Access and Copy
Connection Information ( '
"p. 221)

Connection Info
onnection

Data Description

DominionkX Device Name
192.168.61.15 IP Address

43 Port

187 KB/fs Data In/Second
200 Bfs Data Qut/Second

19 FFS

00:26:59 Connect Time

1440 Horizontal Resolution
900 Vertical Resolution
60 Hz Refresh Rate

01.30 Protocol Version

. Copy to Clipboard |[

Optimize for ( )
Text Readability ( )
Text Readability )
Color Accuracy ( )
Color Accuracy ( )

L

218 =i=Raritan.
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Video Mode ( )
Video Mode ( )

L

| Connection Prc pertie

Optimize for: |Text Readability

Video Mode: Full Color 2

_O

Best Least
Quality MNoise Filter: 2 Bandwidth

L

Connection Properties

=V

==
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Noise Filter ( )

KX

. Connection Propertie

Optimize for: | Text Readability

Video Mode: Full Color 2

_U

Least
Bandwidth

Moise Filter: 2

Connection Properties

220 =i=Raritan.
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Ch 5: KVM (VKC)
. (
" n p. 217)
T KX - KX I .
1 IP Address IP o KX IP .
T Port o} KX KVM TCP/IP .
i Data In/Second ( ) - KX I .
i Data Out/Second ( ) - KX 1 .
1 Connect Time ( ) - .
T FPS- KX 1 / .
TI - L
TI - L
ﬂ - L
1 Protocol Version 0 Raritan .
Connection USB Profile Keyboard Video Mouse Tools View Virtual Media Audio SmartCard Help
[ Connection Info

Item Description Data

1 Device Name KX3-61-20

2 P Address 192.168.61.20

3 Port 443

4 Data In/Second 0B/s

s Data Out/Second 08/s

6 FPS 0

7 Connect Time 00:10:22

8 Horizontal Resolution 1024

9 Vertical Resolution 768

b Refresh Rate 75Hz

1 Protocol Version 01.30

{ Copy to Clipboard |L
221
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o > .

o _ Copy to Clipboard, ( )

USB

USB Virtual KVM Client (VKC)

L

uUsB

Connection [USB Proiﬁ] Keyboard Video Mouse Tools View Virtual Media Audio SmartCard Help
% % E @ Generic
Other Profiles Linux

Mac 05-X (10.4.9 and later)

HP Proliant DL360/DL380 G4 (Windows 2003 Server Installation)
BIOS IBM Thinkcentre Lenovo

RUBY Industrial Mainboard (AwardBIOS)

HP Proliant DL360/DL380 G4 (HP SmartStart CD)

BIOS Dell PowerEdge Keyboard and Mouse Only

Supermicro Mainboard (Phoenix AwardBIOS)

Help on USE Profiles

SuSE Linux 9.2
sl S o P
KVM USB .
Windows®
. Generic, () .
BIOS
BIOS .
UsB USB (
"USB "p. 47),

222 =i=Raritan.
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Send Ctrl+Alt+Del
Ctrl+Alt+Delete

L

. (Keyboard) > Ctrl+Alt+Delete, (Send Ctrl+Alt+Delete)

Ctrl+Alt+Delete (C]A]

KVM .
Ctrl+Alt+Del Windows
Alt+Tab
> Alt + Tab KVM
windows .
CIM /
> DCIM-USBG2
1. - . (Windows® )
2. _ Set CIM Keyboard/Mouse, ( CIM / ) .
Left-Control Num Lock . CIM
3. .
4, CIM .
> Send Text to Target
1. > .
2. .
3 / /

223
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4, _ L
KVM ( ) .
PC
Virtual KVM Client (VKC) Active KVM
Client (AKC) .
>
1. Keyboard, ( ) > Keyboard Macros, ( )
Keyboard Macros, ( ) .
2. - . . Add Keyboard Macrg_ ( )
3. _ Keyboard Macro Name, ( ) .
Keyboard, ( ) .
4, _ Hot-Key Combination, ( )
5. _ Keysto Press ( )
_ Add Key, ( )
Macro Sequence, ( )
_ Release Key, ( ) .
Ctrl + Esc . _ Macro
Sequence, ( )
Alt
F4
Esc
F4
Esc
224 ~=Yee-
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Alt
6. _ Macro Sequence, ( ) .
a. - Remove,
C )
b.
7. - OK ( ) . - .
. _ OK ( ) _ Keyboard Macros,
( ) .
8. _ Close, ( ) _ Keyboard Macros, ( )
. _ Keyboard, ( )
9. .
>
1. _ Keyboard, ( ) > Import Keyboard Macros, ( )
_ Import Macros, ( ) .
2. ~ Open () ‘
a.
- OK () .
b.
. - OK () .
3. _ Select AllL ( ) _ Deselect All,
( ) .
4. - OK () .
a. _ Import Macros, ( )
—ea Ve ® 225
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A _ Yes () .
A _ YestoAll ( )
A _ Na ()
A _ NotoAll ( )
A _ Cancel () .
A . Rename, ( )
. Rename, ( )
Rename Macro, ( ) .
- OK ()
b.
. - OK ()
- Cancel () .
1. - Tools, ( ) > Export Macros, ( ) - Select
Keyboard Macros to Export, ( ) .

Close Window

2. _ Select All, ( ) _ Deselect
AL ( ) .

220 =i=Raritan.
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4,
. Save. () .
5. _ Yes () - Nao (
_ Refresh Screen ( ) .
1 _ Refresh Screen, ( )
1 _ Auto-sense Video Settings, ( )
1 _ Calibrate Color, ( )
_ Video Settings, ( )
>
i _ Videq, ( ) . Refresh Screen, (
_ Refresh Screen_ ( ) @
_ Auto-sense Video Settings, ( )
( , ) .
>
i _ Videq, ( ) . Auto-Sense Video Settings, (

Raritan.

) . Auto-Sense Video Settings, (

B

227
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_ Calibrate Color, ( )
( J J )L L
_Calibrate Color, ( ) .
>
i _ Videq, > Calibrate Color, ( _ Calibrate Color, )
_ Video Settings, ( ) .
>
1. _ Videq, ( )_ Video Settings, ( ) _ Video
Settings, ( ) .
2. .
a. PLL
Clock ( ) - .
Phase (  )- 0 31 .
b. .
c. Brightness Red ( ) -
d. Brightness Green ( ) - .
e. Brightness Blue ( ) - .
f. Contrast Red ( ) - .
g. Contrast Green ( ) - .
Contrast Blue ( ) - .
228 -
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_ Clock ( ) . Phase ( )
Raritan .
i. Horizontal Offset ( ) -
j-  Vertical Offset ( ) -
_ Automatic Color Calibration, ( ) .

BIOS .
oK ()

1

~ Apply.
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KVM

(VKC)

Sun (

) Sun

Clodk:
Phase: 1= o El 31
Color Settings

Brightness Red: 0 E o ] 127
Brightness Green: 0 E 1] I] 127
Brightness Blue: 45 o 127
Contrast Red: 89/ o I 127
Contrast Green: B?E o] ﬂ 127
Contrast Blue: s o i 127

Horizontal Offset:

2
o

Vertical Offset:

Autematic Color Calibration

Video Sensing

(@) Best possible video mode

() Quick sense video mode

=

n

(

Screenshot from Target, (

L

Video, (

) . Target Screenshot (

L

Save ( )
Files of type ( )

Save ( )

J

JPEG PNG

) > Screenshot from Target, (

=i=Raritan.
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KX 111 .
( )
( )
( )
_ KM N
LAN

231
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USB CIM

CIM

D2CIM-VUSB
D2CIM-DVUSB
D2CIM-DVUSB-DVI
D2CIM-DVUSB-HDMI
D2CIM-DVUSB-DP

= =4 -4 —a -

v

T _ Mouse, > Absolute

DVUSB CIM

L

CIM

VM

i _ Mouse, > Intelligent

2% =i=Raritan.
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_ Mouse, ( ) _ Intelligent Mouse
Synchronization, ( )
i Active Desktop,
1 .
1 .
1 .
1 .
1 - “ -
1 _ Video Settings, ( ) _ Best Possible Video
Mode, ( ).
T (
KVM )|
1
Raritan t

_ Synchronize Mouse, (

UNIX

i _ Mouse, ( ) > Standard, ( )

233
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KVM (VKC)

1. .. KVM
Client Connection Info, (KVM )
0.
2. KVM .
3. ( Linux, UNIX Solaris
KVM )
a. .

xsetmousel1l
c. .

4. .. KVM Client mouse synchronization, (KVM

R

L

.. Synchronize Mouse_ ( )
Y . .
>
i _ Mouse, ( ) . Synchronize Mouse, ( )
_ Synchronize Mouse, ( ) . m

L

"

ERaritan.
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Windows Linux

Mouse, >

-

Single Mouse Cursor,

L

Single/Double Mouse Cursor, ( / ) h

L

Single C
ingle Cursor >

You are about to enter Single Cursor mode, While you are in this mode,
this software will have exclusive control over the mouse and keyboard.
To exit single cursor mode, you rmust press Ctrl+ Leftilt+0

[7] Scale the video {no scroll bars)

ok || cancel

Ctrl+Alt+O .
_ Tools, > Options, _ Options, ( )
Enable Logging. (
) .

L

Keyboard Type, ( )

235
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A US/International ( / )
A « )
A « )
A
A
A « )
A ( )
A « )
A
A « )
A
A « )
A ( )
A
A ( )
A
A French - US -
A French - US -
AKC
4,
A Exit Full Screen Mode - Hotkey ( - ).
A Exit Single Cursor Mode - Hotkey ( - )
A Disconnect from Target - Hotkey ( - ).

236 =i=Raritan.
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Q _ Disconnect from Target, (
) _ Exit Full Screen Mode, ( )

5. ~ L
)
General | Client Launch Settings | Scan Settings |
Keyboard Type: [English (US/IntT) |
Exit Full Screen Mode - Hotitey: |ctrl +Leftalt+m |
Exit Single Cursor Mouse Mode - Hotiey: [Chl Heftalt+0 - ]
Disconnect From Target - Hotkey: [Chl Heftalt+Q - ]
ok || concel |[ apolv |
KVM (AKC)
. Raritan .
JRE < .
Linux
_ System Preferences, ( )
Linux Sun JRE _ KeyEvents ( )
Raritan .
/

237
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KVM

(VKC)
Keyboard Indicator ( )
System Settings (Control Center) ( (
)
System Settings (Control Center) ( (
)
System Settings (Control Center) ( (
)
System Settings (Control Center) ( (
)
Keyboard Indicator ( )
Keyboard Indicator ( )
Keyboard Indicator ( )
Keyboard Indicator ( )
System Settings (Control Center) ( (
)
System Settings (Control Center) ( (
)
System Settings (Control Center) ( (
)
System Settings (Control Center) ( (
)
System Settings (Control Center) ( (
)
Gnome Linux Keyboard
Indicator, ( ).
KVM .
>
1. _ Tools, > Options, _ Options, ( )
2. _ Client Launch Settings, ( ) .
— .
=&=Raritan.
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_ Standard - sized to target Resolution, ( -

-

-

) L

L

Full Screen, ( ) .
( Applet) - Monitor Client, (
)

Select From Detected Monitors, ( )

Currently Selected Monitor Not

-

Detected, ( ).
Enable Single Cursor Mode, ( )
Enable Scale Videa_ ( t )
Pin Menu Toolbar, ( L )

239
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- w L

Options il ‘ __‘ ' 1 u-‘

General | Client Launch Settings | Scan Setﬁng5|

Window Mode
(@ Standard - sized to target resolution

(7) Full Screen

Monitor I
(@ Monitor Client Was Launched From
() Select From Detected Monitors

Manitor A -]

Detected Monitors:
Other

Enable Single Mouse Cursor

Enable Scale Video

o] (oo ] [soolr_|

VKC AKC
VKC AKC KX 1

Configure Local Console Scan Settings) ( "

"p. 273)
32 .
) ) Dominion KVM
KVM (VKC) KVM (AKC)
Scan Settings, ( )

240 =i=Raritan.
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KVM

(VKC)

f

>
1. . o> o - N
2. - " .
3. (10-255 ) _
4.  _ Interval Between Ports (10 - 255 sec);, ( (10-255
)
5. H N ... N
6. i o
bt il 9 ! i
| General I Client Launch Setﬁngs| Scan Setﬁng?|
Scan Intervals
Display Interval (10-255 sec):
Interval Between Ports (10-255 sec): D
Display
Thumbnail Size:
Spit Orientation:
Lok [ concel |[ seoiv |
KVM . .
> ( )
1 _ View, ( ) >, View Toolbar, ( )
—-'-—R e 241
—
=Raritan.

.



Chs: KVM (VKC)

>

i _ View, ( ) > Status Bar, ( ) .

>

i _ View, ( ) > Status Bar, ( ) .
- Virtual KVM Client,

> ( )

i _ View, > Scaling, .

242 =i=Raritan.



Chs: KVM (VKC)

_ Options, ( )
( n " p. 235)‘.
_ Tool
Options, ( ) _ Pin Menu Toolbar, (
) . ( " " p. 235),
>
] . =
>
i _ Tools, ( ) _ Options, ( )
. Ctrl+Alt+M,
| 2
1. _ Tools, ( ) > Options, ( ) _ Options, ( )
2. _ Enable Launch in Full Screen Mode, ( )
-~ OK ()
KX 1l .
KX 1 CDh,
DVD, USB, , .
128 256 AES RC4 .
=%=Rari 243
=i=Raritan.
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KX 1l
1 KX 1
(VM
)L L
USB .
PC-Share_ ( ) _ Security Settings,

( ) _ Security Settings, ( )

i KVM USB .
PC
T (
)
Microsoft Vista Windows 7 User Account
Control Run as Administrator when
starting Internet Explorer Internet Explorer
. . » IE
KVM USB .
USB 2.0 .
CIM
CIM
1 D2CIM-VUSB
T D2CIM-DVUSB
1 D2CIM-DVUSB-DVI
1 D2CIM-DVUSB-HDMI
1 D2CIM-DVUSB-DP
DVUSB CIM .
CIM

244
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. , CD-ROM
DVD-ROM .
Windows XP® KVM
NTFS ( C )
1
1
1
1
1
Windows®, Mac®  Linux®
1
T USB CD DVD
i1 USB
1
1 1SO ( )
1'[ *
1ISO9660 } SO,
245
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KVM (VKC)
/
/
i Linux® Mac®
/
A _ Access, () _ None, ( ) . View (
)
A _ VM Access, (VM ) _ Read-Only, ()
. Deny ()
T  Windows® 7
1 Windows 8
T Windows XP®
1 openSUSE® 11.4 Celadon (x86_64)
1 Fedora® 18
1 RHEL®6.4
1 OSX Mountain Lion® 10.7 (
1 Solaris® 10
KVM Windows
USB . KVM
CD-ROM
. CD-ROM . y
CD-ROM, KVM USB
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Raritan.

Ch 5: KVM (VKC)
_ Virtual KVM Client, ( KVM ) _ Virtual Media,
( ) > Connect Drive, ( ) Connect Drive...
DL _ Map Virtual Media Drive,
( ) .

It'Map Virtual Media Drive S|

Select a local drive to mount onto the target server.,

Local Drive:
€+ [Hard Disk Parfition] v
[ ] Read-wirite

Lo [ crad |

_ Local Drive, ( )

- w - w -

Read-Write, ( )

" p. 246),

247



248

KVM

(VKC)

CD-ROM/DVD-ROM/ISO

CD-ROM, DVD-ROM ISO

1SO9660 Raritan

CD-ROM Extension,

> CD-ROM, DVD-ROM ISO
1. _ Virtual KVM Client, ( KVM ) _Virtual Media,
( ) > Connect CD-ROM/ISO Image, Connect CD
(]
ROM/ISO... L Map Virtual Media CD/ISO
Image, ( CDI/ISO )
2. CD-ROM DVD-ROM
a. _ Local CD/DVD Drive, ( CD/DVD ) .
Local CD/DVD Drive, ( CD/DVD )
. CD/DVD
C. _ Connect, ( )
3. ISO
a. ISO Image, (ISO ) . CD, DVD
. ISO .
b. . L
c. _ Open, (
) _ Image Path, ( ) .
d. _ Connect, ( )
4. ISO
a. _ Remote Server ISO Image, ( ISO )
b. _ Hostname, ( ) _ Image (
) . File Server Setup _ ( )
. _File Server Setup,
( ) .
c. File Server Username ( ) -
mydomain/username,
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d. File Server Password ( ) -
( )
e. _ Connect, ( )
Linux®
Linux .
Windows 7° ® CD/DVD
/ ISO Window My Computer
¢ CD/DVD
/ 1ISO Tools > Folder Options
> View Hide empty drives in the Computer folder
IPv6
ISO .

>
i _ Virtual Media, ( ) > Disconnect

Drive, ( ).
1 CD-ROM, DVD-ROM ISO . Virtual Media,

( ) > Disconnect CD-ROM/ISO Image, ( CD-ROM/ISO

)
Disconnect, ( ) KVM
Windows XP
Windows XP® KVM KVM
CD-ROM , 1SO

ISO .

249
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Linux

Linux

L

umount /dev/<device label>

Linux Ext3/4

1 Windows® Mac Linux
T  Windows Linux Mac
 Linux Windows FAT
Linux CD ROM CD
ROM .
Mac
Mac .

T  Windows® Mac Linux
T  Windows Mac
T Mac Windows FAT NTES
 Mac .

>diskutil umount /dev/disk1s1 diskutil

mount /dev/disk1lsl

]

S

ERaritan.
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( ISO )
ISO . 1S09660
Raritan . CD-ROM Extension,
SMB/CIFS,
File Server Setup. ( )
ISO _ Map Virtual Media CD/ISO Image, (
CD/ISO ) _ Remote Server ISO Image
Hostname ( ISO ) . Image ( )
. CD-ROM/DVD-ROM/ISO
( " CD-ROM/DVD-ROM/ISO " p. 248),
> ISO
1. . _ File Server Setup, (
) .
2. _ Selected, (
) .
3. ISO
A IP Address/Host Name (IP / ) -
IP .
A Image Path ( ) - 1SO .

/sharename0/path0/image0.iso,
\sharenamel\pathl\imagel.iso

L

232 .
4, _ o Map Virtual Media
CD/ISO Image, ( CD/ISO )
Windows 2003 Server ISO

_Virtual Media mounting on port
failed.Unable to connect to the file server or incorrect File Server
username and password, ( .

)
~ N _Microsoft Network
Server:Digitally Sign Communications, (Microsoft

) 13

251

Raritan.
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252

KX 1
, CIM / (p
252),
USB Token (eToken NG-OTP) .
Dominion (
"p. 274),
, CIM /

(p. 307)

(CIM) (p. 301)
PIN

PC Share Mode PC
_ PC-Share, ( )

L

_ PC-Share, ( )

uj
iy

i=Raritan.
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KVM AKC VKC
Smart Card .
Smart Card Smart Card
/ .
KVM
KVM
B AKC VKC
1. _ Smart Card, ( ) _ Smart Card Reader,
( ) _ Smart Card, ( ) 6
2. _ Smart Card Reader, ( )
3. _ Mount, ( ).
4, . _ Mount selected card reader

automatically on connection to targets, (

253
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> . Smart Card Reader, ( )

1 _ Refresh
List. ( )

>

i _ Remove/Reinsert, (
/ ) .

>

i _ Unmount, ( ) .

254 =i=Raritan.
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(VKC)

;

Raritan.

KX I

USB

CIM

D2CIM-DVUSB
D2CIM-DVUSB-DVI
D2CIM-DVUSB-HDMI
D2CIM-DVUSB-DP

= =4 -4 =

Windows® Linux® Mac®
(VKC) KVM (AKC)

KVM

CD

(p. 255)
(p. 198)

CIM (p. 199)
(p. 335)

A =4 A4 A -
—

" p. 198)

KX I

16 44.1K
16 44.1K
16 22.05K
16 22.05K
16 11.025K
16 11.025K

= =4 -4 -8 - -
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1 .

Windows® 50 .

A 1

B . A
USB
/

441 KHz 16 176 KB/s
44.1 KHz 16 88.2 KB/s
2.05KHz 16 88.2 KB/s
22.05KHz 16 44.1 KB/s
11.025 KHz 16 44.1 KB/s
11.025 KHz 16 22.05 KB/s

290 =i=Raritan.
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1.5MB .
. 44k
11k .
_ Connection Properties, ( )
_ Connection Properties, ( )
. 8
_ Smoothing, ( ) _ High, ( )
_ Video settings, ( ) _ Noise Filter, ( )
7( )

257
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KVM

(VKC)
KX 1l .
KX
Windows® 16 441K
Windows
16 44.1K .
" p. 259)
( ) .
_ PC Share ( ) _ VM Share, (VM )
(
" p. 258),
4) .
( " p. 259),
o)) )
KX
1] .
_— — ®
==Raritan.
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Windows® 1 KVM
1 KVM (VKC)
Linux® 1 KVM (VKC)
Mac® 1 KVM (VKC)
KX I .
KX I
( " p.
258),
_ PC Share ( ) _ VM Share, (VM
)
( " p. 256),
(p. 258),
>
1. KX
I,
2. _ Port Access, ( ) .
3 _Audio. () =0 )
_ Connect Audio Device ( ) .
_Audig,
() .
4. _ Connect Playback Device  (
)
== : 259
==Raritan.
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(VKC)

IS

10.

_ Format; (

L

_ Connect Recording Device, (

el

Connect Recording Device, (

30

_ Audio, (

)

-

"

=
2o~

Disconnect Audio,

L

Raritan.
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Chs: KVM (VKC)

Note. to ensure proper operation attach audio devices to dient PC
prior to launching browser. If you haven't already done so, please
dlose then reopen your browser after attaching the avdio devices.

Flayback
Connect Playback Device

i ) |
[Pfl'l'l-a"y' Sound Driver - ]

Format:

[stereo, 16 bit, 44,100 Hz - ]

Recording
Connect Recording Device

|F‘rimary Sound Capture Driver - |

Format:

|stereu:|, 16 bit, 11,025 Hz . |

261
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KVM

(VKC)
( )
400
AKC  VKC .
>
1. _ Audio ( ) _ Audio Settings, ( )
_ Audio Settings, ( ) .
2. . - .t

Capture Buffer Size: miliseconds

milliseconds

Flayback Buffer Size:

262

KVM
- KVM .
»
1. _ Help, ( ) > About Raritan Virtual KVM Client, (
Raritan KVM )
2. _ Copy to Clipboard, ( )

_ Raritan



Ch 6 KVM

........................................................................................................ 263
.................................................................................. 263
AKC Microsoft .NET Framework ..........ccccvoveenmieniieiiiee e 264
AKC 264
AKC 265
AKC e 265

Active KVM Client (AKC) Microsoft Windows .NET® .

Java® Runtime Environment (JRE) Windows
Raritan Virtual KVM Client (VKC) Java
Runtime Environment (JRE), .

;

Raritan.

AKC CC-SG .
KC VKC

AKC VKC .

( URL
)
1 AKC ( AKC
( " AKC " p. 265))
1 AKC VKC . .
KVM (VKC) (p. 215),

KX 11l Remote Virtual KVM Client (VKC) Active KVM
Client (AKC) .
>
1. i . (Port Name),

_ Port Action ( ) .

263
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2. . Connect ( ).

Home > Ports

Port Access

"N A

Click on the individual port name to see all
0/ 4 Remote KVM channels currently in u:
H

View By Group | View By Search | Set &

2 Duminbibvn—m_Purt_Z
} - l
-, T e

(
"Port Action ( ) "p. 20),
AKC Microsoft .NET Framework
KVM (AKC) Windows .NETR 3.5, 40 45
AKC 35 4.0 .
AKC
Internet Explorer® Active KVM Client AKC
KX 11 .
AKC
T Windows XP®
T Windows Vista® 64
T Windows 7° 64
T Windows 8° 64
WINDOWS PC FIP AKC
Windows 7,
NET AKC NET
NET NET .
Windows XP® AKC
.NET 3.5 4.0 . NET
.NET
264 ) /e @
==Raritan.
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KVM

AKC

1 Internet Explorer® 8
IE 8

AKC

Internet Explorer,

;

AKC

Raritan.

Cookies

IP Cookie,

.. Trusted Sites Zone

Windows Vista®, Windows® 7
IP

Windows 2008

-

KX 1P

fi 0
Windows Vista®, Windows® 7
KX 11

-

Windows 2008

w L

AKC

( CC-SG)
Certificate Validation, ( AKC

f

L

1 CA
CA

CC-SG Admin Client
1.7.x

L

(

L

Enable AKC Download Server

Active KVM Client

)

JRE*®
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Ch7 KX 1l - KX Il End User
Help
........................................................................................................ 266
..................................................................................... 266
........................................................................... 267
............................................................................................. 267
.................................................................................. 267
...................................................................... 270
........................................................................... 274
USB e 275
KX L 276
Reset ( ) KX e, 277
KX I .
| 2
1. _ Port Name, ( ) _ Port
Action, ( )
2. _ Port Action, ( ) _ Connect, ( )
=V=- : 266
=&=Raritan
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KX - KX Il End User Help

KX KX Il .
KX 1l .
KX 1 .
1600x1200@60Hz KX 1
o KX .
KX 1
1024x768@60 .
Supported KX Il Local
Port DVI Resolutions KX 1 DVI (
" KX Il Local Port DVI " p. 301),
( " " p. 330)
KX 1 . KVM
KX 1l
KX 1
GUI,
KX 1l . .
KX 1

i
i

Raritan.
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Ch 7: KXl - KX Il End User Help

KX I
> KX 1
1 Scroll Lock |
_ KX .
Local Port Settings, ( )
KX I .
GUI GUI 5
q ALT > 5 >
ALT
5 11
T ALT > 1 >
1 > ALT
11
GUI GUI ( )
q Scroll Lock
GUI 5( 2)
q ALT > 5 >
> 2>
ALT
5 ( 2) 5(
11)
1 ALT > 5>
> 1 > 1
> ALT
5( 11)

268 =i=Raritan.



Ch 7: KX 1l - KX 1l End User Help

GUI GUI (
bl Scroll Lock

Sun

Sun
Again
Props
Undo
Stop A
Front
Copy
Open
Find
Cut
Paste
Mute
Compose
Vol +
Vol -
Stop

Power

Sun® Microsystems
Sun

Ctrl + Alt + F2
Ctrl + Alt + F3
Ctrl + Alt + F4
Break a

Ctrl + Alt + F5
Ctrl + Alt + F6
Ctrl + Alt + F7
Ctrl + Alt + F9
Ctrl + Alt + F10
Ctrl + Alt + F8
Ctrl + Alt + F12

Ctrl+ Alt + *
Ctrl + Alt + +
Ctrl + Alt + -

269



Ch 7: KX - KX Il End User Help

32

Dominion KVM

Local Port ConnectKey

Stop Scan
DisconnectKey .

270

]
i
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