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L

KX Il Remote Console

(In the future, do not show this warning)
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KX 1 SSL

KX 1
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( ! " p. 9),
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Dominion® KX Il

Time & Session: i\ The certificate used to identfy the website is not trusted. The reasons P
December 16, 2013 07:08:17 Port Access are ksted below.
e Proceed at your own risk. N
: - |
| t isnot
Doyos - nue? The certificate Authority that issued ths certificate is not trusted.

The connection to this website is untrusted.
I The appication i being donnioaded from  site other than the one

| ' specified by the security certficate.
- Dowrioadng from "192.168.61.20"
: 1 5 Website: https://192. 168.61.20:443 - Expecting Raritan KvM"
ol y e ety &,m
d This appicaton wl be blodied in 8 future Java security Lpdate AR fle marsfest does not
contan the Permissions attrbute. Please contact the Publsher More Information Note to the Publisher: Secunty features to prevent -
therized redistrib of your Java wil cause ths .
f to be biocked In the future, See current Java
[ contrue || coce ] p about JAR Manifest entries for the changes that p
need to be made. |
i
;m: ::ewﬂ | 8 Dominion_KX3_Por MNote to users: For any questions, please contact the Publsher

Connected Users:
admn (192.168.51.75) i
43 min idle

adin (Lgcal Consgle) PSPl S P AR Y W Visit Java.com for more detads Chi]

who provided you with this applcation. ;

IE KX 11

Java® More Information

More Information View Certificate Details

~

i

. wizard

L

Tools > |nternet Options Internet
Internet Options Internet

Raritan.
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Corificots mport Wizerd S S —

&8/

v

Welcome to the Certificate Import
Wizard

Tovs wataed s you copy ceVcaes, cerhcate st
o, and certcate revocason

s from your dek 3o 4

A cervicate, which & ssusd by & cer¥icaton suthonty, &
s

Certécates
Use cortificates for er
R
wext> | [ concel
AutoCompiete
- Ao prer—|
B onwebvooes wnd suopevts matches | Corvicate rport Wasd T —
Fouds and Wb Shons Completing the Certificate Import
"7="] Feeds and Web Skes provide updated Wizard

¥

content from websites that can be
read in Intermet Explorer and other
rograms.

&

000 0060

The certhcate wll be imported after you ok Frsh.

You have seched the lowng settrgs:

Corsicate
Cmrserrferr Dedkcoier

Certificate Import Wizard

A -

Wizard

Internet Option

o

( OK)

=i=Raritan.



Ch 2:

2 KX I

KX I U

———
e e -

46 Googe - Windgws internet Explorer

Trusted Sites

RL Trusted Sites

o Favorites Delete Beawsing History... Ctrl+ Shifts Ded

InPrivate Browsing Crbe Shift-P
Diagnose Connection Problerms
Reopen Last Browsing Sessicn Intermet o.;.;i
InPrivate Fitering Seanty | Prvacy | Content | Connectons
InPrevate Fitering Settings

Select & 20ne 10 view or hange secunty setsngs
Pop-up Blocker 0 \/
SmartScreen Filter

trmrat et [EIDSETE]  Restcied
Manage Add-ons won
Trusted stes

Compatitalty View S The zore contans webanes

W mustnee 1o damage your @
Compatibdity View Settings your fles.

Yous harve websites i s zone.

Subscribe to this Feed. Securty level for s Tone.

Feed Discoves

Windows Update

Custom

Developer Tooks

o ‘
¢

Trusted sites

W T one il Use e 20ne's secunty settngs.

Send to Bluetooth Device...
OneNote Linked Notes

Add #is webste 1o the zone:
it/ A3 45 5651 A

(M:

IE Tools

Options Internet .
f 0

Trusted Sites

Trusted Sites

KX 11l URL Add

Close

Internet Option i

00000000 0O

i

Raritan.

Internet > Options

(N |
‘ o [ comcel
3 : - 0=‘>. Requre server verfcason (hos:) for o stes n s zore

__]

# You can add and remove webstes from s zone. Al webates 1

Internet

o ( OK)

Import

Internet

13
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Dominion® KX IlI

Time & Session:
December 16, 2013 07:08:17 Port Access
|| Security Waming

qr

Do you want to Continue?
The connection to this website is untrusted. r

[i\y The certificate used to identify the website is not trusted. The reasons
are isted below,

Prooeedalvell:mrdt.

The certificate Authority that issued ths certificate is not trusted.

The application is being downloaded from a site other than the cne

ol / secfied by the seaurity certficate.
: / !: s -Donrioadeg fiom éﬁmum
f 2 :
qf M= Y e—p'\mmmnmu;
L This appicason wil be biocked in 8 future Jova security updste 248 fle marifest does not
f Contan the Penmissons attrbute. Plesse contact the Publsher  More Informaton ot 5o thia Pabitbec: Seasity foakes b pravart
of your Java will cause ths ’
| e e (ST s
need to be made. .?
;m; b [ e Dominion_KX3_Por Note to users: For any questons, please contact the Publsher !
who provided you with this applcation.
Connected Users: 9
admin (192.168.51.75) I
43 min idle =
samn(geisonse) L ¥l gt 2 - Visit Java. com for more detads [[goee )
o IE KX I,
o Java® More Information .
o More Information View Certificate Details
. wizard .
1 ( n 1 n
11)

KX 1l

Microsoft .NET® /

KX

Security Warnings

Java Runtime Environment®

J

KX 1

L

Validation Messages

" "p.9)

> KX I

=i=Raritan.



A URL - http://IP-ADDRESS

A http://IP-ADDRESS/akc
KVM

IP-ADDRESS KX I
HTTPS
HTTP  IP
f o i o]

Ch 2:

Java Virtual KVM

Microsoft .NET Active
IP .
KX 11 DNS
HTTPS P
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KX I

.......................................................................................................... 16
KX I REMOLE CONSOIE e 16
KX IITLOCAl CONSOIE e 26
KX Il Remote Console KX Il Local Console Web
KX Il Remote Console
KX 1l Remote Console KX
11 KVM KX 111
KX 1l Remote Console KVM
. KX Il Remote Console KVM Virtual
KVM Client .
KX Il Local Console KX Il Remote Console
. KX 1l Remote

Console KX Il Local Console
1 Virtual Media
9 Favorites
1 Backup/Restore /
1 Firmware Upgrade
 SSL Certificates SSL
1

16
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Remote Console

Port Access

KVM

L L

Port Action Menu ( " " p. 20),

CIM CIM
Dominion-KX3_Port# Port# KX I

= =RC| ritan. ings | Security | Maintenance | Disgnostics

m Horne > Part Logeut

Time & Sexsion:
Decembar 05, 2013 142127 Port Access
m"i 35“"'_" " Click on the individual port name to see allowable operations.
z2ie 3 min :
T TR 0./ 4 Remote KUM channels currently in use.
Last Login: Dec 05, 2013 11:40:42
Device Information:
Device Home: Dominion KX-sampk:
P Addrese: 192 168.61.20 1 HOMI Targ=t DVIAHDMI up e
Firmware: 3.0.0 1365 . -
e 2 Deninion-K:2_Port2 DVIADWT up e
Hetwor LAK1 3 Low Coet DVH [PO20540016] Dushvi un [
Fowernt; on [T
Powerh off 4 Windows HP 5P Oeid up die
Configured /g Base 5 DP-Daminian-KXZ_Part13 OVIADP wn e
.‘ [ Derini eIl up e
Port States: 7 Domnion-Kx2_Port? Duakvi up e
353 Farts: up -
54 Poria: down 8 pe-ief-update Haot Avaiabk down die
413 Forts: e ] b KMBA4 80294 TerS TierDevics up e
{ 10 * ExE32.50-241-ler3 TierDevica up e
Connected Users: 1 ¥ KXBIZ-H1-14-Tiarl TiarDavica up e
’“;‘;"';I;?;‘I’J Enrd) -1 DCHS?mulatorPort2s e wn de
ndmin (152 168.32 165) 112 DEMSimulatorPork1?3 Dol up e
2 e 11-3 DCMSi Portiz7 eIl up e
11-4 DCMSImuazrPort3s e ] w e
Onling Halp . A
\ -1f5-pags 15 Rows per Page
ravorite Dovoos: I
J J
L
Port Number , Port Name ,
Status (Up and Down) [ ] Availability (Idle, Connected,
Busy, Unavailable, and Connecting) [, s

] .
Set Scan 32 KX

17

Raritan.
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Ch 3: KX 11

o]
KX 11
Port Access
. [ f 0
o)
Port Access
19 * 19
o]
(P) (S) .
CIM DCIM ADCI M (P) O
KVM .
KVM .
Connect .
Action
— .
=i=Raritan.
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View by Group ,

L

ame « Pos.

Port Access

Click on the indrvidual port name to see alfowable operations.
0/ 2 Remote KVM channels currently in use,

View By Port [NIRBHRGIN] View By Search | Set scan

4 Mo, Hame Type Status Mailabitaty

1 v WnPGeoup Daal Vides Pont Group
2 P prenary Deal VM Duat Feet F) w P
[ nIP-secondary DVMLOVI Duat Port (5) wp e
] > waldwivides Deal Vides Pont Greop

Y TN NN

2| Rows pwr Page[ Set |

s gl P gurnanid™ P P gt S T

View by Search .

(*) J L

Port Access Set Scan

L

Virtual KVVM Client

eV e

=& Raritan.

'

19



Ch 3: KX 11l

Port Access
Port Action

Home > Ports

Port Name

Port Action

L

Port Access

Click on the individual port name to see¢ allowable operations.
0/ 4 Remote K\VM channels currently in use.

Wiew By Part|| View By Group | View By Search | Set Scan

1 HOMI Target

2 = _Port2
3 PQ20540016]

Windows XP SP3

1 Connect d

4
Lo W ool il T pgt et e o g

KX 1l Remote Console Virtual KVM Client |

KX 11l Local Console

L

KX Il Local Console .

L

KX 1l Remote Console

Switch From

L

20

o} KVM

KVM

Virtual KVM Client

=i=Raritan.
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KX 11l Local Console

Home > Ports

Port Access

:

Click on the individual port name to see allowable operations.
1/ 4 Remote KVM channels currently in use. /
4
View By Port|| View By Group | View By Search | Set Scan
Switch From HDMI Target
Connect
3 Low Cost DVM [PQ20540016] . o
A |D.'.'.'-\- qm v‘- J— I i r o
Disconnect
9 Disconnect o) Virtual
KVM Client

L

KX Il Local Console

Home = Ports

1
4
Port Access :
Click on the individual port name to see allowable nperat:‘nns.f
1/ 4 Remote KVM channels currently in use. N

View By Port | View By Group | View By Search | Set Scan

Dominion-KX2_Port? ,

- —t i, Y 4.—...--‘-!
Py ey Ly

21
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Power On

Power Off

Power Cycle

=i=Raritan.
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KX I

(Time
& Session)

Your IP IP

Last Login

Under CC-SG
Management
CC-SG

Device Name

IP
Firmware

Device Model

Powerinl
1

Description
Username
KX I IP
KX 1 CC-SG
IP .
KX 1
KX 1 IP .
KX 1
KX 1
1

KX 1

L

CC-SG

23
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Ch 3: KX 11l

Description

Powerin2
2

Configured As
Base or Configured
As Tiered

Port States KX I

Connect Users

Online Help

Favorite Devices

FIPS Mode FIPS FIPS

KX Il1
KX I
P
KX I
EnabledSSL FIPS
FIPS

=i=Raritan.
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|

|

|

|

Port States:

359 Ports: up

54 Ports: down
412 Ports: idle

1 Port: connected

Connected Users:

admin (192.168.32.172)

RC 1 min idle

Online Help

Favorite Devices:

R o —---" —

B

Ch 3: KX 11l

-

KX

KX 11

= =4 =4 V

Page Up

Page Down

L

25
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Ch 3: KX 1l

KX Ill Local Console

KX Il Local Console KX Il Remote Console

L

Local Console KX Ill Local Console -
KX 1l End User Help ( "KX 1l Local Console - KX
Il End User Help " p. 261),
—~= oo .
=&=Raritan.



Ch 4 KX I

KX I KX 1
KX I

J L

KX Il Remote Console / Local Console

KVM KVM
Remote Console Local Console

L

KX Il

KX I Raritan

QSG
(p. 30)
KX Il Boot Up LED (p. 33)
VGA (p. 35)

(p- 42)

= =4 -4 -2
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Ch 4: KX I

KX 1l 19" 1U (1.75", 4.4cm)
Raritan .
1. .
2. KX 1
3. KX 111 .
4,

KX I

KX I

=i=Raritan.
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Ch 4: KX 1l

5.
admin
Password raritan
KX 1l .

IP address 192.168.0.192.

Y 3F

9
TCP Port TCP 5000
TCP Port 5000 KX 11,

KX 1 TCP .

TCP Port 443
TCP 443 HTTPS
KX 11,
29
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TCP 80

TCP 80 HTTP
HTTPS,

HTTP

KVM

( " KX

Raritan

USB

CIM

D2CIM-VUSB
D2CIM-DVUSB
D2CIM-DVUSB-DVI
D2CIM-DVUSB-HDMI
D2CIM-DVUSB-DP

= =4 -4 —a -

KX I

KX Il
" p. 294) KX Il

(p. 30) .

CIM

]

S

ERaritan.

{



i
i

Raritan.

Ch 4: KX 1l

Windows 7 Windows Vista

= =

f
f
f

Windows 7° Windows Vista®

Mouse Motion Speed .

Enhanced pointer precision .

Animate controls and elements inside windows

Animate windows when minimizing and maximizing

Fade or slide menus into view
Fade or slide ToolTips into view

Fade out menu items after clicking

Windows XP, Windows 2003, Windows 2008

>

= =

Windows XP¢ Windows 2003° Windows 2008°

Mouse Motion Speed
Enhance pointer precision

Snap To

L

Use the following transition effect for menus and tooltips

L

Windows 2000

Windows 2000°

Acceleration None

L

Mouse Motion Speed

Use the following transition effect for menus and tooltips

L

31



Ch 4: KX I

Apple Mac
> Apple Mac®
MAC® KVM
CIM, CIM
(CIM) (p. 296),
KX Mac USB .
oS X .
1. Raritan KVM Client .
2. USB > > Mac 0S-X (10.4.9
)
3. KX 1 f 0O(Device SettiofndPodYyt>n
Configuration) Port .
4, f usB o
5. i Ma c -X@18.4.9) 0 Add
6. i Ma c -X@18.4.9) 0 .
Preferred Profile .
7. i Ma c -XQ18.4.9) 0
f 0 Set Active Profile As
Preferred Profile
i OK .
Linux
> Linux®
i Mouse Acceleration
1 Threshold 1, xsetmouse
11, .
—

{

ERaritan.



Ch 4: KX 1l

Sun Solaris
> Sun® Solaris®
bl Mouse Acceleration 1 Threshold
1,
1 VGA .
IBM AIX
> IBM AIX®
i Style Manager Mouse Settings
Mouse acceleration 1.0 Threshold

ISPV Vv S Uevveee

M i FL

A.
>
1. KX 1l .
2. KX 111
KX Ill Boot Up LED
KX 1l LED

1

A LED

A LED
1

A LED

A LED

33
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Ch 4: KX I

A LED
B.
KX 1 Ethernet
LAN1
KX 1l
IP .
>
1. Ethernet LAN1
2. KX 11l Ethernet
a. Ethernet LAN2
b. KX 1 Network Configuration
Automatic Failover .
C.LOCAL USER Local Console
>
1 uUsB KX I
KX 11l Local User
D. DVI-D Port
DVI DVI
Raritan T1700-LED DVI .
DVI-D VGA VGA

]

=
2o~

{

LAN2
Ethernet
Ethernet
Local User
KX 11,

Raritan.
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DVI
1024x768 .
> DVI
1. USB KX 1 Local User
2. DVI KX DIV-D .
3. DVI DVI DVI .
VGA
> VGA
1. USB KX 11 Local User
2. DVI-D VGA KX 111 DVI-D
3. VGA DVI-D VGA
VGA .
DVI-D VGA KX, Raritan Sales
E. KX 1l
> KX I
1. CIM , .
2. Cat5/5e/6 CIM KX 1 .
F.
(p- 121,

http://www.raritan.com/help/kx-iii/v3.0.0/en/index.htm#33184)

35
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Ch 4: KX I

KX 1
Local Console KXl
IP .
KX 11 IP
Local Console KX 11l Remote Console .
Java® 1.7 ) Microsoft .NET® 3.5
KX 11,
KX I .
>
1. admin raritan . f
o(Lagin)
2. raritan .
64 .
3. Apply OK .
IP KX I
> IP KX I
1. Device Settings > Network . Network
Settings .
2. KX I .
32
3. IPv4, IPv6  DNS .
IPv4
1. IPv4 IPv4
a. IP Address IP . IP
192.168.0.192,
b. Subnet Mask . 255.255.255.0,
C. IP Auto Configuration [P
None Default Gateway .
«
==Raritan.
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d. IP Auto Configuration IP
DHCP Preferred DHCP Host Name DHCP .
e. IP Auto Configuration 1P .
A None (Static IP) [ IP] &
KXl P
Ethernet /
. KX 1l
1P .
A DHCP & Dynamic Host Configuration
Protocol DHCP IP
DHCP .
DHCP Preferred host name
DHCP 63 .
IPv6 / DNS .
IPv6
IPv6 IPv6 IPv6
a. IPv6 IPv6,
b. Global/Unique IP Address / IP .
KX 1 1P .
c. Prefix Length . IPv6 .
d. Gateway IP Address IP .
e. Link-Local IP Address - IP .
. Read-Only
f. ZoneID ID ., . Read-Only
g. IP auto configuration IP
A None (Static IP) | IP] o
KXl P
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38

Ethernet /
KX I
IP

L

IP auto configuration IP None
Global/Unique IP Address / IP , Prefix Length
Gateway IP Address IP

IP

L

A Router Discovery ) IPV6
Global Unique Local
Link Local

DNS
DNS

DHCP Obtain DNS Server Address DNS
Obtain DNS Server Address Automatically
DNS . Obtain DNS Server Address
Automatically DNS DHCP
DNS

L

Use the Following DNS Server Addresses
DNS DHCP
DNS

L

Use the Following DNS Server Addresses
DNS . DNS
DNS DNS

DNS

L

a. Primary DNS Server IP Address DNS IP
b. Secondary DNS Server IP Address DNS IP
OK

L

KX I

L

fi o(Device Settiof®eyt>h
Configuration) Port Name

L

]

S

ERaritan.
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KX I
KX 1

Power Supply Setup
Powerln2 Auto Detect

Ch 4: KX 1l

L

Powerlnl

L

>
1. A O(Device Settiofd®Powerfi Suppl y
Power Supply Setup .
2.
Powerlnl Auto Detect 1 .
3.
Powerln2 Auto Detect 2 .
4. oK .
LED
/
LDAPS SSL .
>
1. A O(Device Settion(gbsat edfiTi me)
Date/Time Settings / .
2. Time Zone .
3. Adjust for daylight savings time
4,

A User Specified Time

L

hh:mm

0

User Specified Time

24

39
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A Synchronize with NTP Server NTP o}
Network Time Protocol (NTP) .
5. Synchronize with NTP Server NTP
a. Primary Time Server IP .
b. Secondary Time Server IP .
Network Network Settings
DHCP NTP DHCP P
Override DHCP NTP IP .
6. OK .
CC-SG
CommandCenter Secure Gateway KX I CC-SG
CC-SG KX 1 KX 1
LDAP/LDAPS RADIUS .
CC-SG .
CC-SG CommandCenter Secure Gateway
, CommandCenter Secure Gateway
Deployment Guide Raritan

http://www.raritan.com

KX
. LDAP/LDAPS RADIUS,

Microsoft Active Directory

Microsoft® Active Directory® LDAP/LDAPS

LDAP/LDAPS KX . Microsoft Active Directory

IAS (Internet Authorization Server) Microsoft Active Directory
RADIUS .

— .
==Raritan.
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KX Il Remote Console

Microsoft NET® / Java Runtime Environment®

J

KX I .

> KX I
1.
2.

A URL - http://IP-ADDRESS Java Virtual KVM

A hitp://\IP-ADDRESS/akc Microsoft NET  Active

KVM
IP-ADDRESS KX I IP .
HTTPS KXl DNS

3. HTTP IP HTTPS IP .
4. . A o(Lqgin)
KX 1l Port Access KX I )

KX
>
1. KX 11l Port Access Port

Name . Port Action .

Port Access i

Click on the individual port name to see allowable operations. :
0/ 4 Remote K\VM channels currently in use. ’

Wiew By Part|| View By Group | View By Search | Set Scan

1 Dominion_KX3_Port1
2 DP- ort13 d
3 Dominien-KX2_Pol i
o b AbfiadiwE KP SPI et b I L e )
2. Port Action Connect . KVM
L
41
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> KVM
1. KX 111 /A0,
2. fi o .
3. f o} f 0
Port Access
Click on the individual port name to see 3
1/ 4 Remote KVM channels currently in y
Wiew By Port | View By Group | View By Search | &
& Mo Name
Switch From Windows XP SP3 -
Connect N )
Dominion-KX2_Port3
4 Windows XP SP3
iad 5 DominionX2-PorS .. e o4
>
1
AoQ
T KVM
/ .
L
KVM .
L
Sun
DCIM-SUSB
> DCIM-SUSB
1. Sun® Text Editor

=i=Raritan.
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2. Num Lock Ctrl
Del A CIM / qQ
Caps Lock CIM Layout Code Change
Raritan Computer, Inc.Current keyboard
layout code =22h (US5 UNIX)
3. 31 . Enter |
4, . DCIM-SUSB .
5. .
SSL
Raritan KX I SSL .
Java® .
Java KX 11 .
SSL SSL (p. 161),
PDU
KXl Raritan PX RPC PDU
. D2CIM-PWR KX 1,
PX RPC KX 1 KX
11 Powerstrip .
Power .
Powerstrip KX 11
PDU, Powerstrip
KX 1l KX 1l PDU,
Raritan PX PX,
Powerstrip ) .
1
A Name
A Model
A
43

;
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A
A
A
A
A
1
A 0 .
A State ) .
A 0 , .
A 0 .
Powerstrip Powerstrip
KX 1l .
. KX 11 Powerstrip Device
No powerstrips found .
Home » F awerstip -

Operation completed successfully.

Powerstrip Device

Powverstrip: | rk-power W Refresh

ame: Model: Temperature: CurrentAmps Maximps: Woltage: Powerlmiatt Poweerin®d &
rk-poweer PCRE 29 °C o oA TENY 3w 0% A

AL

Associations

MMM Daminion__Port8
Outlet 2 on _on |_off || cyele |
Outlet 3 on _on || off || cycle |
Outlet 4 on _on || o || cycte |
Outlet 5 on _on || off || cycte | Dominion_Port2
Outlet & on _on | _off || cyce |
Outlet 7 on _on || off || cyele |
Outlet & on _on | _off || cycle |

M

S O T N I e N N

1. Power Powerstrip

=i=Raritan.
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2. Powerstrip PX PDU
3. Refresh .
4, On .
5. OK Power On .
on .
>
1. off .
2. OK . Power Off OK
3. Power Off OK .
off .
>
1. Cycle . Power
Cycle Port .
2. OK . .
3. . OK .
45

oy
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USB

KX 111 KVM Raritan
BIOS UsSB .
Generic KVM
Linux® Mac
OS X°®
BIOS
BIOS .
UsB KX Il Remote Console KX Il Local Console
Device Settings Port Configuration Port
KVM KVM
Virtual KVM Client .
Windows® Generic
BIOS BIOS
KVM Raritan
UsSB Raritan .
CIM
USsB CIM,
CIM (CIMm) (p.
296),

]
i
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USB

BIOS Dell® PowerEdge®
1950/2950/2970/6950/R200

BIOS Dell OptiPlex ©

BIOS Dell Optiplex 790

BIOS Dell Optiplex 790

i

Raritan.

uUsB
KX 11 USB . Raritan

Description
Dell PowerEdge 1950/2950/2970/6950/R200 BIOS

Generic Dell PowerEdge
1950/2950/2970/6950/R200 BIOS,

A
Dell OptiPlex BIOS

D2CIM-VUSB Dell OptiPlex BIOS
. D2CIM-DVUSB Generic

A Optiplex 210L/280/745/GX620 D2CIM-DVUSB

Generic
A USB (12 MBps)
A

BIOS Dell Optiplex 790
A USB
A USB (12 MBps)
A
A CD-ROM

BIOS Keyboard Macros Dell Optiplex 790
A .
A CD-ROM

47
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USB
BIOS DellPowerEdge

BIOS ASUS P4C800
Motherboard

BIOS Generic

BIOS HP® Proliant® DL145

Description
Dell PowerEdge BIOS

D2CIM-VUSB Dell PowerEdge BIOS
. D2CIM-DVUSB Generic
A PowerEdge 650/1650/1750/2600/2650 BIOS USB
CD-ROM

A PowerEdge 750/850/860/1850/2850/SC1425 BIOS
D2CIM-DVUSB Generic

A BIOS BIOS Dell PowerEdge
1950/2950/2970/6950/R200  Generic
PowerEdge 1950/2950/2970/6950/R200

A USB (12 MBps)
A E
A
Asus P4C800 BIOS
boot,
A USB (12 MBps)
A CD-ROM
BIOS Generic
Generic BIOS
USB .
A USB (12 MBps)
A E
A CD-ROM

HP Proliant DL145 PhoenixBIOS

HP Proliant DL145
PhoenixBIOS,

—— 8
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USB Description
A USB (12 MBps)

BIOS HP Compag® BIOS HP Compaq DC7100/DC7600

DC7100/DC7600 HP Compaq DC7100/DC7600
A CD-ROM

BIOS IBM ThinkCentre IBM Thinkcentre Lenovo BIOS

Lenovo BIOS IBM® Thinkcentre
Lenovo 828841U .
A USB (12 MBps)
A CD-ROM

IBM BladeCenter H with D2CIM-VUSB D2CIM-DVUSB

Advanced Management .

Module
A CD-ROM

BIOS Lenovo ThinkPad T61  BIOS Lenovo ThinkPad T61 BIOS Lenovo ThinkPad X61
& X61

T61  X61 .
A USB (12 MBps)
Generic Generic USB KX3 .
Windows 2000° ,  Windows XP°® S
Windows Vista® .
A
HP Proliant DL360/DL380 G4 HP Proliant DL360/DL380 G4 (HP SmartStart CD)
(HP SmartStart CD) HP SmartStart CD HP
Proliant DL360/DL380 G4 .
A USB (12 MBps)

A E
HP Proliant DL360/DL380 G4 HP Proliant DL360/DL380 G4 Windows 2003 Server

49
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USB
Windows 2003® Server

Linux®

BIOS Mac®

MAC OS X® 10.4.9

RUBY Industrial Mainboard
(AwardBIOS)

Supermicro Mainboard
Phoenix (AwardBIOS)

Description

HP SmartStart CD Windows 2003 Server
HP Proliant DL360/DL380 G4

A USB (12 MBps)
Linux

Linux
SUSE Linux Enterprise Desktop

Redhat Enterprise Linux,

L

A E
BIOS Mac
Mac BIOS,
A E
A CD-ROM
usB Using the Mac Boot
Mouse Modes ( " Mac Boot Menu
"p.52) Mac Boot
MAC OS X® 10.4.9
Mac OS-X .
A CD-ROM

RUBY Industrial Mainboard (AwardBIOS)

Phoenix/AwardBIOS v6.00PG
RUBY-9715VG2A

L

A USB (12 MBps)
A CD-ROM
Supermicro Mainboard Phoenix AwardBIOS

Phoenix/AwardBIOS Supermicro

—— 8

"\
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uUSB

Suse 9.2

Troubleshooting 1

Troubleshooting 2

Troubleshooting 3

Use Full Speed for Virtual
Media CIM

CIM

Raritan.

i

Ch 4: KX 1l

Description
A CD-ROM
SUSE Linux 9.2
SuUSE Linux 9.2 .
A E
A USB (12 MBps)
Troubleshooting 1
A
A (Type 1)
A USB (12 MBps)
A CD-ROM
USB .
Troubleshooting 2
A (Type 2)
A
A USB (12 MBps)
A CD-ROM
USB .
Troubleshooting 3
A
A (Type 2)
A USB (12 MBps)
A CD-ROM
USB .
Use Full Speed for virtual media CIM CIM

Full Speed for Virtual Media CIM

CIM KX3 .
USB BIOS,

51
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USB Description
A USB (12 MBps)
Use Full Speed for Keyboard Dual-VM CIM uUsSB
and Mouse USB Full Speed . USB
A UsB UsB (12
MBps)

Mac Boot Menu

USB Mac Boot Menu
BIOS .
>
1. Mac Option Boot
2.
Single Mouse .
3. Boot OsS X Single Mouse

Absolute Mouse

L

52

]
i
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KVM
KX 1l USB KVM KVM
KVM . Device
Settings Port Configuration Port s
KX 11l Remote Console ProductName Local Console KVM
USB

L

L

Virtual KVM Client (VKC) .
USB Profile USB > Other Profiles

KVM USB KVM
. Virtual KVM Client
(VKC) USB Profile USB USB .
KVM USB USB

(p. 113),

KX 1 .
. . KX I LDAP/LDAPS
RADIUS .
KX I .

Description

Admin .
. Admin
Admin .
Unknown LDAP/LDAPS RADIUS
. LDAP/LDAPS
RADIUS

Unknown .
Individual i Q
Group .

@ .

53

Raritan.
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KX 11 254 . KX 254
RADIUS LDAP/LDAPS
i 0 fi 0
L ﬁ 0 J
>
i fi > 0 f 0
Homa » Usad Managemast » G Loge
User Group List 3
alirknorwme
r rmarksting
r ety
Aierin
| r*‘"'h"'_ e oo e o o et mndi _._..A.ﬁ—-l__.‘-nﬂl.hndl‘\*_\‘.

KX I

L

=i=Raritan.
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>
1. User Management > Add New User Grou
User Group List
2. Group Name
3. .
4. .
(p. 57),
5. IPACL IP . 1P
KX I .
IP (p. 58),
6. OK

Homs = Lk Management = Sroup

Groap

Group Mame *

T Permissions

avice Accaes While Under CC-5G Management
Davice Setlinge

Magnoatica

Maintenanca

PL-Share

Sacurity

Uaer Managema nt

{
%
t
{
e — J
5 ;
. p
| {

* Pori Permissions

-

Rule & Starting IP Ending I# Action !__

ACCERT -

{
| Append || Insert || Replace || D= lete | J
§

“

==

== Raritan.

{

p
Add

64
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Description
Device Access CC-SG KX I Local
While Under Access
CC-SG P
Management ’
CC-SG '
CC-SG KX 1
. KX I
Admin .
J / J
5 SNMP ,
J J plng J
, KX
PC-Share PC .
KX 1
PC
SSL , VM PC ,
IP ACL,
(LDAP/LDAPS/RADIUS), .
KX 1

{

ERaritan.
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Deny

Deny

View

Control

KVM

Deny

Read-Only

Read-Write

Deny

Access

=i=Raritan.

Deny

Control

19

L

URL
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KX 1
Port Access

>
1 . @
2. Group Name Group .
4. OK .
IP
IP F 9 IP
KX IlI®
KX I IP .
P
KX I IP 127.0.0.1°
Group IP ACL , ,
IP

¥ IP ACL

Rule = Starting IP Endling IP Action

| I I || sccerr v

0K Cancel

bl e \MJ"““\.\__’H e SRR S R T N F

Append | Insert | Replace Delete | ’
<

>
1. Starting IP IP P .
2. Ending IP = P
3.
A Accept ) Accept IP KX
mo
="

{

ERaritan.
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A Drop 6} Drop IP KX 1l
4. Append . .
>
1. (#). Insert .
2. Starting IP P Ending IP P
IP IP .
3. Action .
4. Insert .
>
1. .
2. Starting IP IP Ending IP IP
IP IP .
3. Action .
4. Replace . .
>
1. .
2. Delete .
3. OK .
ACL ) T v?e
ACL 3 Dominion 9

Rule 1, Starting IP = 192,168.50.1, Ending IP = 192.158,55,255, Action = ACCEPT

Rule 2, Starting IP = 0.0.0.0, Ending IP = 255,255.255,255, Action = DROP

59
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Admin .
>
1. Group .
2. Permissions .
3. Port Permissions .
. (p. 57),
4. IPACL IP . IP
KX 1l . IP (p. 58),
5. OK .
>
- B <unknown>
9
User Group User List
1. Group Name
2 f qQ
3. OK .
Users
KX 1, KX 1
254 .
KX 1l

Port Access

60

uj
iy
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KX 1
User
Security Settings
. (p. 150),
>
1. A 0(User Management()Ad>di New User)
User List Add .
2. Username 16 .
3. Full Name 64 .
4. Password Confirm Password
64 .
5. User Group .
User Group
Individual Group .
(p. 58),
6. A0 . A o

61
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KX I
User List )
. . User
List ) .
KX 1
. (p. 63) KX I (
" KX I " p. 63),
(p. 62),
>
i A 0(User Managemedn(tUsexi Li st)
User List .
P & Username Full Hame User Group Jj
admin Admin Admin J
) 32 I!cwr_rzﬁrl—'ngnﬂ[-/ {
j«-sa'| U::‘f_L el ol o S PR & -,I — PP Ve / ”~ ../__../
User By Ports
. 2
/ .
T Port Number o)
 Port Name
Port Name

Local Console

Remote Console,

62
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1 Username o)
I Access From

i Status o]

>

T User Management

User by Port

Ch 4: KX 1l

> User by Port

L

KX
I,
KX 1,

KX 1 (p. 63) .
>
1. User Management > User by Port

User by Port .
2. .
3. Disconnect User from Port
4. OK .
5. .

KX I
KX I
. (p. 63),

> KX I
1. User Management > User by Port

User by Port .
2. .
3. Force User Logoff .
4. Logoff User OK .

63
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>
1. User Management > User List
User List .
2. User List .
3. . User .
4. User . (p. 61)
User .
5. Delete . .
6. OK .
/ .
. /
KX 1l
KX 1
Port Access
Authentication Settings KX 11

[8

2o~

{

Raritan.

LDAP/LDAPS RADIUS
(2
1. A > 0 f 0 .
2. , LDAP/LDAPS RADIUS |
LDAP LDAP RADIUS
RADIUS .
3. i o) .
4, LDAP/LDAPS LDAP
f o] LDAP



i

Raritan.
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5. RADIUS RADIUS
fi 0 RADIUS .
6. Ao .
>
i f o .
LDAP/LDAPS

Lightweight Directory Access Protocol (LDAP/LDAPS)

TCP/IP . LDAP/LDAPS
TCP 389 LDAP .
Microsoft Active Directory LDAP/LDAPS .
> LDAP
1. User Management > Authentication Settings
Authentication Settings .
2. LDAP LDAP .
3. > LDAP LDAP .,
4, Primary LDAP Server LDAP
LDAP/LDAPS IP DNS 256
. Enable Secure LDAP LDAP
Enable LDAPS Server Certificate Validation LDAPS
DNS LDAP CN
5. Secondary LDAP Server LDAP
LDAP/LDAPS P DNS 256 .
Enable Secure LDAP LDAP
DNS . Primary LDAP Server LDAP
6. LDAP .
7. LDAP/LDAPS .
A Generic LDAP Server LDAP .
A Microsoft Active Directory, Active Directory Microsoft
Windows LDAP/LDAPS .
65
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8. Microsoft Active Directory Active Directory Domain
Active Directory acme.com, Active Directory
9. User Search DN
LDAP 64

L

cn=Users,dc=raritan,dc=com

L

L

10. DN of Administrative User

64 LDAP

L

cn=Administrator,cn=Users,dc= testradius,dc=com

L

[8
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11. Distinguished Name for the Administrative User

Secret Phrase

L

Phrase

Confirm Secret
128

L

Authentication Settings

.O Local Authentication
@ LDAPF
.f_:;. RADIUS

¥ LDAP

[~ Server Configuration

Primary LDAP Server

1152.168.59.187

Secondary LDAP Server {optional)

1192.168.51 214

Type of BExternal LDAP Server
| Microzoft Active Directory % |

Active Directory Domain

|testradius LCOm |

User Search DH
|-:n=users,dc#estradius,dcm:u:um |

OH of Administrative User {opticnal)
|cn=.&dministratu:ur,cn=users,du:=testrac|

Secret Phrase of Administrative User

Confirm Secret Phrase

LDAP/LDAP
12. SSH

Enable Secure LDAP LDAP

. Enable LDAPS Server Certificate Validation

LDAPS
KX I LDAP/LDAPS

L

13. Port 389

L

L

14. Secure LDAP Port LDAP

LDAP

Secure Sockets Layer (SSL)

L

LDAP TCP

636,
Enable Secure LDAP

L

67
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15. Enable LDAPS Server Certificate Validation LDAPS
CA
. CA
Enable Secure LDAP LDAP

L

Enable LDAPS Server Certificate Validation

LDAPS CA
16. CA . q] LDAPO
. LDAP
Base64 X-509 CA . A 0
. LDAP/LDAPS
KX I

—LDAP / Secure LDAP
[:] Enable Secure LDAP

Port
389
Secure LDAP Port

Enable LDAPS Server Certificate Validation

Root CA Certificate File

m
(U

Upload

.

Note: Reboot device after certificate file is uploaded.

LDAP
17. LDAP KX I
KX 11 Authentication Settings
. LDAP Login for testing
Password for testing .
KX I LDAP
Test

L L

LDAP

=i=Raritan.
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—Test LDAP Server Access

Login for testing

|

Password for testing

f

\

Test |

Active Directory

KX I Active Directory”® (AD) KX 11
. AD Active Directory
. AD KX 1
AD .
Raritan AD
Active Directory F KX I
9 LDAP AD LDAP/LDAPS 9
> KX I AD
1. KX 1l
KVM_Admin KVM_ Operator .
2. Active Directory
3. AD KX 111 .
4. KX 1l AD . LDAP/LDAPS
(p. 65),

i

Raritan.
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1T KX < >
Active Directory .

i Active Directory KX 1

KX < > .

1
msRADIUSCallbackNumber,

bl Microsoft Global Groups

Domain Local Groups .
LDAP/LDAPS

Remote Authentication Dial-in User Service (RADIUS)

AAA (authentication, authorization, and accounting) .
> RADIUS
1. User Management > Authentication Settings
Authentication Settings .
2. RADIUS RADIUS .
SRR * RADIUS RADIUS .
4. Primary RADIUS Server RADIUS Secondary
RADIUS Server RADIUS
IP 256 .
5. Shared Secret
128 .
KX 1 RADIUS
6. Authentication Port 1812
7. Accounting Port 1813 .
8. Timeout 1
KX I RADIUS
9. Retries 3 .
KX 1 RADIUS .
—Y—

{

ERaritan.
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10. Global Authentication Type
A PAP & PAP . PAP

A CHAP & CHAP . CHAP
PAP

Home * Uzar Management » Authentication Settings

Authentication Settings

() Local Authentication
O LDAP
@ RADIUS

= LDAP

Primary RADIUS Server

Shared Secret

Authentication Port
1812

Accounting Port

Timeout {in seconds)

o
=
w

Retries

@

Secondary RADIUS Server

Shared Secret

Authentication Port

Accounting Port
1813

Timeout (in seconds)
1

Retries
|

Global Authentication Type

0K Reset To Defaults Cancel

71
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Cisco ACS 5.x for RADIUS

Cisco ACS 5.x KX I RADIUS
Cisco ACS 5.x .
Cisco .
Cisco .
T KX AAA d Network Resources
> Network Device Group > Network Device and
AAA Clients AAA
T / 0 Network Resources > Users and
Identity Stores > Internal Identity Stores
> Users
) CHAP d Policies > Access
Services > Default Network Access
i 0 Policy Elements
Authorization and Permissions > Network Access
> Authorization Profiles
A Dictionary Type RADIUS-IETF
A RADIUS Attribute RADIUS Filter-1D
A Attribute Type String
A Attribute Value Raritan:G{KVM_Admin}
KVM_Admin Dominion KVM
i 0 Policy Elements
Session Conditions > Date and Time
bl / d Access Policies
Access Services > Default Network Access

>Authorization

]
i
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RADIUS
RADIUS KX 1l /
RADIUS RADIUS FILTER-ID
. FILTER-ID
Raritan:G{GROUP_NAME} GROUP_NAME

L

Raritan:G{GROUP_NAME}:D{Dial Back Number}

GROUP_NAME Dial Back
Number KX 1 .
RADIUS
KX I RADIUS RADIUS

Access-Request (1)
NAS-Port-Type (61) VIRTUAL (5),

NAS-IP-Address (4) KX 1l P
User-Name (1)
Acct-Session-1D (44) ID

User-Password (2)

Accounting-Request(4)

Acct-Status (40) Start(1) 6 .
NAS-Port-Type (61) VIRTUAL (5),
NAS-Port (5) 0,
NAS-IP-Address (4) KXl 1P .

User-Name (1)

Acct-Session-ID (44) ID

Accounting-Request(4)

73
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Acct-Status (40)
NAS-Port-Type (61)
NAS-Port (5)
NAS-IP-Address (4)
User-Name (1)
Acct-Session-ID (44)

Stop(2) 6

L

VIRTUAL (5),
0

L

KX I P

=i=Raritan.
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,-// —-\\
\ User logs in |
0 >
X
/”/«{ \\\
" IsRemote -
No < Authentication /\,) Yes
. Enabled?
< b v
e -2 N
=l ~
v it Is.Re!note .
A <___ Authentication Server -
> > No “~__ reachable? -
\ -..\N///
No
Yes
b 4
SR = e
/,./ S b
- S -
_—Is User authenticated\--\) _~Is User authenticated .
. inlocal database '7/ “~._in remote database ?
B _ — =
.\\.“ ’/,,./ \\M //
) Yes Yes A
J//-_ .\\.
> <
\__/
A 4
User allowed
No
\ 4
User denied

Raritan.
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> KXl

1. fi 0(User Managemeon(tQh a>nfig e
Change Password

L

Password)

2. Old Password .
3. New Password . Confirm New
Password . 64
4, oK .
5. . OK .
. (p. 152),

Home = User Management * Change P asaward

Change Password

Old Password

Hew Passwordd

Confirm Hew Passwori

OK | Cancel

° =i=Raritan.
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i

Raritan.

Network Settings KX 1 IP
LAN

None o} P KX 1

DHCP o6 DHCP IP

Device Settings > Network Network

Settings

L

L

Network Basic Settings
" "p. 77),

LAN Interface Settings LAN
(p. 81),

OK

LAN

Reset to Defaults

Network Settings P
« "p.77) L

P

Device Settings > Network Network
Settings

KX I 32
IPv4 IPv4

a. IP Address [P P
192.168.0.192,

77



78

Ch 4: KX I

o

—h

Subnet Mask .
255.255.255.0,

IP Auto Configuration IP

None

L

Default Gateway

IP Auto Configuration I[P

DHCP

Preferred DHCP Host Name DHCP
DHCP

L

IP Auto Configuration IP .

None (Static IP) [ IP] o

L

DHCP o
Protocol

Prefe

DHCP

KX 11 IP

L

Dynamic Host Configuration
DHCP IP

DHCP
rred host name
63

IPv6 IPv6 IPv6

DHCP

L

IPv6 .
Global/Unique IP Address / IP

/

IP KX I P .

L

Prefix Length . IPv6

L

Gateway IP Address P IP

L

Link-Local IP Address - IP .

Zone ID
IP

None

ID

L L

Auto Configuration IP .

o} P P
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IP auto configuration IP None
Global/Unique IP Address /
IP , Prefix Length Gateway IP Address
IP IP .
A Router Discovery ) IPV6
Global Unique Local
Link Local .
DHCP Obtain DNS Server Address
DNS Obtain DNS Server Address Automatically
DNS . Obtain DNS Server Address
Automatically DNS DHCP
DNS .
Use the Following DNS Server Addresses
DNS DHCP
DNS .
Use the Following DNS Server Addresses
DNS . DNS
DNS DNS
DNS .
a. Primary DNS Server IP Address DNS IP
b. Secondary DNS Server IP Address DNS IP

OK

L

79
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LAN (p. 81) Network Settings

LAN Interface Speed & Duplex LAN

Autodetect (autonegotiator) [ ]
. KX 1l LAN
Interface Speed & Duplex KX Il LAN 100
Mbps/Full Duplex
. ( " "p.77) .

Basic Network Settings |

Dewice Harme ©

e k232
rIPvd Address:
P Acliress Subnet Mask
[152.168 51 55 [2s5255 2550
Default Gateway ) Preferied BHCP Host Hame
[19216851.126 | |

I Aute Configuration
[DHCP ]|

r [] IPv6 Addreas

Glolkal Unigue 1P Address Predis Lendgth
Gateway IP Address

Linvk -Leovcal 1P Aclib ess Zone 1D

na £ |

P Ao C*JIT'I{IEIII}_I'I

[sonE

(73 Dstain DS Server Adidiess Automatically
— (& Usethe Following DNS Server Addresses
Frimary DS Server IP Address

152168592

Secondary DNS Server IP Address
19216351 10

0K | Reset To Defaulls | Cancel |
- e r&.ﬁ_.,)vr\““w,

INAASAAC N A NN, TN R Y
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LAN

Current LAN interface parameters LAN

1. A o(Device Sewf iNedggvo r iNgtwork
Settings .

2. LAN Interface Speed Duplex LAN
A Autodetect
A 10 Mbps/Half 10 Mbps/ ) LED
A 10 Mbps/Full 10 Mbps/ ) LED
A 100 Mbps/Half 100 Mbps/ d LED
A 100 Mbps/Full 100 Mbps/ 0 LED
A 1000 Mbps/Full 1000 Mbps/ (Gigabit) 0 LED
A
A .

10 Mbps .
(p- 300) .

3. Enable Automatic Failover KX
1] .
Raritan
A Ping Interval (seconds) Ping [ 1] 0 ping

KX I . ping
30
A Timeout (seconds) [ ] @
Raritan. o
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3-4

ping .
ping
ping

OK LAN

Port Configuration

A o( Device
Port Configuration

L

A KVM KVM P
A PDU

PDU

Settiof®ey t>®opfiguration;

L

ort

PDU Port

{

ERaritan.
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fi 0

Port Configuration KX 11

L
Not Available .
CIM .
L
Home > Device Seilings » Fon Configueation -
Port Configuration J
1 HOMI Target CAVU-HOMI l
2 Daminion-KXZ_Part? TR _J
3 Low Goat DVM [FU205400715] DuskvI 3
4 WWindows XF 5F3 DCH 3
5 DF-Dominion-HK2_Port13 DVUDP ’
& Dominion-Kx2_Port® DCM 3
7 Dominion-¥X2_Port? Cuskvm )
8 pi-foed-update Hot Avalabic g
] KNBRA 0234 Tiers TierDevice F
10 locBaZ-E0-2471-1813 ThrDevice ¢
1 KHEI2-61 14 Tier! TierDevice -
12 Diaminion_i3_Forit2 Hot &valabie 3
13 KXE3260-133-Tier2 TierDevice %
14 CusPort RHEL 5.5 sacondary . ot Avelable ,/
P T ERP e T e e [ e p—— i

Port Number

1 KX

Raritan.
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Port Name

CIM CIM
Port# KX I .

CIM KX I

CIM CIM

Persist name on Next CIM Insertion
CIM . CIM CIM
CIM

i Reset to Defaults
. CIM CIM .

L

(CIM) ‘

Reset to Default

Port type

Port type

DCIM & Dominion CIM

TierDevice -

Not Available o} CIM
DVM-DP & CIM
DVM-HDMI - HDMI CIMsws'
DVM-DVI & DVI CIM

PowerStrip PDU 0

VM - D2CIM - VUSB CIM

Dual - VM - D2CIM-DVUSB CIM
Blade Chassis o}

= =4 4 -4 -4 -8 A& -2 _a -2

KVM Switch KVM o} KVM
PCIM & Paragon CIM

=

84
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L

2. Device Settings > Port Configuration
Port Configuration

L

3. Port Name Port

4. A KVM 0

6. OK

Type: Sub Type: i@ Standard KVM Port
Dual-wM ()] Blade Chassiz

(i3] KM Sweitch
Hame:
W2K3 Server

Power Association

Power 5trip Name QOutlet Hame
Mone

|
4

Nong -

|
q

None -

|
q

AR W e L P

None = —_

4

Target Settings

|:| T20x400 Compensation

. ,.' __.,._..a..lb-ul”'r / —

oy

=&=Raritan. 8
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KVM
KX I .
KVM .
KVM
. KVM
> KVM
1. Device Settings > Port Configuration
Port Configuration .

2. Port .
3. KVM .
4. KVM .
5. KVM .
6. (2-32),
7. KVM Switch Name KVM
8. KVM .

Active .
9. KVM

a. Active o} Active

Active
Active URL .

b. URL Name URL o} URL,

c. Username o} .

d. Password o} .

e. Username o} URL

. username=admin username .
f. Password o} URL
password=raritan password .

—— 8

"\

Raritan.



10. OK .
> KVM URL
1. Device Settings > Port Configuration
Port Configuration .
2. Port .
3. KVM URL Active
4, OK .
CIM
KX 111 CIM CIM KX 1,
> CIM
1. f 0O(Device Settiof®Poyt>fopfiguration;
Port Configuration .
2. Port Name . Port
3. f KVM 0 .
4, . 32
5. Power Association
6. Target Settings
720x400 Compensation 720x400 .

7. CIM Display Native Resolution

HDMI CIM / RGB

. DVI Compatibility Mode DVI
8. OK .
87
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PDU
KX I PDU KX I .
KX 11l Port Configuration KX I PDU,
Raritan (8) PUD( ) KX 1
PDU
D2CIM-PWR CIM Raritan PX PDU
Dominion .
> PDU
1. D2CIM-PWR RJ-45 PDU
RJ-45 .
2. Catb D2CIM-PWR RJ-45 KX
I .
3. PDU .
4. PDU .
5. .
° PX PDU
88 == Deri
=&=Raritan.
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D2CIM-PWR

KX I

D2CIM-PWR PDU

Cat5 D2CIM-PWR KX I

PDU

PX KX PX PDU

3

Raritan PDU KX I Port Configuration

PDU, .
Type Name .

CIM

PDU [Outlet ] Number
Name Port Association .

PDU 32

J

PDU

> PDU

CommandCenter Service Gateway

13

1. Name PDU

L

2. [Outlet ] Name . outlet

Raritan.

89
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3. OK

L

Home = Dewvice Seltings = Port Canfiguration = Port

Povaver Strip
Hame:
PovwerStrip-PCRS |

Humber Hame Port Association
1 |Dnmininn-PDrﬂ 11 | Dominion- PortT
2 |Outlet 2 |

3 |Outlet 3 |

4 |Outlet 4 |

5 |Outlet 5 |

6 Outlet & |

7 Outlet 7 |

8 |Outlet & |

| oK | | cancel

=i=Raritan.
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Ch 4: KX 1l

Port

PDU . Port Access
1 Raritan PDU
1 CIM (D2CIM-PWR)
> PDU KVM
PDU
1. PDU .
2. Power Strip Name PDU
3. Outlet Name PDU .
4. .
5. OK .
/ PDU
PDU
. Device Settings
Port Configuration
> PDU
1. Power Strip Name
PDU,
2. Outlet Name PDU
3. Outlet Name None .
4, OK PDU/

i
i

Raritan.

91



Ch 4: KX I

Dell PowerEdge 1855/1955

Dominion .

IBM

1 IBM BladeCenter® Model E
Generic

1 Generic

> PDU PDU
1. Device Settings > Port Configuration
2. .
3. .

PDU KX 1

Port Access
s PDU,
Remote Console (p. 17) .
HP Cisco® UCS Port
IBM® Dell®

Dell
1 Dell PowerEdge® 1855, 1955 M1000e

Dell PowerEdge® 1855, 1955

M1000e IBM BladeCenter® Models E H HP BladeSystem c3000

c7000 Cisco UCS

L

="

ERaritan.
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HP
i Dominion HP
BladeSystem ¢3000/c7000 Cisco UCS .
Port Group Management .
Dominion
IBM BladeCenter E H KX 1l
AMM[1],
KVM .
Port Configuration
Port
Configuration .

KVM IBM BladeCenter H
NumLock+NumLock+SlotNumber IBM
BladeCenter H .

GUI
93
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Virtual KVM Client (VKC), Active KVM Client

L

(AKC),  CC-SG

VKC AKC
CC-SG .
F Dominion CiM
CIM Dominion
F 9 CIM
9
Generic Blade Chassis
. (p. 107),
CIM ( " CIM" p. 107)
(p. 110)
. Dell (p. 302) KX 1
Dell® .
B
1. KX 11, .
2. Device Settings > Port Configuration
Port Configuration .
3. Port Configuration
. Port .
4, Blade Chassis .
5. Blade Server Chassis Model
Generic .
6. .
a. Switch Hot Key Sequence o} KVM
. Switch Hot Key Sequence
KVM .
b. Administrative Module Primary IP Address/Host Name
IP / o} .
94 — .
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c. Maximum Number of Slots o}
d. Port Number o} 22,
e. Username o} .
f. Password o} .
7. .
8. Installed
. Select All
9. Blade Chassis Managed Links
Blade Chassis Managed Links
URL GUI,
URL
a. Active o} Active
Active .
Active URL .
b. URLS URL,
c. Username o} .
d. Password o} .
DRAC, ILO  RSA Web
e. Username Password
Web
. HTML
. (p.
103) Web .
10. USB .
11. Target Settings

720x400 Compensation  720x400

L

95
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12. DCIM-PS2 3
Use international keyboard for scan code set 3
3 .
Display Native Resolution CIM
. CIM .
CIM,
1. 1024x1280@60Hz .
2. OK .
Dell
(p. 107), CIM
( " CIM" p. 107)
(p. 110) .
Dell (p. 302) KX I
Dell® .
>
1. KX 111, .
2. Device Settings > Port Configuration
Port Configuration .
3. Port Configuration
. Port .
4, Blade Chassis .
5. Blade Server Chassis Model
Dell .
> Dell PowerEdge M1000e
1. Dell PowerEdge® M1000e .
SSH .
a. Switch Hot Key Sequence o} KVM
. Switch Hot Key Sequence
KVM .
b. Maximum Number of Slots o]
==



i
i
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c. Administrative Module Primary IP Address/Host Name

IP / 0 IP .
d. Port Number o} 22,
e. Username L 0 .
f. Password o} .
KX 11 Blade
Auto-Discovery Discover

Blades on Chassis Now

L

L

. KX 111 KX
Blade_Chassis_Port#,
Manual
Installed
. Select All .
Auto-discovery Installed

Blade Chassis Managed Links

Blade Chassis Managed Links

= Blade Chassis Managed Links

URL GUI,
URL
a. Active o] Active
Active .
Active URL .
b. URL® URL, URL
(p. 111) Dell M1000e .
c. Username o} .
d. Password d

97
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v

DRAC, ILO RSA Web

(3

e. Username Password
Web
. HTML
. (p.
103) Web .
USB Dell .
Target Settings
720x400 Compensation  720x400 .
DCIM-PS2 3
Use international keyboard for scan code set 3
3
Display Native Resolution CIM
. CIM .
CIM,
1024x1280@60Hz .
OK .
Dell PowerEdge 1855/1955
Dell PowerEdge 1855/1955 .
a. Switch Hot Key Sequence 0 KVM
. Dell 1855/1955 KX 1
. Generic Dell 1855
b. Maximum Number of Slots o}
c. Administrative Module Primary IP Address/Host Name
P / o} .
d. Port Number o} 22,
e. Username o} .
f. Password o}
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3. Installed
. Select All
4. Blade Chassis Managed Links
Blade Chassis Managed Links
URL GUI,
URL
a. Active o} Active
Active .
Active URL .
b. URL® URL, URL
Dell PowerEdge 1855/1955 .
c. Username d .
d. Password o] .
DRAC, ILO  RSA Web
e. Username Password
Web
. HTML
. (p.
103) Web .
5. USB Dell .
6. OK .
99
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IBM
(p. 107), CIM
( " CIM" p. 107)
(p. 110) .
Dell (p- 302) KX 11
Dell® .
>
1. KX 11, .
2. Device Settings > Port Configuration
Port Configuration .
3. Port Configuration
. Port .
4, Blade Chassis .
5. Blade Server Chassis Model
IBM® .
> IBM BladeCenter H E
1. IBM BladeCenter® H E .
SSH .
. KXl AMMI[1] .
a. Switch Hot Key Sequence 0 .
b. Maximum Number of Slots 6]

L

c. Administrative Module Primary IP Address/Host Name

IP / 3 IP .
d. Port Number o} 22,
e. Username o)
f. Password o) .
100 e
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KX 1 Blade
Auto-Discovery Discover
Blades on Chassis Now .

. KX 1 KX
Blade_Chassis_Port#,
Manual
Installed
. Select All .
Auto-discovery Installed
Blade Chassis Managed Links
Blade Chassis Managed Links
URL GUI,
URL
a. Active o} Active
Active .
Active URL .
b. URL® URL, URL (p.
111) IBM BladeCenter .
c. Username d .
d. Password o} .
DRAC, ILO RSA Web
e. Username Password
Web
. HTML
. (p.
103) Web .
101
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USB UsSB
. USB Profiles USB -> Select USB Profiles
for Port USB

* Select USB Profiles for Port > Select Profiles to

Apply
Other Ports

= Apply Selected Profiles to Other Poris

USB (p. 113),
oK

IBM BladeCenter
IBM BladeCenter

L

a. Switch Hot Key Sequence o} KVM
b. Administrative Module Primary IP Address/Host Name
IP / o} IP .
c. Maximum Number of Slots o}
d. Port Number o} 22,
e. Username o} .
f. Password o} .
Installed
. Select All
KX I

Blade_Chassis_Port#_Slot#,
Blade Chassis Managed Links

Blade Chassis Managed Links

= Blade Chassis Managed Links

URL GUI

L

URL

=i=Raritan.
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a. Active o} Active
Active .
Active URL .
b. URL® URL, URL (p.
111) IBM BladeCenter .
c. Username 0 .
d. Password o} .
DRAC, ILO RSA Web
e. Username Password
Web
. HTML
. (p.
103) Web .
5. IBM uUsSB .
6. Target Settings
720x400 Compensation  720x400 .
7. DCIM-PS2 3
Use international keyboard for scan code set 3
3
Display Native Resolution CIM
. CIM .
CIM,
1. 1024x1280@60Hz .
2. OK .
Web
. Web RSA,
DRAC ILO Processor Web .
DNS URL, IP DNS,
>
1. Web Browser Interface
Name .
103
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2. URL Web URL . Web
URL,
A http(s)://192.168.1.1/login.asp
A http(s)://www.example.com/cgi/login
A http(s)://lexample.com/home.htm|
3. .
4, Username Password
Web
. HTML
1 Web HTML
Username Password,
1

name="user",

104 =i=Raritan.
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HP Cisco UCS

KX 1l
. Dell® PowerEdge*

KX Cisco®” UCS, HP® Dell PowerEdge
1855/1955 .

Port Group Management Port Group Name

Blade Server Group .
Port Group KVM
KVM
KX 1 KVM
Select Port for Group Available
KVM
Port Groups Backup and Restore
(p. 169)

Port Group Management

4 Port Group Hame

F B HPServerl
| [Fi B toroup r

Add | | Delete | | selectan |  Deselect anl |

e, - X ’,'-»_ el -‘a.“""'-\--l\_‘ ’_‘,-lr_\ r‘.-"——‘ e, .-J.L_ﬂ.hh_,_.--u LS .\_“-.-ﬁ_\ - ’\__\_h_‘j e
R

>

1. Device Settings > Port Group Management
Port Group Management .

2. Add Port Group .

3. Port Group Name .

32

L

105
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4. Blade Server Group .
HP c3000
Dell PowerEdge 1855 Blade Server Group
KX 1l
HP CC-SG .
5. Select Ports for Group Available
. Add .
Selected .
6. OK .

Home > Device Settings = Port Group Management > Port Group

Port Group

Port Group Hame

i@ Blade Server Group

P “"\...« “‘\ s PV

HPSenver! =
() Dual Video Port Group
,:E:, Port Group
Available: Selected:
K3 192,168 .60.109 - Dell M1000e
Add f
< Remowve {
OK Cancel (
- ’ __‘p." .” T 5‘, & .I"-«-—/‘
>
1. Port Group Management
. Port Group .
2. .
3 OK .
>
1. Port Group Management
L
2 f qQ
3. OK .

106 =i=Raritan.



Generic
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KX 1

Cisco® UCS

Dell®* PowerEdge®
1855/1955

Dell PowerEdge M1000e
IBM® BladeCenter® S
IBM BladeCenter H

IBM BladeCenter T

IBM BladeCenter HT
IBM BladeCenter E

HP®

CIM
KX
1 DCIM-PS2
1 DCIM-USBG2
1 D2CIM-VUSB
1 D2CIM-DVUSB
KX I
Generic
D2CIM-VUSB

Port Configuration
USB Profile USB

Ch 4: KX 1l

KX I
. Blade Chassis
Blade Server Chassis Model
Port Configuration

KX 1

HP
Cisco UCS
(p. 105)

Dell PowerEdge 1855/1955

Dell PowerEdge M1000e
IBM

IBM BladeCenter H

IBM

IBM

IBM BladeCenter E

HP
Cisco UCS
(p. 105)

CIM

CIM

L

CiM
1 DCIM-PS2

D2CIM-DVUSB 1 DCIM-USBG2
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Cisco® UCS
Del |l E Powe
1855

Dell PowerEdge
1955

Dell PowerEdge
M1000e

HP® BladeSystem
c3000

108

USB .
Virtual Media
Cisco KVM (N20-BKVM) 1
USB q
J L 1'[

Cisco UCS 5108

KVM 1
KVM Ethernet
KVM
KVM 2005 4
PS/2
Dell PowerEdge 1855
KVM 1
KVM
KVM
PS/2 s
Dell PowerEdge 1955
KVM (IKVM) . 1
iIKVM
1 USB USB
T DDC VGA
Dell Chassis Management
Controller, Firmware Version 1.0
HP c-Class SuUvV
USB q
’ A ¢ 1
HP ProliantE BLA48

CiM

DCIM-USBG2
D2CIM-VUSB
D2CIM-DVUSB

DCIM-PS2

DCIM-PS2

DCIM-USBG2

DCIM-USBG2
D2CIM-VUSB

D2CIM-DVUSB
KVM
KVM

—— 8
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HP BladeSystem
c7000

HP c-Class SuUv 1

USB q

J L 1'[
HP ProLiant BL480c

IBM® BladeCenter® (AMM) 1
S / / (KVM)
AMM ,
) (Ethernet)
USB v2.0 .
IBM BladeCenter S
IBM BladeCenter H BladeCenter H 1
. 1
IBM BladeCenter
IBM BladeCenter E BladeCenter E (8677-3Rx) 1
¢ 1
IBM BladeCenter
IBM BladeCenter T  BladeCenter T 1
BladeCenter BladeCenter T
KVM .
LED .
Ethernet KVM
LAN KVM .
KVM
PS/2
HD-15 .
IBM BladeCenter
IBM BladeCenter HT BladeCenter HT 1
. KVM
IBM BladeCenter
- e R -
=i=Raritan.
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CIM

DCIM-USBG2

D2CIM-VUSB

D2CIM-DVUSB
KVM

DCIM-USBG2

DCIM-USBG2
D2CIM-DVUSB

DCIM-USBG2
D2CIM-DVUSB

DCIM-PS2

DCIM-USBG2
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Dell® )
PowerEdge*®
M1000e

Dell PowerEdge

110

A

IBM BladeCenter Model H E

BPET36K AMM,
IBM BladeCenter E H KX 1lI
AMM[1],
KX 1 . Raritan
/
iIKVM GUI . Authorize
iKVM .
iIKVM GUI Dell Raritan CIM,
iIKVM GUI .
iKVM .
iIKVM GUI Setup Scan
iIKVM .
iKVM GUI Setup Broadcast
/ . iKVM
iIKVM GUI, KX I
. iKVM .
Dell CMC GUI iIKVM Front Panel
USB/Video Enabled usB/ .
KX 1l iKVM
Dell CMC GUI iIKVM Allow
access to CMC CLI from iKVM iIKVM CMC
CLl
iIKVM GUI Screen
Delay Time 8 .
iKVM GUI Flag Setup Timed
Displayed
iIKVM GUI . Authorize
— .
=&=Raritan.
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1855/1955 iKVM .
A iKVM GUI Dell Raritan CIM,
A iIKVM GUI .
iKVM .
A iKVM GUI Setup Scan
iIKVM .
A iIKVM GUI Screen
Delay Time 8
A iKVM GUI Flag Setup Timed
Displayed .
IBM®/Dell® A .
A Secure Shell (SSH),
A SSH Port
Configuration .
IBM KX3 A IBM BladeCenter® Models H E Raritan KX 111
. D2CIM-DVUSB, D2CIM-DVUSB
USB (AMM),
D2CIM-DVUSB USB
(Media Tray, MT), USB .
Cisco® UCS A Cisco KVM (N20-BKVM) UsB
A Cisco UCS 5108 0
DCIM-USBG2 - D2CIM-VUSB - D2CIM-DVUSB
IBM BladeCenter BPET36K
AMM KX I .
IBM BladeCenter E H KXl
AMM[1],
URL
KX 1 URL .
URL
Dell® M1000e 1 URL https://192.168.60.44/cgi-bin/webcgi/login
i Username root
—e= Ve o
==Raritan.
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URL

Username Field user
Password calvin

Password Field password
URL  https://192.168.60.33/Forms/f_login

Username root

Dell 1855

= =4 =4 =4 -4 =

Username Field
TEXT_USER_NAME

Password calvin

=

Password Field
TEXT_PASSWORD

IBM® 1 http://192.168.84.217/private/welcome.ssi
BladeCenter® E
H

]

112

S

ERaritan.
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USB
Port Select USB Profiles for Port USB
USB . VKC
KVM Port

UsSB . Windows 2000° , Windows XP®

, Windows Vista® . USB uUSB

UsSB CIMm,
VM-CIM Dual VM-CIM KX 11,
CIM (p. 172),
Available .
Selected .
Profile Description
KVM
KVM
DCIM-VUSB DCIM-DVUSB CIM
Mac Boot ( " Mac Boot Menu
"p. 52) Mac OS-X® USB .
| 2
1. fi O(Device Settiof®Po)yt>fCopfiguration]
Port Configuration .

2. KVM . Port .
> KVM USB
1. Select USB Profiles for Port USB

Available USB .

A Shift .

A Ctrl .
2. f Q Selected .

KVM

113

;

Raritan.
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114

=

=

UsSB
Preferred Profile for
Port .
Generic, KVM .
USB .
Set Active Profile As Preferred Profile
USB .
USB
Select USB Profiles for Port USB
Selected .
A Shift .
A Ctrl .
Remove . Available
L KVM .

Apply Selected Profiles to Other Ports

USB KVM
Apply .
¥ Apply Selected Profiles to Other Ports }
Apply Port lumber Port Name Selected USB Profiles
|:| 3 wm-cim #1 Generic, Troubleshooting 1, Troubleshooting 2, Troubleshooting 3 ‘
5 wm-cim #2 CIM firmware upgrade required! )
15 charles_cim - vm-cim #3 Generic, Tro oting 1, Tr ooting 2, Troublezhooting 3
[ setectan ][ Deselectanl | [ cancel | J
L B e e et L A A e AR A R T B n R T e SRR RS e e e ot A A R e B me e
A KVM Select All .
A KVM Deselect All
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KX I
Local Port Settings
>
i A 0O(Device Settingg)loxfal Port
Settings), Local Port Settings .
1. Enable Standard Local Port

L L

Note: Some changes to the Local Port Settings will
restart the browser.

-
Enable Local Ports (
-

Enable Standard Local Port h
|:| Enable Local Port Device Tiering /
PrEY N

" -, "‘”w;_-_

Enable Local Port Device Tiering
Tier Secret

Device Services

L

Enable Local Ports ,

Note: Some changes to the Local Port Settings will )
restart the browser. P

|:| Enable Standard Local Port

Enable Local Port Device Tiering h S

Tier Secret

¥ et = e [
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Local Port Scan Mode

1 . Ao
fi o .
A f 10-255 0
L
A @ 10-255 0
L
r
Display Interval (10 - 255 sec.): ,
10
Interval Between Ports (10 - 256 sec.): ﬁ
10
- 'u-j " 4 I

local console

Local Port Settings

Keyboard Type
us - P

Local Port Hotkey Local Port Connectkey
Double Click Scroll Lock hd Left Ctrikey

D Power Save Mode

Power Save Mode Timeout (in minutes)

Local User Authentication
@ LocallLDAP/RADIUS

7 Hone

Ignore CC managed mode on local port

T A AN TSRy

R e IV B o

'i

}
\
3

116
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A US

A US/International
A

A

A

A

A Simplified Chinese
A Traditional Chinese
A Dubeolsik Hangul
A JIS

Ch 4: KX 1l

Belgian (Belgium)

> >y > > >y > > D> D>

KX Il Local Console

[3

Active KVM Client (AKC)

. Raritan .
f 0(Local Port Hotkey)
KX 1l Local Console . Scroll Lock
Scroll Lock Scroll Lock
Num Lock Num Lock
Caps Lock Caps Lock
Alt Alt
Shift Shift
Ctrl Ctrl

117
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Local Port Settings

Keyboard Type
us -

Local Port Hotkey Local Port Connectkey
Double Click ScrollLock  + <l LefiClriKey

D Power Save Mode

Power Save Mode Timeout (in minutes)
10

Local User Authentication
i@ LocallLDAP/RADIUS
® None

lgnore CC managed mode on local port

T A A A Ty

P R I P

Local Port Connect key

1. Local Port Connect key

-

GUI

GUI
. (p. 263)

Local Port Settings

Keyboard Type
us -

Local Port Hotkey Local Port Connectkey
Double Click Scroll Lock - ﬁ Left CirlKey

D Power Save Mode

Power Save Mode Timeout (in minutes)
10

Local User Authentication
@ LocallLDAP/RADIUS
® None

Ignore CC managed mode on local port

T A AN TSRy

R e IV B o

'i

}
\
3

a. Power Save Mode

118
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b.

Local Port Settings

Keyboard Type

us -
Local Port Hotkey Local Port Connectkey
Double Click Scroll Lock - Left Cirl Key  w

Power Save Mode +—_

Power Save Mode Timeout (in minutes)
10

Local User Authentication
@ LocallLDAP/RADIUS

= Hone

lgnore CC managed mode on local port

\,\.W'\, N b P

A W s oy _y S

1. .
A Local/lLDAP/RADIUS, .
L
A L L
L
P
Keyboard Type
us -
Local Port Hotkey Local Port Connectkey
Double Click Scroll Lock - LeftCtrikey
D Power Save Mode :
Power Save Mode Timeout (in minutes) ,
’
Local User Authentication
@ LocallLDAPIRADIUS ‘ y
® None ‘)
lgnore CC managed mode on local port e
R e B B e _,_;
SSH
SSH SSH v2 KX I,
> SSH
1. Device Settings > Device Services

Device Service Settings

L

e

=&=Raritan. 19
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HTTP

v

KX I

KX I

Enable SSH Access
SSH Port SSH

OK .
HTTPS
KX 1l HTTP
HTTP 80
HTTP [/ HTTPS

Device Settings
Device Service Settings

HTTP Port HTTP

L

OK

TCP
80 443

Device Settings
Device Service Settings

Discovery Port

OK

SSH

L

SSH TCP 22

L

[ HTTPS

L

> Device Services

L

/[ HTTPS Port HTTPS

5000
TCP
5000

> Device Services

L

=i=Raritan.



(p. 86),

(p. 18)

"p. 121)

CIM

KVM

KX 1

KX 1

Device Settings

(p- 115)

bl Local Port Settings
KX I
1
KX I
KX I
KX 1 > KX I
KX 1 > KX I

Ch 4: KX 1l

KXl
CIM,
CIM .
. KVM
. 0
( " KXl
(p. 115)
(p. 123)
"p. 121),

121
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f
f
f
f
1 MCCAT
f .
f
1 KX I KX
1T AKXII > KX

KX

KX 11 KX 11

D2CIM-DVUSB
CIM

Server

o Base KX Il Device

122
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KX Il
KX I
KX Il CIM,
A Cat5/5e/6 KX I
A KX Il
/A
A Cat5/5e/6 KX Il
CIM D2CIM-DVUSB,
A CIM

Ch 4: KX 1l

>
1. Device Settings > Device Services
Device Service Settings .
2. Enable Tiering as Base .
3. Base Secret
L OK L

4, . Device Settings > Local
Port Settings

5. Enable Local Ports Enable Local
Port Device Tiering .

6. Tier Secret Device Settings

Raritan.

OK

L

123
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Port Access

KX I
bl KX Device Information
Configured As Base Device .
1 KX I Device Information
Configured As Tier Device .
T Connect User Base
1 .

Port Access

Tiering

KX

L

Port Access

Port Access

PDU KX 111

Power KX 1M1 PDU

124 =i=Raritan.
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Use

port

URL

Login

URL

L

Ch 4: KX 1l

Port Access

KVM VKC URL

Virtual KVM Client (VKC)

https://IPaddress/dpa.asp?username=

rd&port=port number

https://IPaddress/dpa.asp?username=

rd&portname=port name

https://IPaddress/dpa.asp?username=

rd&port=port number-slot number
- 1-2

https://IPaddress/dpa.asp?username=

rd&port=port name-slot number

- Port 1-2
2,

rname password

(p. 148)

username&password=passwo

username&password=passwo

L

username&password=passwo

1 2

L

username&password=passwo

125
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Acti

f

Use

port

Clie

ve KVM Client (AKC) URL
Active KVM Client (AKC)
https://IPaddress/dpa.asp?username=username&password=passwo

rd&port=port number&client=akc

https://IPaddress/dpa.asp?username=username&password=passwo
rd&port=port nameé&client=akc

L

https://IPaddress/dpa.asp?username=username&password=passwo
rd&port=port number-slot number=akc

- 1-2 1 2

L

https://IPaddress/dpa.asp?username=username&password=passwo
rd&port=port name-slot number=akc

- Port 1-2 1
2

L

rname password

L

nt=akc AKC

L

client=akc Virtual KVM Client (VKC)

L

(p. 148) -

Device Settings > Device Services
Device Service Settings

L

{

ERaritan.
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OK

Ch 4: KX 1l

URL Dominion
Enable Direct Port Access via URL

L

URL

127
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AKC

AKC

Certificate Validation AKC

L

Enable AKC Download Server

IPv4 IPv6
Server Certificate Validation
Microsoft® ClickOnce®

3

CN
AKC

(3

IPv6

(CN)
Name

Enable AKC Download
AKC

CN IPv6

IPv6

(3

Subject Alternative
IPv6

13

1 Do Not Enable AKC Download Server Certificate Validation

AKC
AKC Dominion
CC-SG Bookmark and Access Client
i IP cookies,
1 Windows Vista, Windows 7 Windows 2008
IP Trusted Sites Zone
Protected Mode .
2 AKC

AKC
1 .
i CA Trusted

Root CA .
T CC-SG AKC,
> Windows Vista® Windows 7°¢
1. KX I IP Trusted Site Zone
Protected Mode .

2. KX I IP URL Internet Explorer®,

L

—— 8

"\

Raritan.
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3. View Certificates .
4, General Install Certificate .
Trusted Root Certification Authorities
5. KX I IP Trusted Site Zone
> AKC
1. Device Settings > Device Services
Device Service Settings .
2. Enable AKC Download Server Certificate Validation AKC
3. OK .
KX 1 AKC
IPv6
1 CN=[fd07:02fa:6cff:2500:020d:5dff:fe00:01c0]
0
1 CN=[fd07:02fa:6cff:2500:020d:5dff:0000:01c0]
SNMP
SNMP
(MIB) SNMP . KX Il MIB (
" KX Il MIB" p. 138) KX 111 MIB,
KXl SNMP vii2c |/ v3 SNMP . SNMP
SNMP v1/iv2c . SNMP v3 SNMP
> SNMP
1. Device Settings > Device Services
Device Service Settings .
2. MIB-II System Group SNMP
a. System Name 0 SNMP /
b. System Contact o}
c. System Location o}
129
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3. Enable SNMP v1/v2c SNMP viN2c / Enable SNMP
v3 SNMP v3 | .
4, SNMP v1/iv2c
a. Community o}
Community Type Read-Only
Read-Write .
SNMP
. . SNMP
SNMP
5. SNMP v3
a. Use Auth Passphrase .
Privacy Passphrase Use Auth
Passphrase Auth
Passphrase .
b. Security Name 0 SNMP
32 .
c. Authentication Protocol 8 SNMP v3
MD5 SHA
d. Authentication Passphrase o} SNMP v3
64
e. Privacy Protocol 0 PDU
AES DES
f.  Privacy Passphrase
64
6. oK SNMP .
130 =Yoo

{
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Event Management - Settings 0
SNMP .
(p. 133) SNMP KX Il SNMP
KX Il SNMP .
SNMP Event Management - Destination
o} . o}
139),

SNMP Agent Configuration

D Enable SHMP Daemon

Systerm Name
DominionkXx

Enable SNMP viiv2ec;

Community

Enable SHMP v3

Security Name

System Contact System Location

Community Type

Read-Only

Auth Protocol
MD5

Link to SMMP Trap Cenfiguration

OK Reset To Defaults | Cancel |

Use Auth Passphrase

Auth Passphrase Privacy Protocol Privacy Passphrase
None

A ol T e £ T

SNMP
SNMP

(p.

¢
{
{
2
r

>
i Reset to Defaults .
UDP SNMP KX 1l
KX 1l
SNMP .
KX 111 3.0.0 .

131
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132

/

Date/Time Settings / KX I .
IP
Network Time Protocol (NTP) .
>
1. A o(Device Settion(gbsa)t edfAiTi me)
Date/Time Settings / .
2. Time Zone .
3. Adjust for daylight savings time
4,
A User Specified Time )
. User Specified Time
. hh:mm 24 .
A Synchronize with NTP Server NTP d
Network Time Protocol (NTP) .
5. Synchronize with NTP Server NTP
a. Primary Time Server IP .
b. Secondary Time Server IP .
6 OK .
KX 111 SNMP ,
o}
Event Management - Settings o} SNMP
. SNMP (p. 133),
SNMP Event Management - Settings o}
SNMP . o} (p. 139),
—Y—

{

ERaritan.
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SNMP

Simple Network Management Protocol (SNMP)

L

SNMP .
Event Management - Settings o} .
KX Il SNMP KX Il SNMP .
SNMP
(MIB) SNMP .
SNMP Device Services . SNMP
(p. 129) SNMP KX 1l MIB (p. 138)
KX 1l MIB,
> SNMP SNMP
1. A O(Deve Settingg) S Event
Management i Settings), Event Management - Settings
0 .
2. SNMP Logging Enabled SNMP
3. SNMP v1/v2c Traps Enabled SNMP vl/v2c /
SNMP v3 Trap Enabled SNMP v3 .
4. SNMP v1/iv2c
a. Destination IP/Hostname P/ 0 SNMP
IP . 5 SNMP
IPv6 80 .
b. Port Number d SNMP
c. Community o}
SNMP SNMP
. . SNMP
SNMP .
5. SNMP v3 Trap Enabled SNMP v3
. SNMP v3
a. Destination IP/Hostname P/ 0 SNMP
IP . 5 SNMP
133
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IPv6 80 .
b. Port Number 8 SNMP
c. Security Name o} SNMP
32 .
d. Authentication Protocol 0 SNMP v3
MD5 SHA
e. Authentication Passphrase 0 SNMP v3
64
f.  Privacy Protocol o} PDU
AES DES
g. Privacy Passphrase o}
64
Local Console Event Management - Settings
o} 1280x1024
Privacy Passphrase .
KX 1 . .
6. oK SNMP .
Event Management - Settings 0 Link to
SNMP Agent Configuration SNMP
Devices Services .
SNMP Event Management - Destination
0 ) 0 (p.
139),
KX Il SNMP vii2c [/ v3 SNMP . SNMP
SNMP v1/iv2c . SNMP v3 SNMP
> SNMP
1. Device Settings > Event Management - Settings
o} Event Management - Settings o}
2. OK .
—=Vee- .
=&=Raritan.
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SNMP SNMP

> SNMP
1 .
Home > Device Settings > Event Management - Settings

SNMP Traps Configuration

SNMP Logging Enabled SHMP viiv2e Traps Enabled SNMP Trap v3 Enabled

™ SHMP viiv2 Trap
Destination IP/HostnamePort # Community
162 public
162 public
162 public
162 public
162 public

™ SNMP v3 Trap
Engine I0: 80001f3303000d5d03ca3b

Destination IP/HostnamePort # Security Name Auth Protocol Auth Passphrase Privacy Protocol Privacy Passphrase
182 MD5 - None -
1862 MDS - None -
162 Mos - None -
162 MD5 - None -
1862 MDS - None -

AN AN A M 4 48

Link to SNMP Agent Configuration

Click here toades.the Dominion KX2 SNMP MIB

- » e M W gt B o BT
SNMP KX 11
>
bl Reset to Defaults .
UDP SNMP KX 111
KX III
SNMP .
KX Il SNMP
SNMP
KX 1l SNMP
Description

bladeChassisCommError

135
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cimConnected
cimDisconnected
cimUpdateStarted
cimUpdateCompleted
configBackup
configRestore
deviceUpdateFailed
deviceUpgradeCompleted
deviceUpgradeStarted
factoryReset
firmwareFileDiscarded
firmwareUpdateFailed
firmwareValidationFailed
groupAdded
groupDeleted
groupModified
ipConflictDetected
ipConflictResolved
networkFailure
networkParameterChanged
passwordSettingsChanged
portConnect
portConnectionDenied
portDisconnect
portStatusChange
powerNotification

powerOutletNotification

Description
CIM,
CIM,
CIM .
CIM .
KX RFP .
KX I RFP .
KX 111 .
IP .
IP .
Ethernet
KVM
KVM
1= 0=
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rebootCompleted

rebootStarted

scanStarted
scanStopped
securityBannerAction
securityBannerChanged
securityViolation
setDateTime
setFIPSMode
startCCManagement
stopCCManagement
userAdded
userAuthenticationFailure
userConnectionLost
userDeleted
userForcedLogout
userLogin

userLogout
userModified
userPasswordChanged
userSessionTimeout
userUploadedCertificate

vmlimageConnected

vmimageDisconnected

Ch 4: KX 1l

Description
KX I .
KX I
/ .
FIPS .
CommandCenter .
CommandCenter .
/ .
KX 111 .
KX I,
SSL .
/

137
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138

KX Il MIB
> KX 1l MIB
1. A 0O(Device Settiingsg( Bvient
Management i Settings), Event Management - Settings
0 .
2. Click here to view the Dominion KX3 Dominion
KX3 SNMP MIB . MIB .
MIB MIB .
—— This is a common MIB for Dominion EX/K5X Gl and EX/KSX G2 and LX traps J
-- 12/20/11 H. "
—-— notifications updated
—— Added new traps for userDisconnectedFromPort i
-- 07/08/11 H.
—— Corrected description for portStatusChange
-- 12/20/10 H. ’
—— notifications updated
—— Added new traps for scanStarted, scanStopped 3
—— Also added defn for portList !
-- 03/08/10 H. (
—— notifications updated ’
—— Added new traps for securityBannerChanged, securityBannerAction
—— Also added defn for bannerChanges, bannerAction /
-— 09/08/08 H. .
—— notifications updated
—— Added new traps for setDateTime, setFIPSMode
—— Also added defn for sysDateRAndTime, fipsModeStatus p
-- 10/14/08 H.
—-— notifications updated
—— Added new traps for userForcedLogout, userUploadedCertificate i
—— and bladeChassisCommError !
—— Rlso added defn for certificateluthorityName r‘
- S A n -, i ),.,.r- /“ __,/_.___, e
>
1. Enable Syslog Forwarding
L
2. IP Address IP IP /
L
3. OK

f
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IPv6 80 .
o}
SNMP
. Event Management - Destinations
o}
SNMP Logging Enabled SNMP
SNMP . Enable Syslog Forwarding
. Event
Management - Settings 0 . o}
(p. 132),
>
1. Device Settings > Event Management - Destinations
o} Event Management - Destinations
0 .
Device Operation , Device Management
, Security , User Activity User Group
Administration .
2.
Category
3 OK .
>
i Reset to Defaults .
UDP SNMP KX 1l
KX 111
SNMP .
139

Raritan.
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KX I . Power
Supply Setup
. KX Il
. 1 LED .
>
1. Device Settings > Power Supply Setup .
Power Supply Setup .

Home > Device Settings » Power Supply Setup Page

Power Supply Setup Page

|
Powerin1 Auto Detect

Powerin2 Auto Detect

OK | Resat To Defaults Cancel

2. 1
Powerlnl Auto Detect 1 .
3. 2
Powerln2 Auto Detect 2 .
4, oK .
LED .
>
>
1 Reset to Defaults .
KX I CommandCenter . Dominion |
CommandCenter .
140 == R @
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KX 111 .

Connection Scripts

XML . KX 11
XML .

KX I 16 .

Home > Device Ssttings > Connection Scripts

Manage Scripts

Available Connection Scripts

Cirl-Alt-Del_OnExit (Disconnect) -
AKC-PriSar (Connedt) Add

Modify
Remove

Select All Deselect All Import | Export |

A Y S N ]

Apply Selected Scripts to Ports

Scripts Currently in Use

g SE-KX2-232-LP-ChangedName i
8 Japanese Terget 4:
2 se-ksx2-188-local-port ‘On Disconnect: Cirl-Alt-Del_OnExit !
Bl W2K3 Server
18 Win XP 2.4GHz P4 504MB L
p
Deselect All Apply Seript Remove Connect Seripts Remove Disconnect Scripts
‘ﬁ‘ Cancel o
R . » ""‘ e r '-v-*’ — - — b PN pae o ghese _r-”-_f Y -
>
1. Device Settings > Connection Scripts .
Connection Scripts .
2. Available Connection Scripts
. 'On Connect'
'On Disconnect' .

3. Apply Selected Scripts to Ports
Select All

141
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4. Apply Scripts .
Apply Selected Scripts to Ports
Scripts Currently in Use

>

1. Apply Selected Scripts to Ports
Select All

2. Remove Connect Scripts

Remove Disconnect Scripts

KX 1
XML . (p. 145),
>
1. Device Settings > Connection Scripts .
Connection Scripts .
2. Available Connection Scripts Add
Add Connection Script .
3. 32 . Configure Scripts
Available Connection Scripts
4. Connect Disconnect
5. .
6. Key Sets .
Key Sets Add
7. Add Add
Script . Script
Remove . Up
Down .
F1-F16 Add .
Script . Key Set
Letters .
142 ) /e *
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8. .
a. Construct Script from Text
Construct Script from Text .
b. . Connected to Target
c. Construct Script from Text OK
9 OK

143

oy
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Hame > Device Settings *» Connection Scripts » Add Connection Script ,
Add Connection Script -
Script Name CDnnEl:t_SElipt_Ta:get_ﬁ-l J
Use On i@ Ceonnect = Disconnect >
Keyboard Type English (LIS} -

Key Sets Letters - Construct Script From Text | r
A » || PressFe N
B Release FG %
N = |Fressc
o Release C
E
Keys F _)
= 3
H 4
|
J - -
Add [ Remove | [+ ] [v]
ok | | cancel | | clear | /
— - .
*‘ T ‘) J‘" Bl . aa. J !

1
\
!

Home = Device Settings > Connection Scripts > Medify Connection Script

Construct Script From Text

Connected to Target

ok | | cancel | | clear |

\"\»"‘\.m-. My N Al

— ’m—-h---
ST

%
|
\

'I

,

)
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>
1. Device Settings > Connection Scripts .
Connection Scripts .
2. Available Connection Scripts
Modify .
3. . OK .
XML .
Local Console .
KX 1l .
(p. 141),
>
1. Device Settings > Connection Scripts .
Connection Scripts .
2. Available Connection Scripts Import
Import Connection Scripts .
3. .
A Skip duplicates d KX 1l .
A Overwrite duplicates d KX 1l
A Add duplicates with a different name
3 C KX
4. XML .
145

i
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5. Import . Configuration Scripts

L

Hame > Device Settings » Connection Scripts = Import Connection Scripts

Import Connection Scripts
Import Settings

,E, Skip duplicates

™y Owerwrite duplicates

= Add duplicates with a different name

Connection Scripts File

Browse_

Cancel

- — R
o st P

LA A A

>
1. Device Settings > Configuration Scripts
Configuration Scripts .
2. Available Connection Scripts
Export .
XML .
3. XML XML . XML
Download .
1 o}
. HP Cisco UCS
(p. 105) .
1 0 .
(p. 148),
| o}
. (p. 147),

146
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KX . KVM
Select Port for Group > Available
Port Groups Backup and Restore
(p- 169)
HP Cisco UCC (
"HP Cisco UCS " p. 105)

>
1. Device Settings
. Port Group Management

2. A qQ
3. Port Group .
4. Available

Add Selected
5. OK

L

> Port Group Management

L

Port Group Management

147
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/
KX3-108 KX3-116 KVM
Local Console Remote
Console . Local Console .
(P) ©) .
CIM DCIM ADCIM (P)O
KVM .
9
>
1. Device Settings > Port Group Management
. Port Group Management .
2. f qQ Port Group Select Ports for Group
3. Dual Video Port Group .
148 =V=- R @
== Raritan.



;

Raritan.

Ch 4: KX 1l

4, Select Ports for Group
Add Selected
. VM
Access Deny VM VM Access
Read-Write VM VM Access
Deny VM .
( " "p. 197)
5. Add
Selected .
6' L L
7 OK .
(P) S .
CIM DCIM ADCI M (P) O
KX I
1
1 Simplified Chinese
1 Traditional Chinese
>
1. A O(Device Settangnages, > lBanguage
Settings .
2. Language .
3. Apply Reset Defaults
149
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150

> Security Settings

Security Settings

Raritan SSL
Web .
Inc.,
>
1. Security

Settings .
2. (p. 151)
3. (p. 152)
4. (p. 154)
5. .
6. OK

L

Java

L

L

. Raritan
VeriSign
Raritan,
Security
—

{

ERaritan.
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>
1 Reset to Defaults .

D Enable Single Login Limitation i@ Disabled
[C] Enable Password Aging () Timer Lockout
Attempts

Password Aging Interval (days)
&0

D Log Out ldle Users

3

Lockout Time
5
After (1-365 minutes)

1 () Deactivate User-ID

Failed Attempts

3
Strong Passwords Encryption & Share
D Enable Strong Passwords Encryption Mode
Auto -

Minimum length of strong password
Apply Encryption Mode to KWW and Virtual Media (Forced in FIPS 140-2 Mode)

8
Maximum length of strong password D Enable FIPS 140-2 Mode (Changes are activated on reboot onhy)
16 Current FIP5 status: Inactive
Enforce at least one lower case character PC Share Mode
PC-Share -

Enforce at least one upper case character
WM Share Mode

Enforce at least one numeric character
Local Device Reset Mode

Enforce at least one printable special character Enable Local Factory Reset -

Number of restricted pazswords based on history
5

OK Reset To Defaults Cancel

Enable single logon
limitation .
/ .
Enable password Password
aging Aging Interval
Enable Password Aging
. 60
Log off idle users, Log off idle users

151
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After After (1-365 minutes) [1-365 ]
1-365 .

After
Log Out Idle Users

365

L

L

|:| Enable Single Login Limitation

|:| Enable Password Aging f
Pazsword Aging Interval (days) i
Log Out Idle Users )

Idle Timeout (minutes)
30

WY e W N

KX I

Minimum length of strong 8 .

password 63

Maximum length of strong 8
password 16 .

1oz =i=Raritan.
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63

Enforce at least one lower
case character

Enforce at least one upper
case character

Enforce at least one
numeric character

Enforce at least one
printable special character

Number of restricted
passwords based on history 1-12

5

L

Strong Passwords

|:| Enable Strong Passwords

Minimum length of strong password
8

Maximum length of strong password
16

Enforce at least one lower case character
Enforce at least one upper case character
Enforce at least one numeric character

Enforce at least one printable special character

Number of restricted passwords based on history
5

NUANAL Ny )

*1“- _--l-u-‘ S I*--d- ‘-f‘“‘
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f 0
A ) .
1-10 CI
A 3 .
1-1440 5 .
ID f 0
A o) ID
. f I Do
. 1-10 |
ID i o] fi
0 .
User Blocking
i@ Dizabled

i Timer Lockout ’
. -

Attempis {
Lockout Time (

& Deactivate User-1D
Failed Attempis

' & - W e,

4 ==Raritan.
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Encryption & Share PC

1. Encryption Mode

KX 111,

| 2
Auto
RC4
AES-128
AES-256
—an ¥ —— e
==Raritan.

KX Ill Reset

KX 11,

Description
. KXl .
Auto
FIPS .
, KVM RSA
RC4 . 128
Secure Sockets Layer (SSL)
KX 1l PC
FIPS 140-2 RC4
. FIPS 140-2
RC4

L

Advanced Encryption Standard (AES)
National Institute of Standards and
Technology . 128
AES-128

L

AES (p. 157) .

L

Advanced Encryption Standard (AES)

155
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156

Description
National Institute of Standards and
Technology . 256
. AES-256
AES (p. 157) .
Windows XP® SP2 Internet Explorer 7°
AES-128 KX 11I,
Apply Encryption Mode to KVM and Virtual Media
KVM . KVM
KVM 128

Enable FIPS 140-2

FIPS 140-2 FIPS 140-2 . FIPS
140-2 (p. 157) FIPS 140-2,
PC Share Mode PC o} KVM
KX 1
A Private d PC .
A PC-Share PC 8 KVM
VM Share Mode VM . PC-Share
PC .
Local Device Reset Mode .
Reset
. KX 1l .
Enable Local Factory KX .
Reset
Enable Local Admin raritan,

Password Reset

—— 8
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Disable All Local

Resets
P2CIM-AUSBDUAL P2CIM-APS2DUAL
KX 1l KVM
PC Share PC Private .
Paragon CIMS ( " Paragon Il CIM
"p. 278) Paragon CIM KX 11,
AES
AES
https://www.fortify.net/sslcheck.html
AES 256
1 Firefox®
1 Internet Explorer®
AES 256 Java® Cryptography

Extension® (JCE®) Unlimited Strength Jurisdiction Policy Files,

JRE® Jurisdiction Files other downloads

1 JREL.7 - javase/downloads/jce-7-download-432124.html

FIPS 140-2
FIPS 140-2

KX I s Linux® FIPS 140-2

FIPS 140-2 G.5 .

SSL
FIPS 140-2 .

> FIPS 140-2
1. Security Settings .

i

Raritan. 1o
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2. Security Settings Encryption Share
Enable FIPS 140-2 FIPS 140-2
FIPS 140-2 .
FIPS 140-2 FIPS 140-2 .
FIPS KVM s s
3. KX 11,
FIPS Device Information
FIPS Mode: Enabled FIPS .
FIPS .
. SSL Certificate SSL Not FIPS Mode
Compliant FIPS FIPS Mode Compliant
FIPS .
FIPS . CSR
. CA SSL
. KX 1 .
FIPS 140-2
KX I FIPS 140-2 .
FIPS 140-2 SSL

L

FIPS 140-2 KX I

KX I
1 Security Settings Encryption & Share
Auto . .

Microsoft

1 Internet Explorer FIPS 140-2,

> Windows FIPS 140-2

1. Control Panel > Administrative Tools >
Local Security Policy Local Security Settings

2. Select Local Policies > Security
Options .

]

S

ERaritan.
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System Cryptography: Use FIPS compliant algorithms for

encryption, hashing and signing FIPS
Internet Explorer FIPS 140-2
Internet Explorer Tools > Internet Options Internet
Advanced .
Use TLS 1.0 TLS 1.0 .
IP
IP KX 1 . IP
KX 1 NTP , RADIUS , DNS
KX 1 .
(ACL) IP
. IP KX 1
. IP (p. 58) .
KXl IP 127.0.0.1° - IP
127.0.0.1 IP $ KX 1
9
IP
Security > |P Access Control IP IP
Access Control IP .
Enable IP Access Control P
Default Policy . IP
A Accept d IP KX I .
A Drop ) IP KX 11 .
IPv4/Mask 1Pv4/ IPv6/Prefix Length  1Pv6/
IP .
P CIDR Classless Inter-Domain Routing
24 .
159



Ch 4: KX I

2. Policy .

3. Append .

>

1. . Insert .

2. IPv4/Mask 1Pv4/ IPv6/Prefix Length  1Pv6/
IP .

3. Policy .

4, Insert .

>

1. .

2. IPv4/Mask 1Pv4/ IPv6/Prefix Length  IPv6/
IP .

3. Policy .

4, Replace .

>

1. .

2. Delete

160 =i=Raritan.
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3. . oK

Home > Security » IP Access Control

IP Access Control

Enable IP Access Control

Default policy
ACCEPT v
Rule = IPvdMask or IPv6/Prefix Length Policy
1 192.166.59.192/32 ACCEPT
2 192.166.61.0/24 ACCEPT
3 2552550016 ACCEPT
\ || ACCEPT v
Append | Insert I Replace | Delete |

OK |  Reset ToDefauits | | Cancel |

SSL
KX I Secure Socket Layer (SSL)
KX Il .
(Certificate Signing Request, CSR)
KX,
CA CSR

KX I / 9

oy
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KX 11 . KX 1
. / (p. 132),
KX 1 CSR,
CSR,
> SSL
1. A o(SecuridyCertiificate)
2.
a. Common name o} KX 1
. KX I
http:// .
HTTPS KX 1
b. Organizational unit 0 KX 1
c. Organization o KX .
d. Locality/City / o} .
e. State/Province / d .
f.  Country (ISO code) ISO o} .
ISO DE us .
g. Challenge Password 0
. CSR
CA .
h. Confirm Challenge Password o} .
CSR CA .
i. Email o} CSR CA .
j.  Key length 0 . 1024,
3.
A
a. Create a Self-Signed Certificate
. KX 11
CSR

162 =i=Raritan.
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b. . KX 1
C. Create .
d. OK

Aself-signed cerificate will be created for this device. Do you want to proceed with creating this cerificate?

Common Mame: JLPRT
Organizational Unit: Unit A
Organization: Raritan
Locality/City: Somerset
State/Province: MNJ

Country (IS0 Code). US
Email: admin

Key Length (bits): 1024
Valid From: Mon Mar 26 2012
Valid To: Tue Jul 24 2012

[ OK ] ’ Cancel

KX 1 CSR,
CSR CA

o

>

Create

o

L

Certificate Signing Request (C5R) Certificate Upload

The following C5R is pending: S5L Certificate File
countrylame us
stateCrProvinceName DC | |[ Browse... ]
locelitylame

Washington Upload
ACME Corp. g

Marketing Dept.

orgenizationlame
organizationallUnitName

commonName John Doe
emaillfddress johndoe@acme. com
Download Delete
C. Download CSR
d. CSR .
L
CSR .
CSR )
CSR

== Raritan. 163
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A CA Upload
KX,
A KX 1l .
KX 1
KX I CSR w -
i 9y
CSR F 4
KX I KX I .
KX 1 . KX 1
Restricted Service Agreement
KX 1l
>
1. Security > Banner Banner .
2. Display Restricted Service Banner
3. Require
Acceptance of Restricted Service Banner .
4, . .
64 .
5. Restricted Services Banner Message
. 6000 .
a. . OK .
b. Restricted Services Banner File
Browse Ixt
. OK . Restricted Services
Banner Message .
164 =V=- R @
=Zi=Raritan.
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Home * Secunty * Banner

i

SNUAASAAA A . Ny A A

Deaplay Restiicted Seivies Banmai
O &

Banner Tile
Restricted Service Agresment

@ Restiictod Sorvice Bannor Message:

[trnauthorized access prohibited, all
acceas and activicies not explicicly
autharized by managemsnt Are
uwnauthorized. &ll ackivities are
monitored and logged. There 13 no privacy
oh thla ayatem. Unsauchorlzed ascceas and
activicie® or any criminal activity will
be reported to appropriate authorities.

O Restricted Service Banner File:

Ok | Reset To Defaulls | Cancel |

R et N S TR O U iy

KX I . 2K
SNMP . Device Settings
> Event Management SNMP
. (p- 313)
> KX
1. Maintenance > Audit Log . Audit Log
Audit Log
A Date ) 24

eV e

=&=Raritan. 169
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A Event 0 Event Management

A Description ) .
>

KX Il Remote Console KX Il Local
Console .
1. Save to File . Save File
2. Save .
>
i [Older] [Newer] .
166 == R @
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Device Information

= =4 -4 -8 -9 =

=a

KX 11
Raritan

KXl CIM

Device Information

KX I

L

Model
Hardware Revision
Firmware Version
Serial Number
MAC

CIM
Port (number)
Name

Type of CIM  CIM
DVM-DP, DVM-HDMI

Firmware Version
Serial Number of the CIM  CIM 6]

8 DCIM, PCIM,
DVM-DVI

L

P2CIM-PS2
P2CIM-APS2DUAL
P2CIM-AUSBDUAL
P2CIM-AUSB
P2CIM-SUN
P2CIM-SUSB
P2CIM-SER
DCIM-PS2
DCIM-USB
DCIM-USBG2
DCIM-SUN
DCIM-SUSB
D2CIM-VUSB

> > > > > > > D> D> D> D> D> D>

CIM

A o0(Maintenance] De fiformation) n

PDU, VM,

CIM

167
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168

D2CIM-DVUSB
D2CIM-DVUSB-DVI
D2CIM-DVUSB-HDMI
D2CIM-DVUSB

> > > >

DCIM-USB, DCIM-PS2 DCIM-USB G2 CIMs
XXX1234567, GIM

Device Information

Model: DRC2-232
Hardware Revision: Ox48

Firmware Version: 2403388
Serial Number: HKB7500230
MAC Address: 00:0d:5d:03:cc:bS

A

CIM Information

Firmware Version Serial Number

5 SE-KX2-232-LP- PCIM Ni& HK9500169 I
[ Target Win XP Duakvi 3ABS PQ20304595 ?
] W2K3 Server Duakvi IABE PQ2E350007 i
18 Win XP 2.4GHz P4 S04KB VI ZATE HUW7S553580 )
P T AET ok AT e A P Y N oy
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Backup/Restore / KX 1 .
KX I KX I
KX 1 .
KX I KX I .
> /
i A o0(Maintenahce®) Baftkup/ Restore)
Backup/Restore / .

Backup ! Restore

i@ Full Restore
& Protected Restore
7y Custom Restore

User and Group Restore

Device Settings Restore

£

J

e

Restore File (
() S

7

Backup | Cancel |

> Internet Explorer 7 KX I
1. Backup . File Download
Open Open .
IE7 IE
WordPad®,

169
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b. . Properties
C. General Change
Wordpad,
> KX
KX 111 .
. KX 11,
IP IP .
DHCP IP
1.
A Full Restore ) .
A Protected Restore d IP ,
. KX 1l
KX 1 .
A Custom Restore ) User
and Group Restore | Device Settings
Restore .
A User and Group Restore o}
KX 1 .
A Device Settings Restore d
, USB )
2. Browse Choose File .
3. Open . Restore File
4. Restore

170
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USB
USB Profile Management USB Raritan
. Raritan
> Access uUsB
T Xuanz> > USB . USB usb
USB Profile Management USB .
Home > Maintenance > USB Profile Management Logout

Profile successfully uploaded.

USB Profile File:
Browse..

Selected Profile Profile Key

Dell Dimension 1

Custom Profile for Dell Dimension\n-

Force full-speed is ON - Order: HID interface first,
Mass Storage second - COROM and removable
drive cannot be used simuttaneously

Deleting an active profile may be disruptive to sessions in progress.

> KX
1. Browse Choose File .
2. Open . USB Profile
File USB .
3. i qQ Profile
Upload Cancel
> KX
1. .
2. A qQ Profile

Raritan. t
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USB uUSB

USB

old_,

GenericUSBProfile5
old_GenericUSBProfile5,

. UsSB (p. 171)
CIM
KX I CIM, Firmware
Upgrade CIM,
> KX CIM
1. A 0O(Maintenance) OXiCCIMMFi r mwgre Upgr ad,
CIM Upgrade CIM .
Port (number) , Name , Type , Current
CIM Version CIM Upgrade CIM Version CIM
CIM .
2. CIM Selected .
3. Upgrade . .
4, OK . . CIM
2 .
KX I
Firmware Upgrade KX 1 CIM .
KX 1l Remote Console .
KXl CIM $
Cime

1re =i=Raritan.
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KX I
Raritan http://www.raritan.com  Firmware Upgrades
Raritan (*.RFP),
. ZIP .
PC .

(3

i o(Maintenance] Fbfimware Upgrade)
Firmware Upgrade .

Home = Maintenance = Firmware Upgrade -
Show Latest Firmware (
Browse...
Upload | | Cancel |

Sl N ol S -—"l-

Browse .
Firmware Upgrade Upload .
Review CIM
Information[ CIM ]
Upgrade . .
KX 111,
173
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KXl KX 11 CIM .
>
i f > o] f 0 .
KXl s
s . CIM
. CIM
1 d CIM
1 o CIM
| d
1 IPo IP
1 0
1 6]
1 0 CIM
1 o} CIM
T CIMO CIM
1 0
KX
Reboot KX 1,
KVM 9
174 =V=- o
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> KXl

1. Maintenance > Reboot Reboot

L

Home = Maintenance = Reboot

Reboot

Thi= may take up to two minutes.

2. Reboot Yes

Homa » Maintenancs > Rabost

Rebooting the system will logoff all users.
Do you want to proceed with the reboot?

(] ]

Thiz mary take: up fo fwd mingdes

175
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CC-SG
KXl CC-SG
CC-SG .
CC-SG KX 1II CC-SG KX I
10 KX 1 CC-SG
KX 11l CC-SG .
CC-SG KX 11 Stop CC-SG Management
CC-SG .
> KX 1l CC-SG
1. Maintenance > Stop CC-SG Management CC-SG
. CC-SG .
CC-SG

L

Managed by CommandCenter Secure Gateway

This device is being managed by CommandCenter Secure Gateway

192.168.59.246

Do you want to remove it from CommandCenter Management ?

2. Yes CC-SG
CC-SG

L

Managed by CommandCenter Secure Gateway

Confirming remove of the device from CommandCenter (192,168.59.246) Management.

Do you really want to remove this device from CommandCenter Management ?

17 =i=Raritan.
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3. Yes CC-SG CC-SG

L

Managed by CommandCenter Secure Gateway

Stop CC-SG Management is successful. The device is no longer under CC-SG Management mode.

KX I

A o0(Diagnosti cs()Nextfwor k, I nterface)
Network Interface

=

L

1 Ethernet .
ping .
LAN .
>
bl Refresh .
KX 1l .
>
1. Diagnostics > Network Statistics
Network Statistics .
2. Options

177
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A Statistics )

Hema * Dlagnostios » Nebssos Statirios -‘

tions:
«gintislics -

Resia

Ip:

8802 total packets received
0 forvardad

0 inceming packets digcasded
8802 incomipny packecs deliversd
#5222 requesTs FENG OUD

Iomp:

0 ICHP sersager received

0 input ICHP message failed,
ICHF inpur hiscogeas:

0 ICHF mesSages Sant

@ ICHF sersages fadled

ICHP sutpue histegras!

Tep:

& acrive cORRECTIONS OPpEnings
849 pasyive ConnECTion opendngs
0 failed commection attampts
15 conmaetion regecs racaivad
1 comnmsctions sftablished
T942 segEencE received

B304 seguants send out

0 Fegment® retransmited

0 bad gegmancs received.

0 reseTs SERC

dp

£33 packets receivgd e —
"'\-'\-l-\.-i—l-"""\l.ﬂ;‘ ﬁ““- -] _-n-a-‘-‘.-'*"*-\-lh.l‘"

A Interfaces 3

Hema * Diaghomics » Hebwodk Statigtice

Melwork Stalistics

Razult

Kernel Interface table

Iface ATV Mav E{-0F PX-ERR RX-DRP PRX-OVE TX-0K TH-ERR TH-DRP TH-OVR Flg
ethl LS00 0 12828 0 O O 2620 O 0 O EMNRU

le L6436 0 136 0 Q0 0 196 0 0 O LPQ

e T T P i

178 =i=Raritan.
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A Route 3

Home > Diagnostice = Nebwosk Statistics

Network Statistics

o

e

Resil

Hernel IP routing ctable

Dastination Gatewvay Genmask Flags NE5 Window irtc Iface
192,168 . 59,0 * 2EE 2EE ZE5.0 T 0 0 0 athl

defaule 192 168 .59 _1Z€ 0.0.0.0 Uz 0 O O sthl

Lo, st sas o, affatus e, L, PR TR T R WS TSR SO L

3. Refresh Result .
Ping
Ping IP IP
. Ping Host Ping KX I
> Ping
1. Diagnostics > Ping Host  Ping . Ping Host
Ping .
Home = Diagnostics = Ping Host f

Ping Host

IP Address Host Hame
|1 97 16559175 |

192168 _52_.173 is aliwe!
e, r r--'-“ka Fes _f B e __h.‘f-_\;__"f*"‘\__ﬁ“hqx

=&=Raritan. 179
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180

2. IP Address/Host Name IP /
232 .
3. Ping, Result ping .
IP .
>
1. Diagnostics > Trace Route to Host
Trace Route to Host .
2. IP Address/Host Name IP / P
232 .
3. Maximum Hops 5-50
5 .
4. Trace Route IP
. Result

Home = Diagnostics * Trace Route to Host

Trace Route to Host

IP AddressHost Hlame

192,168 59173 |

Maximum Hops:
[10 |

Result:

P B WY

traceroute started wait for 2mins....
traceroute to 192 163.59.173 (192.165.59.173), 10 hops max, 40 byte packets
1 192168.59.173 (1921658 .59.173) 0.497 ms 0.308 ms 0.323 ms

- e N I U g

= oo

==

Raritan.



i

Raritan.

Ch 4: KX 1l

Raritan Raritan
KX I .
i Raritan
5
T KX I
Raritan . Raritan
> KX I
1. f > KX 0 i KX 0l
2. Raritan
a. Raritan .
b. f 0 fi 0 .
C.
d. f 0 f 0 .
Dr‘agnusrr‘cs SC‘HPI‘S:
Script File:
IC:'I.D:::-:uments and Setting:  Browse. |
| Fun Script | | Cancel |
e. i o Raritan
3. Raritan

181
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File Download - Security Warning - !ll

Do you want to zave thiz file?

EI Mame:  disgriostics_save
Tpe: Unkreown Fils Typs, 64.3 KB
From 192.168.59.150

e | o]

mﬂuﬁh;nmhlm'nlwwnmgtmﬂu:rm i
pobentially youx computes, IF you do not trust the source, do not
what's the rigk ?

save this softweare.
b i o A 0 .
C A o
d. Raritan .
KX Ill Local Console
KX 111 . KX 1 Local
Console

L

KX 1l Remote Console Local Console

L

Local Console
User Help

KX 11l Local Console

KX 11
. KX 11
KX 111 LDAP/LDAPS, RADIUS Active
Directory
> KX Il Local Console
1. KX 111

182 =i=Raritan.
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2. KX 111, KX 11l Local Console .
Local Console KX
Remote Console Port Configuration Local
Console Local Port Settings .
Local Port Settings KX Il Local
Console s s , ,

Local Port Settings

13

>
1. A O(Device Setti na@lkotalPori
Settings), Local Port Settings .
local console
1. .

L

Local Port Settings

Keyboard Type

us - .‘_
Local Port Hotkey Local Port Connectkey
Double Click Scroll Lock - Left CtriKey

= Power Save Mode

Power Save Mode Timeout (in minutes)

Local User Authentication
@ LocallLDAP/RADIUS

7 None

Ignore CC managed mode on local port

WP R N e =

)

P N N o - g et

183



Ch 4: KX I

us

US/International /

Belgian (Belgium)

Simplified Chinese
Traditional Chinese

> >y > > > > > D> >

Dubeolsik Hangul
JIS

> >y > > >y > D> D> D> D

KX Il Local Console

J 13

Active KVM Client (AKC)
Raritan ¢

(3

=13

o(Local Port Hotkey)

1. .
KX Il Local Console . Scroll Lock
Scroll Lock Scroll Lock
Num Lock Num Lock
Caps Lock Caps Lock
Alt Alt
Shift Shift
Citrl Ctrl
184 ) /e @
==Raritan.



Local Port Settings

Keyboard Type
us -

Local Port Hotkey Local Port Connectkey

Double Click Scroll Lock -+ < LefiCiriKey

= Power Save Mode

Power Save Mode Timeout (in minutes)

Local User Authentication
@ LocallLDAPIRADIUS

Ignore CC managed mode on local port

Ty A A A TSNy

FE R ST I S oY

Local Port Connect key

Local Port Connect key

-

GUI

GUI
. (p. 263)

Local Port Settings

Keyboard Type
us -

Local Port Hotkey Local Port Connectkey
Double Click Scroll Lock - ﬁ Left Cirikey

D Power Save Mode

Power Save Mode Timeout (in minutes)
10

Local User Authentication
i@ LocallLDAP/RADIUS
® None

lgnore CC managed mode on local port

T A A A Ty

FE R AR o Y

'i

)
\
|

a. Power Save Mode

Ch 4: KX 1l
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b. .
Local Port Settings

Keyboard Type

us -
Local Port Hotkey Local Port Connectkey
Double Click Scroll Lock - Left CiriKey

Power Save Mode ‘——_

Power Save Mode Timeout (in minutes)
10

Local User Authentication
@ LocallLDAP/RADIUS

None

lgnore CC managed mode on local port

\\’\"H-v"\. \-\‘ \-“"’ \

AJ:",.__‘)_!’J.AJ__/_/

1. .
A Local/LDAP/RADIUS, .

Local Port Settings

Keyboard Type
us -

Local Port Hotkey Local Port Connectkey
Double Click Scroll Lock - LeftCtrikey

Power Save Mode
Power Save Mode Timeout (in minutes)

Local User Authentication ‘
i@ LocallLDAP/RADIUS

None

lgnore CC managed mode on local port

R W PR P S Y AP

|

P b g F P A

186 =i=Raritan.
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KX I

(p. 191)

CL! Command Overview

Configuration —  Configuring a Network  — Connect Commands

Inteface Command

Name Command

top,
history, log off, quit, show help,

KX
KX I
i IP SSH (Secure Shell)
SSH

1 Putty - http://Iwww.chiark.greenend.org.uk/~sgtatham/putty/
http://www.chiark.greenend.org.uk/~sgtatham/putty/

ssh.com SSH Client 8 www.ssh.com http://www.ssh.com

Applet SSH Client - www.netspace.org/ssh
http://www.netspace.org/ssh

1 OpenSSH Client - www.openssh.org http://www.openssh.org

187
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SSH KX

SSHv2 SSH KX 11
Services SSH

Devices

L

L

KX I SSH V1

Windows PC SSH

Windows® PC SSH
SSH

>

1

2. KX 11 IP 192.168.0.192,
3 SSH 22

4

Open .
login as:

(p. 188),

UNIX/Linux SSH

> UNIX®/Linux® SSH admin

ssh -ladmin 192.168.30.222

Password

(p. 188),

> admin
1. admin

2. Password raritan

(p. 189) .

188
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Tab

)

= =4 -4 4 A -

)

Up
Backspace
Ctrl+C
Enter

Tab .
Admin Port > Config >

= =4 A -—a -2

top

Tab

Admin Port > Conf

L

username

189
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history KX I 200

help
quit

logout

KVM
. (p-9) .

KX I

KX I

L

raritan KX I

Username>
admin top

L

admin,

interface

L

admin > Config > Network > interface ipauto none ip
192.168.151.12mask255.255.255.0gw192.168.151.1mode

auto
. IP
KX Reset
KX I 9
9
190 _— = @
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SSH

KX

GUI

Ch 4: KX 1l

L

admin

Admin Port

admin >

f admin > help

config
diagnostics
help
history
listports
logout

top

userlist

config

diag

L

191
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| admin > config > network .
help .
history .
interface / .
ipv6_interface / IPv6 .
logout .
name .
quit .
stop .
f KXl .
f .
f .
KX .
KX
SSH .
Network KX I Configuration .
KX 1l .
interface KX I .
name .
ipv6 / IPv6 .

192

]
i
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Interface

Interface KX I . interface

interface [ipauto <none|dhcp>] [ip <ipaddress>] [mask
<subnetmask>] [gw <ipaddress>] [mode <mode>]

Set/Get ethernet parameters

ipauto <none|dhcp> IP auto configuration (none/dhcp)
ip <ipaddress> IP Address

mask <subnetmask> Subnet Mask

gw <ipaddress> Gateway IP Address

mode <mode> Set Ehternet Mode
(auto/10hdx/10fdx/100hdx/100fdx/1000fdx)

Raritan.

Interface
1 IP ) mode
Admin > Config > Network > interface ipauto none ip
192.16.151.12mask255.255.255.0gw192.168.51.12mode
auto
Name
name . hame
name [devicename <devicename>] [hosthname <hostname>]
devicename <devicename> Device Name
hostname <hostname> Preferred host name (DHCP
only)
name
Admin > Config > Network > name devicename My - KSX2
193



Ch 4: KX 1l

IPv6

IPv6 IPv6 IPv6 .

Ipv6_interface mode e nable ipauto none ip
2001:db8:290c:1291::17 prefixlen 128 gw
2001:db8:290c:1291::1

(p. 148),

KX3-108 KX3-116 KVM

13

uj
iy
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PC
T KXI/KX I

Client Launch Settings

KVM
Windows® )
Linux® Linux®
. Raritan Linux

Mac® Mac

Single-Cursor

195
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= =4 -4 —a A A

CIM

CiM

D2CIM-VUSB
D2CIM-DVUSB
D2CIM-DVUSB-DVI
D2CIM-DVUSB-DP
D2CIM-DVUSB-HDMI
DCIM-USBG2

CIM

CIM
(CIM) CIM

CIM CIM

CIM

L

Virtual KVM Client (VKC) Active KVM Client (AKC)

Tools

Options Client Launch Settings
Client Launch Settings

Window Mode

Monitor . Port Group Management
Display Orientation .

Other - Enable Single Mouse Cursor o}

Other - Enable Scale Video o}

Other - Pin Menu Toolbar d

]
i

==Raritan.
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1
bl Linux® Mac® Caps Scroll Num
Lock Caps Lock
VM Access Deny VM VM
Access Read-Write VM VM Access
Deny VM .

197
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CIM

KX3-832
D2CIM-DVUSB-DP CIM

Microsoft® Windows 7°

= =4 -4 4 A -

KX f o}

KX I

A
e KX 111
®

198
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KX I
KX I P
° - - KX Il Port Group Management
[ ]
° - KX 1l Port Group Management [
]

b

1.

2, .

(" KX "p.

294,
http://www.raritan.com/help/kx-iii/v3.0.0/en/index.htm#32872)

199

Raritan.
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http://www.raritan.com/help/kx-iii/v3.0.0/en/index.htm#32872
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KXl
CIM
uUsB
CAT5/6 CIM
a. KX 1
b. KX I
C. KX 1, (p-9)

A URL - http://IP-ADDRESS

A hitp://IP-ADDRESS/akc
KVM

IP-ADDRESS KX 1
HTTPS
HTTP P
i o i o]

USB

KX 11I,

Java Virtual KVM
Microsoft .NET Active

KXl DNS

=i=Raritan.
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KX

(p. 148),

(p. 148),

" p. 195)
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Port Access

KVM .
Connect .
KX I .
>
T Port Access Connect
Raritan

T VKC

A Alt+Tab

A Mac® F3
T AKC

A Alt+Tab

202
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Login Port Access

URL

(p. 148)
URL

KVM
Connect

. Local Port

Remote Console Port

i

LDAP

Raritan. 203
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LDAP/LDAPS

LDAP KX I /
RADIUS

rciusergroup

LDAP/LDAPS

Microsoft® Active Directory® LDAP memberOf,

Microsoft Active Directory

Active Directory® .
Windows 2000° Microsoft® Active Directory
LDAP/LDAPS . Microsoft
1. Active Directory . Microsoft Active Directory
2. Active Directory Console Active Directory
Active Directory Schema Active Directory .

204
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1. Active Directory® Schema
Operations Master Change Schema Master

L

Change Schema Master 2 x]

The zchema master manages modifications ta the schema. Only ane
gerver in the enterprize performs this role.

Current schema maszter [onling]:

rei-gofdiZnzmet. mppc. rpdomain, com

T transfer the schema master rale to the targeted
domain cantroller below, click Change.

rei-gofdiZnzmet. mypc. mydomair, com

Claze

2. Schema can be modified on this Domain Controller
3. OK .

> rciusergroup

1. Active Directory® Schema +
2. Attributes

205
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New Attribute

L

Continue Create New Attribute

L

Create Mew Attribute

* Create a Mew Attibute Object

— |dentification

Cormmar Hame: IrCIUSErgrDup

LDAP Display Mame: |rciusergrnup

IJnigue #500 Object 1D I'I 3.6.1.41.1374250

D eszcription; IHaritan's LOAR attribute

— Syntax and R ange

Suntas: IEase [nzenzitive String j
M iirnarn: |'|
b agirnar; Iz*ﬂ
I Multivalued Ok I Cancel
4. Common Name rciusergroup,
5. LDAP Display Name LDAP rciusergroup,
6. Unique x5000 Object ID x5000 ID
1.3.6.1.4.1.13742.50,
7. Description .
8. Syntax Case Insensitive String
9. Minimum 1,
10. Maximum 24,
11. oK .
>
1. Classes



;
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2.
"Hi Consolel - [Console RootActive Directary Schema [ro-gef4j2nzmzEmyn =10l =|
€ Fie Action  Wew Favorites  Widow  Help _ =] =l
+ - | BE #RHE &
L:.I Conscle Rock Marre | Tupe I Skabus | DESEI:I
E|""_E Active Directory Scherma | B3 serviceConnectonPoint Skruckural Bikive Servi
ED Classes B2 servicelnstarce Skruckural Gikive Servi
{1 Atriutes B2 cirrpleSacuribyiobiact iy Ackive The ¢
B site Shkruckural Artive Sike
B3 siteLink Siructural ackive Site-1
B2 siteLinkBridge Shuctural Fickive Sika-l
B3 sitesContainer Sheuckoral Birkive Sikes-
B3 storage Skruckural Ackive Skors
B wbnist Struckural Bikive Subn
B2 cubrekCantainer Skuckural Ackive Subn
B subSchama Shkruckural Artive Subs
B2 top abstract Active Top
B2 bstecDomain Shuctural Fickive Trusk
B bepelibraey Skruckural Bckive Type
i Mew \Wirdow From Here
B abme Bickive Valun -
P | _|-| d | Refrash | b
| Properties
Help
3. Properties User Properties
4, Attributes
5. Add .
207
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6. Select Schema Object rciusergroup,

Select Sohemna Dbject

DMAD =l
7. Select Schema Object OK
8. User Properties OK .
>
1. Active Directory® Schema Reload

the Schema .
2. Active Directory Schema MMC (Microsoft® Management

Console) .

rciusergroup
Windows 2003° Active Directory®

Microsoft® Windows 2003 Server CD .

Microsoft® Windows 2003 . ADSI (Active
Directory Service Interface) Active Directory
> rciusergroup
1. CD Support > Tools .
2. SUPTOOLS.MSI

=i=Raritan.
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adsiedit.msc ADSI Edit ADSI

=00l
& Bl Adon Wew Widow  Hep (SIS
A2 BIBRIB
o AOSIEE Hamz | Om: | Dtimpited Hane

¥

R

A Doman [rohodi2remet mancin | £ Donan [ro-of42namst myps. .. domank6s
=E Confrguration [roepeHdremet.my
] schenne [rd-gdEnzmet. mype.m?

it Corfigorebon [reFocf4iZremz. .. configurston
4 schema [reigcMZrematam g, dHD

sl

4, Domain

L
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210

&, ADST Edit

CN=Users

Sf Fie A%on Wes  Wndow  Hep |

o EmxEE®e
& A051Edk Harms ] e [ Dtimuised Hene

= | Dmain [roi-gf 4| 2nzmet, ey, iy {.‘]CH:MTh:-h’atw uger Chi=hdmirishrskor, Y =Ussrs, 0C=myoc, DC=nydomamn,C

- CC=mype L =mamain, L] | (2R CH=Cer: Prublishers group CH=Cert Publishers, Ti=Users, CO=nypc A =mdomain

-?-' L..I m'a_"h" é‘]CH:Dm.ﬁdrlrs group CH=Creshdmrs D= zsers, Do=nyp D2 =myd oman, 02

f: ‘:-‘ M=t ompuker s el CH=CrelipdsteP roocy group CH=CrelpdateProsy, Y=L sers, D =mype, CC=nydome

L I_l ;‘I:';T@c“"h:'::ﬂ :;deH:D\:lmi'l.ﬁdrlrs @roug H=Comen Sdmirg, U sers, Co=nyvpc Do =mydoman

; B I:I"l-LO:.Iﬁg Y el CH=Comein Conpubers group CH=Comen Compubsrs, (N=Users, D=, DC=mydor

) l:.l etie Ko ZHCH=Comein Cortrolers group CH=Comein Controlers, CN=Users, D C=mype, DC=mydar

i L1 m - %‘]CH:DUT»H‘I EuEsks group CH=Comeln Gussts, Ch=_ssrs, D =mypc, D =mmedomein

+|J D"|=5'rsl:;z|1 el H=Comein Users group CH=Comain Users, Ch=LUssrs, D=, Do =mdoman, L

_;_- 123 #cu-a-urprmndm group e roetes Sl i, sl ser s, Do ey oo, DO smreadom

i ConFipUralian [1c0c ML it :'__'ICN-GI'D.p Polcy Creator Caw...  group CH=Grous Poboy Creator Carers, CheUssrs, D0 =nin L

#ri] schere [ra-geFdEnzme mepeme __'._'JCH-GLESI: user a0 st, ChleLaes s, D0 sy P, D sisciomzin, D soom

_IEM-I-Eb\ScmresGm.p group Chl=HelpSer vicesEroup, CN=Users, D C=mrape, D C=mudor

%ICH-krhtqt user Chl=tirbnt, =l siers, D= my pie O =mvpdoma in, D =con

I CR=RAS and 105 Sarears group CH=RAS and 185 Servess, Tl=lsers, O C=mype, DC=nyc

%ICH—ichunaMTh: group Chl=Schema dnnin, Chl=liser 5, D =mype, DC=nydomsr

ZHCH-s PPOAT_3EE995a0 uzar CH=F_FPORT_ 32659530, Rl ey s D =rpe, D =t

o h=Tadneerts group Chl=TedneoC benks, Chl= Liasis, D =mnigpe, DC=mydomain, C

| i L |

Porperties

=i=Raritan.
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7. Attribute Editor .
Attributes rciusergroup,

CN=Administrator Properties d |

Atribute Editor | Secuity |

v Show mandatony attibutes
¥ Show optional attributes

[ Show only attibutes that have values

Attributes:
Attribute | Syntan | Yalue il
prosptddresses nicode String - <Mot Sets
pindlasts et Large Integer/...  128299285243033603
quenPolicyBL Digtinguished ... <Mot Sets

ICiLSErgraup Caze [nzensti..

registereddddress Cctet String <Mat Sets
replPropertyMetalata Octet Sting (07 Ow00 0=00 Qw00 00
replUpT oD atet'ector Cctet Sting <Mat Set»

repzFrom Cctet Sting <Mat Set»

repsl o Cctet Sting <Mat Set» =
TEYIZI0N Integer <Mat Set»

rid Integer <Mat Set»

roomt umber Unicode Stiing — <Mot Setr

gakaccountt ame Unicode Str'incl Administrator _ILI
4 [

Edit |

] I Cancel | Spply |

8. Edit String Attribute Editor

L

9.  EditAttribute KX Il
oK .

L

String Attribute Editor |

Attribute: roiuzergroup

W alue:
Jsdrir|

Clear | (1] I Cancel

211
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Ch5 Virtual KVM Client (VKC)

KX 1 Remote Console
Virtual KVM Client (VKC)

L

—

ES Ror‘ifan

Dot ol Comnection USBProfie Keyboard Vides Mouse Tooks View Wiy Meda 2odo SmatCand Help

BRENELERANCO R @

Time & Seaxiorc
Dacenter 13, 23132117 6

Uner: actran

Qute acive

Vaer P 195290820 982

Last Lage Dec 12 2212163213

"

|
A NP

| I8 |
v = v
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Virtual KVM Client

L

Ch 5: Virtual KVM Client (VKC)

Virtual KVM Client,

Virtual KVM Client

Virtual KVM Client (VKC)

L

Active KVM Client (AKC)

VKC AKC
1
1
1 VKC AKC .
1 URL
1 AKC AKC (p. 260)
KX 1Il Remote Virtual KVM Client (VKC) Active KVM
Client (AKC) .
>
1. A o0( Por t_ Na rRer)Action
2. Connect .
Home > Ports v
Port Access {

Click on the individual port name to see all
0/ 4 Remote KVM channels currently in u

Wiew By Port | View By Group | View By Search | Set &

Dominic n—KX2_I3‘u'rt_2
- e e

(p. 20)

213
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Virtual KVM Client (VKC) Active KVM Client (AKC)

L

- VKC AKC

VKC AKC

214
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KX 11l .

LAN

L

Connection Properties

Access and Copy
Connection Information (p. 218)

Connection Info

Description
Dominionk Device Name
192.168.61.15 IF Address
443 Port
187 KB/s Data In/Second
200 Bjs Data Out/Second
19 FPS
00:26:59 Connect Time
1440 Horizontal Resolution
900 Vertical Resolution
Refresh Rate
Protocol Version

| Copy to Clipboard | |

cul .

215
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J L
e ——
Optimize for: |Text Readability
Video Mode: Full Color 2
Best —O Least
Quality MNoise Filter: 2 Bandwidth
L
L
L
L
GUI

Connection Properties

216 =i=Raritan.
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Noise Filter

KX I

Optimize for: | Text Readability

Video Mode: Full Color 2

_U

Best Least
Quality Noise Filter: 2 Bandwidth

GUI

Connection Properties

eV e

=& Raritan.
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218

214)

KX 11 - KX
IP Address IP
Port o}
Data In/Second
Data Out/Second
Connect Time

FPS - KX I

= =4 -4 -4 -4 A -4 -8 A -2 -2

Protocol Version

L

o KX IP .
KX I KVM TCP/IP
/ o} KX
/ o} KX I
0 .
/ .
0 Raritan

L

(p.

Access and Copy Connection Information

Connection USB Profile Keyboard Video Mouse Tools View Virtual Media Audio SmartCard Help

ShEEhBEAQADDOR @E

Connection Info

§

Description
Device Name
1P Address
Port
Data In/Second
Data Out/Second
FPS
Connect Time
Horizontal Resolution
Vertical Resolution
Refresh Rate
Protocol Version

1
1
2
3
4
s
6
7

- e D D
- o

Data
KX3-61-20
192.168.61.20
443
08/s
0B/s
0
00:10:22
1024
768
7SHz
01.30

{__Copy to Clipboard_| [

]
i
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Ch 5: Virtual KVM Client (VKC)

o > .
o Copy to Clipboard .

USB

USB Virtual KVM Client (VKC)
USB

L

Connection [USB Profile| Keyboard Video Mouse Tools View Virtual Media Audio SmartCard Help
% h E @ Generic .
Other Profiles Linux

Mac 05-X (10.4.9 and later)
HP Proliant DL360/DL380 G4 (Windows 2003 Server Installation)
BIOS IBM Thinkcentre Lenovo

RUBY Industrial Mainboard (AwardBIOS)

HP Proliant DL360/DL380 G4 (HP SmartStart CD)

BIOS Dell PowerEdge Keyboard and Mouse Only

Supermicro Mainboard (Phoenix AwardBIOS)

SuSE Linux 9.2

Help on USE Profiles

il T el
KVM USB .
Windows® Generic
BIOS BIOS
usB (p. 46) USB .

219
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Ctrl+Alt+Del
Ctrl+Alt+Delete Ctrl+Alt+Delete

L

A o0(Keyboar@jl >Alt +Del eted(Send Ctrl| +AI f

Ctrl+Alt+Delete (Al

KVM .
Ctrl+Alt+Delete PC
Windows
LeftAlt+Tab
> Alt + Tab KVM
windows .
CIM /
> DCIM-USBG2
1. Note Pad Windows® .
2. Set CIM Keyboard/Mouse CIM / .
Ctrl Num Lock . CIM
3. .
4. CIM .
> Send Text to Target
1. > . .
2. .
3 / fi /
0 .
4 OK

220
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Virtual KVM Client

L

PC PC .
PC .
PC /
Virtual KVM Client (VKC) Active KVM

Client (AKC) .
>
1. A o0 ( Keyboar diKeybodérd Macros), Keyboard

Macros .
2. A q Add Keyboard Macros .
3. Keyboard Macro Name .

Keyboard .
4. Hot-Key Combination
5. Keys to Press
Add Key . Macro Sequence
Release Key
Ctrl+Esc . Macro Sequence
Alt
F4,
Esc
F4
Esc
Alt

6. Macro Sequence .

221
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a. Remove
b.
7. OK . Clear
. OK Keyboard Macros
8. Close Keyboard Macros .
Keyboard .
9. .
>
1. Keyboard > Keyboard Macros Import
Macros . .
2. Open .
a OK
b.
. OK .
3. Select All Deselect
All .
4. oK .
a. Import Macros .

222 =i=Raritan.
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A Yes .
A Yes to All
A No .
A No to All
A Cancel .
A Rename .
Rename Rename Macro
. Ok
b. .
OK Cancel
1. Tools > Export Macros Select Keyboard
Macros to Export .
Close Window
2. Select All Deselect
All .
3 OK . fi 0
4. Save
223
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5. Yes No
Refresh Screen .
1 Refresh Screen .

1 Auto-sense Video Settings

L

1 Calibrate Color .
Video Settings .
>
bl Video > Refresh Screen Refresh
e
Screen — .

Auto-sense Video Settings

>
i Video > Auto-sense Video Settings
Auto-Sense Video Settings .
B
224 ~=Yee-
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Calibrate Color

L

Calibrate Color

i o(Video) &fCali brate ol or)
c‘)(CaIibrate@olor) .
Video Settings .
Video > Video Settings Settings
a. PLL (PLL Settings)
Clock o}
Phase o} 0-31 31 0.
b. (Brightness) .
c. Brightness Red o}
d. Brightness Green o} .
e. Brightness Blue 0 .
f. Contrast Red o} .
g. Contrast Green o} .
Contrast Blue o) .
225
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Clock Phase
. Raritan
i. Horizontal Offset o}
j.  Vertical Offset L o}
3. Auto Color Ca;ibration .
4.
A Best possible video mode
A Quick sense video mode L
. BIOS
5. OK | . Apply

226 =i=Raritan.
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Sun Sun

Clock:
Phase: 1= o A 31

Color Settings

Brightness Red: o ] 127
Brightness Green: o ] 127
Brightness Blue: o 127
Contrast Red: 89l:] o I 177
Contrast Green: E 0 i 177
Contrast Blue: E 0 ﬂ 127
Horizontal Offset: @ 0 [[- 2
Vertical Offset: 31z o [} 32

Automatic Color Calibration

Video Sensing

(@) Best possible video mode

() Quick sense video mode

( )

Screenshot from Target server

. bitmap, JPEG PNG
>
1. Video > Screenshot from Target
2. Save
type .
3. Save

Files of

227
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Remote Console
KX I

KVM Client

LAN

228 ~=Yes-

ERaritan.
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USB CIM

CIM

D2CIM-VUSB
D2CIM-DVUSB
D2CIM-DVUSB-DVI
D2CIM-DVUSB-HDMI
D2CIM-DVUSB-DP

= =4 -4 4 -

v

i A O0(Mouse)P(Afdsol ut e)
DVUSB CIM

L

CIM

VM

i i o(Mouse) >Intelligent

229
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= =4 -4 -8 - -

Mouse Intelligent Mouse Synchronization

L

Enhanced pointer precision
mouse to default button in dialogs

Video Settings

L

KVM

Mouse > Standard

Snap

Best Possible Video Mode

Raritan

L

Synchronize Mouse

unix

=i=Raritan.
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. KVM

Clientio .

KVM Client .

Linux, UNIX Solaris KVM

a. .
b. xsetmouse 11 |
C. .

KVM Client m

Synchronize Mouse

KVM Client .

Mouse Synchronize Mouse
Synchronize Mouse m .

231
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Windows Linux

>
1 i o(Mouse) >m(Single MQuse Cursor)
bl Single/Double Mouse Cursor / h

L

Single Cursor ’
il

You are about to enter Single Cursor mode, While you are in this mode,

this software will have exclusive control over the mouse and keyboard.
To exit single cursor mode, you rmust press Ctrl+ Leftilt+0
[7] Scale the video {no scroll bars)

o

>

1. Ctrl+Alt+O .

>

1. A o0(Tool s§( Gt i on Options .
2. Enable Logging

3. Keyboard Type

A US/International /

2% =i=Raritan.
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Hungarian (Hungary) [ ]

French - US -

> > > > > > > > > > D> P> D> D> D> D> D>

French - US -
AKC

233
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5. OK .
s e

General | Client Launch Settings | Scan Settings |

Keyboard Type: [English (US/Int1) -

Exit Full Scresn Mode - Hotkey: |ctrl +Lefialt+M | |

Exit Single Cursor Mouse Mode - HotKey: [Ch|+LeftAlt+O v]

Disconnect From Target - Hotkey: [Ch|+Leﬂ:AIt+Q v] |

.
Active KVM Client (AKC)
. Raritan .

JRE < .
Linux

Linux Sun JRE System Preferences

Raritan
L
/

234

Keyboard Indicator

System Settings (Control Center|
)
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System Settings
D

System Settings
)

System Settings
D

Keyboard Indicator
Keyboard Indicator
Keyboard Indicator
Keyboard Indicator

System Settings
D

System Settings
D

System Settings
D

System Settings
D

System Settings
D

Ch 5: Virtual KVM Client (VKC)

(Control Center[

(Control Center|

(Control Center[

(Control Center][

(Control Center[

(Control Center][

(Control Center[

(Control Center][

Keyboard Indicator

Gnome

Linux

>

1.

2.
A
a.

KVM

0(Tool sg( Ot i on Options

Client Launch Settings

Standard - sized to target Resolution

L

235
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b. Full Screen

from

Detected

b. Enable Scale Video

Pin Menu Toolbar

OK

L

Monitor Client Was Launched

L

Select From Detected Monitors

Currently Selected Monitor Not

L

Enable Single Cursor Mode

il

Options

General | Client Launch Settings | Scan Settings|

Window Mode
(@ Standard - sized to target resolution

(7) Full Screen

Manitor
(@ Monitor Client Was Launched From
() Select From Detected Monitors

Maonitor A

Detected Monitors:

Other

Enable Single Mouse Cursor
Enable Scale Video

ok | [ Cancel || Acaly |

=i=Raritan.
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w N oY

VKC AKC
VKC AKC KX 1l Remote Console

Local Console
Configure Local Console Scan Settings) ( "
"p. 268)

32

Dominion KVM

L

Virtual KVM Client (VKC) Active KVM Client (AKC)

L

Scan Settings

f 10-255 0

Interval Between Ports (10-255 sec):
[10-255 ]

n (0] n (0]

L
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6. i o

L

[ s S

| General | Client Launch Setﬁngs| Scan 52tﬁﬂg?|

Scan Intervals

Display Interval (10-255 sec):
Interval Between Ports (10-255 sec): D

Display
A
split Orientation:

Virtual KVM Client,

>

bl View > View Toolbar .

>

i View > Status Bar .
>

i View > Status Bar .

238 =i=Raritan.
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L

Virtual KVM Client

>
1 A o(View)do(Sitaling)

Options (p.
232),

Tool Options
Pin Menu Toolbar . (p. 232),

>
] . =i}
>
i Tool Options .

Ctrl+Alt+M,
>
1. Tools > Options Options
2. Enable Launch in Full Screen Mode

OK .
239
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240

KX 1l . PC
KVM .
PC
KX 1 CD, DVD, USB,
128 256 AES RC4 .
KX I
| KX 1
USB .
PC Security Settings
1 KVM usB .
PC
1 PC
Microsoft Vista Windows 7 User Account
Control Run as Administrator when
starting Internet Explorer Internet Explorer
. Start IE
Run as Administrator .
KVM USB .
USB 2.0 .
—=Yo— .
=&=Raritan.



CIM

CIM

D2CIM-VUSB
D2CIM-DVUSB
D2CIM-DVUSB-DVI
D2CIM-DVUSB-HDMI
D2CIM-DVUSB-DP
DVUSB CIM

= =4 -4 -8 -

L

CIM
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DVD-ROM

L

Windows XP® KVM
C

L

J

CD-ROM

NTFS

Remote Console
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Windows®, Mac®  Linux®

CD/DVD USB CD/DVD
usB
PC
ISO

= =4 -4 -4 - -

1ISO9660 Raritan ISO

i Linux® Mac®

A Port Permission Access None
View

A Port Permission VM Access VM
Read-Only Deny

Windows® 7

Windows 8

Windows XP®

openSUSE® 11.4 Celadon (x86_64)
Fedora® 18

RHEL® 6.4

OSX Mountain Lion® 10.7 ( )
Solaris® 10

Active KVM Client (AKC) Windows

= =4 -4 -4 -4 _—a _—a -2
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usB .
KVM .
CD-ROM .
CD-ROM
CD-ROM, usB KVM KVM
/
>
1. Virtual KVM Client Virtual Media > Connect
Drive Connect Drive...
DL Map Virtual Media Drive .
r
Map Virtual Media Drive g e
Select a local drive to mount onto the target server,
Local Drive:
| &+ {Hard Disk Partition] -
[ ] Read-write
Lok J[ cancel |
2. Local Drive .
Read-Write .
. (p. 242)
uSB
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3. OK . .

CD-ROM/DVD-ROM/ISO

CD-ROM, DVD-ROM ISO .
1ISO9660 Raritan CD-ROM

> CD-ROM, DVD-ROM ISO
1. Virtual KVM Client Virtual Media > Connect

CD-ROM/ISO Image CD-ROM/ISO

Connect CD-ROM/ISO Image CD-ROM/ISO

el Med

i Map Virtual Media CD/ISO Image

CD/ISO .
2. CD-ROM DVD-ROM

a. Local CD/DVD Drive CD/DVD .

Local CD/DVD Drive CD/DVD
. CD
DVD .

C. Connect .
3. ISO

a. ISO Image 1SO . CD, DVD

ISO .
b. Browse
C. Open .
Image Path .

d. Connect .
4. ISO

a. Remote Server ISO Image ISO

]
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b. Hostname Image
File Server Setup
File Server Setup

L

c. File Server Username o}
. mydomain/username,
d. File Server Password 0
e. Connect .
Linux®
Linux Sync .
Windows 7° ® CD/DVD
/ ISO Window My Computer
. CD/DVD
/ ISO Tools > Folder Options
> View Hide empty drives in the Computer folder
IPv6
ISO .
>
i Virtual Media > Disconnect Drive
1 CD-ROM, DVD-ROM ISO Virtual Media
> Disconnect CD-ROM/ISO Image CD-ROM/ISO
Disconnect KVM
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Windows XP

Windows® XP Virtual KVM Client Active KVM
Client CD-ROM , ISO
ISO N
Linux

Linux

Linux Ext3/4

L

umount /dev/<device label>

Mac Linux
Linux Mac
Windows FAT

CD ROM

T Windows®
1  Windows
M Linux
Linux
CD ROM
Mac
Mac

{
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T  Windows® Mac Linux
1 Windows Mac
T Mac Windows FAT NTFS
T Mac .
>diskutil umount /dev/disk1s1 diskutil mount
/dev/disklsl .
ISO
ISO .
1ISO9660 Raritan CD-ROM
SMBI/CIFS,
Remote Console File Server Setup
. ISO
Map Virtual Media CD/ISO Image CD/ISO
Remote Server ISO Image ISO
Hostname Image
. CD-ROM/DVD-ROM/ISO (p. 244),

> ISO
1. Remote Console Virtual Media File

Server Setup .
2. Selected .
3. ISO

A IP Address/Host Name IP / )

IP
A Image Path 3 1SO
/sharename0/path0/image0.iso,
\sharenamel\pathl\imagel.iso
232 .

4. Save . Map Virtual

Media CD/ISO Image CD/ISO
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Windows 2003° Server ISO
i .

. 0 Microsoft
Network Server:Digitally Sign Communications Microsoft

L

KX I

, CIM / (p. 248),
USB (eToken NG-OTP),
Local Console .
Dominion Local Console (p. 269),
, CIM /
(p- 302)
(CIM) (p. 296)

PIN

PC Share Mode PC
PC-Share PC

PC-Share PC
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KVM AKC VKC
Smart Card .
Smart Card Smart Card
/ .
KVM .

KVM KVM
> AKC VKC
1. Smart Card Smart Card Reader

. Smart Card Q

2. Select Smart Card Reader
3. Mount .
4, . Mount selected card reader automatically on

connection to targets
OK

> Select Smart Card Reader

9 PC Refresh List
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Remove/Reinsert

/

Unmount

250
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USB
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D2CIM-DVUSB
D2CIM-DVUSB-DVI
D2CIM-DVUSB-HDMI
D2CIM-DVUSB-DP

CIM

Windows®, Linux® Mac®
Active KVM Client (AKC)

. Virtual KVM Client (VKC)

L

CD .
Raritan
1 (p. 251)
1 (p. 195)
1 ( ! " p. 195)
T CIM (p. 196)
1 (p. 329)
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KX I
1 16 44.1K
1 16 44.1K
1 16 22.05K
1 16 22.05K
1 16 11.025K
T 16 11.025K
1
Windows® 50 .
PC
PC
A 1
B . A
uSsB .
/ .

44.1 KHz 16 176 Kbps
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44.1 KHz 16 88.2 Kbps
2.05 KHz 16 88.2 Kbps
22.05 KHz 16 44.1 Kbps
11.025 KHz 16 44.1 Kbps
11.025 KHz 16 22.05 Kbps
1.5MB .
1 . 11k
44k .
i Connection Properties
i Connection Properties
. 8
1 Smoothing High
bl Video Noise Filter
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KX I .
KX I .
16 44.1K .
Windows 16
44.1K .
( " " p. 254)
PC VM
(p. 253),
4 .
(p. 254) .
KX I
Raritan /
Windows® 1 Active KVM Client (AKC)
1 Virtual KVM Client (VKC)
Linux® 1 Virtual KVM Client (VKC)
N ® 253
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Mac® 1 Virtual KVM Client (VKC)
KX I .
KX 11
(p. 253) .
PC VM
(p. 251) .
(p. 253),
[ 2
1. KX
PC, KXIII,
2. Port Access .
3. Audio =)
Connect Audio Device
PC .
PC Audio
4, Connect Playback Device
5. .
6. Format: .
7. Connect Recording Device
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Java Connect Recording Device
30 .
8. .
9. Format: .
10. OK . . OK
Audio Disconnect Audio
o)

L

L

Note. to ensure proper operation attach audio devices to dient PC

dlose then reopen your browser after attaching the avdio devices.

' prior to launching browser. If you haven't already done so, please

Flayback
Connect Playback Device

[F‘ri.l'n..au"mI Sound Driver

Format:

[stereo, 16 bit, 44,100 Hz

Recording
Connect Recording Device

|F‘rimary Sound Capture Driver

Format:

|stereu:|, 16 bit, 11,025 Hz
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>
)

] Audio Q#

OK L L L
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AKC  VKC .
>
1. Audio Audio Settings Audio

Settings .

2. / OK

Capture Buffer Size:

Flayback Buffer Size:

milliseconds

milliseconds
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- Virtual KVM Client

Raritan
Client .
>
1. Help

Virtual KVM Client

> About Raritan Virtual KVM Client

L

2. Copy to Clipboard

Virtual KVM

Raritan
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........................................................................................................ 258
.................................................................................. 258

AKC Microsoft .NET Framework .........ccccvevevevererererirernrirererenanan, 259
AKC e 259
AKC e 260
AKC 260

Active KVM Client (AKC) Microsoft Windows .NET®

L

Java® Runtime Environment (JRE) Windows
Raritan Virtual KVM Client (VKC) Java
Runtime Environment (JRE), .

i

Raritan.

AKC CC-SG .
AKC VKC
 VKC AKC .
1 URL .
1 AKC AKC (p. 260)
1 AKC VKC . .
Virtual KVM Client (VKC) (p.

212),

KX 11l Remote Virtual KVM Client (VKC) Active KVM
Client (AKC) .
>
1. A 0( Por t_ Na rRer)Action
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2. Connect

Home » Ports

Port Access

N A

Click on the individual port name to see all
0/ 4 Remote KVM channels currently in u
L]

View By Group | View By Search | Set &

2 Dominin-KxX2_Port2 f
i
- A

(p. 20) .
AKC Microsoft .NET Framework
Active KVM Client(AKC) Windows .NET® 3.5, 4.0 4.5 .
AKC 35 4.0,
AKC
Internet Explorer® Active KVM Client AKC
KX I .
AKC
T Windows XP®
1 Windows Vista® 64
1 Windows 7 64
T Windows 8° 64
WINDOWS PC FIPS AKC
Windows 7,
AKC NET NET
.NET .NET .
Raritan Windows XP® AKC
.NET 3.5 .NET 4.0, .NET

.NET
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AKC
1 Internet Explorer® 8
IE 8 AKC
Internet Explorer,
AKC
Cookies
P cookies,
fi Tusted Sites Zone 0 KX I IP
Windows Vista® Windows® 7 Windows 2008
1P Trusted Sites Zone
i Q,
Windows Vista® Windows® 7 Windows 2008
Protected Mode .
AKC
CC-SG Enable AKC Download Server
Certificate Validation AKC
1 .
i CA Trusted
Root CA .
CC-SG Admin Client Active KVM Client JREF®
1.7.x .
260

]
i

=&=Raritan.



Ch7 KX Il Local Console - KX IlIl End

User Help
........................................................................................................ 261
..................................................................................... 261
Local CONSOIE 262
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Local Console

KX Local Console KX 1l
Local Console KX I .
Local Console Local Console
KX 1 Local Console
1600x1200@60Hz KX 11l Local
Console, KX I Local Console .
Local Console KX 11
1024x768@60 .
Local Console Supported KX llI
Local Port DVI Resolutions KX 11 DVI (p.
296),
(p. 324) .
KX Il Local Console KVM
KX 1l

KX 11l Local Console
GUI

L

L

KX Il Local Console

L

KX 11l Local Console
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KX Il Local Console

> KX 1lIl Local Console

T Scroll Lock

KX 1ll Local Console

Local Port Settings . Local
Console KX I .

GUI GUI 5

T ALT > 5> ALT

5 11
1 ALT > 1> 1> ALT
11 GUI

GUI

1 Scroll Lock
GUI 5, 2

q ALT > 5> ->

2> ALT
5, 5,
11
q ALT > 5> ->
1> ALT
5, 11

GUI GUI

1 Scroll Lock
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Sun

Sun

Sun
Again
Props
Undo
Stop A
Front
Copy
Open
Find
Cut
Paste
Mute
Compose
Vol +
Vol -
Stop

Power

Sun Microsystems®
Keyboard

Ctrl+ Alt +F2
Ctrl + Alt +F3

Ctrl + Alt +F4
Break a

Ctrl + Alt + F5

Ctrl + Alt + F6

Ctrl + Alt + F7

Ctrl + Alt + F9

Ctrl + Alt + F10
Ctrl + Alt + F8

Ctrl + Alt + F12
Ctrl+ Alt + KPAD *
Ctrl + Alt + KPAD +
Ctrl + Alt + KPAD -

-
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i

0 Local Console

32
s , Dominion KVM
. Local Port

Local Port ConnectKey .

Stop Scan
DisconnectKey .

Remote Console Local Console
265
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0 Local Console

Port Scan .
10
Local Port Settings
(p. 268)
Virtual KVM Client (VKC) Active KVM Client (AKC)
Remote Console . VKC AKC
( " VKC AKC . 'p. 237),

Connection USB Profile Keyboard Video Mouse Tools Yiew Vitusl Media Audio SmartCard Help

ﬂhﬁm%@@@ﬂuOﬁﬂﬁ

Seanning.

#3-6: Blade Chassis_Portd_Slots £4.1: Blade Chassis Portd Slotl ¥4-2: Blade_Chassis_Port4 _Slot2

scanned scanned connecting

&
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- Local Console

Local Console

f
f
f

il

Connection USB Profile Keyboard Video Mouse Tools View Virtual Media Audio SmartCard Help

B REBLEEAQDD00R@mE
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Scanning... m
#3-6: Blade_Chassis_Port4_Slot6 #4-1: Blade_Chassis_Port4_Slotl #4-2: Blade_Chassis_Port4_Slot2
scanned ! scanned connecting !

Virtual KVM Client (VKC) Active KVM Client (AKC)

Remote Console . VKC AKC

( " VKC  AKC . "p. 237),
2
1. Local Console Device Settings .

i
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2. Local Port Settings Local Port Scan
Mode .

3. .
A - 3
A - .

- Local Console

>
1. Port Access Set Scan .
2.
3. Up Only .
4. Scan .
Local Console
Local Console KX 1
UsB USB KX 111,
KX 1 KX I .
(p. 302)
KVM KVM
> KX Il Local Console
1. KX 1 USB USB
. KX 111 .

2. Local Console Tools .
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3. Card Readers Detected
. None .
4, OK .
. Card Reader
Selected Not Selected .
>
i Refresh . Card Readers
Detected .

Select Card Reader

Card Readers Detected

USB SmartCard Reader (Gemplus)

CIK| R:fr::h| Cam:el|

Local Console USB

Tools USB Profile Options USB
USB

L

Port Name
Select Profile To Use
Profile In Use

L

> UsB Local Console
1. Port Name USB

L
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2. Select Profile to Use

3. OK USB Profile In Use

USB Profile Options

Select Profile To Use

¢
¢
1
¢
¢

Port Name
No Port Selected

Mac 05-X (104 9 and later)
HP Proliant DL360/DL380 G4 (Windows 2003 Server _.'
-

Profile In Use

I: mux

KX Il Local Console

(p. 165),

>
1. i 0(Maintenance]Faétory Rastay )

Reset .
2.

A Full Factory Reset )

. CommandCenter
A Network Parameter Reset o}
Device Settings > Network
Settings .

3. Reset .
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4. OK . KX 11
KX 1
Reset .
Reset Encryption & Share
(p. 165),
>
1. KX I .
2. .
3. KX I .
4. 10

H W N N n N N
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KX 1l 3000 914 .
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Cat5 Reach DVI Raritan Support
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Contact Raritan Raritan (http://www.raritan.com/contact-us/)
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KX 1 Cat5 Reach DVI
KX 11 .
KVM .
KVM Cat5 Reach DVI .
KVM Cat5 Reach DVI,
/ KVM Cat5 Reach DVI,
Cat5 Reach DVI
Connecting a Keyboard/Mouse/Video Source 5 5
> KX I Cat5 Reach DVI
1. Cat5 Reach DVI
Cat5 Reach DVI Basic Installation
2. Catbr/6 .
3. .
4, KVM .
a. Raritan DVI DVI-I IN
KVM .
b. Raritan USB- B USB- B
KVM USB -A .
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> KVM

1. KVM .
a. USB CIM .
b. Catb USB CIM KVM

2. Catbr/6 .

3. .

4. KVM
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KX 11 KX I .
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RJ45 KVM .
CIM KVM
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P2CIM-APS2DUAL 1 IBM® PS/2 bl
1
1
l
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1
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KX I 1 KVM
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KVM
i Security > Security Settings > Encryption &
Share PC Share PC Private
KX 1
. PC . KX 1l
. KX P2CIM-APS2DUAL P2CIM-AUSBDUAL
PC .
CIM
P2CIM-APS2 P2CIM-AUSB CIM .
Paragon 12 KX I
32 .
KX 1 Paragon KX 11
CIM . KX CIM CIM
KX I KX Paragon Il .
KX 1 CIM KX 1
. KX 111
KX 11l Port Access Up [ ] Down
[ 1] CIM KX 111 .
KX 11l Port Access Idle [ 1
Busy[ ] Connected [ ] KX I
KX 1l .
KX 111 PC .
KX I
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CC-SG
CC-SG KX 11 ) CIM
. KX 1
CC-SG oob-kvm .
KX 1 o0ob-kvm .
KX 1 Private
CC-SG Port Profile
KX 111, KX 1
CC-SG KX I .
KX 1ll-  -Paragon Il
P2CIM-APS2DUAL P2CIM-AUSBDUAL KX I Paragon
1,
KX 11 Paragon Il .
Paragon I
Paragon Il KX I
Private .
¢ Private
KX 1
Paragon Il
PC .
Paragon Il
PC Share Idle Timeout
PC .
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I KX 11

L
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P-View

CIM Paragon
KX 11

CIM

Paragon I

CIM

Paragon Il KX 1

KX Paragon

[8

Paragon Il
152

L

KX I Paragon

L

150

500

45

i

Paragon Il
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> Paragon Il

1. KX I

L

Paragon Il

A P2-UST

A P2-EUST
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2. DCIM-USB

KX I
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Paragon Il USB
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