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What's New in the Help

il

Raritan.

The following sections of the Dominion KX II help have changed or
information has been added to based on enhancements and changes to
the equipment and/or user documentation.

Support for blade servers has been added to the Dominion KX II.
See Configuring Blade Chassis (on page 143) for more
information.

Online help has been added to the Dominion KX Il. A PDF version of
the help, which contains the same information as the online help, can
be found on the Firmware and Documentation page of Raritan's
website (see the Raritan Firmware and Documentation page
http://www.raritan.com/support/firmware-and-documentation/).

Support of PX powerstrips has been added to the Dominion KX II.
See Powerstrip Outlet Control (on page 168).

Dominion KX Il now allows administrators to log users off of the
server. See Logging a User Off (Force Logoff) (on page 106).

SSL certificates have been added to the Dominion KX Il. See SSL
Certificates (on page 182).

Hot-key switching from the Local Port has been included in the
Dominion KX II.

Please see the release notes for a more detailed explanation of the
changes applied to this version of the help.


http://www.raritan.com/support/firmware-and-documentation/�
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Dominion KX Il Help

The Dominion KX Il help provides information on how to install, set up,
and configure the Dominion KX II. It also includes information on
accessing target servers and power strips, using virtual media, managing
users and security, and maintaining and diagnosing the Dominion KX .

A PDF version of the help can be downloaded from the Raritan
Firmware and Documentation page
http://www.raritan.com/support/firmware-and-documentation/ on the
Raritan website. Raritan recommends that you refer to the Raritan
website for the most up-to-date user guides available.

Related Documentation

The Dominion KX Il help is accompanied by a Dominion KX Il Quick
Setup Guide, which can be found on the CD included with the device or
on the the Raritan Firmware and Documentation page
http://www.raritan.com/support/firmware-and-documentation/ of Raritan's
website. Installation requirements and instructions for client applications
used with the Dominion KX Il can be found in the KVM and Serial Client
User Guide, also found on the Raritan website. Where applicable,
specific client functions used with the Dominion KX Il are included in this
help.

=i=Raritan.
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Dominion KX Il Overview

il

Raritan.

The Dominion KX Il is an enterprise-class, secure, digital KVM
(Keyboard, Video, Mouse) switch that provides BIOS-level (and up)
access, and control of up to 64 servers from anywhere in the world via a
web browser. At the rack, the Dominion KX Il provides BIOS-level control
of up to 64 servers and other IT devices from a single keyboard, monitor,
and mouse. The integrated remote access capabilities of the Dominion
KX Il provide the same levels of control of your servers via a web
browser.

The Dominion KX Il is easily installed using standard UTP (Cat 5/5e/6)
cabling. Its advanced features include virtual media, 128-bit encryption,
dual power supplies, remote power control, dual Ethernet, LDAP,
RADIUS, Active Directory, Syslog integration, external modem
capabilities, and web management. These features enable you to deliver
higher up-time, better productivity, and bulletproof security - at any time
from anywhere.

Dominion KX 1l products can operate as standalone appliances and do
not rely on a central management device. For larger data centers and
enterprises, numerous Dominion KX Il devices (along with Dominion SX
devices for remote serial console access and Dominion KSX for
remote/branch office management) can be integrated into a single logical
solution using Raritan's CommandCenter Secure Gateway (CC-SG)
management unit.
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Virtual Media

il

Raritan.

All Dominion KX Il models support virtual media. The benefits of virtual
media - mounting of remote drives/media on the target server to support
software installation and diagnostics - are now available in all of the
Dominion KX Il models.

Each Dominion KX Il comes equipped with virtual media to enable
remote management tasks using the widest variety of CD, DVD, USB,
internal and remote drives and images. Unlike other solutions, the
Dominion KX Il supports virtual media access of hard drives and
remotely mounted images for added flexibility and productivity.

Virtual media sessions are secured using 128-bit AES or RC4
encryption.

The D2CIM-VUSB CIM and D2CIM-DVUSB (computer interface module)
support virtual media sessions to KVM target servers supporting the USB
2.0 interface. These new CIMs also supports Absolute Mouse
Synchronization™ as well as remote firmware update.
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Product Photos
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Product Features

il
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Hardware

Integrated KVM-over-IP remote access
1U or 2U (KX2-464) rack-mountable; brackets included

Dual power supplies with failover; autoswitching power supply with
power failure warning

8, 16, 32, or 64 (on KX2-464) server ports

Multiple user capacity (1/2/4 remote users; 1 local user)
UTP (Cat5/5€e/6) server cabling

Dual Ethernet ports (10/100/1000 LAN) with failover
Field upgradable

Local user port for in-rack access

=  PS/2 keyboard/mouse ports

= One front and three back panel USB 2.0 ports for supported USB
devices

= Fully concurrent with remote user access

= Local graphical user interface (GUI) for administration
Centralized access security

Integrated power control

LED indicators for dual power status, network activity, and remote
user status

Hardware Reset button
Serial port to connect to an external modem
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Software

Virtual media with D2CIM-VUSB and D2CIM-DVUSB CIMs

Absolute Mouse Synchronization with D2CIM-VUSB CIM and
D2CIM-DVUSB CIMs

Plug-and-Play
Web-based access and management
Intuitive graphical user interface (GUI)

128-bit encryption of complete KVM signal, including video and
virtual media

LDAP, Active Directory, RADIUS, or internal authentication and
authorization

DHCP or fixed IP addressing

SNMP and Syslog management

IPv4 and IPv6 support

Power control associated directly with servers to prevent mistakes

Integration with Raritan's CommandCenter Secure Gateway
(CC-SG) management unit

CC Unmanage feature to remove device from CC-SG control

Terminology

This manual uses the following terminology for the components of a
typical Dominion KX Il configuration:

(0]
- Windows XP
= RIS
/[ wc @
os : W
- e Sun Solars
-
P

=i=Raritan.
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Diagram Key

V- JONORO

TCP/IP
IPv4 and/or IPv6
KVM (Keyboard, Video, Mouse)

UTP Cable (Cat5/5€/6)

Dominion KX 1|

Local Access Console

Local User - an optional user console (consisting of a
keyboard, mouse, and multi-sync VGA monitor)
attached directly to the Dominion KX Il to control KVM
target servers (directly at the rack, not through the
network).

Remote PC

Networked computers used to access and control KVM
target servers connected to the Dominion KX Il. See
Supported Operating Systems (Clients) (on page
232)for a list of the operating systems supported by the
Dominion KX Il remotely.

CIMS

Dongles that connect to each target server or power
strip. Available for all of the supported operating
systems. See Supported CIMs and Operating
Systems (Target Servers) (on page 234) for
information about the CIMs supported by the Dominion
KX II.

Target Servers

KVM Target Servers - servers with video cards and
user interfaces (for example, Windows, Linux, Solaris,
etc.) accessed remotely via the Dominion KX II. See
Supported CIMs and Operating Systems (Target
Servers) (on page 234) for a list of the supported
operating systems and CIMs.

Dominion PX Power Strips

Raritan power strips accessed remotely via the
Dominion KX II.
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Package Contents

Each Dominion KX Il ships as a fully-configured stand-alone product in a
standard 1U (2U for KX2-464) 19" rackmount chassis. Each Dominion
KX Il device ships with the following contents:

Amount Item
included

Dominion KX Il device

Dominion KX Il quick setup guide
Raritan user guide CD-ROM
Rackmount kit

AC power cords

Cat5 network cable

Cat5 network crossover cable

Set of 4 rubber feet (for desktop use)

Application note

O = R = T T = T S =

Warranty card



Chapter 2

Installation and Configuration
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Overview

This section provides a brief overview of the installation process. Each
step is further detailed in the remaining sections of this chapter.

> To install and configure the Dominion KX Il

e Step 1: Connect the Dominion KX Il (on page 12)

e Step 2: Configure the Dominion KX Il (on page 15)

e Step 3: Configure KVM Target Servers (on page 23)

e Step 4: Configure Network Firewall Settings (on page 33)

e Step 5 (Optional): Configure Keyboard Language (on page 34)

Also included in this section is the default logon information you will
need. Specifically, the default IP address, user name, and password.
See Default Logon Information (on page 11).

Default Logon Information

Default
User name

Password

IP address

il
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Value

The default user name is admin. This user has
administrative privileges.

The default password is raritan.

Passwords are case sensitive and must be entered
in the exact case combination in which they were
created. For example, the default password raritan
must be entered entirely in lowercase letters.

The first time you start the Dominion KX Il, you are
required to change the default password.

The Dominion KX Il ships with the default IP
address of 192.168.0.192.

11
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Default Value

Important: For backup and business continuity purposes, it is
strongly recommended that you create a backup administrator
user name and password and keep that information in a secure
location.

Getting Started

Step 1. Connect the Dominion KX Il

Connect the Dominion KX Il to the power supply, network, local PC, and
target servers. The letters in the diagram correspond to the topics in this
section that describe the connection.

- YL TTTITIT
i, I--l--!!'i--!!l!wlﬂ.

P *YTTITIIT]

_L3

!
o %= o =c

A. AC Power

> To connect the power supply:

1. Attach the included AC power cord to the Dominion KX Il and plug
into an AC power outlet.

12 Y=

=i=Raritan.



il

Raritan.

Chapter 2: Installation and Configuration

2. For dual power failover protection, attach the second included AC
power cord and plug it into a different power source than the first
power cord.

Note: If you only attach one power cord, the power LED on the Dominion
KX 1l front panel will be red because the system is set to automatically
detect both sources. See the Power Supply Setup (on page 134) for
information about turning off automatic detection for the power source
not in use.

B. Modem Port (Optional)

The Dominion KX Il features a dedicated modem port for remote access
even when the LAN/WAN is unavailable. Using a straight-through serial
(RS-232) cable, connect an external serial modem to the port labeled
MODEM on the back of the Dominion KX Il (see Specifications (on
page 230) for a list of certified modems and Modem Settings (on page
125) for information on configuring the modem).

Note: Raritan recommends configuring the modem by enabling the CD
(carrier detect) setting.

C. Network Port

The Dominion KX Il provides two Ethernet ports for failover purposes
(not for load-balancing). By default, only LANL1 is active and the
automatic failover is disabled. When enabled, if the Dominion KX Il
internal network interface or the network switch to which it is connected
becomes unavailable, LAN2 will be enabled using the same IP address.

Note: Because a failover port is not activated until after a failover has
actually occurred, Raritan recommends that you either not monitor the
failover port or monitor it only after a failover occurs.

» To connect the network:

1. Connect a standard Ethernet cable (included) from the network port
labeled LANL1 to an Ethernet switch, hub, or router.

2. To make use of the optional Dominion KX Il Ethernet failover
capabilities:

= Connect a standard Ethernet cable from the network port labeled
LAN2 to an Ethernet switch, hub, or router.

= Enable Automatic Failover on the Network Configuration page.

Note: Use both network ports only if you want to use one as a failover
port.

13
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D. Local Access Port (Local PC)

For convenient access to target servers while at the rack, use the
Dominion KX 1l Local Access port. While the local port is required for
installation and setup, it is optional for subsequent use. The local port
also provides a graphical user interface (the KX Il Local Console) for
administration and target server access.

Attach a multi-sync VGA monitor, mouse, and keyboard to the respective
Local User ports, using either a PS/2 or USB keyboard and mouse.

» To connect the local port:

1. Attach a multi-sync VGA monitor, mouse, and keyboard to the
respective Local User ports (using either a PS/2 or USB keyboard
and mouse).

The physical connections for the local ports can be found on the back
panel of the Dominion KX II.

r
il il G e e vl s
VOO TIF FIIFSF P
2 i Y o it e el
. FF
Connection Description
Monitor Attach a standard multi-sync VGA monitor to the

HD15 (female) video port.

Keyboard Attach either a standard PS/2 keyboard to the
Mini-DING6 (female) keyboard port, or a standard
USB keyboard to one of the USB Type A (female)
ports.

Mouse Attach either a standard PS/2 mouse to the
Mini-DING6 (female) mouse port or a standard USB
mouse to one of the USB Type A (female) ports.

=i=Raritan.
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E. Target Server Ports

The Dominion KX Il uses standard UTP cabling (Cat5/5e/6) to connect to
each target server. See Specifications (on page 230) for additional
information.

» To connect atarget server to the Dominion KX II:

1. Use the appropriate Computer Interface Module (CIM). See
Supported CIMs and Operating Systems (Target Servers) (on
page 234) for more information about the CIMs to use with each
operating system.

2. Attach the HD15 video connector of your CIM to the video port of
your target server. Ensure that your target server's video has already
been configured to a supported resolution and refresh rate. For Sun
servers, also ensure that your target server's video card has been
set to output standard VGA (H-and-V sync) and not composite sync.

3. Attach the keyboard/mouse connector of your CIM to the
corresponding ports on your target server. Using a standard
straight-through UTP (Cat5/5e/6) cable, connect the CIM to an
available server port on the back of your Dominion KX Il device.

Note: The DCIM-USB G2 provides a small slide switch on the back of the
CIM. Move the switch to P for PC-based USB target servers; move the
switch to S for Sun USB target servers.

A new switch position takes effect only after the CIM is power-cycled. To
power-cycle the CIM, remove the USB connector from the target server
and plug it back in a few seconds later.

il
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Step 2: Configure the Dominion KX II

The first time you power up the Dominion KX Il device, there is some
initial configuration that you need to perform through the Dominion KX Il
Local Console:

e Change the default password.

Assign the IP address.

Name the KVM target servers.

15
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Changing the Default Password

The Dominion KX 11 ships with a default password. The first time you
start the Dominion KX Il you are required to change that password.

>

1.

5.

To change the default password:

Power on the Dominion KX Il using the power switch(es) at the back
of the unit. Wait for the Dominion KX Il unit to boot. (A beep signals
that the boot is complete.)

Once the unit has booted, the Dominion KX Il Local Console is
visible on the monitor attached to the Dominion KX Il local port. Type
the default username (admin) and password (raritan) and click Login.
The Change Password screen is displayed.

Type your old password (raritan) in the Old Password field.

Type a new password in the New Password field and retype the new
password in the Confirm New Password field. Passwords can be up
to 64 characters in length and can consist of English alphanumeric
characters and the special characters.

Click Apply.

You will receive confirmation that the password was successfully
changed. Click OK. The Port Access page is displayed.

Note: The default password can also be changed from the Raritan
Multi-Platform Client (MPC).

Assigning an IP Address

These procedures describe how to assign an IP address on the Network
Settings page. For complete information about all of the fields and the
operation of this page, see Network Settings (on page 119).

1.

Choose Device Settings > Network. The Network Settings page
opens.

Specify a meaningful Device Name for your Dominion KX Il device
using up to 16 alphanumeric characters, valid special characters,
and no spaces.

In the IPv4 section, enter or select the appropriate IPv4-specific
network settings:

a. Enter the IP Address if needed. The default IP address is
192.168.0.192.

b. Enter the Subnet Mask. The default subnet mask is
255.255.255.0.

c. Enter the Default Gateway if None is selected from the IP Auto
Configuration drop-down.
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Enter the Preferred DHCP Host Name if DHCP is selected from
the IP Auto Configuration drop-down.

Note: The host name cannot exceed 232 characters in length.

e.

Select the IP Auto Configuration. The following options are
available:

None (Static IP) - This option requires that you manually specify
the network parameters.

This is the recommended option because the Dominion KX Il is
an infrastructure device and its IP address should not change.

DHCP - Dynamic Host Configuration Protocol is used by
networked computers (clients) to obtain unique IP addresses and
other parameters from a DHCP server.

With this option, network parameters are assigned by the DHCP
server. If DHCP is used, enter the Preferred host name (DHCP
only). Up to 63 characters.

If IPV6 is to be used, enter or select the appropriate IPv6-specific
network settings in the IPv6 section:

a.
b.

Select the IPv6 checkbox to active the fields in the section.

Enter a Global/Unique IP Address. This is the IP address
assigned to the Dominion KX II.

Enter the Prefix Length. This is the number of bits used in the
IPv6 address.

Enter the Gateway IP Address.

Link-Local IP Address. This address is automatically assigned to
the device. It is used for neighbor discovery or when no routers
are present. Read-Only

Zone ID. This identifies the device with which the address is
associated. Read-Only

Select the IP Auto Configuration. The following options are
available:

None - Use this option if you do not want an auto IP configuration
and prefer to set the IP address yourself (static IP). This is the
default and recommended option.

If None is selected for the IP auto configuration, the following
Network Basic Settings fields are enabled, allowing you to
manually set the IP configuration.

Router Discovery - Use this option to automatically assign IPv6
addresses that have Global or Unique Local significance beyond
that of the Link Local, which only applies to a directly connected
subnet.

17
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5. Select Obtain DNS Server Address Automatically if DHCP is
selected and Obtain DNS Server Address is enabled. When Obtain
DNS Server Address Automatically, the DNS information provided by
the DHCP server will be used.

6. If Use the Following DNS Server Addresses is selected, regardless
of whether DHCP is selected or not, the addresses entered in this
section will be used to connect to the DNS server.

Enter the following information if the Following DNS Server
Addresses option is selected. These addresses are the primary and
secondary DNS addresses that will be used if the primary DNS
server connection is lost due to an outage.

a. Primary DNS Server IP Address
b. Secondary DNS Server IP Address

7. When finished, click OK. Your Dominion KX Il device is now network
accessible.

=i=Raritan.
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See LAN Interface Settings (on page 122) for information in configuring
this section of the Network Settings page.

Note: In some environments, the default LAN Interface Speed & Duplex
setting Autodetect (autonegotiator) does not properly set the network
parameters, which results in network issues. In these instances, setting
the Dominion KX Il LAN Interface Speed & Duplex field to 100 Mbps/Full
Duplex (or whatever option is appropriate to your network) addresses the
issue. See the Network Settings (on page 119) page for more
information.

Home = Device Settings = Netwok Settings

Network Basic Settings LAN Interface Settings

Device Hame * MNote: For refiabfe network commimication. conffgure the
Fameen | Drormvition KX 1 and LAN Switch to the same LAN Interface
Speed amd Duiplex. For example, configure both the Dorittion
[ IPvd Address KX i and LAN Switch to Autodetect {recommended) or set
P Address Subnet Mask ot to a fived speediduplex such as 1000Mbps Fulf,
hgzq ES.59.173 |255.255.255.0 Current LAH interface parameters:
autonegatistion off, 100 Mbps, full duplex, link ok
Default Gateway Preferred DHCP Host Hame

LAHN Interface Speed & Duplex

[192.168 53126 | | o T
| 100 MopsiFull

IP Auto Configurati
st S [] Ensble futomatic Falover
| Mone w |

Ping Interval (seconds) '
30

r [] IPv6 Address

Timeout (seconds)

Global Unigque IP Address Prefix Length |50 |
Bandwidth Limit
Gateway IP Address Mo Limit o
Link-Local IP Address Zone ID
HA *l
IP Auto Configuration
Mone v

Obtain DHS Server Address Automatically

@ Use the Following DHS Server Addresses

Primary DHS Server IP Address
fiez168.59.2

Secondary DHS Server IP Address
|192.1 £3.51.10

0K Reset To Defaults | Cancel |

Naming Target Servers

> To name the target servers:

Connect all of the target servers if you have not already done so.
See Step 1: Connect the Dominion KX Il (on page 12) for a
description of connecting the equipment.

19
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2. Using the Dominion KX Il Local Console, choose Device Settings >
Port Configuration. The Port Configuration page opens.

Port Configuration

4 Port Number Port Nam|; Port Type

1 Win Target W

2 Dominion_KEX2_Port2 Mot Available
3 Dominion_KEX2_Port3 Mot Available
4 KSH-G2 Admin 't

5 Dominion_KSX2_Paorts Mot Available
5} Dominion_KSX2_Port6 Mot Available
T Dominion_KSX2_Port? Mot Available
g Crominion_KSX2_Portd Mot &vailable
=] Cisco 2301 Serial

10 SP-2 Serial

11 Serial Port 3 Serial

12 Serial Port 4 Serial

13 SP-5 Serial

14 Serial Port & Serial

13 Serial Port 7 Serial

16 Serial Port 5 Serial

17 Powver Port 1 - renamedd PowverStrip
18 Porwver Port 2 PowverStrip

Click the Port Name of the target server you want to rename. The

Port Page opens.

Assign a name to identify the server connected to that port. The
name can be up to 32 characters, and alphanumeric and special

characters are allowed.
Click OK.

Valid Special Characters for Target Names

Character Description Character

Exclamation point ;

Double quote

Pound sign >
Dollar sign ?
Percent sign @
Ampersand

[
Left parenthesis  \
Right parenthesis ]

AN

Asterisk

Description
Semi-colon

Equal sign
Greater than sign
Question mark
At sign

Left bracket
Backward slash
Right bracket

Caret

=i=Raritan.
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Character Description Character Description
+ Plus sign _ Underscore
, Comma ) Grave accent
- Dash { Left brace
Period | Pipe sign
/ Forward slash } Right brace
< Less than sign ~ Tilde
Colon

Specifying Power Supply Autodetection

The Dominion KX Il provides dual power supplies and can automatically
detect and provide notification regarding the status of these power
supplies. Proper configuration ensures that the Dominion KX Il sends the
appropriate notifications should a power supply fail.

The Power Supply Setup page is configured to automatically detect both
power supplies when two power supplies are used. If only one power
supply is used in your configuration, you can disable automatic detection
from the Power Supply Setup page.

> To disable power supply autodetection for the power supply not
in use:

1. Using the Dominion KX Il Local Console, choose Device Settings >
Power Supply Setup. The Power Supply Setup page opens.

2. Clear autodetection for the power supply that you are not using.

For more information, see Power Supply Setup (on page 134).

Note to CC-SG Users

If you are using the Dominion KX Il in a CC-SG configuration, perform
the installation steps, and when finished, consult the CommandCenter
Secure Gateway User Guide, Administrator Guide, or Deployment
Guide to proceed (all found on Raritan's website, www.raritan.com,
under Support).

Note: The remainder of this help applies primarily to deploying Dominion
KX 1l device(s) without the integration functionality of CC-SG.

21



Chapter 2: Installation and Configuration

Remote Authentication
Note to CC-SG Users

When the Dominion KX Il is controlled by CommandCenter Secure
Gateway, CC-SG authenticates users and groups, except for local users
requiring local port access. When CC-SG is controlling the Dominion KX
II, local port users will be authenticated against the local user database
or the remote authentication server (LDAP/LDAPS or RADIUS)
configured on the Dominion KX II. They will not be authenticated against
the CC-SG user database.

For additional information about CC-SG authentication, see the
CommandCenter Secure Gateway User Guide, Administrator Guide, or
Deployment Guide, which can be downloaded from the Support section
of the Raritan website http://www.raritan.com.

Supported Protocols

To simplify management of usernames and passwords, the Dominion KX
Il provides the ability to forward authentication requests to an external
authentication server. Two external authentication protocols are
supported: LDAP/LDAPS and RADIUS.

Note on Microsoft Active Directory

Microsoft Active Directory uses the LDAP/LDAPS protocol natively, and
can function as an LDAP/LDAPS server and authentication source for
the Dominion KX Il. If it has the IAS (Internet Authorization Server)
component, a Microsoft Active Directory server can also serve as a
RADIUS authentication source.

Create User Groups and Users

As part of the initial configuration, you must define user groups and users
in order for users to access the Dominion KX 1.

The Dominion KX Il uses system-supplied default user groups and
allows you to create groups and specify the appropriate permissions to
suit your needs.

User names and passwords are required to gain access to the Dominion
KX II. This information is used to authenticate users attempting to access
your Dominion KX II.

See User Management (on page 94) for details on adding and editing
user groups and users.
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Step 3: Configure KVM Target Servers

KVM target servers are the computers that will be accessed and
controlled via the Dominion KX II. Before installing the Dominion KX I,
configure all KVM target servers to ensure optimum performance. This
configuration applies only to KVM target servers, not to the client
workstations (remote PCs) used to access the Dominion KX Il remotely.
See Terminology (on page 8) for additional information.

Desktop Background

For optimal bandwidth efficiency and video performance, KVM target
servers running graphical user interfaces such as Windows, Linux,
X-Windows, Solaris, and KDE require configuration. The desktop
background need not be completely solid; but desktop backgrounds
featuring photos or complex gradients might degrade performance.

Mouse Settings

The Dominion KX Il operates in several mouse modes:

e Absolute Mouse Mode (on page 69) (D2CIM-VUSB only)

e |Intelligent Mouse Mode (on page 68) (do not use an animated
mouse)

e Standard Mouse Mode (on page 67)

For both the Standard and Intelligent mouse modes, mouse parameters
must be set to specific values, which are described later.

Mouse parameters do not have to be altered for Absolute Mouse
Synchronization but D2CIM-VUSB is required for this mode. Mouse
configurations will vary on different target operating systems. Consult
your OS documentation for additional detail.

Intelligent mouse mode generally works well on most Windows
platforms. Intelligent mouse mode may produce unpredictable results
when active desktop is set on the target. For additional information on
Intelligent mouse mode settings, see Intelligent Mouse Mode (on page
68).

Servers with internal KVM switches inside the blade chassis typically do
not support absolute mouse technology.

Windows 2000® Settings

» To configure KVM target servers running Microsoft Windows
2000:

1. Configure the mouse settings:

a. Choose Start > Control Panel > Mouse.

23
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b. Click the Motion tab.

Set the acceleration to None.

Set the mouse motion speed setting to exactly the middle
speed.

Click OK.

Disable transition effects:

a. Select the Display option from the Control Panel.
b. Click the Effects tab.

c. Deselect the "Use the following transition effect for menus and
tooltips" option.

d. Click OK.

e. Close the Control Panel.

Windows XP®/Windows 2003®

>

To configure KVM target servers running Microsoft Windows
XP/2003:

Configure the mouse settings:

a. Choose Start > Control Panel > Mouse.
b. Click the Pointer Options tab.

c. Inthe Motion group:

Set the mouse motion speed setting to exactly the middle
speed.

Disable the Enhanced pointer precision option.
Disable the Snap To option.
Click OK.

Note: When you are running Windows 2003 on your target server, if
you access the server via KVM and perform any one off the actions
listed below, mouse synchronization may be lost if it has been
previously enabled. You will need to select the Synchronize Mouse
command from the Mouse menu in the client to enable it again.
Following are the actions that may cause this to occur:

- Opening a text editor.

- Accessing the Mouse Properties, Keyboard Properties, and Phone
and Mode Options from the Windows Control Panel.

Disable transition effects:

a. Select the Display option from the Control Panel.

b. Click the Appearance tab.
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c. Click the Effects button.

d. Deselect the "Use the following transition effect for menus and
tooltips" option.

e. Click OK.

3. Close the Control Panel.

Note: For KVM target servers running Windows 2000 or XP, you may
wish to create a user name that will be used only for remote connections
through the Dominion KX II. This will enable you to keep the target
server's slow mouse pointer motion/acceleration settings exclusive to the
Dominion KX Il connection.

Windows XP and 2000 login pages revert to preset mouse parameters
that differ from those suggested for optimal Dominion KX Il performance.
As a result, mouse synchronization may not be optimal for these
screens.

WARNING! Proceed only if you are comfortable adjusting the registry
on Windows KVM target servers. You can obtain better Dominion KX
Il mouse synchronization at the login pages by using the Windows
registry editor to change the following settings:

HKey USERS\.DEFAULT\Control Panel\Mouse: > MouseSpeed =
0;MouseThreshold 1=0;MouseThreshold 2=0.

Windows Vista® Settings

» To configure KVM target servers running Microsoft Windows
Vista:

1. Configure the mouse settings:
a. Choose Start > Settings > Control Panel > Mouse.
b. Click the Pointer Options tab.
c. Inthe Motion group:

= Set the mouse motion speed setting to exactly the middle
speed.

= Disable the "Enhanced pointer precision" option.
= Click OK.
2. Disable animation and fade effects:
a. Select the System option from the Control Panel.

b. Select Performance Information then Tools > Advanced Tools >
Adjust to adjust the appearance and performance of Windows.

c. Click the Advanced tab.

25
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d.

e.

Click the Settings button in the Performance group. The
Performance Options dialog appears.

Under Custom options, deselect the following checkboxes:
Animation options:

= Animate controls and elements inside windows

= Animate windows when minimizing and maximizing
Fade options:

= Fade or slide menus into view

= Fade or slide ToolTips into view

= Fade out menu items after clicking

3. Click OK.

4. Close the Control Panel.

Linux Settings (Red Hat 9)

Note: The following settings are optimized for Standard Mouse mode

only.

» To configure KVM target servers running Linux (graphical user
interface):

1. Configure the mouse settings:

a.

e.

f.

Choose Main Menu > Preferences > Mouse. The Mouse
Preferences dialog appears.

Click the Motion tab.

Within the Speed group, set the Acceleration slider to the exact
center.

Within the Speed group, set the Sensitivity towards low.
Within the Drag & Drop group, set the Threshold towards small.

Close the Mouse Preferences dialog.

Note: If these steps do not work, issue the xset mouse 1 1 command
as described in the Linux command line instructions.

2. Configure the screen resolution:

a.

Choose Main Menu > System Settings > Display. The Display
Settings dialog appears.

From the Display tab, select a Resolution supported by the
Dominion KX II.

From the Advanced tab, verify that the Refresh Rate is
supported by the Dominion KX II.
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Note: Once connected to the target server, in many Linux graphical
environments, the <Ctrl> <Alt> <+> command will change the video
resolution, scrolling through all available resolutions that remain enabled
in the XF86Config or /etc/X11/xorg.conf, depending on your X server
distribution.

» To configure KVM target servers running Linux (command line):

Set the mouse acceleration to exactly 1 and set the threshold to
exactly 1. Enter this command: xset mouse 1 1. This should be set
for execution upon login.

2. Ensure that each target server running Linux is using a resolution
supported by the Dominion KX Il at a standard VESA resolution and
refresh rate.

3. Each Linux target server should also be set so the blanking times are
within +/- 40% of VESA standard values:

a. Go to the Xfree86 Configuration file XF86Config.

b. Using a text editor, disable all non-Dominion KX Il supported
resolutions.

c. Disable the virtual desktop feature (not supported by the
Dominion KX 1I).

d. Check blanking times (+/- 40% of VESA standard).

e. Restart computer.

Note: If you change the video resolution, you must log off of the target
server and log back in for the video settings to take effect.

Note for Red Hat 9 KVM Target Servers

If you are running Red Hat 9 on the target server using a USB CIM, and
are experiencing problems with the keyboard and/or mouse, there is an
additional configuration setting you can try.

Tip: You might have to perform these steps even after a fresh OS
installation.

» To configure Red Hat 9 servers using USB CIMs:

1. Locate the configuration file (usually /etc/modules.conf) in your
system.

2. Using the editor of your choice, make sure that the alias
usb-controller line in the modules.conf file is as follows:

alias usb-controller usb-uhci

Note: If there is another line using usb-uhci in the /etc/modules.conf
file, it needs to be removed or commented out.
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3. Save the file.

4. Reboot the system in order for the changes to take effect.

Linux Settings (Red Hat 4)

Note: The following settings are optimized for Standard Mouse mode
only.

> To configure KVM target servers running Linux (graphical user
interface):

1. Configure the mouse settings:

a. Choose Main Menu > Preferences > Mouse. The Mouse
Preferences dialog appears.

b. Open the Motion tab.

c. Within the Speed group, set the Acceleration slider to the exact
center.

d. Within the Speed group, set the Sensitivity towards low.
e. Within the Drag & Drop group, set the Threshold towards small.

f. Close the Mouse Preferences dialog.

Note: If these steps do not work, issue the xset mouse 1 1 command
as described in the Linux command line instructions.

2. Configure the screen resolution:

a. Choose Main Menu > System Settings > Display. The Display
Settings dialog appears.

b. On the Settings tab, select a Resolution supported by the
Dominion KX II.

c. Click OK.

Note: Once connected to the target server, in many Linux graphical
environments, the <Ctrl> <Alt> <+> command will change the video
resolution, scrolling through all available resolutions that remain enabled
in the XF86Config or /etc/X11/xorg.conf, depending on your X server
distribution

Note: If you change the video resolution, you must log off of the target
server and log back in for the video settings to take effect.
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SUSE Linux 10.1 Settings

Note: Do not attempt to synchronize the mouse at the SUSE login
prompt. You must be connected to the target server to synchronize the
MOUSe CUursors.

To configure the mouse settings:

Choose Desktop > Control Center. The Desktop Preferences dialog
appears.

Click Mouse. The Mouse Preferences dialog appears.
Open the Motion tab.

Within the Speed group, set the Acceleration slider to the exact
center position.

Within the Speed group, set the Sensitivity slider to low.
Within the Drag & Drop group, set the Threshold slider to small.
Click Close.

To configure the video:

Choose Desktop Preferences > Graphics Card and Monitor. The
Card and Monitor Properties dialog appears.

Verify that a Resolution and Refresh Rate is in use that is supported
by the Dominion KX II. See Supported Video Resolutions (on page
230) for more information.

Note: If you change the video resolution, you must log off of the
target server and log back in for the video settings to take effect.

Make Linux Settings Permanent

Note: These steps may vary slightly depending on the specific version of

Linux in use.

» To make your settings permanent in Linux (prompt):

1. Choose System Menu > Preferences > Personal > Sessions.

2. Click the Session Options tab.

3. Select the "Prompt on log off" checkbox and click OK. This option
prompts you to save your current session when you log off.

4. Upon logging out, select the "Save current setup” option from the
dialog.

5. Click OK.
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Tip: If you do not want to be prompted upon log off, follow these
procedures instead.

To make your settings permanent in Linux (no prompt):
Choose Desktop > Control Center > System > Sessions.
Click the Session Options tab.

Deselect the "Prompt on the log off" checkbox.

N

Select the "Automatically save changes to the session" checkbox
and click OK. This option automatically saves your current session
when you log off.

Sun® Solaris 7 Settings

» To configure KVM target servers running Sun Solaris:

1. Setthe mouse acceleration value to exactly 1 and the threshold to
exactly 1. This can be performed from:

= The graphical user interface.

rhiouse motion

! Acceleration
Stow [ 1 Fast |
?Threshu!d

Small | | ] Large

= The command line xset mouse at where a is the acceleration
and t is the threshold.

2. Al KVM target servers must be configured to one of the display
resolutions supported by the Dominion KX II. The most popular
supported resolutions for Sun machines are:

Display resolution Vertical refresh rate Aspect ratio

1600 x 1200 75 Hz 4:3
1280 x 1024 60,75,85 Hz 5:4
1152 x 864 75 Hz 4:3
1024 x 768 60,70,75,85 Hz 4:3
800 x 600 56,60,72,75,85 Hz 4:3
720 x 400 85 Hz 9:5
640 x 480 60,72,75,85 Hz 4:3

30 =i=Raritan.
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KVM target servers running the Solaris operating system must output
VGA video (H-and-V sync, not composite sync).

To change your Sun video card output from composite sync to
the nondefault VGA output:

Issue the Stop+A command to drop to bootprom mode.

Issue the following command to change the output resolution: setenv
output-device screen:r1024x768x70

Issue the boot command to reboot the server.

You can also contact your Raritan representative to purchase a video
output adapter:

If you have: Use this video output adapter:
Sun 13W3 with composite APSSUN Il Guardian converter
sync output

Sun HD15 with composite 1396C converter to convert from
sync output HD15 to 13W3 and an APSSUN I

Guardian converter to support
composite sync

Sun HD15 with separate sync APKMSUN Guardian converter
output

Note: Some of the standard Sun background screens may not center
precisely on certain Sun servers with dark borders. Use another
background or place a light colored icon in the upper left hand corner.

Mouse Settings

>

3.
4.
5.

To configure the mouse settings (Sun Solaris 10.1):
Choose Launcher. Application Manager - Desktop Controls opens.

Choose Mouse Style Manager. The Style Manager - Mouse dialog
appears.

Set the Acceleration slider to 1.0.
Set the Threshold slider to 1.0.
Click OK.

Accessing the Command Line

1.
2.

Right click.

Choose Tools > Terminal. A terminal window opens. (It is best to be
at the root to issue commands.)
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Video Settings (POST)

Sun systems have two different resolution settings: a POST resolution
and a GUI resolution. Run these commands from the command line.

Note: 1024x768x75 is used as an example here; substitute the resolution
and refresh rate you are using.

» To check current POST resolution:

¢ Run the following command as the root: # eepr omout put - devi ce

> To change POST resolution:
1. Run# eeprom out put-devi ce=screen: r1024x768x75.
2. Log off or restart computer.

Video Settings (GUI)

The GUI resolution can be checked and set using different commands
depending on the video card in use. Run these commands from the
command line.

Note: 1024x768x75 is used as an example here; substitute the resolution
and refresh rate you are using.

Card To check resolution: To change resolution:
32-bit  # /usr/sbin/pgxconfig -prconf 1. # /usr/sbin/pgxconfig -res
1024x768x75

2. Log off or restart computer.

=

# Jusr/sbin/m64config -res
1024x768x75

64-bit  # /usr/sbin/m64config -prconf

2. Log off or restart computer.

32-bit  # /usr/sbin/fbconfig -prconf 1. #/usr/sbin/fbconfig -res
and 1024x768x75

64-bit 2. Log off or restart computer.

IBM AIX® 5.3 Settings

Follow these steps to configure KVM target servers running IBM AIX 5.3.

To configure the mouse:
Go to Launcher.

Choose Style Manager.

w NPy

Click Mouse. The Style Manager - Mouse dialog appears.
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4. Use the sliders to set the Mouse acceleration to 1.0 and Threshold to
1.0.

5. Click OK.

» To configure the video:

1. From the Launcher, select Application Manager.

2. Select System_Admin.

3. Choose Smit > Devices > Graphic Displays > Select the Display

Resolution and Refresh Rate.

E

Select the video card in use.
Click List. A list of display modes is presented.

Select a resolution and refresh rate supported by the Dominion KX II.
See Supported Video Resolutions (on page 230) for more
information.

Note: If you change the video resolution, you must log off of the target
server and log back in for the video settings to take effect.

Make UNIX Settings Permanent

Note: These steps may vary slightly depending on the type of UNIX® (for
example, Solaris, IBM AIX) and the specific version in use.

1. Choose Style Manager > Startup. The Style Manager - Startup
dialog appears.

2. On the Logout Confirmation dialog, select the On option. This option
prompts you to save your current session when you log off.

Apple Macintosh® Settings

For KVM target servers running an Apple Macintosh operating system,
the preferred method is to use the D2CIM-VUSB and Absolute Mouse
Synchronization.

Note: Enable the "Absolute Mouse Scaling for the Mac server" option on
the Dominion KX Il Port page.

Step 4: Configure Network Firewall Settings

To access Dominion KX Il through a network firewall via Multi-Platform
Client or through the Port Access page, your firewall must allow
communication on TCP Port 5000 or another port that you designate.
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To take advantage of the The firewall must allow
Dominion KX II: inbound communication on:
Web-access capabilities Port 443 - standard TCP port for

HTTPS communication
Automatic redirection of HTTP Port 80 - standard TCP port for
requests to HTTPS HTTP communication

(so the more common
“http://XXX.XXX.XXX.XXX" can be
used instead of

“https: /XXX XXX XXX XXX)

See Network Settings (on page 119) for additional information about
designating another discovery port.

Step 5 (Optional): Configure Keyboard Language

Note: This step is not required if you are using the US/International
language keyboard.

If you are using a non-US language, the keyboard has to be configured
for the appropriate language. In addition, the keyboard language for the
client machine and the KVM target servers has to match.

Consult the documentation for your operating system for additional
information about changing the keyboard layout.

Change the Keyboard Layout Code (Sun Targets)

Use this procedure if you are using a DCIM-SUSB and would like the
keyboard layout changed to another language.

> To change the keyboard layout code (DCIM-SUSB only):
1. Open a Text Editor window on the Sun workstation.

2. Check that the Num Lock key is active and press the left Ctrl key and
the Del key on your keyboard. The Caps Lock light starts to blink,
indicating that the CIM is in Layout Code Change mode. The text
window displays: Rarit an Conputer, Inc. Current keyboard
| ayout code = 22h (US5 UNI X).

3. Type the layout code desired (for example, 31 for the Japanese
keyboard).

Press Enter.

Shut down the device and power on once again. The DCIM-SUSB
performs a reset (power cycle).

6. Verify that the characters are correct.
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There are several user interfaces in the Dominion KX Il providing you
with easy access any time, anywhere. These include the Dominion KX Il
Local Console, the Dominion KX Il Remote Console, and the
Multi-Platform Client (MPC). The following table identifies these
interfaces and their use for target server access and administration
locally and remotely:

User Interface Local Remote

Access Admin Access Admin

Dominion KX Il Local ,/ '/

Console

Dominion KX || Remote \/ \/
Console

Virtual KVM Client \/
Multi-Platform Client v v
(MPC)

The following sections of the help contain information about using
specific interfaces to access the Dominion KX Il and manage targets:

e Local Console

e Remote Console

e Virtual KVM Client

e  Multi-Platform Client
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Dominion KX Il Local Console Interface

When you are located at the server rack, the Dominion KX Il provides
standard KVM management and administration via the Dominion KX Il
Local Console. The Dominion KX Il Local Console provides a direct KVM
(analog) connection to your connected servers; the performance is
exactly as if you were directly connected to the server's keyboard,
mouse, and video ports.

There are many similarities among the Dominion KX Il Local Console
and the Dominion KX Il Remote Console graphical user interfaces.
Where there are differences, they are noted in the help.

The Dominion KX Il Local Console Factory Reset option is available in
the Dominion KX Il Local Console but not the Dominion KX Il Remote
Console.

Dominion KX Il Remote Console Interface

The Dominion KX Il Remote Console is a browser-based graphical user
interface that allows you to log into KVM target servers and serial
targets connected to the Dominion KX Il and to remotely administer the
Dominion KX II.

The Dominion KX Il Remote Console provides a digital connection to
your connected KVM target servers. When you log into a KVM target
server using the Dominion KX Il Remote Console, a Virtual KVM Client
window opens.

There are many similarities among the Dominion KX Il Local Console
and the Dominion KX Il Remote Console graphical user interfaces, and
where there are differences, they are noted in the user manual. The
following options are available in the Dominion KX || Remote Console
but not the Dominion KX Il Local Console:

e Virtual Media

e Favorites

e Backup/Restore

e Firmware Upgrade

e Upgrade Report

e Diagnostics

e USB Profile Selection

e USB Profile Management
e SSL Certificates

Launching the Dominion KX Il Remote Console

Important: Regardless of the browser used, you must allow pop-ups

i i
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from the Dominion device's IP address to launch the Dominion KX I
Remote Console.

Depending on your browser and security settings, you may see various
security and certificate warnings. It is necessary to accept these
warnings to launch the Dominion KX Il Remote Console.

You can reduce the number of warning messages subsequent log ons by
checking the following on these security and certificate warning
messages:

e Inthe future, do not show this warning.
e Always trust content from this publisher.

» To launch the Dominion KX Il Remote Console:

1. Log on to any workstation with network connectivity to your Dominion
KX Il and Java Runtime Environment installed (JRE is available at
http://java.sun.com/ http://java.sun.com).

2. Launch a supported web browser such as Internet Explorer (IE) or
Firefox.

3. Type the following URL: http://IP-ADDRESS, where IP-ADDRESS is
the IP address that you assigned to your Dominion KX II. You can
also use https, the DNS name of the Dominion KX Il assigned by the
administrator (provided that a DNS server has been configured), or
just simply type the IP address in the browser (Dominion KX Il
always redirects the IP address from HTTP to HTTPS.) The Login
page opens.

Username: |

Password: |

p S S

4. Type your user name and password. If this is the first time logging
on, log on with the factory default user name (admin) and password
(raritan, all lower case). You will be prompted to change the default
password. See Changing the Default Password (on page 16) for
more information.

5. Click Login.
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6. See Virtual KVM Client (on page 49) for information on the
Dominion KX Il functions available via the Remote Console.

Dominion KX Il Console Layout

Both the Dominion KX Il Remote Console and the Dominion KX |l Local
Console interfaces provide an HTML (web-based) interface for
configuration and administration, as well as target server list and
selection. The options are organized into various tabs.

After successful login, the Port Access page opens listing all ports along
with their status and availability. Two tabs are provided on the page
allowing you to view by port or view by group. You can sort by Port
Number, Port Name, Status (Up and Down), and Availability (Idle,
Connected, Busy, Unavailable, and Connecting) by clicking on the
column heading. See Port Access Page (on page 39) for more
information.

Dominion KX Il Console Navigation

The Dominion KX Il Console interfaces provide many methods for
navigation and making your selections.

P To select an option (use any of the following):
e Click on a tab. A page of available options appears.
e Hover over a tab and select the appropriate option from the menu.

e Click the option directly from the menu hierarchy displayed
(breadcrumbs).

» To scroll through pages longer than the screen:
e Use Page Up and Page Down keys on your keyboard.
e Use the scroll bar on the right.

=i=Raritan.
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Port Access Page

After successfully logging on to the Dominion KX Il Remote Console, the
Port Access page appears. This page lists all of the Dominion KX I
ports, the connected KVM target servers, and their status and
availability. The Port Access page provides access to the KVM target
servers connected to the Dominion KX II. KVM target servers are servers
that you want to control through the Dominion KX Il device. They are
connected to the Dominion KX Il ports at the back of the device.

Note: For each connection to a KVM target server, a new Virtual KVM
Client page is opened.

Also displayed on the Port Access page are blade chassis that have
been configured in the Dominion KX Il. The blade chassis is displayed in
an expandable, hierarchical list on the Port Access page, with the blade
chassis at the root of the hierarchy and the individual blades labeled and
displayed below the root.

Note: To view the blade chassis in a hierarchal order, blade-chassis
subtypes must be configured for the blade server chassis.

By default, the View by Port tab will be displayed on the Port Access
page. The View by Group tab displays the same information as the View
by Ports tab, however, ports are arranged based on existing port group
assignment.

» To usethe Port Access page:

1. From the Dominion KX |l Remote Console, click the Port Access tab.
The Port Access page opens.

The KVM target servers are initially sorted by Port Number. You can
change the display to sort on any of the columns.

= Port Number - Numbered from 1 to the total number of ports
available for the Dominion KX Il device. Note that ports
connected to power strips will not be among those listed,
resulting in gaps in the Port Number sequence.

= Port Name - The name of the Dominion KX Il port. Initially, this is
set to Dominion-KX2-Port# but you can change the name to
something more descriptive. When you click a Port Name link,
the Port Action Menu appears.

Note: Do not use apostrophes for the Port (CIM) Name.

= Status - The status standard target servers is either up or down.

= Type - The type of server or CIM. For blade chassis, the type can
be Blade Chassis, Blade, BladeChassisAdmin, and
BladeChassisURL.
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= Availability - The Availability can be Idle, Connected, Busy, or
Unavailable. Blade servers will have an availability of either
shared or exclusive when a connection to that blade is in place.

Click View by Port or View by Group to switch between views.

= |n addition to the Port Number, Port Name, Status, Type, and
Availability, a Group column is also displayed on the View by
Group tab. This column contains the port groups that are
available.

Click the Port Name of the target server you want to access. The
Port Action Menu appears. See Port Action Menu (on page 41) for
details on available menu options.

Choose the desired menu command from the Port Action Menu.

To change the display sort order:

Click the column heading by which you want to sort. The list of KVM
target servers is sorted by that column.

Home = Port Access

Port Access

t| View By Group

Click on the individual port name to see allowable operations.
0 of 2 Remote KVM channels currently in use.

g T —

1 Draminion_Fort ot &vailable dowen idle %,

2 ® Hlade_Chassis_Port2 BladeChassis Lip idle {

3 Connection_To_105_LP DiZIng Lp idle }

4 Crominion_Part4 Mot Available dowvn idle]

5 Dominion_Ports Mot Available doneen idle‘___

5} [rominion_PortG Mot Available clowvn idle }
-r”“z- Crominion_Porty

i ot Available down -, il
\,-L o T Ty - T S b
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Port Action Menu

When you click a Port Name in the Port Access list, the Port Action menu
appears. Choose the desired menu option for that port to execute it. Note
that only currently available options, depending on the port's status and
availability, will be listed in the Port Action menu:

Connect - Creates a new connection to the target server. For the
Dominion KX Il Remote Console, a new Virtual KVM Client (on
page 49) page appears. For the Dominion KX II Local Console, the
display switches to the target server and switches away from the
local user interface. On the local port, the Dominion KX Il Local
Console interface must be visible in order to perform the switch. Hot
key switching is also available from the local port.

Note: This option is not available from the Dominion KX Il Remote
Console for an available port if all connections are busy.

Switch From - Switches from an existing connection to the selected
port (KVM target server). This menu item is available only for KVM
targets. This option is visible only when a Virtual KVM Client is
opened.

Note: This menu item is not available on the Dominion KX Il Local
Console.

Disconnect - Disconnects this port and closes the Virtual KVM Client
page for this target server. This menu item is available only when the
port status is up and connected, or up and busy.

Note: This menu item is not available on the Dominion KX Il Local
Console. The only way to disconnect from the switched target in the
Local Console is to use the hot key (see "Hotkeys" on page 222).

Power On - Powers on the target server through the associated
outlet. This option is visible only when there are one or more power
associations to the target.

Power Off - Powers off the target server through the associated
outlets. This option is visible only when there are one or more power
associations to the target, when the target power is on (port status is
up), and when user has permission to operate this service.

Power Cycle - Power cycles the target server through the associated
outlets. This option is visible only when there are one or more power
associations to the target, and when the user has permission to
operate this service.
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Managing Favorites

A Favorites feature is provided so you can organize and quickly access
the devices you use frequently. The Favorite Devices section is located
in the lower left side (sidebar) of the Port Access page and provides the
ability to:

Create and manage a list of favorite devices
Quickly access frequently-used devices

List your favorites either by Device Name, IP Address, or DNS
hostname

Discover Dominion KX Il devices on its subnet (before and after
login)

Retrieve discovered Dominion KX Il devices from the connected KX
device (after login)

Note: This feature is available only on the Dominion KX || Remote
Console (not the Dominion KX Il Local Console).

>

To access a favorite Dominion KX Il device:

Click the device name (listed beneath Favorite Devices). A new
browser opens to that device.

To display favorites by name:
Click Display by Name.

To display favorites by IP Address:
Click Display by IP.

To display favorites by the host name:
Click Display by Host Name.

=i=Raritan.
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Favorite Devices:

MeweJersey RemoteOffice
Zydney_RemoteOffice

Manage Dizplay By Hame |

Dizplay By Host Hame | Display By IP

PO Y

”\-M-uu\&

- f“'"xh«. e J
T T, E3
e f r" -l T

Note: Both IPv4 and IPv6 addresses are supported.

Raritan.

Manage Favorites Page

» To open the Manage Favorites page:

e Click the Manage button in the left panel. The Manage Favorites
page appears and contains the following:

Use: To:
Favorites List Manage your list of favorite
devices.

Discover Devices - Local Subnet Discover Raritan devices on the
client PC's local subnet.

Discover Devices - Dominion KX  Discover the Raritan devices on
Il Subnet the Dominion KX Il device subnet.

Add New Device to Favorites Add, edit, and delete devices from
your list of Favorites.

Favorites List Page

From the Favorites List page, you can add, edit, and delete devices from
your list of favorites.

P To open the Favorites List page:
e Choose Manage > Favorites List. The Favorites List page opens.
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Discovering Devices on the Local Subnet

This option discovers the devices on your local subnet, which is the
subnet where the Dominion KX Il Remote Console is running. These
devices can be accessed directly from this page or you can add them to
your list of favorites. See Favorites List Page (on page 43).

» To discover devices on the local subnet:

Choose Manage > Discover Devices - Local Subnet. The Discover
Devices - Local Subnet page appears.

2. Choose the appropriate discovery port:

= To use the default discovery port, select the Use Default Port
5000 checkbox.

= To use a different discovery port:

a. Deselect the Use Default Port 5000 checkbox.

b. Type the port number in the Discover on Port field.
c. Click Save.

3. Click Refresh. The list of devices on the local subnet is refreshed.

> To add devices to your Favorites List:
1. Select the checkbox next to the device name/IP address.
2. Click Add.

=i=Raritan.
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Tip: Use the Select All and Deselect All buttons to quickly select all (or
deselect all) devices in the remote console subnet.

> To access adiscovered device:

e Click the device name or IP address for that device. A new browser
opens to that device.

Home » hlanage F avarites = Dizcover Devices - Local Subnet

Discover Devices - Local Subnet

Use Default Port 3000

Discover on Port:

|sono
Save

IP Address Host Name

DominionsX 1921685813

DatrinionsH 1921655829

KH2-64 192168 58 202

Select All || Deselect All

Add R efresh

Note: Both IPv4 and IPv6 addresses are supported.

Discovering Devices on the Dominion KX Il Subnet

This option discovers devices on the device subnet, which is the subnet
of the Dominion KX Il device IP address itself. You can access these
devices directly from this the Subnet page or add them to your list of
favorites. See Favorites List Page (on page 43).

This feature allows multiple Dominion KX Il devices to interoperate and
scale automatically. The Dominion KX || Remote Console automatically
discovers the Dominion KX Il devices, and any other Raritan device, in
the subnet of the Dominion KX II.

Home » Manage Favorites = Discover Dewices - Subnat

Discover Devices - Subnet

IP Address Host Hame
| Peptune 192.168.59.7

[F] Franklin 192165 598

Select All || Deselect All

Add Refresh
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1.
2.

To discover devices on the device subnet:

Choose Manage > Discover Devices - Dominion KX Il Subnet. The
Discover Devices - Dominion KX Il Subnet page appears.

Click Refresh. The list of devices on the local subnet is refreshed.

To add devices to your Favorites List:
Select the checkbox next to the device name/IP address.
Click Add.

Tip: Use the Select All and Deselect All buttons to quickly select all (or
deselect all) devices in the Dominion KX Il device subnet.

>

To access a discovered device:

Click the device name or IP address for that device. A new browser
opens to that device.

Note: Both IPv4 and IPv6 addresses are supported.

Adding, Deleting and Editing Favorites

>

ok w D
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To add a device to your favorites list:

Choose Manage > Add New Device to Favorites. The Add New
Favorite page appears.

Type a meaningful description.
Type the IP Address/Host Name for the device.
Change the discovery Port (if necessary).

Select the Product Type.
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6. Click OK. The device is added to your list of favorites.

Home = hManage Fawvarites » Add Mew Faworite

Add New Favorite

Al fields are reqguired

Description

IP AddressHost Hame

Port
|

|snun
Product Type

| Dominion KSX G1 ¥ |

0K | Cancel |

» To edit a favorite:

From the Favorites List page, select the checkbox next to the
appropriate Dominion KX 1l device.

2. Click the Edit button. The Edit page appears.
3. Update the fields as necessary:
= Description

= |P Address/Host Name - Type the IP address of the Dominion KX
Il device

= Port (if necessary)
= Product Type
4. Click OK.

» To delete a favorite:

Important: Exercise caution in the removal of favorites. You are not
prompted to confirm their deletion.

1. Select the checkbox next to the appropriate Dominion KX Il device.

2. Click the Delete button. The favorite is removed from your list of
favorites.

Note: Both IPv4 and IPv6 addresses are supported.
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Logging off

» To quit the Dominion KX Il Remote Console:
e Click Logout in the upper right-hand corner of the page.

Note: Logging off also closes any open Virtual KVM Client and serial
client sessions.

Multi-Platform Client Interface

Raritan Multi-Platform Client (MPC) is a graphical user interface for the
Raritan product lines, providing remote access to target servers
connected to Raritan KVM over IP devices. For details on using MPC,
see the KVM and Serial Access Client Guide available on Raritan's
website on the same page as the KX Il User Guide. Instructions on
launching MPC are provided here.

Opening MPC from a Web Browser

Important: Regardless of the browser you use, you must allow
pop-ups from the Dominion device's IP address in order to open
MPC.

1. To open MPC from a client running any supported browser, type
http:/IP-ADDRESS/mpc into the address line, where IP-ADDRESS
is the IP address of your Raritan device. MPC will open in a new
window.

Note: The Alt+Tab command will toggle between windows only on
the local system.

When MPC opens, the Raritan devices that were automatically
detected and which are found on your subnet are displayed in the
Navigator in tree format.

2. If your device is not listed by name in the navigator, add it manually:

a. Choose Connection > New Profile. The Add Connection window
opens.

b. Inthe Add Connection window, type a device Description,
specify a Connection Type, add the device IP address, and click
OK. These specifications can be edited later.

3. Inthe Navigator panel on the left of the page, double-click the icon
that corresponds to your Raritan device to connect to it.
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Note: Depending on your browser and browser security settings, you
may see various security and certificate check and warning messages. It
is necessary to accept the options in order to open MPC.

Note: If you are using FireFox 3.0.3, you may experience problems
launching the application. If this occurs, clear the browser cache and
launch the application again.

Virtual KVM Client

il

Raritan.

Overview

Whenever you access a target server using the Dominion KX Il Remote
Console, a Virtual KVM Client (VKC) window opens. There is one Virtual
KVM Client for each target server connected. These windows can be
accessed via the Windows task bar.

Virtual KVM Client windows can be minimized, maximized, and moved
around your computer desktop.

Note: Refreshing your HTML browser will close the Virtual KVM Client
connection, so exercise caution.

Note: If you are using FireFox 3.0.3, you may experience problems
launching the application. If this occurs, clear the browser cache and
launch the application again.

Connecting to a KVM Target Server

P To connect to a KVM target server:

From the Dominion KX Il Remote Console, click the Port Access tab
to open it. The Port Access page opens.

2. Click the Port Name of the target you want to access. The Port
Action menu appears.

3. Click Connect. A Virtual KVM Client (on page 49) window opens to
the target server connected to that port.
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VKC Toolbar

Button Button
Name

—h Connection
Properties

% Video
Settings

Color
Calibration

i

Eﬁ" Target
- Screenshot

”} Synchronize
Mouse

ﬁ Refresh
Screen

== Auto-sense
e Video
Settings

Description

Opens the Modify Connection Properties
dialog from which you can manually adjust
bandwidth options (such as connection
speed, color depth, and so forth).

Same as choosing Connection >
Properties or choosing Connection
Properties on the shortcut menu, which is
opened by pressing Ctrl+Left Alt+M.

Opens the Video Settings dialog, allowing
you to manually adjust video conversion
parameters.

Same as choosing Video > Video Settings
or choosing Video Settings on the shortcut
menu, which is opened by pressing
Ctri+Left Alt+M.

Adjusts color settings to reduce excess
color noise.

Same as choosing Video > Color Calibrate.

Click to take a screenshot of the target
server and save it to a file of your
choosing.

In dual-mouse mode, forces realignment of
the target server mouse pointer with the
mouse pointer.

Same as choosing Mouse > Synchronize
Mouse or choosing Synchronize Mouse on
the shortcut menu, which is opened by
pressing Ctri+Left Alt+M.

Forces a refresh of the video screen.

Same as choosing Video > Refresh Screen
or choosing Refresh Screen on the
shortcut menu, which is opened by
pressing Ctrl+Left Alt+M.

Forces a refresh of the video settings
(resolution, refresh rate).

Same as choosing Video > Auto-sense
Video Settings.
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Button Button Description
Name

Send Sends a Ctrl+Alt+Del hot key combination
Ctrl+Alt+Del  to the target server.

Same as choosing Keyboard > Send
Ctrl+Alt+Del.

h Single Cursor Starts Single Cursor mode in which the
Mode local mouse pointer no longer appears
onscreen.

Same as choosing Mouse > Single Cursor
Mode. Press Ctrl+Alt+X to exit this mode.
Alternatively, choose Single/Double Cursor
from the shortcut menu, which is opened
by pressing Ctrl+Left Alt+M.

:] [: Full Screen Maximizes the screen real estate to view
Mode the target server desktop.

Same as choosing View > Target Screen
Resolution (in MPC) or Full Screen (in
RRC). Alternatively, press Ctrl+Left Alt+M
to open the shortcut menu and then
choose Full/Normal Screen or press the F
key on your keyboard.

‘% Scaling Increases or reduces the target video size
S0 you can view the entire contents of the
target server window without using the
scroll bar.

Switching Between KVM Target Servers

With the Dominion KX II, you can access several KVM target servers.
The Dominion KX Il provides the ability to switch from one target server
to another.

Note: This feature is available in the Dominion KX [l Remote Console
only.

» To switch between KVM target servers:

1. While already using a target server, access the Dominion KX Il Port

Access page.

2. Click the port name of the target you want to access. The Port Action

menu appears.
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3.

Choose Switch From in the Port Action menu. The Virtual KVYM
Client window switches to the new target server you selected.

Power Controlling a Target Server

Note: These features are available only when you have made power
associations.

> To power cycle a KVM target server:
From the Dominion KX Il Remote Console, click the Port Access tab.
The Port Access page opens.

2. Click the Port Name of the appropriate target server. The Port Action
menu appears.

3. Choose Power Cycle. A confirmation message appears.

» To power on atarget server:

1. From the Dominion KX Il Remote Console, click the Port Access tab.
The Port Access page opens.

2. Click the port name of the appropriate target server. The Port Action
menu appears.

3. Choose Power On. A confirmation message appears.

» To power off atarget server:

1. From the Dominion KX Il Remote Console, click the Port Access tab
to open it. The Port Access page opens.

2. Click the port name of the appropriate target server. The Port Action
menu appears.

3. Choose Power Off. A confirmation message appears.

'H'omi.'l Pad Actwid

Port Access

R T - e R e T T

Click on the individual port name to s¢e alfowable operations.
2 of 4 Remote KM chanmels eurrently in use,

Port Hame

Dhormirmon-HN2_Porl

Duminon-KX2 Podd

Disconnect

Power Off

Dominion-X2_Porth

Drormirmon-H2_Por?

i

2

]

4

5 { Fower Cycle
" -
T

9

Domireon-Kx2_Portd
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10 Eh_oTrm.Hx?_Pmm
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Disconnecting KVM Target Servers

Note: This item is not available on the Dominion KX Il Local Console.
The only way to disconnect from the switched target in the Local Console
is to use the hot key.

» To disconnect atarget server:

Click the port name of the target you want to disconnect. The Port
Action menu appears.

2. Choose Disconnect.

Tip: You can also close the Virtual KVM Client window by selecting
Connection > Exit from the Virtual KVM menu.

Choosing USB Profiles

When you connect to a KVM target server for the first time, as described
in Connecting to a KVM Target Server (on page 49), the preferred
USB profile for the port is automatically used. If you have connected to
the target server previously using a different profile, the USB profile from
the last connection is used. You are alerted to the use of a profile other
than the preferred profile by a warning similar to the following:

Warning
The currently active profile, < HP Proliant DL360/DL380 G4 (Windows 2003 Server Installation) = is different

than the designated preferred profile

< Generic = for this target.

After you have connected to a target server, you can change the USB
profile as necessary. By default, the profiles that appear under the USB
Profile menu in the VKC are those that you are most likely to use. These
profiles have been preselected by the administrator for use with the
connected target server, based on your operational requirements.
However, all profiles are available to be selected via the Other Profiles
option on the USB Profile menu.

» To choose a USB profile:

Connect to a KVM target server as described in Connecting to a
KVM Target Server (on page 49).

2. In VKC, choose a USB profile from the USB Profile menu.

The name of the profile indicates the operating system or server with
which it should be used. See Configuring USB Profiles (on page
85) for details on USB profiles.
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Connection Properties

The Dominion KX Il dynamic video compression algorithms maintain
KVM console usability under varying bandwidth constraints. The
Dominion KX 1l devices optimize KVM output not only for LAN use, but
also for WAN use. These devices can also control color depth and limit
video output, offering an optimal balance between video quality and
system responsiveness for any bandwidth.

» The parameters in the Properties dialog can be optimized to suit
your needs for different operating environments.

» To set the connection properties:

Choose Connection > Properties or click the Connection Properties

button E’ in the toolbar. The Properties dialog appears.

Connection Speed -1 5 Etharnet

Color Depth (15-bitRGB Golor ¥ |

Smoathing F | i Lowy

Note: KX 11-101 does not support 1G Ethernet.

2. Choose the Connection Speed from the drop-down list. The device
can automatically detect available bandwidth and not limit bandwidth
use. However, you can also adjust this usage according to
bandwidth limitations.

Auto

1G Ethernet

100 Mb Ethernet

10 Mb Ethernet

1.5 Mb (MAX DSL/T1)

1 Mb (Fast DSL/T1)

512 Kb (Medium DSL/T1)
384 Kb (Slow DSL/T1)
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= 256 Kb (Cable)

= 128 Kb (Dual ISDN)
= 56 kb (ISP Modem)

= 33 kb (Fast Modem)
= 24 kb (Slow Modem)

Note that these settings are an optimization for specific conditions
rather than an exact speed. The client and server always attempt to
deliver video as quickly as possible on the network regardless of the
current network speed and encoding setting. But the system will be
most responsive when the settings match the real world environment.

Choose the Color Depth from the drop-down list. The device can
dynamically adapt the color depth transmitted to remote users in
order to maximize usability in all bandwidths.

= 15-bit RGB Color
=  8-bit RGB Color

= 4-bit Color
= 4-bit Gray
= 3-bit Gray
= 2-bit Gray

= Black and White

Important: For most administrative tasks (server monitoring,
reconfiguring, and so on), the full 24-bit or 32-bit color spectrum
made available by most modern video graphics cards is not
necessary. Attempting to transmit such high color depths wastes
network bandwidth.

Use the slider to select the desired level of Smoothing (15-bit color
mode only). The level of smoothing determines how aggressively to
blend screen regions with small color variation into a single smooth
color. Smoothing improves the appearance of target video by
reducing displayed video noise.

Click OK to set these properties.
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Connection Information

» To obtain information about your Virtual KVM Client
connection:

e Choose Connection > Connection Info. The Connection Info window
opens.

The following information is displayed about the current connection:

e Device Name - The name of the Dominion KX Il device.
e |P Address - The IP address of the Dominion KX Il device.

e Port - The KVYM communication TCP/IP port used to access the
target device.

e Data In/Second - Data rate in.

e Data Out/Second - Data rate out.

e Connect Time - The duration of the connect time.

e FPS - The frames per second transmitted for video.

e Horizontal Resolution - The screen resolution horizontally.
e Vertical Resolution - The screen resolution vertically.

e Refresh Rate - How often the screen is refreshed.

e Protocol Version - RFB Protocol version.

» To copy this information:

e Click Copy to Clipboard. The information is available to be pasted
into the program of your choice.

Keyboard Options

Keyboard Macros

Keyboard macros ensure that keystroke combinations intended for the
target server are sent to and interpreted only by the target server.
Otherwise, they might be interpreted by the computer on which the
Virtual KVM Client is running (your client PC).

Macros are stored on the client PC and are PC-specific. Therefore, if you
use another PC, you will not see your macros. In addition, if another
person uses your PC and logs in under a different name, that user will
see your macros since they are computer-wide. Keyboard macros
created in the Virtual KVM Client are available in MPC and vice versa.
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Building a Keyboard Macro

» To build a macro:

1. Click Keyboard > Keyboard Macros. The Keyboard Macros dialog
appears.

2. Click Add. The Add Keyboard Macro dialog appears.

3. Type a name for the macro in the Keyboard Macro Name field. This
name will appear in the Keyboard menu after it is created.

4. From the Hot-Key Combination field, select a keyboard combination
from the drop-down list. This allows you to execute the macro with a
predefined keystroke. Optional

5. Inthe Keys to Press drop-down list, select each key you would like to
use to emulate the keystrokes that will be used to perform the
command. Select the keys in the order by which they are to be
pressed. After each selection, select Add Key. As each key is
selected, it will appear in the Macro Sequence field and a Release
Key command will automatically be added after each selection.

6. For example, create a macro to close a window by selecting Left Ctrl
+ Esc. This will appear as the following in the Macro Sequence box:

Press 