. —— ®
=&=Raritan.
When you're ready to take control®

Dominion KX Il

User Guide
Release 2.0.10

Copyright © 2008 Raritan, Inc.
DKX2-0G-E
April 2008
255-62-4023-00




This document contains proprietary information that is protected by copyright. All rights reserved.
No part of this document may be photocopied, reproduced, or translated into another language
without express prior written consent of Raritan, Inc.

© Copyright 2008 Raritan, Inc., CommandCenter®, Dominion®, Paragon® and the Raritan company
logo are trademarks or registered trademarks of Raritan, Inc. All rights reserved. Java® is a registered
trademark of Sun Microsystems, Inc. Internet Explorer® is a registered trademark of Microsoft
Corporation. Netscape® and Netscape Navigator® are registered trademarks of Netscape
Communication Corporation. All other trademarks or registered trademarks are the property of their
respective holders.

FCC Information

This equipment has been tested and found to comply with the limits for a Class A digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a commercial installation. This equipment generates, uses, and can
radiate radio frequency energy and if not installed and used in accordance with the instructions, may
cause harmful interference to radio communications. Operation of this equipment in a residential
environment may cause harmful interference.

VCCI Information (Japan)

CHKEID . FHRLEREFTEEEFEIHAFGES (VCC 1) OEE
IKEDCIVFAABHREMEETY, COXEZRERRTHERAT S EEBR
HEEFZRECTENHBUET ., COBRICEEREN BN LN REHET
BEIBEKENBEFHBUET,

Raritan is not responsible for damage to this product resulting from accident, disaster, misuse, abuse,
non-Raritan modification of the product, or other events outside of Raritan's reasonable control or not
arising under normal operating conditions.

c € C LOJ US 1F61
[.T.E.

LISTED



Contents

Chapter 1 Introduction 1
Dominion KX IT OVEIVIEW ..ottt 2
VITTUAL MEAIA ...ttt s 4
Produict PROTOS. ..ot 5
Product FEAtUTES......c.ooiiiiiciccicci et e 6

HATAWATE ..o b 6
SOEEWATE ...ttt 7
TEIMINOLOZY ... 7
Package CONENLS ..o 9
USEE GUIAE. ...ttt ettt 9
Related Documentation...........cciciiiiiiiiiiiiic s 9

Chapter 2 Installation and Configuration 10

Getting Started ..o 10
Default Logon INformation............ceeiiiicieiiccieec e 10

Step 1: Connect the EQUIPIENL ........coooiiiiiiiiiiicci s 11
AL AC  POWET ..ot 12

B. NEtWOTK POTES ... s 12

C. Local Access Port (10Cal PC)....coveeriereirinieinicieineietrieeeitsteter ettt seseesese e ssesennes 13

D. Target SErver POTES........ccciuiiiiiiiiieeecet et 14

Step 2: Dominion KX II Initial Configuration..........c.cccccciiinininiriiiiiiiiciiiinrreeeeeeeeccceaes 14
Changing the Default PassWoOrd ...........cccccocoiiiinnnnrneecccccccerrereeeee e 15
Assigning an IP AddIess.........cccooviiiiininiiiiii s 16
Naming Target SEIVETS..........ccociiiiiiiiieeecc e 17

Valid Special Characters for Target Names............cccoooeeiiieiniiiiecnccee e 18
Specifying Power Supply Autodetection...........cocoovuiucuiieiiiiiinininiriccccccccnenrereennes 19

INOte t0 CC-5G USETS .....ouiiiiiiiiiiiiciicci s 19
Remote Authentication..........cociiiiiiiiiiic s 20
Define User Groups and USETS...........ccoeviiuiieiiieiiiiciciee e 21

Step 3: Configure KVM Target SEIVETS .........cccccucuiiiiiinininiiiieiccicecceccese s 21
Desktop Background ............cccuiiiiiiiiiniiiiiccc s 21
MOUSE SELHNES.....coviviiiiiiiiiii s 22
Operating System Mouse and Video Settings..........cccccocovviniiiiiiinnniiccn 22
Windows XP/Windows 2003 SettNgs .........cccceeiiiiiiiiiiiininiiiicicccciiinnccceens 22
WiIndows 2000 SEHINES.......c.cveueuimimiiiiiiiriiieieece et 24
Linux Settings (Red Hat 9) ... 25
Linux Settings (Red Hat 4) ... 27

L4

==Raritan. -

When you're ready to take control®



Contents

WINAOWS VISEA .eeinviiiieieciiceeteete ettt ettt et et et te e ve e beeabessaessa e ba e beesseensessnessneseensennsenns 27

SUSE Linux 10.1 SettiNgs.......ccovvvviiiiiiiiiiiiiiiiiiicicicccsc e 28

Make Linux Settings Permanent ............cccccceciiiininininnniiicccccccninseeeeeee s 29

Sun S0laris SEttNGS .......ccciviiiiiiiniiiiii 30

IBM AIX 5.3 SELHNES ..c.vvevevrreieieeeeeeiere sttt ettt et ees 33

Make UNIX Settings Permanent ............cooovecurueieiiiiicieeeecccee e 33
Apple Macintosh SettNgS ..o s 34

Step 4 (Optional): Configure Keyboard Language ...........cccoevveeeeueueucuccccninennrrereeeeeeecceeens 34
Change the Keyboard Layout Code (Sun Targets)........ccccevrrererereeueueueececeerreresereenenenes 34

Step 5: Configure Network Firewall Settings ... 35
Chapter 3 Working with Target Servers 36
IEEITACES. .. ettt et ettt e e be e be et e et e s ta e be e beeabeeabeeaeeebe e beenbeeaaeerb e beebeenbeenteenaeeres 36
Dominion KX II Local Console: Dominion KX II DeVices.........ccoeeeveeeerreeneenreeieceesreeereenenne 37
Dominion KX II Remote Console INterface ........ccocuecveveeierierenenieieieiesieseseseseeeeneeessenens 38
Multi-Platform Client INtEITaCe ......c.ccevviviireeiieietieteieere ettt a et e et re e sneseessessens 50
VIrtual KVIM CHENE ..c.vviiieiiciecieeteseee ettt et e et te e ve e besaessaesseessaessesssasssasssasseessesssesssenseenses 50
OVEIVIEW .enveeiieeeieeeieeete ettt e s te e tteesbe e aeeessaeesteestaassae e sseesaeassaesseeasseassaessaeanseessseensessseasnseenn 50
Connecting to a KVM Target SEIVer ... 51
Switching Between KVM Target SEIVETS.........cccooviiuiiuiuiiiiiiiinricccecececceseseseeenenen 51
Power Controlling a Target SEIVET ........cceeueueueuiiiiirirrreeeee e eeaes 52
Disconnecting KVM Target SEIVers.........cccociiniiiiiiiininiiiiiciicccee s 53
Choosing USB Profiles............cccoiiiiiiiiiiiiiiiiiiiiiic e 53
USING the VKC ...t 54
Mouse Pointer Synchronization ..o 56
Connection PTOPerties ... 59
Keyboard OPptions .........ccceviviiiiiiiiiiiiii s 64
Video PrOPerties..... .o s 72
MOUSE OPHIONS ...t 78

VEKC VITtUAl MEAIA ..cvvevieeieiiiiieciceieeeetetet ettt ete et et estesaesbessesbessessasssessessassessassessessesssessens 81

TOOL OPHIONS ..ottt ees 81

VIEW OPLIONS ..o s 84

Help OPHONS.....ocviiiiiiiiiiiccc s 85
Multi-Platform CHENt (IMPC) ....ccooiviiiirieieierienerieeeet ettt sttt ettt sttt se s st neene s 86
Requirements and INstallation ..........c.occcciiiinnnnicccccc s 86
OPLIAtION....cviiiiitiiiii s 109
Chapter 4: Virtual Media 172
OVEIVIEW ..ttt ettt et et e teete et e s e e s te e beesseesteesse st s esseassaessaessasssesssasseesseassessseaseesseanseessasssasssanseensens 173
Prerequisites for Using Virtual Media...........cccocruiiiiiiiiiciiccccc 175
File Server Setup (File Server ISO Images Only).........cccccceeuiiiiininnnnniicccccccneceeeenes 177
UsINg ViIrtual Media.........ccuiuiiiiiiiiiii e 178
Connecting to Virtual Media ........c.ccccciiiiinieccec et ees 181
LOCAL DIIVES ...ttt ettt et e e s e e s te e teebesaaesaaeese e seesbeessasssasssassesseesseensesnsessnenses 181

. =&=Raritan.

When you're ready to take control®



Contents

Conditions when Read/Write is Not Available........cc.oooviiiiiiiiiiieieeeeieeeeeeee e 182
CD-ROM/DVD-ROM/ISO IMAGES ......cvvrmrrereriiirircneieieiieccnctese s 183
Disconnecting Virtual Media...........c.cueueuiiiiiinninieecccccccce e 184
Chapter 5 Configuring USB Profiles 185
OVEIVIEW ..ottt a s sttt s sans 185
CIM CompPatibility c...c.ovveiec s 186
Available USB Profiles..........ccciiiiiiiiiiiiiiiii e 186
Selecting Profiles for @ KVIM POrt.........c.coooiuiiiiiiiiciic s 195
Chapter 6 User Management 196
USET GIOUPS ...vviniiiiiicnciit st b s b st as st ens e 196
USer Group LiSt....c.ccciiiiiiiiiiiiiiiiiiccc e 197
Relationship Between Users and GIOUPS .......cccoceoirrrerrreeeeicicmceeeinirseseseeeeeeeseseseseenes 197
Users, Groups, and Access Permissions............cccocvviviviniiiiiiiiiiiiienccccs 198
Adding a New USer GIOUP.......cccoierueieieieiiiccieie et 198
Modifying an Existing USer GIOUP .......ccccccueuiuiuiiiininiriniiriiciceccccccneneseeeeee s 203
USEIS ..ttt bbbttt 204
USET LSt ettt 205
Adding @ NeW USET ..o s 205
Modifying an EXiSting UST .........cccouceruiieiiieiiiiieieie et 206
Authentication SETHNES .......c.ccooiiiiiiiiiiiii e 207
User Authentication Settings...........ccoccviiiiiniiiniiiini s 208
Implementing LDAP/LDAPS Remote Authentication ..........c.cccccceeevvnrrcccccicnececncenes 211
Returning User Group Information from Active Directory Server............cccooooreiiiininnnes 212
Implementing RADIUS Remote Authentication ..........ccceeeieieiiiinieeicceeee 213
Returning User Group Information via RADIUS ..o 216
RADIUS Communication Exchange Specifications............ccccceccecienninnirieieeencinccneenes 216
Change a PasswWord ... s 217
Chapter 7 Device Management 219
INEtWOTK SEttINGS .....ovviiiiiiii e 219
Network Basic SEtNgGS........couoviiicicii 220
Network Miscellaneous Settings...........cccceueuiiiiininnniiiccccc s 222
LAN Interface SEtHNGS .........ccceiuiiiiiiiiiiiiiiicicicecct e 222
Date/Time SEHHNES .....cvoveveieieiciiiiiieree e 225
Event Management ... 226
Event Management - Settings..........ccooueiriiiiiiiiiiiiecc 227
Event Management - Destinations.........c.cccccviiiniiiiiiiiniiccns 229
Power SUPPLY SEtUP Page .....c.ceuiuiiiiiiic et 233
Port Configuration Page ... 235
POWer CONIOL........coiiiiiiiiiiiiccc s 236

L4
== Raritan. v

When you're ready to take control®



Contents

Note for D2CIM-VUSB CIM USAGE ......c.coeururiiimimiriiiiiiiiiieieieisiiisse e sessesissssesesessssssssasees 242

USB Profiles (POrt Page) .........cccueiiiiiiiiiiiiiiciciiciiice s 243

Chapter 8 Security Settings 247
SeCUIity SEHNES ...oviviiiiiiiic s 248
Logon Limitations ..o 249
SEIONG PaSSWOIAS .....cuiviiiiiiiiiiiicii s 250

USEr BIOCKING ....vviiiiiiiiiicic s 251
ENCryption & SNATe .........cooviiiiiiieii s 253
Checking Your Browser for AES ENCIYPHON ......c.cciuiiiiiiiiiiiiciccccccce s 255

IP ACCESS COMLIOL.......omiiiiiicicicicice et 256
Chapter 9 Maintenance 258
AUAIE LOG ..ttt et 258
Device INfOrmation..........cciiiiiiiiiiiiii e 259
Backup and ReStOTe..........ccueviiiiiiccici 260

USB Profile Management ............cccoviriiiiuiiiiiiiiiiiiinieieeeeee e 262
Handling Conflicts in Profile Names ..o 263

UPGLading CIMS.......ccovouiiiiiiiiicireee ettt et 264
Upgrading FIrMWaTre .......ccoeiiiiiiiiii e 264
UPgrade HiStOIV......ouioiiiieieieieecct ettt 267
REDOOHING. ... 267
Chapter 10 Diagnostics 269
Network Interface Page .........cccociiiiiiiiiic e 270
Network Statistics Page ..o 270

Ping HOSt PAG.....oviviniieiiiiietct e 273

Trace Route t0 HOSt PAGe .....ccooviuiiiiiiiiicicitc s 274
Device DIagnOStiCS .....c.oveueiiiiiiiiiiiiiiiee et 275
Chapter 11 Dominion KX Il Local Console 277
OVEIVIEW ..ottt bbb bbb a sttt ens e 278
Starting the Dominion KX II Local Console...........ccccciiiinnininiiiiiiiiiiiinnrnceeieeecceeeens 279
SIMUIANEOUS USETS......coumiiiiiiiiieicicicccccc ettt 279

Security and Authentication.............o.oii 279

=V °
vi =&=Raritan.

When you're ready to take control®



Contents

Dominion KX II Local Console Interface............ccoovviviiiiiiiiiiiiiiiiiiccccceenns 279
Available ReSOIULIONS .......coouiiiiiiiiiciii e 280
Dominion KX II Local Console Support Languages..........c.cocccceerrerrerreeieieiemiereeenneseeeesenenenenns 280
SEIVET DISPLAY ...ttt 281
HOTKEYS oottt 282
Accessing a Target SEIVeT ... 282
Returning to the Dominion KX II Local Console Interface...........c.cccoceueueuiiiiioinnnnniicncccne. 282
Local Port Administration ... 283
Dominion KX II Local Console Local Port Settings...........cccceviiiviivninnniniiiccicnn 283
Dominion KX II Local Console Factory Reset ... 286
Resetting the Dominion KX II Using the Reset BUtton............ccooovicieiiicci, 287
Appendix A Specifications 288
Supported Video ReSOIUtIONS .........c.cueviiiiiciiieiiccc e 288
Supported Keyboard Languages............ccccviiriiiiiiiiiiiiinieceeecicccce e 289
Supported Operating Systems (CLHENES).........ceueueueueuiiiiirrreeee e eeaes 290
SUPPOIted BrOWSETS......oviiiee et e 291
Supported Operating Systems and CIMs (Target Servers)..........ccccccviiivininnininininiiiiciicccnn 291
Environmental REQUITEMENLS..........c.coiiiiiiiiiiiiiiicccci s 293
Physical SpecifiCations.........c.ccciiiiiiiiiiiiiiii e 294
Computer Interface Modules (CIMS)........cccovreiueieieuiiiiiiirreeeeeeeseeieieeiee s eeaes 295
Remote CONNECLION ......ccoviviiiiiiiiiiiiiii s 297
TCP and UDP Ports USd.......c.coviiiiiiiriiiiiiciiieiniicceiee st 297
Target Server Connection Distance and Video Resolution.............coovvueuiiciiiiiiicininnncicccnne 299
Network Speed SEHNEGS ......c.ccoviiiriiieeccee et 300
Appendix B Updating the LDAP Schema 302
Returning User Group INformation ... 302
FIOM LDAP ..o 302

From Microsoft Active DITeCtOIY .......ccccovuiiiiiiiiiiiiiiiiiiicc s 302
Setting the Registry to Permit Write Operations to the Schema...........cccooooeiiiiiiinnn 303
Creating a New AtIIDULE.......cccoviiiiii s 303
Adding Attributes t0 the Class ........cceucueiiiiinirrrreeeecceee e 304
Updating the Schema Cache ... 306
Editing rciusergroup Attributes for User Members ..............cooovieiiiiiiiiineeeccceee 307
Appendix C Informational Notes 311
OVETVIEW ..ottt b e bbbt a sttt ene e 311
Java Runtime Environment (JRE)........ccccoeririnininiiiieeeeeeeeeetetese st 311
KEYDOATAS.....c..oviiiieccc e 312
INON-US KEYDOATAS ...ttt ees 312
Macintosh Keyboard............ccouii 316

L4

==Raritan. vii

When you're ready to take control®



Contents

Special Sun Key Combinations.............c.oviiueieieiiiiiiiiiee s 316
Mouse Pointer Synchronization (Fedora) ...........ccccovvviiiiiiiiiiiniinnicccccc e 317
Resolving Fedora Core FOCUS .......ccoviiiiiiicicccccc e 318
SUSE/VESA VIAEO MOES.....uneeeieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeaeeeeeeeessesaessessseesessseessasseessssseessssneessesseesean 318
USB POrts and Profiles.......cccecereririnienriricnintcenienteenesteeeteste ettt sttt st se et s ne 319
VM-CIMSs and DL360 USB POTLS .....ccoueuiiririeirieieirteieeieieiesesieseesieteestesese st eseebeseseseeseneenes 319

Help for Choosing USB Profiles...........cccoviuiuiiiiiiiiiiininiiiciceccccciineseseseeee s 319

CIMIS ottt ettt bbbttt sttt s b ettt s ettt s b bt e st bt s b bt sa et bt s b be et beneenene 321
Windows 3-Button Mouse on Linux Targets..........cccocovveeieicecicinnnnnreeeeeceeceeenes 321
KX-to-KX II Access via @ VIM-CIM.......cooeoiririeininieiniinecteiineeitereneetesessesesseseeesessesessessesennes 321
VATEUAL IMLEATA ..ttt sttt ettt et b et ese e ebe st st et e et ebenenees 321
Virtual Media Not Refreshed After Files Added.........cccovueevireinniicnnncenecneccneeeens 321
Target BIOS Boot Time with Virtual Media .........ccovvrvririiiiciiiiinrnneeeeececceenes 321
CCSGntiitietrte ettt b ettt s b et b et bbb b etk et b bt bebeeebene 321
Virtual KVM Client Version Not Known from CC-SG Proxy Mode ..........ccooorriiiiiinncnes 321
Proxy Mode and MPC ...........c.oooiiiiiiecc et 322
Appendix D FAQs 323
GeNETal QUESTIONS .....vvivieieeieeie ettt ettt e te et e s e e te e beebeeaeeeseasse e seeaseessesssesssessaensesssesssesseesssenseesenns 324
REIMOE ACCESS ...ttt ettt sttt 326
Universal VIrtual Media .....c.coeeerreiririeininieiinniecineicenteeesienesesteseeseesesessesesesaesesessesesessesesesesesenees 328
USB PrOfAleS...ceeieiirieieirieteerete ettt sttt ettt st sttt s b e et be e 329
Ethernet and IP NetWOIKiNg ...........ccoooiiiiiiiiiiicce s 331
SOIVETS.c..eeee et 338
INSEAIATION ...ttt ettt sttt n et 339
LOCAL POttt ettt ettt et b ettt b et b ettt a b st saebeseanenenenees 341
POWET CONTOL ...ttt sttt ettt st sb et et st e be et ne 343
SCAlADILILY......ciiiiiiiiic s 344
Computer Interface Modules (CIMS).........cccouvrririiuiiiiiiiiiiiiiceeeereeice s 345
SECUTILY ...t 346
MaNAEADILILY ......cuouiiiiiieeiciciccect e 348
IMISCEIIATIEOUS. ...ttt sttt sttt ettt sttt e et s b et et se et e b et ne 349
Index 351

viii =&=Raritan.

When you're ready to take control®



Chapter 1 Introduction

In This Chapter
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Dominion KX 1l Overview

Dominion KX Il Overview

Dominion KX II is an enterprise-class, secure, digital KVM (Keyboard,
Video, Mouse) switch that provides BIOS-level (and up) access, and
control of up to 64 servers from anywhere in the world via a web
browser. At the rack, Dominion KX II provides BIOS-level control of up
to 64 servers and other IT devices from a single keyboard, monitor, and
mouse. The integrated remote access capabilities of the Dominion KX II
provide the same levels of control of your servers via a web browser.

Dominion KX II is easily installed using standard UTP (Cat 5/5¢/6)
cabling. Its advanced features include virtual media, 128-bit encryption,
dual power supplies, remote power control, dual Ethernet, LDAP,
RADIUS, Active Directory, Syslog integration, and web management.
These features enable you to deliver higher up-time, better productivity,
and bulletproof security - at any time from anywhere.

Dominion KX II products can operate as standalone appliances and do
not rely on a central management device. For larger data centers and
enterprises, numerous Dominion KX II units (along with Dominion SX
units for remote serial console access and Dominion KSX for
remote/branch office management) can be integrated into a single logical
solution using Raritan's CommandCenter Secure Gateway (CC-5G)
management unit.
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Catb cable

Remote virtual media USB
drive(s)

Computer Interface

Module (CIM) @

Power strip

Dominion KX IT Local access

Remote KVM and serial
devices

IP LAN/WAN

Remote (network)
access

OHOICIHONS
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Virtual Media

Virtual Media

All Dominion KX II models support virtual media. The benefits of virtual
media - mounting of remote drives/media on the target server to support
software installation, and diagnostics - are now available in all of the
Dominion KX II models.

Each Dominion KX II comes equipped with virtual media to enable
remote management tasks using the widest variety of CD, DVD, USB,
internal and remote drives and images. Unlike other solutions, the
Dominion KX II supports virtual media access of hard drives and
remotely mounted images for added flexibility and productivity.

Virtual media sessions are secured using 128-bit AES or RC4 encryption.

The D2CIM-VUSB CIM and D2CIM-DVUSB (computer interface
module) support virtual media sessions to KVM target servers
supporting the USB 2.0 interface. This new CIM also supports Absolute
Mouse Synchronization™ as well as remote firmware update.

4 =&=Raritan.
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Product Photos
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Product Features

Product Features

Hardware

Integrated KVM-over-IP remote access
1U or 2U (KX2-464) rack-mountable; brackets included

Dual power supplies with failover; autoswitching power supply
with power failure warning

8, 16, 32, or 64 (on KX2-464) server ports

Multiple user capacity (1/2/4 remote users; 1 local user)
UTP (Cat5/5e/6) server cabling

Dual Ethernet ports (10/100/1000 LAN) with failover
Field upgradable

Local user port for in-rack access

= PS/2 keyboard/mouse ports

* One front and three back panel USB 2.0 ports for supported USB
devices

* Fully concurrent with remote user access
* Local graphical user interface (GUI) for administration
Centralized access security

Integrated power control

LED indicators for dual power status, network activity, and remote
user status

Hardware Reset button

== Raritan.
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Software

Virtual media with D2CIM-VUSB and D2CIM-DVUSB CIMs

Absolute Mouse Synchronization with D2CIM-VUSB CIM and
D2CIM-DVUSB CIMs

Plug-and-Play
Web-based access and management
Intuitive graphical user interface (GUI)

128-bit encryption of complete KVM signal, including video and
virtual media

LDAP, Active Directory, RADIUS, or internal authentication and
authorization

DHCP or fixed IP addressing
SNMP and Syslog management
Power control associated directly with servers to prevent mistakes

Integration with Raritan's CommandCenter Secure Gateway (CC-
SG) management unit

CC Unmanage feature to remove device from CC-SG control

Terminology

This manual uses the following terminology for the components of a
typical Dominion KX II configuration:

Z=Raritan.
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Terminology

TCP/IP

KVM (Keyboard, Video, Mouse)

UTP Cable (Cat5/5e/6)

Dominion KX II

AL JICHONS.

Remote PC

Networked computers used to access and control KVM
target servers connected to the Dominion KX II. Refer
to Supported Operating Systems (Clients) (on page
290) for a list of the operating systems supported by
Dominion KX II remotely.

Local Access Console

Local User - an optional user console (consisting of a
keyboard, mouse, and multi-sync VGA monitor)
attached directly to Dominion KX II to control KVM
target servers (directly at the rack, not through the
network).

CIMS

Dongles that connect to each target server or power
strip. Available for all of the supported operating
systems. Refer to Supported Operating Systems and
CIMs (Target Servers) (on page 291) for information
about the CIMs supported by Dominion KX II.

Target Servers

KVM Target Servers - servers with video cards and
user interfaces (for example, Windows, Linux, Solaris,
etc.) accessed remotely via Dominion KX II. Refer to
Supported Operating Systems and CIMs (Target
Servers) (on page 291) for a list of the supported
operating systems and CIMs.

Dominion PX Power Strips

Raritan power strips accessed remotely via the
Dominion KX II.

Z=Raritan.
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Chapter 1: Introduction

Package Contents

Each Dominion KX II ships as a fully-configured stand-alone product in
a standard 1U (2U for KX2-464) 19" rackmount chassis. Each Dominion
KX I unit ships with the following contents:

1 Dominion KX II unit

1 Dominion KX II quick installation and setup guide
1 Raritan user guide CD-ROM

1 Rackmount kit

1 AC power cords

1 Cat5 network cable

1 Catb network crossover cable

1 Set of 4 rubber feet (for desktop use)

1 Application note

1 Warranty card

User Guide

Z=Raritan.

The Dominion KX II User Guide provides the information to install, set
up and configure, access target servers and power strips, use virtual
media, manage users and security, and maintain and diagnose the
Dominion KX II.

Related Documentation

The Dominion KX II User Guide is also accompanied by a Dominion KX
II Quick Setup Guide, which can be found on the CD that accompanied
the device or on the Support page of Raritan's website on the Support
page (www.raritan.com).
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Chapter 2 Installation and Configuration

In This Chapter

Getting Started ..........ccciiiiiiiiic e 10
Step 1: Connect the Equipment ... 11
Step 2: Dominion KX II Initial Configuration ..........ccccceeveveiciniiccininnnnnn. 14
Step 3: Configure KVM Target Servers............cooooeeueieinieeieceeeieiecccnennens 21
Step 4 (Optional): Configure Keyboard Language..........ccccccceurururururunnnne 34
Step 5: Configure Network Firewall Settings ...........cccccceeeiiiininnnnennne. 35

This section provides a brief overview of the installation process. Each
step is further detailed in the remaining sections of this chapter.

» To install and configure Dominion KX II:

e Step 1: Connect the Equipment (on page 11)

o Step 2: Dominion KX II Initial Configuration (on page 14)

e  Step 3: Configure KVM Target Servers (on page 21)

o Step 4 (Optional): Configure Keyboard Language (on page 34)
e Step 5: Configure Network Firewall Settings (on page 35)

Also included in this section is the default logon information you will
need. Specifically, the default IP address, user name, and password. See
Default Logon Information (on page 10).

Getting Started

Default Logon Information

User name The default user name is admin. This user has
administrative privileges.

== Raritan. 10
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Chapter 2: Installation and Configuration

Password The default password is raritan.

Passwords are case sensitive and must be entered
in the exact case combination in which they were
created. For example, the default password raritan
must be entered entirely in lowercase letters.

The first time you start the Dominion KXII, you
are required to change the default password.

IP address Dominion KX II ships with the default IP address
of 192.168.0.192.

Tip: For backup and business continuity purposes, it is strongly
recommended that you create a backup administrator user name and
password and keep that information in a secure location.

Step 1: Connect the Equipment

Connect the Dominion KX II to the power supply, network, local PC, and
target servers. The letters in the diagram correspond to the topics in this
section that describe the connection.

== Raritan. 11
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A. AC Power

> To connect the power supply:

Attach the included AC power cord to the Dominion KX II and plug
into an AC power outlet.

2. For dual power failover protection, attach the second included AC
power cord and plug it into a different power source than the first
power cord.

Note: If you only attach one power cord, the power LED on the
Dominion KX II front panel will be red because the system is set to
automatically detect both sources. Refer to the Power Supply Setup Page
(on page 233) for information about turning off automatic detection for
the power source not in use.

B. Network Ports

Dominion KX II provides two Ethernet ports for failover purposes (not
for load-balancing). By default, only LANT1 is active and the automatic
failover is disabled. When enabled, if the Dominion KX II internal
network interface or the network switch to which it is connected
becomes unavailable, LAN2 will be enabled using the same IP address.

Note: Because a failover port is not activated until after a failover has
actually occurred, Raritan recommends that you either not monitor the
failover port or monitor it only after a failover occurs.

> To connect the network:

Connect a standard Ethernet cable (included) from the network port
labeled LANT1 to an Ethernet switch, hub, or router.

2. To make use of the optional Dominion KX II Ethernet failover
capabilities:
= Connect a standard Ethernet cable from the network port labeled

LAN?2 to an Ethernet switch, hub, or router.

* Enable Automatic Failover on the Network Configuration page
(refer to Network Settings (on page 219) for more information).

Note: Use both network ports only if you want to use one as a failover
port.

== Raritan.
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C. Local Access Port (local PC)

For convenient access to target servers while at the rack, use the
Dominion KX II Local Access port. While the local port is required for
installation and setup, it is optional for subsequent use. The local port
provides the Dominion KX II Local Console graphical user interface for
administration and target server access.

> To connect the local port:

e Attach a multi-sync VGA monitor, mouse, and keyboard to the
respective Local User ports (using either a PS/2 or USB keyboard and
mouse).

The physical connections for the local ports can be found on the back
panel of the Dominion KX II:

LOCAL USER

MR | sssssssssssassas

Monitor Attach a standard multi-sync VGA monitor to the
HD15 (female) video port.

Keyboard Attach either a standard PS/2 keyboard to the Mini-
DING (female) keyboard port, or a standard USB
keyboard to one of the USB Type A (female) ports.

Mouse Attach either a standard PS/2 mouse to the Mini-
DING (female) mouse port or a standard USB mouse
to one of the USB Type A (female) ports.

13
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D. Target Server Ports

The Dominion KX II uses standard UTP cabling (Cat5/5e/6) to connect to
each target server. Refer to Specifications (on page 288) for additional
information.

> To connect a target server to the Dominion KX II:

Use the appropriate Computer Interface Module (CIM). Refer to
Supported Operating Systems and CIMs (Target Servers) (on page
291) for more information about the CIMs to use with each operating
system.

2. Attach the HD15 video connector of your CIM to the video port of
your target server. Ensure that your target server's video has already
been configured to a supported resolution and refresh rate. For Sun
servers, also ensure that your target server's video card has been set
to output standard VGA (H-and-V sync) and not composite sync.

3. Attach the keyboard/mouse connector of your CIM to the
corresponding ports on your target server. Using a standard
straight-through UTP (Cat5/5e/6) cable, connect the CIM to an
available server port on the back of your Dominion KX II unit.

Note: The DCIM-USB G2 provides a small slide switch on the back of the
CIM. Move the switch to P for PC-based USB target servers; move the
switch to S for Sun USB target servers.

A new switch position takes effect only after the CIM is power-cycled. To
power-cycle the CIM, remove the USB connector from the target server
and plug it back in a few seconds later.

Step 2: Dominion KX Il Initial Configuration

The first time you power up the Dominion KX II device, there is some
initial configuration that you need to perform through the Dominion KX
II Local Console:

e Change the default password.

e Assign the IP address.

e Name the KVM target servers.

14 ==Raritan.
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Changing the Default Password

The Dominion KX II ships with a default password. The first time you
start the Dominion KX II you are required to change that password.

» To change the default password:

Power on the Dominion KX II using the power switch(es) at the back
of the unit. Wait for the Dominion KX II unit to boot. (A beep signals
that the boot is complete.)

2. Once the unit has booted, the Dominion KX II Local Console is
visible on the monitor attached to the Dominion KX II local port.
Type the default username (admin) and password (raritan) and click
Login. The Change Password screen is displayed.

3. Type your old password (raritan) in the Old Password field.

4. Type anew password in the New Password field and retype the new
password in the Confirm New Password field. Passwords can be up
to 64 characters in length and can consist of English alphanumeric
characters and the special characters.

5. Click Apply.

You will receive confirmation that the password was successfully
changed. Click OK. The Port Access page is displayed.

Note: The default password can also be changed from the Raritan Multi-
Platform Client (MPC).

== Raritan. 15
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Assigning an IP Address

These procedures describe how to assign an IP address on the Network
Settings page. For complete information about all of the fields and the
operation of this page, refer to Network Settings (on page 219).

1. From the Dominion KX II Local Console, choose Device Settings >
Network. The Network Settings page opens.
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Specify a meaningful Device Name for your Dominion KX II unit

using up to 16 alphanumeric characters, special characters, and no

spaces.

Choose the IP autoconfiguration from the drop-down list:

* None (Static IP) - This option requires that you manually specify
the network parameters. This is the recommended option
because the Dominion KX II is an infrastructure device and its IP

address should not change.

= DHCP - With this option, network parameters are assigned by
the DHCP server.

Z=Raritan.
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4. If you specify an IP configuration of None, type the TCP/IP
parameters for your Dominion KX II unit: IP address, Subnet mask,
Gateway IP address, Primary DNS server IP address, and optional
Secondary DNS server IP address.

5.  When finished, click OK. Your Dominion KX II unit is now network
accessible.

Note: In some environments, the default LAN Interface Speed & Duplex
setting Autodetect (autonegotiator) does not properly set the network
parameters, which results in network issues. In these instances, setting
the Dominion KX II LAN Interface Speed & Duplex field to 100
Mbps/Full Duplex (or whatever option is appropriate to your network)
addresses the issue. Refer to the Network Settings (on page 219) page for
more information.

Naming Target Servers

» To name the target servers:

Connect all of the target servers if you have not already done so (as
described in Step 1: Connect the Equipment (on page 11)).

2. Using the Dominion KX II Local Console, choose Device Settings >
Port Configuration. The Port Configuration page opens.

Port Configuration
4 Port Number Port HIm'h Port Type
1 Win Target W
2 Crominion_KSX2_Port2 Mot &vailable
3 Dominion_KSX2_Port3 Mot Available
4 KESH-G2 Admin Rl
5 Dorminion_KSX2_Ports Mot &vailable
E Dominion_KSX2_Porté Mot &vailable
7 Drorminion_KSX2_Port? Mot &vailable
g Dominion_KSX2_Portd Mot &vailable
9 Cigco 2501 Serial
10 Sp-2 Serial
11 Serial Port 3 Serial
12 Serial Port 4 Serial
13 SP-5 Serial
14 Setial Part B Serial
15 Setial Part 7 Serial
16 Setial Port & Serial
17 Powver Port 1 - renamed PowverStrip
18 Powver Port 2 PowverStrip

3. Click the Port Name of the target server you want to rename. The
Port Page opens.

== Raritan. 17
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4. Assign a name to identify the server connected to that port. The
name can be up to 32 characters, and alphanumeric and special
characters are allowed.

5. Click OK.

Valid Special Characters for Target Names

! Exclamation point |; Semi-colon
" Double quote = Equal sign
# Pound sign > Greater than sign
$ Dollar sign ? Question mark
% Percent sign @ At sign
& Ampersand [ Left bracket
( Left parenthesis \ Backward slash
) Right parenthesis |] Right bracket
* Asterisk A Caret
+ Plus sign _ Underscore
, Comma Grave accent
- Dash { Left brace
Period | Pipe sign
/ Forward slash } Right brace
< Less than sign ~ Tilde
Colon

18
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Specifying Power Supply Autodetection

The Dominion KX II provides dual power supplies, and can
automatically detect and provide notification regarding the status of
these power supplies. Proper configuration ensures that the Dominion
KX II sends the appropriate notifications should a power supply fail.

The Power Supply Setup page is configured to automatically detect both
power supplies when two power supplies are used. If only one power
supply is used in your configuration, you can disable automatic
detection from the Power Supply Setup page.

» To disable power supply autodetection for the power
supply not in use:

1. Using the Dominion KX II Local Console, choose Device Settings >
Power Supply Setup. The Power Supply Setup page opens.

2. Clear autodetection for the power supply that you are not using.

For more information, refer to Power Supply Setup Page (on page 233).

Note to CC-SG Users

If you are using Dominion KX II in a CC-SG configuration, perform the
installation steps, and when finished, consult the CommandCenter
Secure Gateway User Guide, Administrator Guide, or Deployment
Guide to proceed (all found on Raritan's website, www.raritan.com,
under Support).

Note: The remainder of this user guide applies primarily to deploying
Dominion KX II device(s) without the integration functionality of CC-SG.

== Raritan. 19
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Remote Authentication

Note to CC-SG Users

When the Dominion KX II is controlled by CommandCenter Secure
Gateway, CC-5G authenticates users and groups, except for local users
(requiring local port access). When CC-SG is controlling the Dominion
KX1I, local port users will be authenticated against the local user
database or the remote authentication server (LDAP/LDAPS or RADIUS)
configured on the Dominion KX II; they will not be authenticated against
the CC-5G user database.

For additional information about CC-SG authentication, refer to the
CommandCenter Secure Gateway User Guide, Administrator Guide, or
Deployment Guide, which can be downloaded from the Support section
of the Raritan website (www.raritan.com).

Supported Protocols

In order to simplify management of usernames and passwords, the
Dominion KX II provides the capability to forward authentication
requests to an external authentication server. Two external
authentication protocols are supported: LDAP/LDAPS and RADIUS.

Note on Microsoft Active Directory

Microsoft Active Directory uses the LDAP/LDAPS protocol natively, and
can function as an LDAP/LDAPS server and authentication source for
the Dominion KX II. If it has the IAS (Internet Authorization Server)
component, a Microsoft Active Directory server can also serve as a
RADIUS authentication source.

== Raritan.
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Define User Groups and Users

As part of the initial configuration, in order for users to access the
Dominion KX 1I, you will need to define user groups and users.

The Dominion KX II uses system-supplied default user groups and
allows you to create groups and specify the appropriate permissions to
suit your needs.

User names and passwords are required to gain access to the Dominion
KX I This information is used to authenticate users attempting to access
your Dominion KX II.

Refer to User Management (on page 196) for more information about
adding and editing user groups and users.

Step 3: Configure KVM Target Servers

KVM target servers are the computers that will be accessed and
controlled via the Dominion KX II. Before installing the Dominion KX II,
configure all KVM target servers to ensure optimum performance. This
configuration applies only to KVM target servers, not to the client
workstations (remote PCs) used to access the Dominion KX II remotely.
Refer to Terminology (on page 7) for additional information.

Desktop Background

For optimal bandwidth efficiency and video performance, KVM target
servers running graphical user interfaces such as Windows, Linux, X-
Windows, Solaris, and KDE require configuration. The desktop
background need not be completely solid; but desktop backgrounds
featuring photos or complex gradients might degrade performance.

==Raritan. 21
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Mouse Settings

The Dominion KX II operates in several mouse modes:

e Absolute Mouse Mode (on page 81) (D2CIM-VUSB only)

o Intelligent Mouse Mode (on page 79) (do not use an animated
mouse)

e  Standard Mouse Mode (on page 79)

For both the Standard and Intelligent mouse modes, mouse parameters
must be set to specific values, which are described later in this guide.

Mouse parameters do not have to be altered for Absolute Mouse
Synchronization but D2CIM-VUSB is required for this mode. Mouse
configurations will vary on different target operating systems. Consult
your OS documentation for additional detail.

Intelligent mouse mode generally works well on most Windows
platforms. Intelligent mouse mode may produce unpredictable results
when active desktop is set on the target. For additional information on
Intelligent mouse mode, refer to Intelligent Mouse Synchronization
Conditions (on page 149).

Operating System Mouse and Video Settings

This section provides video mode and mouse information specific to the
operating system in use on the target server.

Windows XP/Windows 2003 Settings

» To configure KVM target servers running Microsoft
Windows XPI/2003:

1. Configure the mouse settings:
a. Choose Start > Control Panel > Mouse.
b. Click the Pointer Options tab.

c. In the Motion group:

22 ==Raritan.
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= Set the mouse motion speed setting to exactly the middle
speed.

= Disable the Enhanced pointer precision option.
* Disable the Snap To option.
= Click OK.

Note: When you are running Windows 2003 on your target server, if
you access the server via KVM and perform any one off the actions
listed below, mouse synchronization may be lost if it has been
previously enabled. You will need to select the Synchronize Mouse
command from the Mouse menu in the client to enable it again.
Following are the actions that may cause this to occur:

- Opening a text editor.

- Accessing the Mouse Properties, Keyboard Properties, and Phone
and Mode Options from the Windows Control Panel.

2. Disable transition effects:
a. Select the Display option from the Control Panel.
b. Click the Appearance tab.
c.  Click the Effects button.

d. Deselect the "Use the following transition effect for menus and
tooltips" option.

e. Click OK.

f. Close the Control Panel.

== Raritan. 23
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Note: For KVM target servers running Windows 2000 or XP, you may
wish to create a user name that will be used only for remote connections
through Dominion KX II. This will enable you to keep the target server's
slow mouse pointer motion/acceleration settings exclusive to the
Dominion KX II connection.

Windows XP and 2000 login pages revert to preset mouse parameters
that differ from those suggested for optimal Dominion KX II
performance. As a result, mouse synchronization may not be optimal for
these screens.

WARNING! Proceed only if you are comfortable adjusting the registry
on Windows KVM target servers. You can obtain better Dominion KX
II mouse synchronization at login pages by using the Windows
registry editor to change the following settings
(HKEY_CURRENT_USER\ Control Panel\ Mouse): MouseSpeed = 0;
MouseThreshold 1= 0; MouseThreshold 2 = 0.

Windows 2000 Settings

> To configure KVM target servers running Microsoft
Windows 2000:

1. Configure the mouse settings:
a. Choose Start > Control Panel > Mouse.
b. Click the Motion tab.
= Set the acceleration to None.

= Set the mouse motion speed setting to exactly the middle
speed.

= Click OK.
2. Disable transition effects:
a. Select the Display option from the Control Panel.
b. Click the Effects tab.

c. Deselect the "Use the following transition effect for menus and
tooltips" option.

d. Click OK.

e. Close the Control Panel.

== Raritan.
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Linux Settings (Red Hat 9)

Note: The following settings are optimized for Standard Mouse mode
only.

» To configure KVM target servers running Linux
(graphical user interface):

1. Configure the mouse settings:

a. Choose Main Menu > Preferences > Mouse. The Mouse
Preferences dialog appears.

b. Click the Motion tab.

c.  Within the Speed group, set the Acceleration slider to the exact
center.

d. Within the Speed group, set the Sensitivity towards low.
e. Within the Drag & Drop group, set the Threshold towards small.

f.  Close the Mouse Preferences dialog.

Note: If these steps do not work, issue the xset mouse 1 1 command
as described in the Linux command line instructions.

2. Configure the screen resolution:

a. Choose Main Menu > System Settings > Display. The Display
Settings dialog appears.

b. From the Display tab, select a Resolution supported by
Dominion KX II.

c. From the Advanced tab, verify that the Refresh Rate is
supported by Dominion KX II.

Note: Once connected to the target server, in many Linux graphical
environments, the <Ctrl> <Alt> <+> command will change the video
resolution, scrolling through all available resolutions that remain
enabled in the XF86Config file.

» To configure KVM target servers running Linux
(command line):

1. Set the mouse acceleration to exactly 1 and set the threshold to
exactly 1. Enter this command: xset mouse 1 1. This should be set for
execution upon login.

== Raritan. 25
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2. Ensure that each target server running Linux is using a resolution
supported by Dominion KX II at a standard VESA resolution and
refresh rate.

3. Each Linux target server should also be set so the blanking times are
within +/- 40% of VESA standard values:

a. Go to the Xfree86 Configuration file XF86Config.

b. Using a text editor, disable all non-Dominion KX II supported
resolutions.

c. Disable the virtual desktop feature (not supported by Dominion
KX1I).

d. Check blanking times (+/- 40% of VESA standard).

e. Restart computer.

Note: If you change the video resolution, you must log off of the target
server and log back in for the video settings to take effect.

Note for Red Hat 9 KVM Target Servers

If you are running Red Hat 9 on the target server using a USB CIM, and
are experiencing problems with the keyboard and/or mouse, there is an
additional configuration setting you can try.

Tip: You might have to perform these steps even after a fresh OS
installation.

» To configure Red Hat 9 servers using USB CIMs:

Locate the configuration file (usually /etc/modules.conf) in your
system.

2. Using the editor of your choice, make sure that the alias usb-
controller line in the modules.conf file is as follows:

alias usb-controller usb-uhci

Note: If there is another line using usb-uhci in the /etc/modules.conf
file, it needs to be removed or commented out.

3. Save the file.

4. Reboot the system in order for the changes to take effect.

26 =&=Raritan.
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Linux Settings (Red Hat 4)

Note: The following settings are optimized for Standard Mouse mode
only.

» To configure KVM target servers running Linux
(graphical user interface):

1. Configure the mouse settings:

a. Choose Main Menu > Preferences > Mouse. The Mouse
Preferences dialog appears.

b. Open the Motion tab.

c.  Within the Speed group, set the Acceleration slider to the exact
center.

d. Within the Speed group, set the Sensitivity towards low.
e. Within the Drag & Drop group, set the Threshold towards small.

f.  Close the Mouse Preferences dialog.

Note: If these steps do not work, issue the xset mouse 1 1 command
as described in the Linux command line instructions.

2. Configure the screen resolution:

a. Choose Main Menu > System Settings > Display. The Display
Settings dialog appears.

b. On the Settings tab, select a Resolution supported by the
Dominion KX II.

c. Click OK.

Note: If you change the video resolution, you must log off of the target
server and log back in for the video settings to take effect.

Windows Vista

> To configure KVM target servers running Microsoft
Windows Vista:

1. Configure the mouse settings:
a. Choose Start > Settings > Control Panel > Mouse.
b. Click the Pointer Options tab.

c. In the Motion group:
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3.
4.

= Set the mouse motion speed setting to exactly the middle
speed.

= Disable the "Enhanced pointer precision" option.
= Click OK.

Disable animation and fade effects:

a. Select the System option from the Control Panel.

b. Select "Advanced system settings". The System Properties dialog
appears.

c. Click the Advanced tab.

d. Click the Settings button in the Performance group. The
Performance Options dialog appears.

e. Under Custom options, deselect the following checkboxes:
* Animation options:

= Animate controls and elements inside windows

* Animate windows when minimizing and maximizing
= Fade options:

= Fade or slide menus into view

* Fade or slide ToolTips into view

= Fade out menu items after clicking
Click OK.

Close the Control Panel.

SUSE Linux 10.1 Settings

Note: Do not attempt to synchronize the mouse at the SUSE login
prompt. You must be connected to the target server to synchronize the

mouse cursors.

To configure the mouse settings:

Choose Desktop > Control Center. The Desktop Preferences dialog
appears.

Click Mouse. The Mouse Preferences dialog appears.
Open the Motion tab.

Within the Speed group, set the Acceleration slider to the exact
center position.
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5. Within the Speed group, set the Sensitivity slider to low.
6. Within the Drag & Drop group, set the Threshold slider to small.
7. Click Close.

> To configure the video:

Choose Desktop Preferences > Graphics Card and Monitor. The Card
and Monitor Properties dialog appears.

2. Verify that a Resolution and Refresh Rate is in use that is supported
by Dominion KX II. Refer to Supported Video Resolutions (on page
288) for more information.

Note: If you change the video resolution, you must log off of the
target server and log back in for the video settings to take effect.

Make Linux Settings Permanent

Note: These steps may vary slightly depending on the specific version of
Linux in use.

> To make your settings permanent in Linux (prompt):

Choose Main Menu > Preferences > More Preferences > Sessions. The
Sessions dialog appears.

2. Click the Session Options tab.

3. Select the "Prompt on log off" checkbox and click OK. This option
prompts you to save your current session when you log off.

4. Upon logging out, select the "Save current setup" option from the
dialog.

5. Click OK.

Tip: If you do not want to be prompted upon log off, follow these
procedures instead.

» To make your settings permanent in Linux (no prompt):

Choose Main Menu > Preferences > More Preferences > Sessions. The
Session dialog appears.

2. Click the Session Options tab.
3. Deselect the "Prompt on the log off" checkbox.
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4. Select the "Automatically save changes to the session" checkbox and
click OK. This option automatically saves your current session when
you log off.

Sun Solaris Settings

» To configure KVM target servers running Sun Solaris:

Set the mouse acceleration value to exactly 1 and the threshold to
exactly 1. This can be performed from:

= The graphical user interface:

~house motion

! Acceleration
stow [ 1 Fast |
?Threshn!d

Small | | ] Large

* The command line: xset nmouse a t (where “a” is the
acceleration and “t” is the threshold.)

2. All KVM target servers must be configured to one of the display
resolutions supported by Dominion KX II. The most popular
supported resolutions for Sun machines are:

1600 x 1200 75Hz 4:3
1280 x 1024 60,75,85 Hz 5:4
1152 x 864 75 Hz 4:3
1024 x 768 60,70,75,85 Hz 4:3
800 x 600 56,60,72,75,85 Hz 4:3
720 x 400 85 Hz 9:5
640 x 480 60,72,75,85 Hz 4:3

3. KVM target servers running the Solaris operating system must
output VGA video (H-and-V sync, not composite sync).
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To change your Sun video card output from composite
sync to the nondefault VGA output:

Issue the Stop+A command to drop to bootprom mode.

Issue the following command to change the output resolution:
set env out put-device screen:r1024x768x70

Issue the boot command to reboot the server.

You can also contact your Raritan representative to purchase a video

output adapter:

Sun 13W3 with composite sync | APSSUN II Guardian converter

output
Sun HD15 with composite 1396C converter to convert from
sync output HD15 to 13W3 and an APSSUN II

Guardian converter to support
composite sync

Sun HD15 with separate sync | APKMSUN Guardian converter
output

Note: Some of the standard Sun background screens may not center
precisely on certain Sun servers with dark borders. Use another
background or place a light colored icon in the upper left hand corner.

Mouse Settings

>

4.
5.

To configure the mouse settings (Sun Solaris 10.1):
Choose Launcher. Application Manager - Desktop Controls opens.

Choose Mouse Style Manager. The Style Manager - Mouse dialog
appears.

Set the Acceleration slider to 1.0.
Set the Threshold slider to 1.0.
Click OK.

Accessing the Command Line

1.
2.
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Right click.

Choose Tools > Terminal. A terminal window opens. (It is best to be
at the root to issue commands.)
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Video Settings (POST)

Sun systems have two different resolution settings: a POST resolution
and a GUI resolution. Run these commands from the command line.

Note: 1024x768x75 is used as an example here; substitute the resolution
and refresh rate you are using.

» To check current POST resolution:

¢ Run the following command as the root: # eepr om out put -
devi ce
» To change POST resolution:
Run# eeprom out put - devi ce=screen: r 1024x768x75.
2. Log off or restart computer.

Video Settings (GUI)

The GUI resolution can be checked and set using different commands
depending on the video card in use. Run these commands from the
command line.

Note: 1024x768x75 is used as an example here; substitute the resolution

and refresh rate you are using.

32-bit |# /usr/sbin/pgxconfig -prconf |1. # /usr/sbin/pgxconfig -res
1024x768x75

2. Log off or restart computer.

64-bit |# /usr/sbin/mé4config -prconf [1. # /usr/sbin/mé4config -res
1024x768x75

2. Log off or restart computer.

32-bit |# /usr/sbin/fbconfig -prconf |1. # /usr/sbin/fbconfig -res
and 1024x768x75

64-bit 2. Log off or restart computer.
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IBM AIX 5.3 Settings

Follow these steps to configure KVM target servers running IBM AIX 5.3.

» To configure the mouse:

1. Go to Launcher.

2. Choose Style Manager.

3. Click Mouse. The Style Manager - Mouse dialog appears.

4. Use the sliders to set the Mouse acceleration to 1.0 and Threshold to
1.0.

5. Click OK.

» To configure the video:

1. From the Launcher, select Application Manager.

2. Select System_Admin.

3. Choose Smit > Devices > Graphic Displays > Select the Display

Resolution and Refresh Rate.
4. Select the video card in use.
5. Click List. A list of display modes is presented.

6. Select a resolution and refresh rate supported by the Dominion KX
II. Refer to Supported Video Resolutions (on page 288) for more
information.

Note: If you change the video resolution, you must log off of the target
server and log back in for the video settings to take effect.

Make UNIX Settings Permanent

Note: These steps may vary slightly depending on the type of UNIX®
(for example, Solaris, IBM AIX) and the specific version in use.

1. Choose Style Manager > Startup. The Style Manager - Startup dialog
appears.

2. On the Logout Confirmation dialog, select the On option. This
option prompts you to save your current session when you log off.
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Step 4 (Optional): Configure Keyboard Language

Apple Macintosh Settings

For KVM target servers running an Apple Macintosh operating system,
the preferred method is to use the D2CIM-VUSB and Absolute Mouse
Synchronization.

Note: Enable the "Absolute Mouse Scaling for the Mac server" option on
the Dominion KX II Port page.

Step 4 (Optional): Configure Keyboard Language

34

Note: This step is not required if you are using the US/International
language keyboard.

If you are using a non-US language, the keyboard has to be configured
for the appropriate language. In addition, the keyboard language for the
client machine and the KVM target servers has to match.

Consult the documentation for your operating system for additional
information about changing the keyboard layout.

Change the Keyboard Layout Code (Sun Targets)

Use this procedure if you are using a DCIM-SUSB and would like the
keyboard layout changed to another language.

» To change the keyboard layout code (DCIM-SUSB only):
Open a Text Editor window on the Sun workstation.

2. Check that the Num Lock key is active and press the left Ctrl key
and the Del key on your keyboard. The Caps Lock light starts to
blink, indicating that the CIM is in Layout Code Change mode. The
text window displays: Rari tan Computer, Inc. Current
keyboard | ayout code = 22h (US5 UNI X).

3. Type the layout code desired (for example, 31 for the Japanese
keyboard).

4. Press Enter.

5. Shut down the device and power on once again. The DCIM-SUSB
performs a reset (power cycle).

6. Verify that the characters are correct.

== Raritan.
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Step 5: Configure Network Firewall Settings

To access Dominion KX II through a network firewall via Multi-Platform
Client or through the Port Access page, your firewall must allow
communication on TCP Port 5000 or another port that you designate.
Refer to Network Settings (on page 219) for additional information about
designating another discovery port.

Web-access capabilities Port 443 - standard TCP port for
HTTPS communication

Automatic redirection of HTTP Port 80 - standard TCP port for
requests to HTTPS HTTP communication

(so the more common
“http://xxx.xxx.xxx.xxx” can be
used instead of
“https://xxx.xxx.Xxx.XXX")
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In This Chapter
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Interfaces
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There are several user interfaces in the Dominion KX II providing you

with easy access any time, anywhere. These include the Dominion KX II
Local Console, the Dominion KX II Remote Console, and the Multi-
Platform Client (MPC). The following table identifies these interfaces
and their use for target server access and administration locally and
remotely:

Dominion KX II Local v v
Console

Dominion KX II Remote v v
Console

Virtual KVM Client v

Multi-Platform Client v v
(MPC)

The following sections of the user guide contain information about using
specific interfaces to access the Dominion KX II and manage targets:

e Local Console

¢ Remote Console

e Virtual KVM Client

e Multi-Platform Client

36
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Dominion KX Il Local Console: Dominion KX Il Devices

When you are located at the server rack, Dominion KX II provides
standard KVM management and administration via the Dominion KX II
Local Console. The Dominion KX II Local Console provides a direct
KVM (analog) connection to your connected servers; the performance is
exactly as if you were directly connected to the server's keyboard,
mouse, and video ports.

There are many similarities among the Dominion KX II Local Console
and the Dominion KX II Remote Console graphical user interfaces.
Where there are differences, they are noted in the user guide. The
following options are available in the Dominion KX II Local Console but
not the Dominion KX II Remote Console:

e Dominion KX II Local Console Local Port Settings

e Dominion KX II Local Console Factory Reset
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Dominion KX Il Remote Console Interface

The Dominion KX II Remote Console is a browser-based graphical user
interface that allows you to access KVM target servers and serial targets
connected to the Dominion KX II and to remotely administer the
Dominion KX II.

The Dominion KX II Remote Console provides a digital connection to
your connected KVM target servers. When you access a KVM target
server using the Dominion KX II Remote Console, a Virtual KVM Client
window is opened.

There are many similarities among the Dominion KX II Local Console
and the Dominion KX II Remote Console graphical user interfaces, and
where there are differences, they are noted in the user manual. The
following options are available in the Dominion KX II Remote Console
but not the Dominion KX II Local Console:

e Virtual Media

e Favorites

e Backup/Restore

e Firmware Upgrade

e Upgrade Report

e Diagnostics

e USB Profile Selection

e USB Profile Management

Launching the Dominion KX Il Remote Console

Important: Regardless of the browser used, you must allow pop-ups
from the Dominion device's IP address to launch the Dominion KX II
Remote Console.

== Raritan.
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Depending on your browser and security settings, you may see various
security and certificate warnings. It is necessary to accept these warnings
to launch the Dominion KX II Remote Console.

You can reduce the number of warning messages subsequent log ons by
checking the following on these security and certificate warning
messages:

e In the future, do not show this warning.

e Always trust content from this publisher.

> To launch the Dominion KX Il Remote Console:

Log on to any workstation with network connectivity to your
Dominion KX II and Java Runtime Environment v1.4.2_05 or higher
installed (JRE is available at http://java.sun.com/
http://java.sun.com).

2. Launch a supported web browser such as Internet Explorer (IE) or
Firefox.

3. Type the following URL: http://IP-ADDRESS, where IP-ADDRESS is
the IP address that you assigned to your Dominion KX II. You can
also use https, the DNS name of the Dominion KX II assigned by the
administrator (provided that a DNS server has been configured), or
just simply type the IP address in the browser (Dominion KX II
always redirects the IP address from HTTP to HTTPS.) The Logon

page opens.
Username: |
Password: I

\h. -

4. Type your user name and password. If this is the first time logging
on, log on with the factory default user name (admin) and password
(raritan, all lower case). You will be prompted to change the default
password. Refer to Changing the Default Password (on page 15) for
more information.

5. Click Login.
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6. See Virtual KVM Client (on page 50) for information on the
Dominion KX II functions available via the Remote Console.

Dominion KX Il Console Layout

Both the Dominion KX II Remote Console and the Dominion KX II Local
Console interfaces provide an HTML (web-based) interface for
configuration and administration, as well as target server list and
selection. The options are organized into various tabs.

After successful login, the Port Access page opens listing all ports along
with their status and availability. You can sort by Port Number, Port
Name, Status (Up and Down), and Availability (Idle, Connected, Busy,
Unavailable, and Connecting) by clicking on the column heading.

Dominion KX Il Console Navigation

The Dominion KX II Console interfaces (both local and remote) provide
many methods for navigation and making your selections.

» To select an option (use any of the following):
e Click on a tab; a page of available options is opened.
e Hover over a tab and select the appropriate option from the menu.

e Click the option directly from the menu hierarchy displayed
(“breadcrumbs”).
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» To scroll through pages longer than the screen:
e Use Page Up and Page Down keys on your keyboard, or
e  Use the scroll bar on the right

Port Access Page

After successfully logging on to the Dominion KX II Remote Console, the
Port Access page opens. This page lists all of the Dominion KX II ports,
the connected KVM target servers, and their status and availability. The
Port Access page provides access to the KVM target servers connected to
the Dominion KX II. KVM target servers are servers that you want to
control through the Dominion KX II unit; they are connected to the
Dominion KX II ports at the back of the unit.

Note: For each connection to a KVM target server, a new Virtual KVM
Client window is opened.

> To use the Port Access page:

1. From the Dominion KX II Remote Console, click the Port Access tab.
The Port Access page opens.

The KVM target servers are initially sorted by Port Number; you can
change the display to sort on any of the columns.

= Port Number. Numbered from 1 to the total number of ports
available for the Dominion KX II unit. Note that ports connected
to power strips will not be among those listed, resulting in gaps
in the Port Number sequence.

= Port Name. The name of the Dominion KX II port; initially set to
Dominion-KX2-Port#, but you can change the name to
something more descriptive. When you click a Port Name link,
the Port Action Menu is opened.

= Status. The status is either up or down.

= Availability. The Availability can be Idle, Connected, Busy, or
Unavailable.

2. Click the Port Name of the target server you want to access. The Port
Action Menu is displayed. Refer to Port Action Menu (on page 42)
for more information about the menu options available.

3. Choose the desired menu command from the Port Action Menu.
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» To change the display sort order:

e Click the column heading you want to sort on. The list of KVM
target servers is sorted by that column.

Port Action Menu

When you click a Port Name in the Port Access list, the Port Action
menu is displayed. Choose the desired menu option for that port to

execute it. Note that only options available for the selected port are listed
in the Port Action menu:

= Connect. Creates a new connection to the target server. For the
Dominion KX IT Remote Console, a new Virtual KVM Client (on
page 50) window is opened. For the Dominion KX II Local
Console, the display switches to the target server and switches
away from the local user interface. On the local port, the
Dominion KX II Local Console interface must be visible in order
to perform the switch.

Note: This option is not available from the Dominion KX II Remote
Console for an available port if all connections are busy.

» Switch From. Switches from an existing connection to the
selected port (KVM target server). This menu item is available
only for KVM targets. This option is visible only when a Virtual
KVM C(lient is opened.

Note: This menu item is not available on the Dominion KX II Local
Console.

* Disconnect. Disconnects this port and closes the Virtual KVM
Client window for this target server. This menu item is available
only when the port status is up and connected, or up and busy.

Note: This menu item is not available on the Dominion KX II Local
Console; the only way to disconnect from the switched target in the
Local Console is to use the hot key (see "Hotkeys" on page 282).

* Power On. Powers on the target server through the associated
outlet. This option is visible only when there is one or more
power associations to the target.

= Power Off. Powers off the target server through the associated
outlets. This option is visible only when there is one or more
power associations to the target, when the target power is on

(port status is up), and when user has permission to operate this
service.
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= Power Cycle. Power cycles the target server through the
associated outlets. This option is visible only when there is a
power association (one or more) to this target and when the user
has permission to operate this service.

Managing Favorites

A Favorites feature is provided so you can organize and quickly access

the devices you use frequently. The Favorite Devices section is located in

the lower left side (sidebar) of the Port Access page and provides the

ability to:

e Create and manage a list of favorite devices

e Quickly access frequently used devices

e List your Favorites either by name or IP Address

e Discover Dominion KX II devices on its subnet (before and after
login)

e Retrieve discovered Dominion KX II devices from the connected KX
device (after login)

Note: This feature is available only on the Dominion KX II Remote
Console (not the Dominion KX II Local Console).

» To access a favorite Dominion KX Il device:

e C(Click the device name (listed beneath Favorite Devices). A new
browser opens to that device.

> To toggle the favorite devices list display between
name and IP Address:

To display Favorites by IP Address:  To display Favorites by name:
e C(Click the Display by IP button. e  Click the Display by Name button.

Favorite Devices currently Favorite Devices currently displayed
displayed by name; Click Display by IP Address; Click Display by Name
by IP to toggle. to toggle.
Favorite Devices: Favorite Devices:
Hhd Target 192.169.59.40
Serial Target 192169.59 .43
| DisplayByIP | [ Display By Hame |
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Manage Favorites Menu

» To open the Manage Favorites page:

e Click the Manage button in the left panel. The Manage Favorites
page opens and contains the following:

Favorites List Manage your list of favorite
devices.

Discover Devices - Local Subnet | Discover the devices on the local
subnet.

Discover Devices - Dominion KX |Discover the devices on the
II Subnet Dominion KX II device subnet.

Add New Device to Favorites Add, edit, and delete devices
from your list of Favorites.

Home = Manage Favorites

Manage Favorites

Favorites List

Discover Devices - Local Subnet
Discover Devices - kax? Subnet

A Mew Device To Favorites

Favorite Devices:
MevvJersey RemoteOffice_KSX
Sydney_Rematedffice_WESX

Display By IP Copyright & 2007 Raritan Computer Inc.
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Favorites List
From the Favorites List page, you can add, edit, and delete devices from

your list of favorites.

> To open the Favorites List page:

e Choose Manage > Favorites List. The Favorites List page opens.

Home = Manage Favarites = Faworite List

Fawvorite List

IPHostname

L] mew.ersey_RemoteOtiice_KSx 1921685012

|:| SwdneyRemaoteOffice KSX 192165852129

| Add |[ Edit |[ Delete
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Discover Devices - Local Subnet

This option discovers the devices on your local subnet (that is, the subnet
where the Dominion KX II Remote Console is running); access these
devices directly from this page, or add them to your list of favorites.

Porl AcoeEs | Wirtual Media | User Management | Device Settings | Security | Main®

Hemi * Masage Favsited » Dipeswar Daviced - Local Subnat
7 Use Defatt Port 5300
Discover on Port:
:
Narme IPHoslname

[T Annettes Kx116 192.163.58.2113
T Annettes K432 19216859227
T ASTOHMNI-41E 192168 58918
T burityks 192.163.59. 217
[T Dawekxz 192,168 59 206
[T Dominkon-kx 192 16855240
[T Dominiorsod 192 163.59.224
[T Dominionkcx 192.168.59.225
T Dominsonec 192 168 59 237
[T Dominionk 192.168.55.273
[T Dominiorso: 192 16359 244
[T Dominionkc 192.168.59.249
[T Cominlonkx 192 168 59 282
[T Dominionk 192.168.59.253
T kx4 192.163.59.233
T kxwrcd 182 168591585
iz 192 163 58 207
T shivas k20 192.1638.59 208

LN .

[ setectan ][ Desetectan |

[ Add |[ Refresh |
Copyright & 2007 Raritan Compuber ind,
T T b et e e s e L
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» To discover devices on the local subnet:

Choose Favorites > Discover Devices - Local Subnet. The Discover
Devices - Local Subnet page opens.

2. Choose the appropriate discovery port (refer to Network
Miscellaneous Settings (on page 222) for information about the
discovery port):

* To use the default discovery port, select the Use Default Port
5000 option.

* To use a different discovery port:

a. Deselect the Use Default Port 5000 option.

b. Type the port number into the Discover on Port field.
c. Click Save.

3. Click Refresh. The list of devices on the local subnet is refreshed.

> To add devices to your Favorites List:
Select the checkbox next to the device name/IP Address.
2. Click Add.

Tip: Use the Select All and Deselect All buttons to quickly select all (or
deselect all) devices in the remote console subnet.

» To access a discovered device:

e (lick the device name or IP address for that device. A new browser
opens to that device.

== Raritan. a7

When you're ready to take control®



Interfaces

48

Discover Devices - KX Subnet

This option discovers the devices on the device subnet (that is, the
subnet of the Dominion KX II device IP address itself); access these
devices directly from this page, or add them to your list of favorites.

This feature allows multiple Dominion KX II units to interoperate and
scale automatically. The Dominion KX II Remote Console automatically
discovers the Dominion KX II units in the subnet of the Dominion KX II.

Port Access | Virtual Media | User Management | Device Settings | Security |

Heme = Manage Favediber » Diggower Daviced - KX Subnet

e

Discover Devices - KX Subnet {

C ASTOHY-H1E 1921685918

C DiominioniO 152.168.59.75

C Dominianis 192.168,59.97

» xwrcd 192,168 59,185

C k(2 192,168 .50 207
e A,
[ Selectan ||  Deseloctan |

[ ada |[ metiesh |

R Ty N b

» To discover devices on the device subnet:

Choose Favorites > Discover Devices - Dominion KX II Subnet. The
Discover Devices - Dominion KX II Subnet page opens.

2. Click Refresh. The list of devices on the local subnet is refreshed.

» To add devices to your Favorites List:
Select the checkbox next to the device name/IP Address.
2. Click Add.

Tip: Use the Select All and Deselect All buttons to quickly select all (or
deselect all) devices in the Dominion KX II device subnet.

» To access a discovered device:

e  (Click the device name or IP Address for that device. A new browser
opens to that device.

Z=Raritan.
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Add New Favorite

> To add a device to your favorites list:

—_

Choose Manage Favorites > Add New Device to Favorites. The Add
New Favorite page opens.

Type a meaningful description.
Type the IP Address for the device.

Change the discovery Port (if necessary).

SR

Click OK. The device is added to your list of favorites.

> To delete a favorite:

Important: Exercise caution in the removal of favorites; you are not
prompted to confirm their deletion.

1. Select the checkbox next to the appropriate Dominion KX II device.

2. Click the Delete button. The favorite is removed from your list of
favorites.

> To edit a favorite:

From the Favorites List page, select the checkbox next to the
appropriate Dominion KX II device.

2. Click the Edit button. The Edit page opens.

3. Update the fields as necessary:
= Description. Enter something meaningful.
= [P Address. Type the IP Address of the Dominion KX II unit.
= Port. Change the discovery Port (if necessary).

4. Click OK.
Logging off

> To quit the Dominion KX Il Remote Console:

e (lick Logout in the upper right-hand corner of the page.

Note: Logging off also closes any open Virtual KVM Client and serial
client sessions.
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Multi-Platform Client Interface

See Multi-Platform Client (MPC) (on page 86) for information on using
the Multi-Platform Client.

Virtual KVM Client

Overview

Whenever you access a target server using the Dominion KX II Remote
Console, a Virtual KVM Client (VKC) window is opened. There is one
Virtual KVM Client for each target server connected to; these windows
can be accessed via the Windows task bar.

Virtual KVM Client windows can be minimized, maximized, and moved
around your computer desktop.

Note: Refreshing your HTML browser will close the Virtual KVM Client
connection, so exercise caution.

[§ rewrc vewalkmaen L ol

Connectan  Mey®oand  Video  MOuse  ViMual Madis  Toois  View  Hels
1= 1% Qb | B &) 0| =) -
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The features available in the Virtual KVM Client are accessible through
the menu and toolbar.

Menu bar Drop-down menus of commands and
settings.
Toolbar Shortcut buttons to frequently used

features and commands.

Target server video window | Target device display.

Status bar Real-time information on connection

parameters, target server window size,
concurrent connections, Caps Lock
indicator, and Num Lock indicator.

Connecting to a KVM Target Server

>

To connect to a KVM target server:

From the Dominion KX II Remote Console, click the Port Access tab
to open it. The Port Access page opens.

Click the Port Name of the target you want to access. The Port
Action menu is displayed.

Click Connect. A Virtual KVM Client (on page 50) window opens to
the target server connected to that port.

Switching Between KVM Target Servers

With the Dominion KX II, you can access several KVM target servers.
Dominion KX II provides the ability to switch from one target server to
another.

Note: This feature is available in the Dominion KX II Remote Console
only.

>

Z=Raritan.
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To switch between KVM target servers:

While already using a target server, access the Dominion KX II Port
Access page.

Click the port name of the target you want to access. The Port Action
menu is displayed.

Choose Switch From from the Port Action menu. The Virtual KVM
Client window switches to the new target server you selected.
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Power Controlling a Target Server

Note: These features are available only when you have made power
associations. Refer to Power Control (on page 236) for more information.

Power Cycle a Target Server

> To power cycle a KVM target server:

From the Dominion KX II Remote Console, click the Port Access tab
to open it. The Port Access page opens.

2. Click the Port Name of the appropriate target server. The Port Action
menu is displayed.

Desgnoslics

Hema » Ped Acce

Port Access

Click on the individual port name to see allowable operations.
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3. Choose Power Cycle. A message is displayed confirming the action
taken.

Power On a Target Server

» To power on a target server:

From the Dominion KX II Remote Console, click the Port Access tab
to open it. The Port Access page opens.

2. Click the port name of the appropriate target server. The Port Action
menu is displayed.

3. Choose Power On. A message is displayed confirming the action
taken.
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Power Off a Target Server

» To power off a target server:

From the Dominion KX II Remote Console, click the Port Access tab
to open it. The Port Access page opens.

2. Click the port name of the appropriate target server. The Port Action
menu is displayed.

3. Choose Power Off. A message is displayed confirming the action
taken.

Disconnecting KVM Target Servers

Note: This item is not available on the Dominion KX II Local Console; the
only way to disconnect from the switched target in the Local Console is
to use the hot key.

> To disconnect a target server:

Click the port name of the target you want to disconnect. The Port
Action menu is displayed.

2. Choose Disconnect on the Port Action menu.

Tip: You can also close the Virtual KVM Client window by selecting
Connection > Exit from the Virtual KVM menu.

Choosing USB Profiles

When you connect to a KVM target server for the first time, as described
in Connecting to a KVM Target Server (on page 51), the preferred USB
profile for the port is automatically used. If you have connected to the
target server previously using a different profile, the USB profile from
the last connection is used. You are alerted to the use of a profile other
than the preferred profile by a warning like the following:

Warning
The currently active profile, < HP Proliant DL360/DL380 G4 (Windows 2003 Server Installation) = is different

than the designated preferred profile

< Generic > for this target.
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After you have connected to a target server, you can change the USB
profile as necessary. By default, the profiles that appear under the USB
Profile menu in the VKC are those that you are most likely to use. These
profiles have been preselected by the administrator for use with the
connected target server depending on your operational requirements.
However, all profiles are available to be selected.

>

To choose a USB profile:

Connect to a KVM target server as described in Connecting to a
KVM Target Server (on page 51).

In VKC, choose a USB profile from the USB Profile menu.

The name of the profile indicates the operating system or server it
should be used with. For more detailed information about a USB
profile, see Configuring USB Profiles (on page 185).

Using the VKC

Menu Tree

The following list contains all of the menus and menu items available in
the Virtual KVM Client.

Connection menu:

* Properties

= Connection Info

= Exit

Keyboard menu:

= Send Ctrl + Alt + Delete

* CIM Keyboard/Mouse Options
» Keyboard Macros

*= Keyboard Mouse Options

» User-Created Macros Optional
Video menu:

* Refresh Screen

* Auto-Sense Video Settings

= (Calibrate Color

== Raritan.
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* Video Settings
e Mouse menu:
= Synchronize Mouse
= Single Mouse Cursor
= Absolute
= Intelligent
= Standard
e Virtual Media menu:
* Connect Drive
=  Connect CD-ROM/ISO Image
e Tools menu:
= Options
e View menu:
= View Toolbar
* Scaling
* Target Screen Resolution

e Help menu:

=  About Raritan Virtual KVM Client

VKC Toolbar

For:
1

Properties

[
<

=

Video settings

9}

Calibrate color

Synchronize the target mouse cursor

Refresh screen

&2

Auto-sense video

0

EY |

Send Ctrl+Alt+Delete

o
[a]
£

Single mouse cursor

X |l=

Full screen
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Resize video to fit screen

Mouse Pointer Synchronization

When remotely viewing a target server that uses a mouse, you will see
two mouse pointers: one belonging to your remote client workstation
and the other belonging to the target server. When the mouse pointer lies
within the Virtual KVM Client target server window, mouse movements
and clicks are directly transmitted to the connected target server. While
in motion, the client mouse pointer slightly leads the target mouse
pointer due to mouse acceleration settings.

Connecion  Keyboard Video Mouse  Tools  View  Help

EPMQ e mEL S

!
4

"’;‘-1-.- oot &F

Fie Edt Wew Fovortes Toos Help

il e = - P Seedy APl B AL O

Addwsm o= vy Compter

‘-@ - N =]
b z‘a:w l.l:l.'ﬂ:rﬁn.i":J..

My Computer (&)

+ 4 it k e ‘. k:
SRt ST g

On fast LAN connections, you may want to disable the Virtual KVM
Client mouse pointer and view only the target server's pointer. You can
toggle between these two modes (single mouse and dual mouse).

Mouse Synchronization Tips

Be sure to follow these steps when configuring mouse synchronization:

1. Verify that the selected video resolution and refresh rate is among
those supported by the Dominion KX II device. The Virtual KVM
Client Connection Info dialog displays the actual values that the
Dominion KX II is seeing. Refer to Supported Video Resolutions (on
page 288) for more information about the video resolutions that are
supported.

2. Verify that the cable length is within the specified limits for the
selected video resolution. Refer to Target Server Connection
Distance and Video Resolution (on page 299) for more information.

Z=Raritan.
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3. Verify that the mouse and video have been properly configured
during the installation process. Refer to Installation and
Configuration (on page 10) for complete instructions.

4. Force an auto-sense by clicking the "Virtual KVM Client auto-sense”
button.

5. If that does not improve the mouse synchronization (for Linux,
UNIX, and Solaris KVM target servers):

a. Open a terminal window.
b. Enter the xset npuse 1 1 conmand.

c. Close the terminal window.

6. Click the "Virtual KVM Client mouse synchronization" button @
Additional Notes for Intelligent Mouse Mode

* Be sure that there are no icons or applications in the upper left
section of the screen since that is where the synchronization routine
takes place.

¢ Do not use an animated mouse.

e Disable active desktop on KVM target servers.

Synchronize Mouse

In dual mouse mode, the Synchronize Mouse command forces
realignment of the target server mouse pointer with Virtual KVM Client
mouse pointer.

» To synchronize the mouse, do one of the following:

e Choose Mouse > Synchronize Mouse.

e Click the Synchronize Mouse button @ in the toolbar.

Mouse Synchronization Tips

Be sure to follow these steps when configuring mouse synchronization:

1. Verify that the selected video resolution and refresh rate is among
those supported by the Dominion KX II device. The Virtual KVM
Client Connection Info dialog displays the actual values that the
Dominion KX II is seeing. Refer to Supported Video Resolutions (on
page 288) for more information about the video resolutions that are
supported.

2. Verify that the cable length is within the specified limits for the
selected video resolution. Refer to Target Server Connection
Distance and Video Resolution (on page 299) for more information.
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6.

Verify that the mouse and video have been properly configured
during the installation process. Refer to Installation and
Configuration (on page 10) for complete instructions.

Force an auto-sense by clicking the "Virtual KVM Client auto-sense"
button.

If that does not improve the mouse synchronization (for Linux,
UNIX, and Solaris KVM target servers):

a. Open a terminal window.
b. Enter the xset npuse 1 1 conmand.

c. Close the terminal window.

Click the "Virtual KVM Client mouse synchronization" button @

Additional Notes for Intelligent Mouse Mode

Be sure that there are no icons or applications in the upper left
section of the screen since that is where the synchronization routine
takes place.

Do not use an animated mouse.

Disable active desktop on KVM target servers.

== Raritan.
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Connection Properties

The Dominion KX II dynamic video compression algorithms maintain
KVM console usability under varying bandwidth constraints. The
Dominion KX II devices optimize KVM output not only for LAN use, but
also for WAN use. These devices can also control color depth and limit
video output, offering an optimal balance between video quality and
system responsiveness for any bandwidth.

The parameters in the Properties dialog can be optimized to suit your
needs for different operating environments.

> To set the connection properties:

1. Choose Connection > Properties or click the Connection Properties

g=
button = in the toolbar. The Properties dialog opens.

x

Connection Speed  |([RYSR

Color Depth [15-bit RGB Color ]
Smoothing 1] I bl Low
ok | cancet | aepy |

2. Choose the Connection Speed from the drop-down list. The
Dominion KX II can automatically detect available bandwidth and
not limit bandwidth use; but you can also adjust this usage
according to bandwidth limitations.

= Auto

* 1G Ethernet

= 100 Mb Ethernet

= 10 Mb Ethernet

= 1.5Mb (MAXDSL/T1)

*= 1 Mb (Fast DSL/T1)

= 512 Kb (Medium DSL/T1)
= 384 Kb (Slow DSL/T1)

= 256 Kb (Cable)

= 128 Kb (Dual ISDN)
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Note that these settings are an optimization for specific conditions
rather than an exact speed. The client and server always attempt to
deliver video as quickly as possible on the network regardless of the
current network speed and encoding setting. But the system will be
most responsive when the settings match the real world
environment.

Choose the Color Depth from the drop-down list. The Dominion KX
II can dynamically adapt the color depth transmitted to remote users
in order to maximize usability in all bandwidths.

= 15-bit RGB Color
= 8-bit RGB Color
= 4-bit Color

*  4-bit Gray
= 3-bit Gray
= 2-bit Gray

= Black and White

Important: For most administrative tasks (server monitoring,
reconfiguring, etc.), the full 24-bit or 32-bit color spectrum made
available by most modern video graphics cards is not necessary.
Attempting to transmit such high color depths wastes network
bandwidth.

Use the slider to select the desired level of Smoothing (15-bit color
mode only). The level of smoothing determines how aggressively to
blend screen regions with small color variation into a single smooth
color. Smoothing improves the appearance of target video by
reducing displayed video noise.

Click OK to set these properties.

To close the Virtual KVM Client (the target you are
currently accessing):

Choose Connection > Exit.

== Raritan.
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Properties Dialog

The Dominion KX II dynamic video compression algorithms maintain
KVM console usability under varying bandwidth constraints. The
Dominion KX II units optimize KVM output not only for LAN use, but
also for WAN use. These units can also control color depth and limit
video output, offering an optimal balance between video quality and
system responsiveness for any bandwidth.

@= |Connection |Manually adjust bandwidth-related options
=% |Properties (connection speed, color depth, etc.).

The parameters in the Properties dialog can be optimized to suit your
needs for different operating environments.

> To set the connection properties:

1. Choose Connection > Properties. The Properties dialog opens.

x

Connection Speed

Color Depth [15-bitRGE Color =]

Smoothing | I *|  Low
ok | cancel | sopy |

2. Choose the Connection Speed from the drop-down list. The
Dominion KX II can automatically detect available bandwidth and
not limit bandwidth use; but you can also adjust this usage
according to bandwidth limitations.

Auto

1G Ethernet

100 Mb Ethernet

10 Mb Ethernet

1.5 Mb (MAX DSL/T1)

1 Mb (Fast DSL/T1)

512 Kb (Medium DSL/T1)
384 Kb (Slow DSL/T1)
256 Kb (Cable)
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128 Kb (Dual ISDN)

Note that these settings are an optimization for specific conditions
rather than an exact speed. The client and server always attempt to
deliver video as quickly as possible on the network regardless of the
current network speed and encoding setting. But the system will be
most responsive when the settings match the real world
environment.

Choose the Color Depth from the drop-down list. The Dominion KX
II can dynamically adapt the color depth transmitted to remote users
in order to maximize usability in all bandwidths.

15-bit RGB Color
8-bit RGB Color
4-bit Color

4-bit Gray

3-bit Gray

2-bit Gray

Black and White

Important: For most administrative tasks (server monitoring,
reconfiguring, etc.), the full 24-bit or 32-bit color spectrum made
available by most modern video graphics cards is not necessary.
Attempting to transmit such high color depths, wastes network
bandwidth.

Use the slider to select the desired level of Smoothing (15-bit color
mode only). The level of smoothing determines how aggressively to
blend screen regions with small color variation into a single smooth
color. Smoothing improves the appearance of target video by
reducing displayed video noise.

Click OK to set these properties.
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Connection Information

> To obtain information about your Virtual KVM Client
connection:

e Choose Connection > Connection Info. The Connection Info window
opens.

The following information is displayed about the current connection:

e Device Name - The name of the Dominion KX II device.
e IP Address - The IP address of the Dominion KX II device.

e Port - The KVM communication TCP/IP port used to access the
target device.

e Data In/Second - Data rate in.

e Data Out/Second - Data rate out.

e Connect Time - The duration of the connect time.

e FPS - The frames per second transmitted for video.

e Horizontal Resolution - The screen resolution horizontally.
e Vertical Resolution - The screen resolution vertically.

e Refresh Rate - How often the screen is refreshed.

e Protocol Version - RFB Protocol version.

» To copy this information:

e C(lick Copy to Clipboard. The information is available to be pasted
into the program of your choice.

Exit

> To close the Virtual KVM Client (the target you are
currently accessing):

e Choose Connection > Exit.
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Keyboard Options

Send Ctri+Alt+Delete

Due to its frequent use, a Ctrl+Alt+Delete macro has been
preprogrammed into the Virtual KVM Client.

This key sequence is sent to the target server to which you are currently
connected. In contrast, if you were to physically press the
Ctrl+Alt+Delete keys while using the Virtual KVM Client, the command
would first be intercepted by your own PC due to the structure of the
operating system, instead of sending the key sequence to the target
server as intended.

> To send a Ctri+Alt+Delete key sequence to the target
server,

e Choose Keyboard > Send Ctrl+Alt+Delete or click the Send

Ctrl+Alt+Delete button 3 | in the toolbar.
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Keyboard Macros

Keyboard macros ensure that keystroke combinations intended for the
target server are sent to and interpreted only by the target server.
Otherwise, they might be interpreted by the computer on which the
Virtual KVM Client is running (your client PC).

Macros are stored on the client PC and are PC-specific. Therefore, if you
use another PC, you will not see your macros. In addition, if another
person uses your PC and logs in under a different name, that user will
see your macros since they are computer-wide. Keyboard macros created
in the Virtual KVM Client are available in MPC and vice versa.

> To create a keyboard macro (add a macro):

1. Choose Keyboard > Keyboard Macros. The Keyboard Macros dialog
appears.

x|

d

Cloza

Lkl

Select a macro fror the abowe list
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2. Click Add. The Add Keyboard Macro dialog appears.

Add Keyboard Macro

kevboard Macra Mame |

Hot-Key Combination |N-:| Hot-Feay |"|

kews to Press Kays to Ralaasa Macro Sequanca

All Keus

Left Ctrl
Fight Ctrl
Left Alt
Right alt
Left shift
Right = hift
Scrall Lock

Caps Lock j

[ [ [«

Press Key | | Felease Key | | Rermowe || - || y |

| (a4 || Cancel || Clear |

3. Type aname in the Keyboard Macro Name field. This is the name
that will display on the Virtual KVM Client menu bar after the
macro is created. In this example, Minimize All Windows is used.

4. In the Keys to Press drop-down list:

a. Scroll through and select each key for which you would like to
emulate a key press (in the order in which they are to be
pressed).

b. Click the Press Key button after each selection. As each key is
selected, it displays in the Keys to Release field.

In this example, select two keys: the Windows key and the letter D
key.

5. In the Keys to Release field:

a. Choose each key for which you would like to emulate a key
release (in the order in which they are to be released).

b. Click Release Key after each selection.
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In this example, both keys pressed must also be released.

6. Review the Macro Sequence, which has been automatically

generated using the Keys to Press and Keys to Release selections.
Verify that the Macro Sequence is the exact key sequence you want.
(To remove a step in the sequence, select it and click Remove.)

Tip: Use the * and v buttons to reorder the key sequence.

7. Click OK in the Add Keyboard Macro dialog to save the macro.

8. Click Close from the Keyboard Macros dialog. The keyboard macro

is now listed as a command in the Keyboard menu.

Connection  WSB Profile Kevboard | Wideo  Moouse  “irtual Me

EIP QS 2 EIE send Ctrli+Alt+Delete
Set CIM Kevhoarditouse Options

kevhoard Macros...

minimize All Windouws Cirl+Alt+0

> To clear all fields and start over:
e (lick the Clear button.

Once you have created a keyboard macro, execute it by clicking on its
name in the Keyboard menu.

» To execute a macro (using the example outlined in this
guide):
e Choose Keyboard > Minimize All Windows.

An alternative method is to select the macro from the Keyboard
Macros dialog.

» To execute a macro:

Choose Keyboard > Keyboard Macros. The Keyboard Macros dialog
appears.

2. Select the macro from among those listed.

3. Click Run Macro.

» To modify a macro:

Choose Keyboard > Keyboard Macros. The Keyboard Macros dialog
appears.
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2. Choose the macro from among those listed.

3. Click Modify. The Add/Edit Macro dialog appears.
4. Make your changes.

5. Click OK.

> To remove a macro:

Choose Keyboard > Keyboard Macros. The Keyboard Macros dialog
appears.

2. Choose the macro from among those listed.

3. Click Remove. The macro is deleted.

Creating a Keyboard Macro

» To create a keyboard macro (add a macro):

1. Choose Keyboard > Keyboard Macros. The Keyboard Macros dialog
appears.

Eeyhoard Macros x|

d

kL

Closa

Select @ macro from the above st
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2. Click Add. The Add Keyboard Macro dialog appears.
Add Keyboard Macro
kevboard Macra Mame |
Hot-Key Combination |N-:| Hot-Feay |"|
Kews to Press Kays to Ralaasa Macro Saquanca
All Keays ILI
Left Ctrl j
Fight Ctrl J
Left Alt
Right Al
Left Shift
Right = hift
Scroll Laock
Caps Lock j
Press Key | | Felease Key | | Rermowe | | - | | y |
| (a4 | | Cancel | | Clear |
3. Type aname in the Keyboard Macro Name field. This is the name
that will display on the Virtual KVM Client menu bar after the
macro is created. In this example, Minimize All Windows is used.
4. In the Keys to Press drop-down list:

a. Scroll through and select each key for which you would like to
emulate a key press (in the order in which they are to be
pressed).

b. Click the Press Key button after each selection. As each key is
selected, it displays in the Keys to Release field.

In this example, select two keys: the Windows key and the letter D

key.

5. In the Keys to Release field:

Z=Raritan.
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a. Choose each key for which you would like to emulate a key
release (in the order in which they are to be released).

b. Click Release Key after each selection.
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In this example, both keys pressed must also be released.

6. Review the Macro Sequence, which has been automatically
generated using the Keys to Press and Keys to Release selections.
Verify that the Macro Sequence is the exact key sequence you want.
(To remove a step in the sequence, select it and click Remove.)

Tip: Use the * and v buttons to reorder the key sequence.

7. Click OK in the Add Keyboard Macro dialog to save the macro.

8. Click Close from the Keyboard Macros dialog. The keyboard macro
is now listed as a command in the Keyboard menu.

Connection  WSB Profile Kevboard | Wideo  Moouse  “irtual Me

EIP QS 2 EIE send Ctrli+Alt+Delete
Set CIM Kevhoarditouse Options

kevhoard Macros...

minimize All Windouws Cirl+Alt+0

> To clear all fields and start over:
e (lick the Clear button.

Running a Keyboard Macro

Once you have created a keyboard macro, execute it by clicking on its
name in the Keyboard menu.

> To execute a macro (using the example outlined in this
guide):

e Choose Keyboard > Minimize All Windows.

An alternative method is to select the macro from the Keyboard
Macros dialog.

> To execute a macro:

Choose Keyboard > Keyboard Macros. The Keyboard Macros dialog
appears.

2. Select the macro from among those listed.

3. Click Run Macro.

==Raritan.
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Modifying a Keyboard Macro

» To modify a macro:

—_

Choose Keyboard > Keyboard Macros. The Keyboard Macros dialog
appears.

Choose the macro from among those listed.

Click Modify. The Add/Edit Macro dialog appears.
Make your changes.

Click OK.

S

Removing a Keyboard Macro

> To remove a macro:

Choose Keyboard > Keyboard Macros. The Keyboard Macros dialog
appears.

2. Choose the macro from among those listed.

3. Click Remove. The macro is deleted.
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Video Properties

Use the Video Settings command to manually adjust the video settings.

Note: Some Sun background screens, such as screens with very dark
borders, may not center precisely on certain Sun servers. Use a different
background or place a lighter colored icon in the upper left corner of the
screen.

» To change the video settings manually:

1. Choose Video > Video Settings or click the Video Setting i button
in the toolbar. The Video Settings dialog appears displaying the
current settings:

videosettings x|

Moise Fitter 4] [ v 2
Brightness Red 4 [ 1 ¥ 41
Brightness Green 4| [ v 46

Brightness Blue 4 B 58
Contrast Red 1| | ll 223

Contrast Green 4 [ #] 214
ContrastBlue 4] | ¥| 208
Clock 4 [ 1344

Phase i [ | 13
Horizontal Offset ¢ [ »] 281
vedicalOomeet  «f [ ] 28

+ lauto Color Calibration|

i Best possible video mode

" Quick sense video mode

0K| Cancel' Aop |

2. Use the sliders to adjust the settings to achieve the desired results (as
you adjust the settings, the effects are immediately visible):
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* Noise Filter - The Dominion KX II can filter out the electrical
interference of video output from graphics cards. This feature
optimizes picture quality and reduces bandwidth. Higher
settings transmit variant pixels only if a large color variation
exists in comparison to the neighboring pixels. However, setting
the threshold too high can result in the unintentional filtering of
desired screen changes.

Lower settings transmit most pixel changes. Setting this
threshold too low can result in higher bandwidth use.

= Brightness - Use this setting to adjust the brightness of the target
server display.

= Red - Controls the brightness of the red signal.
* Green - Controls the brightness of the green signal.
= Blue - Controls the brightness of the blue signal.
= Color Contrast Settings - Controls the contrast adjustment.
= Contrast Red - Controls the red signal.
= Contrast Green - Controls the green signal.
* Contrast Blue - Controls the blue signal.

= If the video image looks extremely blurry or unfocused, the
settings for clock and phase can be adjusted until a better image
appears on the active target server.

Warning: Exercise caution when changing the Clock and Phase
settings. Doing so may result in lost or distorted video and you may
not be able to return to the previous state. Contact Raritan Technical
Support before making any changes.

* Clock - Controls how quickly video pixels are displayed
across the video screen. Changes made to clock settings
cause the video image to stretch or shrink horizontally; odd
number settings are recommended. Under most
circumstances this setting should not be changed because
the autodetect is usually quite accurate.

= Phase - Phase values range from 0 to 31 and will wrap
around. Stop at the phase value that produces the best video
image for the active target server.

= Offset - Controls the onscreen positioning;:
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= Horizontal Offset - Controls the horizontal positioning of the
target server display on your monitor.

» Vertical Offset - Controls the vertical positioning of the target
server display on your monitor.

= Auto Color Calibration - Check this option if you would like
automatic color calibration.

* Video Sensing - Select the video sensing mode:

= Best possible video mode - The Dominion KX II will perform
the full Auto Sense process when switching targets or target
resolutions. Selecting this option calibrates the video for the
best image quality.

* Quick sense video mode - With this option, the Dominion KX
II will use Quick Video Auto Sense in order to show the
target's video sooner. This option is especially useful for
entering a target server's BIOS configuration right after a
reboot.

Click Apply. The Video Settings are changed.

Refresh Screen

The Refresh Screen command forces a refresh of the video screen. Video
settings can be refreshed automatically in several ways:

The Refresh Screen command forces a refresh of the video screen

The Auto-sense Video Settings command automatically detects the
target server's video settings

The Calibrate Color command calibrates the video to enhance the
colors being displayed

In addition, you can manually adjust the settings using the Video
Settings command.

> To refresh the video settings, do one of the following:

~ ~ 2
Choose Video > Refresh Screen or click the Refresh Screen button #
from toolbar.
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Auto-Sense Video Settings

The Auto-sense Video Settings command forces a re-sensing of the video
settings (resolution, refresh rate) and redraws the video screen.

» To automatically detect the video settings, do one of
the following:

e Choose Video > Auto-sense Video Settings or click the Auto-Sense

s
Video Settings button .=1|| from toolbar. A message opens stating
that the auto adjustment is in progress.

Calibrate Color

Use the Calibrate Color command to optimize the color levels (hue,
brightness, saturation) of the transmitted video images. The Dominion
KX I color settings are on a target server-basis.

Note: The Calibrate Color command applies to the current connection
only.

» To calibrate the color, do one of the following:
e Choose Video > Calibrate Color or click the Calibrate Color button

Q . The target device screen updates its color calibration.

Video Settings

Use the Video Settings command to manually adjust the video settings.

Opens Video Settings for manual

Video Settings
& adjustment of video parameters.
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» To change the video settings:

1. Choose Video > Video Settings. The Video Settings dialog appears
displaying the current settings:

videosettings x|

Moige Fitter 4 | k| 2
BrightnessRed  «f [ »| 41
Brightness Green 4] [ | 46
Brightness Blue 4| i 3 58
ContrastRed 4] [ ] 223
Contrast Green 4/ [ »] 214
ConfrastBlue 4 [ ¥ 208
clock 4 [ 1344

Phase 4| | | 13
HorzontalOtset o [ | 281
Verlical Offset 4 || 28

[ {furto Color Calibration|

i+ Best possible video moda

" Quick sense video mode

OKl Cancel | Aoply |

2. Use the sliders to adjust the settings to achieve the desired results (as
you adjust the settings the effects are immediately visible):

= Noise Filter. The Dominion KX II can filter out the electrical
interference of video output from graphics cards. This feature
optimizes picture quality and reduces bandwidth. Higher
settings transmit variant pixels only if a large color variation
exists in comparison to the neighboring pixels. However, setting
the threshold too high can result in the unintentional filtering of
desired screen changes.
Lower settings transmit most pixel changes. Setting this
threshold too low can result in higher bandwidth use.

* Brightness: Use this setting to adjust the brightness of the target
server display.

= Red. Controls the brightness of the red signal.
= Green. Controls the brightness of the green signal.
* Blue. Controls the brightness of the blue signal.

= Color Contrast Settings: Controls the contrast adjustment.
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= Contrast Red. Controls the red signal.
* Contrast Green. Controls the green signal.
* Contrast Blue. Controls the blue signal.

= If the video image looks extremely blurry or unfocused, the
settings for clock and phase can be adjusted until a better image
appears on the active target server.

Warning: Exercise caution when changing the Clock and Phase
settings; doing so may result in lost or distorted video and you may
not be able to return to the previous state. Contact Raritan Technical
Support before making any changes.

* Clock. Controls how quickly video pixels are displayed
across the video screen. Changes made to clock settings
cause the video image to stretch or shrink horizontally; odd
number settings are recommended. Under most
circumstances this setting should not be changed because
the autodetect is usually quite accurate.

* Phase. Phase values range from 0 to 31 and will wrap
around. Stop at the phase value that produces the best video
image for the active target server.

= Offset: Controls the onscreen positioning:

* Horizontal Offset. Controls the horizontal positioning of the
target server display on your monitor.

= Vertical Offset. Controls the vertical positioning of the target
server display on your monitor.

= Auto Color Calibration. Check this option if you would like
automatic color calibration.

* Video Sensing: Select the video sensing mode:

* Best possible video mode: The Dominion KX II will perform
the full Auto Sense process when switching targets or target
resolutions. Selecting this option calibrates the video for the
best image quality.

* Quick sense video mode: With this option, the Dominion KX
IT device will use a quick video Auto Sense in order to show
the target's video sooner. This option is especially useful for
entering a target server's BIOS configuration right after a
reboot.

3. Click Apply. The Video Settings are changed.
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Note: Some Sun background screens, such as screens with very dark
borders, may not center precisely on certain Sun servers. Use a different
background or place a lighter colored icon in the upper left corner of the
screen.

Mouse Options

When controlling a target server, the Dominion KX II Remote Console
displays two mouse cursors: one belonging to your client workstation
and the other belonging to the target server.

You can operate in either single mouse mode or dual mouse mode.
When in dual mouse mode and provided the option is properly
configured, the mouse cursors will align. If you experience difficulty
with mouse synchronization, refer to Step 3: Configure KVM Target
Servers (on page 21).

When there are two mouse cursors, the Dominion KX II device offers
several mouse modes:

e  Absolute (Mouse Synchronization)
e Intelligent (Mouse Mode)
e Standard (Mouse Mode)

Synchronize Mouse

In dual mouse mode, the Synchronize Mouse command forces
realignment of the target server mouse pointer with Virtual KVM Client
mouse pointer.

> To synchronize the mouse, do one of the following:

e Choose Mouse > Synchronize Mouse.

e  (Click the Synchronize Mouse button @ in the toolbar.

Single Mouse Cursor

Single Mouse mode uses only the target server mouse cursor and the
local mouse pointer no longer appears onscreen. While in single mouse
mode, the Synchronize Mouse command is not available (there is no
need to synchronize a single mouse cursor).

> To enter single mouse mode, do one of the following:

1. Choose Mouse > Single Mouse Cursor.
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2. Click the Single/Double Mouse Cursor button M in the toolbar.

i Single Cursor Mode x|
You are ahout to enter Single Cursor mode. While yvou are in this mode,

this software will have exclusive control over the mouse and Keyhoard.
To exit Single Cursor mode you must press:
Ctri+Ak+0

[” Scale the video {no scroll bars):

» To exit single mouse mode:

When entering single mouse mode, the following message is
displayed. Click OK.

2. Press Ctrl+Alt+O on your keyboard to exit single mouse mode.

Standard Mouse Mode

Standard Mouse mode uses a standard mouse synchronization
algorithm using relative mouse positions. Standard Mouse mode
requires that mouse acceleration is disabled and other mouse parameters
are set correctly in order for the client and server mouse to stay
synchronized. Standard Mouse mode is the default.

> To enter standard mouse mode:

e Choose Mouse > Standard.

Intelligent Mouse Mode

In Intelligent Mouse mode, the Dominion KX II can detect the target
mouse settings and synchronize the mouse pointers accordingly,
allowing mouse acceleration on the target. In this mode, the mouse
cursor does a “dance” in the top left corner of the screen and calculates
the acceleration. For this mode to work properly, certain conditions must
be met.

Connecdcion Keyboard Wideo |Mouse Tools View ‘Window Help

E iE, ll| | $| “.5 E” E Sunchronize Mouse

Single Mouze Cursar

® Intelligent

O standard
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» To enter intelligent mouse mode:

e Choose Mouse > Intelligent.

Intelligent Mouse Synchronization Conditions

The Intelligent Mouse Synchronization command, available on the
Mouse menu, automatically synchronizes mouse cursors during
moments of inactivity. For this to work properly, however, the following
conditions must be met:

e The active desktop should be disabled on the target.
e No windows should appear in the top left corner of the target page.

e There should not be an animated background in the top left corner of
the target page.

e The target mouse cursor shape should be normal and not animated.

e The target mouse speeds should not be set to very slow or very high
values.

e Advanced mouse properties such as “Enhanced pointer precision" or
“Snap mouse to default button in dialogs” should be disabled.

e Choose “Best Possible Video Mode” in the Video Settings window.

e The edges of the target video should be clearly visible (that is, a
black border should be visible between the target desktop and the
remote KVM console window when you scroll to an edge of the
target video image).

e  When using the intelligent mouse synchronization function, having a
file icon or folder icon located in the upper left corner of your
desktop may cause the function not to work properly. To be sure to
avoid any problems with this function, Raritan recommends you do
not have file icons or folder icons in the upper left corner of your
desktop.

After autosensing the target video, manually initiate mouse
synchronization by clicking the Synchronize Mouse button on the
toolbar. This also applies when the resolution of the target changes if the
mouse cursors start to desync from each other.

If intelligent mouse synchronization fails, this mode will revert to
standard mouse synchronization behavior.

Please note that mouse configurations will vary on different target
operating systems. Consult your OS guidelines for further details. Also
note that intelligent mouse synchronization does not work with UNIX
targets.

== Raritan.

When you're ready to take control®



Chapter 3: Working with Target Servers

Absolute Mouse Mode

Note: Absolute Mouse Synchronization is available for use with the
virtual media-enabled USB CIM (D2CIM-VUSB) only.

In this mode, absolute coordinates are used to keep the client and target
pointers in sync, even when the target mouse is set to a different
acceleration or speed. This mode is supported on servers with USB ports.

> To enter absolute mouse mode:

e Choose Mouse > Absolute.

VKC Virtual Media

Refer to the chapter on Virtual Media for complete information about
setting up and using virtual media.

Tool Options

From the Tools menu, you can specify certain options for use with the
Virtual KVM Client. Specifically, you are able to enable logging, set the
keyboard type, and define hot keys for exiting target screen resolution
mode and single cursor mode.

» To set the tools options:

1. Choose Tools > Options. The Options dialog appears.
 — x|

Keyboard Type: [usnnemationsl x|
Exit Target Screen Resoluion Mode - Hotkey, [ CtrivAlleM =)
Exit Single Cursor Mode - Hotkey, m
_oK| cancel |

2. Select the Enable Logging checkbox only if directed to by Technical
Support. This option creates a log file in your home directory.

3. Choose the Keyboard Type from the drop-down list (if necessary).
The options include:

= US/International

= French (France)
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*  German (Germany)
* Japanese

* United Kingdom

= Korean (Korea)

= Belgian

* Norwegian

* Danish

= Swedish

4. Exit Target Screen Resolution Mode - Hotkey. When you enter target
screen resolution mode, the display of the target server becomes full
screen and acquires the same resolution as the target server. This is
the hot key used for exiting this mode.

5. Exit Single Cursor Mode - Hotkey. When you enter single cursor
mode, only the target server mouse cursor is visible. This is the hot
key used to exit single cursor mode and bring back the client mouse

cursor.
6. Click OK.
Options

From the Tools menu, you can specify certain options for use with the
Virtual KVM Client. Specifically, you are able to enable logging, set the
keyboard type, and define hot keys for exiting target screen resolution
mode and single cursor mode.

> To set the tools options:

1. Choose Tools > Options. The Options dialog appears.

options x|

™ [Enable Logging)

Keyhoard Type: |usanternational x|
Exit Target Screen Resolution Mode - Holkey: lmrlwrm -|
Exit Single Cursor Mode - Hotkey, Imﬂ
_ok| cancel |

2. Select the Enable Logging checkbox only if directed to by Technical
Support. This option creates a log file in your home directory.
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3. Choose the Keyboard Type from the drop-down list (if necessary).
The options include:

= US/International

= French (France)

*  German (Germany)
* Japanese

*  United Kingdom

= Korean (Korea)

= Belgian

* Norwegian

= Danish

»  Swedish

4. Exit Target Screen Resolution Mode - Hotkey. When you enter target
screen resolution mode, the display of the target server becomes full
screen and acquires the same resolution as the target server. This is
the hot key used for exiting this mode; select from the drop-down
list.

5. Exit Single Cursor Mode - Hotkey. When you enter single cursor
mode, only the target server mouse cursor is visible. This is the hot
key used to exit single cursor mode and bring back the client mouse
cursor; select from the drop-down list.

6. Click OK.

== Raritan. 83

When you're ready to take control®



Virtual KVM Client

84

View Options

View Toolbar

You can use the Virtual KVM client with or without the toolbar display.

> To toggle the display of the toolbar (on and off):

e Choose View > View Toolbar.

Scaling

Scaling your target window allows you to view the entire contents of the
target server window. This feature increases or reduces the size of the
target video to fit the Virtual KVM Client window size, and maintains
the aspect ratio so that you see the entire target server desktop without
using the scroll bar.

> To toggle scaling (on and off):

e Choose View > Scaling.

Target Screen Resolution

When you enter target screen resolution mode, the display of the target
server becomes full screen and acquires the same resolution as the target
server. The hot key used for exiting this mode is specified in the Options
dialog (the default is Ctrl+Alt+M).

> To enter target screen resolution:

e Choose View > Target Screen Resolution.

> To exit target screen resolution mode:

e Press the hot key configured in the Tools Options dialog. The default
is Ctrl+Alt+M.

Note to CC-SG Users: Target Screen Resolution is disabled; full screen
mode is available only when the Dominion KX II device is not under CC-
SG management.

View Toolbar
You can use the Virtual KVM client with or without the toolbar display.

> To toggle the display of the toolbar (on and off):

e Choose View > View Toolbar.
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Scaling

Scaling your target window allows you to view the entire contents of the
target server window. This feature increases or reduces the size of the
target video to fit the Virtual KVM Client window size, and maintains
the aspect ratio so that you see the entire target server desktop without
using the scroll bar.

> To toggle scaling (on and off):

e Choose View > Scaling.

Target Screen Resolution

When you enter target screen resolution mode, the display of the target
server becomes full screen and acquires the same resolution as the target
server. The hot key used for exiting this mode is specified in the Options
dialog (the default is Ctrl+Alt+M).

> To enter target screen resolution:

e Choose View > Target Screen Resolution.

> To exit target screen resolution mode:

e Press the hot key configured in the Tools Options dialog. The default
is Ctrl+Alt+M.

Note to CC-SG Users: Target Screen Resolution is disabled; full screen
mode is available only when the Dominion KX II device is not under CC-
SG management.

Help Options

About Raritan Virtual KVM Client

This menu command provides version information about the Virtual
KVM Client should you require assistance from Raritan Technical
Support.

> To obtain version information:
e Choose Help > About Raritan Virtual KVM Client.
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About Raritan Virtual KVM Client

This menu command provides version information about the Virtual
KVM Client should you require assistance from Raritan Technical
Support.

> To obtain version information:
e Choose Help > About Raritan Virtual KVM Client.

Multi-Platform Client (MPC)

Raritan Multi-Platform Client (MPC) is a graphical user interface for the
Raritan product lines, providing remote access to target servers
connected to Raritan KVM over IP devices. Non-Windows users must
use Raritan Multi-Platform Client and Windows® users running Internet
Explorer must use Raritan Remote Client.

Requirements and Installation

MPC Minimum System Requirements

The minimum system requirements for the Multi-Platform Client are:

e (CPU Speed: 1.0 GHz
e RAM: 512 Mbytes

Note: Running the client software on system configurations below either
of these specifications may impact performance and result in errors.

MPC Supported Browsers

MPC supports the following browsers:

e Internet Explorer 6 and 7
e Firefox® 1.5 and 2.0

e Mozilla® 1.7

e Safari2.0
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Raritan Multi-Platform Client (MPC) Supported Operating Systems

When launched as a web applet or as a standalone application, MPC
allows you to reach target servers via different Raritan Dominion devices
and IP Reach models.

Raritan MPC is compatible with the following platforms:
e Windows XP

e  Windows 2000 SP4

e Windows Vista

e Red Hat Linux® 9.0

e Red Hat Enterprise Workstation 3.0 and 4.0

e SUSE Linux Professional 9.2 and 10

e Fedora Core 5 and above

e Mac®

e Solaris™

Launching MPC from a Web Browser

Important: Regardless of the browser you use, you must allow pop-ups
from the Dominion device's IP address in order to open MPC.

1. To open MPC from a client running any supported browser, type
http://IP-ADDRESS/mpc into the address line, where IP-ADDRESS is
the IP address of your Raritan device. MPC will open in a new
window. Refer to MPC Supported Browsers (on page 86) for
information on MPC supported browsers.

Note: The Alt+Tab command will toggle between windows only on
the local system.

When MPC opens, the Raritan devices that were automatically
detected and which are found on your subnet are displayed in the
Navigator in tree format.

2. If your device is not listed by name in the navigator, add it
manually:

a. Choose Connection > New Profile. The Add Connection window
opens.

b. Inthe Add Connection window, type a device Description,
specify a Connection Type, add the device IP address, and click
OK. These specifications can be edited later.
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5 Raritan Multi-Platform Client

3.

In the Navigator panel on the left of the page, double-click the icon
that corresponds to your Raritan device to connect to it.

Note: Depending on your browser and browser security settings, you
may see various security and certificate check and warning messages. It
is necessary to accept the options in order to open MPC.

D P o S 0 e

Special Characters in MPC

= T i

The following table identifies the special characters that can be used in

MPC:

! Exclamation point Colon

! Double quote Semi-colon

# Pound sign Equal sign

$ Dollar sign Greater than sign
% Percent sign Question mark

& Ampersand At sign

' Single quote Left bracket

( Left parenthesis Backward slash

) Right parenthesis Right bracket
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* Asterisk " Caret

+ Plus sign _ Underscore

, Comma ’ Grave accent

- Dash { Left brace
Period | Pipe sign

/ Forward slash } Right brace

< Less than sign ~ Tilde

Installing and Opening Standalone MPC

Raritan recommends that you open only one standalone MPC session at
a time. Opening more than one standalone MPC session on the same
client at the same time may cause performance problems and system
errors.

Important: MPC modem connectivity is supported on Windows,
Linux, and Sun Solaris but not Macintosh. When working in
Windows, use Standalone MPC.

You must have the MPC JAR file to install MPC for any of these
operating systems.

> To check for the MPC JAR file:

Download the installation file, MPC-installer.jar from the Raritan
website (www.raritan.com) on the Support - Firmware Upgrades
page. Click Dominion Family and scroll to the Standalone Multi-
Platform Client link.

2. If copying MPC-installer.jar from a known location, double-click the
file to start installation.

Windows

> To check the JRE version in Windows:
1. Do one of the following to check the JRE version in Windows:

* Determine your version of the JRE from the Java website:
http://www java.com/en/download/help/testvm.xml.
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Click the Windows Start button at the bottom left of your page

and click Control Panel.

Tip: In the upper left corner of the page, you may see a panel named
Control Panel with the option Switch to Classic View or Switch to
Category View. For easier viewing, opt for Classic View.

a.

Search the Control Panel files for a Java icon. When you locate
the Java icon, double-click it to open the Java Control panel.
Click the General tab and then click the About button to check
the current Java Runtime Environment (JRE).

If the JRE is version 1.4.2_05 or later, proceed with the MPC
Installation. If the Java icon does not exist in the Control Panel or
if the JRE version is prior to 1.4.2_05, go to the Sun Microsystems
website at http://java.sun.com/products/ to download the latest
version of JRE.

For future Java access and to automatically open it, set your path to
the Java executable.

a.

Right-click the My Computer icon on your desktop and click
Properties.

Click the Advanced tab and then click "Environment variables".

Edit the Path address so that it contains the path to the Java
executable.

For example, if Java is installed on C:\j2rel.4.2_05 and your path
is currently set to C:\WINDOWS\SYSTEM32, then change the
path to read C:\WINDOWS\SYSTEM32;C:\j2rel1.4.2_05

To install MPC for Windows:

Download the MPC-installer.jar installation file or copy the file from
a known location.

Double-click the jar file icon to open the installation dialog.
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3. After the initial dialog appears, click Next.

g% IzPack - Installation of Raritan Multi-Platform Client

4. Choose the directory where you want to install MPC and click Next.
Click Browse to locate a non-default directory.

5. Click Next.

g% IzPack - Installation of Raritan Multi-Platform Client

|Accessories
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6.

@f 1zPack - Installation of Raritan Multi-Platform Client I ] 53

(Made with [zPack - http: ity izforge comf)

In the Shortcut dialog, choose a shortcut location, determine who
should have the shortcut, and determine whether you want the
shortcut on the desktop. When finished, click Next.

Once the installation is complete, the final dialog indicates where
you will find an uninstaller program and provides an option for
generating an automatic installation script. Click Done to close the
Installation dialog.

f_l Inzstallation haz completed successtully.

i_. An uninstaller program has been created in:
C:\Program Files'\RaritanRaritan Multi-Platform Client'd 401 FUninstaller

. Generate an automatic installation script

92

To open MPC in Windows:

Click the Windows Start menu and then choose All Programs >
Raritan Multi-Platform Client. Alternatively, double-click the MPC
desktop shortcut icon if you created one.

Double-click the desired device in the Navigator to establish a
connection.

Type your user name and password in the device dialog and then
click OK to log on.
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Linux

Raritan recommends using Java® Runtime Environment (JRE) version
1.5 for optimum performance but MPC will function with JRE version
1.4.2_05 or greater (with the exception of JRE 1.5.0_02). JRE 1.6 is also
supported but has not been fully tested.

Determine your version of the JRE from the Java website:
http://www java.com/en/download/help/testvm.xml.

You may need some configuration depending on your OS and browser.
Configuration instructions are provided with the JRE download.

Important: When launching MPC from a browser, it is highly
recommended that you disable the Java Applet caching.

Although no actual problems have occurred when Java caching is turned
on, some non-impacting Java exceptions have occurred. Generation of
these Java-exceptions can appear in the Java Applet Console window
and may degrade performance.

For Linux/UNIX environments, the Java Control Panel is located in the
JRE's bin directory; the location varies based on where JRE was installed
by your Linux/UNIX administrator.

Tip: It is also recommended that you clear the Java cache.

> To disable Java caching and clear the cache (use these
steps with Microsoft Windows XP and JRE 1.5.0):

1. From the Start menu, click Control Panel.
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2. Double-click on the Java icon to launch it. The Java Control Panel
dialog appears.

£ Jaya Control Panel ] =10] x|

TEI Llpu:latel Javal Se-:uritf.-'l .ﬁ.dvancedl

i Abouk

Wiew wersion information abouk Java Control Panel,

About, . |

. Mebwaork Settings

Mebwork settings are used when making Inkernet conneckions, By defaulk, Java
will use the network settings in your web browser, COnly advanced users should
madify these settings.,

Metwork Setkings...

— Temporary Internet Files

Files yiou Use in Java applications are stored in a special Folder For quick execution
later, Only advanced users should delete files or modify these settings,

Delete Files. .. | Settings. ., |

ITI Cancel | Apply |

3. To disable Java caching:
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a. From the General tab, click the Settings button. The Temporary
Files Settings dialog appears.

Temporary Files Settings I ﬂ

Delete Files., ., | Wiew Applications. ., | i Wiew Applefs,
~Settings

Location;: Iil:un DatalSumJavalDeploymenticache . Change... I

Amount of disk & Unlimited

space ko use: L Maximuml IMB LI

Jar compressian: |

ﬁ | | | | | | | | |
Mone High

oK Zancel

b. Click the View Applets button. The Java Applet Cache Viewer

opens.

i Java Applet Cache Yiewer o ] B4
File  Options Help
Mame Type Size Expiration Date Last Modified Wersion | URL

rclang_en.jar-1d68ds02-222771... | Jar 6KE 123169 07:00 PM| 11/29/06 02:20 PM| M/& https:fi192.165.61. 180/ rclang_en.jar ;I
rclang_en.jar-68ebSffc-Se9az17. .. | Jar GKE 1251 /69 07:00 PM| 12/21 /06 02:35 PM| M/& https://192.1658.59. 458 rclang_en.jar
rclang_en.jar-63eb6070-5c7a7 4. .. | Jar GKE 1213169 07:00 PM| 11/29/06 02:20 PM| /A https:fi192.165.59.80/rclang_en.jar

sClientLib. jar-S444cded-7dezead.. . | Jar SESKE | 12/31/69 07:00 PM| 02/26/00 02:11 ... |M/A https: /192, 168.50, 29)sClientLib. jar
sClientLib.jar-7036955-47b3645. .. | Jar SBSKE | 12/31/69 07:00 PM| 02/26/00 01:15 ... | M/A https:/192.168.50, 154/sClientLib. jar
sClientLib.jar-7824070-6f67F aae. .. | Jar 619KE | 12/31/69 07:00 PM| 05/22/06 07:02 PM| M]A https: /{192 .168.59, 222/sClientLib. jar
sFoxtrot.jar-1a581382-6259a44, .. | Jar S4kE 1213169 07:00 PM| 10/09/06 12:12 PM| /A http:f{sdeweb.raritan. com/rele ases MulkiPlatforr
sFoxtrot. jar-4662ffd-500bc4f9.zip | Jar S4KE 12)31 /69 07:00 PM| 02/26/00 01:15 ... |M/A https: {192, 1658.50. 154/ sFoxtrot.jar

sFoxtrot. jar-4e50382-19cFF606. zip | Jar S4KE 12/31/69 07:00 PM| 01/29/07 01:57 FM| M]A https://192.168.59, 150/sFoxtrat.jar

sFoxtrot, jar-4e506e8-75cd7bec.. . | Jar S4kE 1213169 07:00 PM| 05{22/06 07:03 PM| M/& https:fi192.1658.59, 222 /sFoxtrot. jar
sFoxtrot.jar-51a795dc-416bead. .. | Jar S4kE 1213169 07:00 PM| 02/26/00 02:11 ... |M/& https:f{192.165.50, 29)sFoxkrot. jar

sHM jar-13984d35-5ce3ca3@.2ip | Jar Z1GOKE | 12/31/69 07:00 PM| 02/26/00 01:15 ... | M/A https: /{192, 168.50, 154/sHM . jar
SHM.jar-14172423-33 1aBacs.zip | Jar Z573KE | 12/31/69 07:00 PM| 05/22/08 07:03 PM| MNJA https://192.168.59, 222/sHM . jar

sHM, jar-60d9b117-6c36b954. zip Jar 2159KE 12/31/69 07:00 PM| 02/26{00 02:11 ... |M/& https:fi192.1658.50,29/sHM. jar
sMpc.jar-4Fc27F70-4Fc4306F , 2ip Jar 3712KE 12}31/69 07:00 PM| O1/29/07 01:57 PM| M/& https:fi192.168.59.150/sMpc. jar
sMpc.jar-799f6ef0-2c5cabl13.2ip | Jar 3181KE | 12/31/69 07:00 PM| 10/09/06 12:12 PM| M{A http:fisdeweb. raritan. comjreleases MulkiPlatforr -
< | 2
I Enakle Caching

Refresh | Delete | 0K I

c. Deselect the Enable Caching checkbox if it is already checked.
d. Click OK.

L

To clear the Java cache:

a. From the Temporary Files Settings dialog, click the Delete Files
button. The Delete Temporary Files dialog appears.
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b. Select the temporary files that you want to delete.

Delete Temporary Files ) 5’

P Delete the follmwing temporary Files?

-

v Dowrloaded spplets
[+ Downloaded &pplications
[ Other Files

il Cancel |

5. Click OK.

> To check the JRE version in Linux:
In a graphical environment, open a terminal dialog.

2. Typejava version in the command line and press Enter on your
keyboard. The currently-installed version of Java Runtime
Environment (JRE) is displayed.

If your path variable is not set to where the java binaries have been
installed, you may not be able to see the JRE version.

3. Set your path:

a. To set your path and assuming JRE 1.4.2_05 is installed in
[usr/local/java: you must set your PATH variable.

b. To set the path for bash shell, export
PATH=$PATH:/usr/local/java/j2rel.4.2_05/bin.

c. To set the path for tesh or csh, set PATH = ($PATH
[usr/local/java/j2rel.4.2_05/bin).

These commands can be typed at the terminal each time you login.
Alternatively, you can add it to your .bashrc for bash shell, .cshrc for
csh, or tcsh so that each time you login the PATH is already set.
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Refer to your shell documentation if you encounter problems.

[~ usrl@localhost:~
Eile Edit Wew Terminal Tabs Help
[usrl@localhost ~]§ java -version [+]

java version "1.4.2_08"

Java(TM) 2 Runtime Environment, Standard Edition (build 1.4.2_06-b03)
Java HotSpot(TM) Client VM (build 1.4.2_06-b03, mixed mode)
[usrl@localhost ~1% |:|

4. If the JRE is version 1.4.2_05 or higher, proceed with the MPC
installation. If the version is prior to 1.4.2_05, go to the Java website
at http://java.sun.com/products/ to download the latest Runtime
Environment.

> To install MPC for Linux:
You must have Administrative privileges to install MPC.

1. Download the MPC-installer.jar file or copy it from a known
location.

2. Open a terminal dialog and open the directory where the installer is
saved.

3. Type java -jar MPC-installer.jar and press Enter to run the installer.
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4. After the initial page loads, click Next.

| Select the installation path:

|.-'usr.n'local.n'Raritan.n'Raritan Multi-Platform Client/4 4017 B Browse...

iMade with [zPack - http:/ fvow izforge.com) -

(3 Previous ‘ : £.9 Quit

5. Use the Browse function to select a directory to install MPC if the
directory is different from the default path displayed in the "Select
the installation path" field.

6. Click Next to open the Shortcut dialog.
7. On the Shortcut dialog:

= Choose a shortcut location from the "Select a Program Group for
the Shortcuts:" field.

Select either "current user" or "all users" to define who should
have access to the shortcut.

= Check the "Create shortcut on the desktop" checkbox if you want
the shortcut to appear on the desktop.
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8. When finished, click Next.

Select a Program Group for the Shorcuts:

Raritan

create shartout far
[i‘ CUITENT U3Er

() all users

]Raritam’Raritan Multi-Platform Client/4.40.1.7 Reset

[¥ Create shortcut on the desktop

iMade with [zPack - http:/ fvow izforge.com) -

(3 Previous © G Next | £.9 Quit

Note: Once MPC is installed successfully, a shortcut will be available
on the desktop. However, for Linux users, you will need to log off of
and then back into your session before the shortcut will be visible on
the desktop.

Once the installation is complete, the final page indicates where you
will find an uninstaller program and provides you with the option to
generate an automatic installation script.
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9.

Click Done to close the Installation dialog.

i_. Itstallation has completed successtully.

&_i An uninstaller program has been created in:
fusrflocal Raritan/Raritan Multi-Platform Client/4 40.1 .7/ Uninstaller

" Generate an automatic installation script

iMade with [zPack - http:/ fvow izforge.com) -

> To open MPC in Linux:
Open a terminal window and change directories to the directory
where you installed MPC (default location: /usr/local/Raritan/Raritan
MPC/4.40.1.7/).

2. Type ./start.sh and press Enter to open MPC.

3. Double-click the desired device to establish a connection, type your
user name and password, and click OK to log on.

Solaris

To check the JRE version for Sun Solaris:

1.
2.

Launch a terminal window on the Sun Solaris desktop.

Type java version in the command line and press Enter. The
currently-installed version of Java Runtime Environment (JRE)

appears.

If your path variable is not set to where the java binaries have been
installed, you may not be able to see the JRE version.

a. To set your path and assuming JRE 1.4.2_05 is installed in
[ust/local/java, you must set your PATH variable.

b. To set path for bash shell, export
PATH=$PATH:/usr/local/java/j2rel.4.2_05/bin.
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c. To set path for tcsh or csh, set PATH = ($PATH
[usr/local/java/j2rel.4.2_05/bin).

3. These commands can be typed at the terminal each time you login.
Alternatively, you can add it to your .bashrc for bash shell, .cshrc for
csh, or tcsh so that each time you login the PATH is already set.
Refer to your shell documentation if you encounter problems.

Terminal

window Edit Options Help

# java -versiaon =
jawa version "1.4.2_05"

Jawal(TM} 2 Runtime Environment, Standard Edition Cbuild 1.4.2_05-b04)
Tawa HotSpot(THM) Client WM Cbuild 1.4.2_05-b04, nixed mode)

#

4. If the JRE is version 1.4.2_05 or higher, proceed with the MPC
installation. If the version is prior to 1.4.2_05, go to the Sun website
at http://java.sun.com/products/ to download the latest Runtime
Environment.

> To install MPC for Sun Solaris:
You must have administrative privileges to install MPC.

1. Download the MPC-installer.jar file or copy it from a known
location.

2. Open a terminal window and navigate to the directory where the
installer is saved.

3. Type java -jar MPC-installer.jar and press Enter to run the installer.
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4. After the initial page loads, click Next.

5. Use the Browse function to navigate to the directory you want to
install MPC or select the default directory displayed in the "Select
the installation path" field.

6. Click Next.
7.  When installation is complete, click Next.
8. Click Next again.

Once the installation is complete, the final dialog will indicate where
you will find an uninstaller program and provides the option to
generate an automatic installation script.
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9. Click Done to close the Installation dialog.

» To open MPC in Sun Solaris:

Open a terminal window and navigate to the directory where you
installed MPC (the default location is /usr/local/Raritan/Raritan
MPC/4.40.1.7).

2. Type ./start.sh and press Enter to open MPC.

3. Double-click the desired device to establish a connection, type your
user name and password, and click OK to log on.

Macintosh

> To check JRE on Macintosh:

1. Launch a terminal window on the Macintosh desktop.
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2. Type the java version in the command line and press Enter. The
currently-installed version of the Java Runtime Environment (JRE) is

displayed.
E : Bl
eoe Terminal — sh — 80x24
Last login: Tue Mar 22 A9:84:25 on ttwpl 5

Welcome to Darwin!

Raritan-MIS-Computer :~ root# java -version

jowa version "1.4.2_B5"

Java{TM} 2 Runtime Enviromment, Stondord Edition (build 1.4.2_A5-141.3)
Jova HotSpot{TM} Client YM (build 1.4.2-33, mixed mode)
Roritan-HIS-Computer :~ root# l

-
P

3. If the JRE is version 1.4.2_05 or higher, proceed with the MPC
installation. If the version is prior to 1.4.2_05, go to the Apple
website to download the latest Runtime Environment.

> To install MPC on a Mac:
You must have administrative privileges to install MPC.

1. Download the MPC-installer.jar file or copy it from a known
location.

2. Open a Finder window and locate the installer.

3. Double click the MPC-installer jar file to run the installer.
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4. After the initial dialog appears, click Next.

i:1:)8) 1zPack - Installation of Raritan Multi-Platform Client

|4 Select the installation path:

J/Applications /Raritan/Raritan Multi-Platform Client/4.40.1.7 ( Browse... ";.

(Made with IzPack - http:/ /www.izforge.com/)

(Previausj E—Next—) K Quit J

5. Use the Browse function to select a directory to install MPC if the
directory is different from the default path displayed in the "Select
the installation path" field.

6. When installation is complete, click Next.

Once the installation is complete, the final dialog indicates where
you will find an uninstaller program and provides you with the
option to generate an automatic installation script.

7. Click Done to close the Installation dialog.
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» To open MPC on a Mac:

Open a Finder window and navigate to the directory where you
installed MPC (the default location is /Applications/Raritan/Raritan

<4 > ]

@ Network
-
@ Macintosh HD

MPC/4.40.1.7).

[4 Applications

Qr everywhere

4| Date Modified

= s
@ Internet Connect
£ Internet Explorer
75 iPhoto
@ isync
0 iTunes
A mail
® Microsoft AutoUpdate
» [ Office 2004 for Mac Test Drive
2 OmniGraffle
@ OmniOutliner
& Preview
» [ QuickBooks NUE 6
1 QuickTime Player

B L‘_’j Raritan

v [ Raritan Multi-Platform Client
v [F 44017

» [ Uninstaller

Raritan Multi-Platform Client

3

FOE Ly EUUTT, TLUU TV
Jan 27, 2005, 9:21 AM
Jun 3, 2003, 5:14 PM
Feb 11, 2005, 5:16 PM
Jun 16, 2004, 7:39 PM
May 19, 2005, 4:15 PM
Aug 14, 2003, 3:00 PM
Feb 11, 2005, 5:43 PM
Jan 19, 2005, 11:24 AM
Sep 1, 2004, 7:05 PM
Sep 1, 2004, 7:04 PM
Jan 27, 2005, 9:20 AM
Sep 1, 2004, 6:59 PM
May 25, 2005, 6:07 PM
Today, 3:31 PM

Today, 3:31 PM

Today, 3:31 PM

Today, 3:31 PM

Today, 3:31 PM

1 of 40 selected, 63.43 GB available

2. Double-click the desired device to establish a connection, type your
user name and password, and click OK to log on.

IzPack - Installation of Raritan Multi-Platform Client

"®O 0N

&# Installation has completed successfully.

ﬁﬂn uninstaller program has been created in:
{Applications /Raritan/Raritan Multi-Platform Client/4.40.1.7 {Uninstaller

(Generate an automatic installation script)

(Made with IzPack - http:/ /www.izforge.com/)
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3. Open a Finder window and navigate to the directory where you
installed MPC (the default location is /Applications/Raritan/Raritan
MPC/4.40.1.7).

B 06 |4 Applications =
j [‘ L ] [ L [:{ IID] [ L ] [ Qr everywhere \
Name 4| Date Modified
@ Network 'Y B JER Ly £UUT Tuu T P
-~ 0 Internet Connect Jan 27, 2005, 9:21 AM
g Internet Explorer Jun 3, 2003, 5:14 PM
ﬁ iPhoto Feb 11, 2005, 5:16 PM
&) iSync Jun 16, 2004, 7:39 PM
JJ iTunes May 19, 2005, 4:15 PM
& Mail Aug 14, 2003, 3:00 PM
& Microsoft AutoUpdate Feb 11, 2005, 5:43 PM
fj'ff raritancompu... [| * [ Office 2004 for Mac Test Drive Jan 19, 2005, 11:24 AM
| v ‘gg OmniGraffle Sep 1, 2004, 7:05 PM
_ K'[ OmniOutliner Sep 1, 2004, 7:04 PM
R & Preview Jan 27, 2005, 9:20 AM
“——) | Documents > L QuickBooks NUE 6 Sep 1, 2004, 6:59 PM
s € QuickTime Player May 25, 2005, 6:07 PM H
i %‘ Movies v |7 Raritan Today, 3:31 PM 1
" Raritan Multi-Platform Client Today, 3:31 PM
é Music v [ 4.40.1.7 Today, 3:31 PM
= ] Raritan Multi-Plaform et Today,331M
@ Pictures | » [ Uninstaller Today, 3:31 PM B
| € . ] R
—— 1 of 40 selected, 63.43 GB available =

4. Double-click the desired device to establish a connection, type your
user name and password, and click OK to log on.

Modem Connectivity in MPC

» To make modem connectivity available on Unix, Linux,
and Mac OS for non-root users:

1. As the root, change the group for /etc/ppp directory and required
files:

a. chgrp uucp /etc/ppp
b. chgrp uucp /etc/ppp/pap-secrets
c. chgrp uucp /etc/ppp/peers
2. Change the permissions for /etc/ppp chmod g+rwx /etc/ppp

3. Change the permissions for /etc/ppp/pap-secrets chmod g+rwx
/etc/ppp/pap-secrets

4. Change the permissions for /etc/ppp/peers chmod g+rwx
[etc/ppp/peers

5. Set the suid bit to pppd chmod u+s fusr/sbin/pppd (/usr/bin/pppd
depending on the location of pppd)
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6. Assign users to the uucp group:
a. [usr/sbin/usermod -G {existing groups for userl},uucp userl

b. /usr/sbin/usermod -G {existing groups for user2},uucp user2, and
so forth.

7. When logged on as the normal user, update the path for access to
pppd and the chat export PATH=$PATH:/usr/sbin (/usr/bin
depending on the location of pppd).

Note: For both root and non-root users, ensure that the options file exists

under /etc/ppp
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Operation

Window Layout
Navigator

The navigator provides a tree view of every known Raritan device. From
this panel, you can access all Raritan networked devices for which a
connection profile exists and/or all Raritan devices automatically
identified on the network.

Note: Automatic Raritan device identification uses the UDP protocol and
will typically identify all Raritan devices on your subnet. Network
administrators rarely allow UDP broadcasts to function outside of a
subnet. Automatic Raritan device identification will find only those
Raritan devices that are configured to use the default TCP Port (5000) or
another broadcast port, which is defined on the Advanced tab of the
Options dialog (choose Tools > Options to access the Options dialog in
MPC and RRC).
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E? Ratitan Devices

----- [ B ENG_TR364 [192.168.53.183]
----- {1 B Ewa [192.168.53.110]

----- {1 Eal Jackie-101-PS2 [192.168.52.94]
----- [ B Jackies [192.168.52.95]

----- @ S Dominion K5 [192,168.51.184]
----- @ S IP-Reach [192.168.0.192]

----- @ % TechSupport-IPR [192,168.51,207]
----- @ S Dominion KS¥ [192,168.51,202]
----- @ B K52-223[192.168.51,223]

----- @ S K52440 [192.168.51.157]

----- @ S kx116-112 [192.168.51.187]

----- @ S DKX [192.168.51,204]

----- @ S K432 [192.168.51.185]

----- @ S USTIP_TS [192.168.51.205]

----- @ Sl Kx-224 [192.168.51.224]

----- @ S Clientswarp [192.168.51,245]
----- @ S DKx4 [192.163.51,203]

----- @ S Dominion-Kx [192,168.51,40]

----- @ S Dominion-Kx [192,168.51.213]
----- @ S billskx120 [192,168.51,120]

----- @ S K3_KIM-0007 [192,168.51.139]
----- @ S K_KIM-0011 [192.168.51.70]
----- @ S GB-232-51_176 [192.168.51.176]

Devices in the MPC Navigator

In MPC, devices are named according to the Manager Name field on the
Manager's Network Configuration page. Dominion devices are named
according to the Device Name field on the Dominion Console Network
Settings page.
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Device Ports in the Navigator

For each device to which you are connected, you are able to expand the
tree associated with it to see each device port to which you have access.
Ports with a green icon indicate that you are connected to that port. The
port that is bolded in the Navigator indicates that it is the port currently
displayed (active) in the remote desktop area of the application.

If no name is assigned to a port, by default it is listed as 'Unnamed' in the
Navigator. So, if you create a port and do not provide a name for it or if
you delete an existing port's name, it will be use 'Unnamed' when you
reconnect to the device.

If all device ports to which you are connecting are already occupied, an
alert message appears and you must wait until one of the ports is
available in order to connect.
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Navigator Icons

Each device in the Navigator is assigned two icons. One icon represents
the device's connection profile and the other icon represents its network
status. A connection profile is generally created by a user in order to
store personalized information about specific devices (see Creating
Profiles (on page 127) for additional information). The connection status
indicates the current status of the device.

Device Connection Profile Icons (Left Icon)

O Profiled - A network connection profile exists for this
device.
: Modem Profile - A modem connection profile exists for
. .
this device.
o Not Profiled - The device was found on the network

but a connection profile does not exist for it.

Device Network Status Icons (Right Icon)

By Connected (green) - You are currently authenticated
and connected to this device.

= Available (black) - This device is currently available on
the network but you are not currently connected to it.

Unavailable - A profile exists for this device but it is

not currently available on the network. (Note that all
58 devices to which you are not currently connected and
that have modem profiles will use this icon.)

Port Connection Status Icons

For each server port listed in the Navigator, the following icons can be
associated with it depending on its status:

,@ = Connected

B o] Available for connection.

@ Unavailable (either no device is connected or access is
# | plocked).
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74 In use by another user (may be unavailable depending
on permissions).

Customizing the Navigator

Use specific tools in the toolbar to customize some Navigator attributes:

Display/Hide Navigator. You can also select Navigator

in the View menu to toggle between displaying and
hiding the Navigator.
Refresh Navigator. Updates the device status

information displayed in the Navigator.

Browse Discovered Devices. When enabled, Show
Discovered Devices will display devices that are “not
profiled” but have been found on the network. This
option can also be enabled by choosing View > Show >
o3 Discovered Devices.

Note: The Browse Discovered Devices option is the
only method of connecting to a Raritan device
configured to use a DHCP IP address.

MPC Navigator Tabs

MPC tabs at the base of its Navigator pane. These tabs allow you to
change how you display devices. Click the View By Name tab to sort the
list alphabetically by name or click the View By IP tab to sort the list
numerically by IP address.

I—@ Bl boct01-kirn-tyler [192.165.
i

View By Narme | “Wiew By IP

Note that these tabs are available only in the MPC interface.
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Navigator Display and Sort Options

To better organize your view of all ports, use the Show and Sort options
in the View menu. Note that you do not need an open connection to a
target to show and sort targets in the Navigation panel.

Showing Ports

e Discovered Devices - Shows or hides discovered devices from the
Navigator view. You will not see broadcast messages when this
option is disabled (not selected).

¢ Unassigned Channels - Shows or hides channels with no assigned
targets. Note that the default for Generation 1 (G1) devices is to
show unassigned channels (option is enabled), whereas the default is

to hide unassigned channels (option is disabled) for Generation 2
(G2) devices.

e Tools- Shows or hides the Admin and Diagnostic ports.

Connecion Keyboard Wideo Mouse Tools | View Window Help
o=

0l & |.|| "E "45|[E||| E| || b= | ¥ Standard Toclbar
s lac

¥ Connected Serveris] Taolbar

[¥l Status Bar

¥l Mavigatar

[0 Meszage

Show F ¥ Discovered Dewices
Sort 4

[0 Unassigned channels
Target Screen Resaolution M Toals

[0 Scale video
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Note: These settings are saved from session to session.

Sorting Ports

Use the Sort options on the View menu to organize port information.
You are able to sort ports by channel number, channel name, or channel

status.
Connection Keyboard Videa Mouse Tools’mwindow Help
E 8=§ LI| || u}| ‘r:’ m" E| || ] j:c ||ZSgandard Toolbar

¥ Connected Serveris) Toolbar
[V status Bar

[V Mavigator

[V Message

Show ]

Sork ¥ Channel
Target Screen Resolution [0 Marae
[ Scale Wideo [0 status

Channel Number - When sorted by channel (View > Sort > Channel),
ports are listed numerically.

@ B Doniniorrks [192,150,51,94]
= @ S Doniniorkx [192,158.51,184;
L 1 5UN Solaris

- £ Winzoao

A 3 vac 05y

4 in
--HE 5 Dave
@ Fie Alire
4 7 Charley
L. 5: 3arbera
@ 3 =Zllen
= 10 Frark

- E 11 Gail
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Name - When sorted by name (View > Sort > Name), port names are
sorted alphanumerically within each group.

@ Bk Dominian-k [192,168.51.34]
E| &= ﬁ Dominion-kx [192,168,51,154]
@ flicat &

=) Arthur: 25

~.\=¥ Barbara: &

- Gill: 20

4=} Charlene: 27

A= Charley: 7

Lo NE Dave: 5

A= Dave 21 15

W=l Davve 0003 16

.=} Deborah: 28

@ Fller: 9
4= Evan: 30

Y= Francine: 51

Status - When sorted by status (View > Sort > Status), ports are sorted in
the following order:

e Active Channels
e Busy Channels
e Available Devices

e Unavailable Devices

----- = % Dominion-kKx [192,168.51.34]
% Dorninion-ks [192.168.51,154]
..... =L =0n Solarie: 1

..... #m] inz000: 2

W= plice: &

I Arthur: 25

4=} Barbara: 8

W= Eill; 26

N e e 27

A= Charley: 7

W=} Davve: 5

A= Dave 21y
- 4= Dave D0O3: 16
4= Dehorah: 28

. N=W Eller: 9
@ Ewvan: 30
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Toolbars
Standard Toolbar

The Standard toolbar provides one-click access to the most frequently-
used commands.

» To display the Standard toolbar:

e Choose View > Standard Toolbar.

Following is a list of the buttons in the standard toolbar as well as a
description of the action performed once the buttons are selected.
Additionally, if there are menu options or shortcut menu options that
will perform the same task, they are listed, too.

Creates a new Navigator entry for a

Raritan device.
[ |New Profile
Same result as choosing Connection > New

Profile in the menu.

Opens the Modify Connection Properties
dialog from which you can manually
adjust bandwidth options (such as

connection speed, color depth, and so
B= Connection forth).

= Properties
Same as choosing Connection > Properties

or choosing Connection Properties on the
shortcut menu, which is opened by
pressing Ctrl+Left Alt+M.

Opens the Video Settings dialog, allowing
you to manually adjust video conversion
parameters.

L Video Settings| same as choosing Video > Video Settings
or choosing Video Settings on the shortcut

menu, which is opened by pressing
Ctrl+Left Alt+M.

Adjusts color settings to reduce excess
Color

Q color noise.
Calibration
Same as choosing Video > Color Calibrate.
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In dual-mouse mode, forces realignment of
the target server mouse pointer with the
mouse pointer.

Synchronize
L Mouse Same as choosing Mouse > Synchronize
Mouse or choosing Synchronize Mouse on
the shortcut menu, which is opened by
pressing Ctrl+Left Alt+M.
Forces a refresh of the video screen.
o Refresh Same as choosing Video > Refresh Screen
* Screen or choosing Refresh Screen on the shortcut
menu, which is opened by pressing
Ctrl+Left Alt+M.
Forces a refresh of the video settings
o Auto-sense (resolution, refresh rate).
Video Settings| Same as choosing Video > Auto-sense
Video Settings.
Not applicable for the device. Used by the
Enter On- application with other Raritan products.

Screen Menu

Same as choosing Keyboard > Enter On-
Screen Menu.

Exit On-
Screen Menu

Not applicable for IP-Reach or Dominion.
Used by the application with other Raritan
products.

Alternatively, select Esc on the keyboard.
Same as choosing Keyboard > Exit On-
Screen Menu.

Note: This function is not available on the
KSX1I.

Send
Ctrl+Alt+Del

Sends a Ctrl+Alt+Del hot key combination
to the target server.

Same as choosing Keyboard > Send
Ctrl+Alt+Del.
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Starts Single Cursor mode in which the
local mouse pointer no longer appears
onscreen.

Same as choosing Mouse > Single Cursor
Mode. Press Ctrl+Alt+X to exit this mode.
Alternatively, choose Single/Double
Cursor from the shortcut menu, which is
opened by pressing Ctrl+Left Alt+M.

Full Screen
Mode

Maximizes the screen real estate to view
the target server desktop.

Same as choosing View > Target Screen
Resolution (in MPC) or Full Screen (in
RRC). Alternatively, press Ctrl+Left Alt+M
to open the shortcut menu and then
choose Full/Normal Screen or press the F
key on your keyboard.

Scaling

Increases or reduces the target video size
so you can view the entire contents of the
target server window without using the
scroll bar.

Show/Hide
Navigator

Toggles the Navigator panel between
visible and hidden.

Same as choosing View > Navigator.

Refresh
Navigator

Forces a refresh of the data displayed in
the Navigator.

Show/Hide
Browse All
Devices

Toggles between displaying and not
displaying Raritan devices in the
Navigator that are automatically identified
on the network and that do not have
preconfigured profiles associated with
them.

About

Displays the application version
information.

Same as choosing Help in the menu bar.
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MPC Connected Server(s) Toolbar

The Connected Server(s) toolbar is comprised of a button for each
connected target server port, thus enabling quick access to connected
targets. When you connect to a port, a button corresponding to that port
is added to the toolbar and labeled with the name of the port.
Conversely, when you disconnect from a port, the corresponding button
is removed from the toolbar.

Note: The Connected Server(s) Toolbar does not appear in Single Mouse
mode.

By default, the Connected Server(s) toolbar is enabled (visible). To
disable it, deselect Connected Server(s) Toolbar in the View menu.
Buttons corresponding to windows that do not support full screen mode
are not shown in the toolbar. For example, serial ports, generation one
(G1) admin ports, and G1 diagnostic ports will not be displayed in the
toolbar in full screen mode.

While in full screen mode, you are able to view the Connected Server(s)
toolbar by hovering your mouse over the top of the screen. To use this
feature, the Connected Servers Toolbar option must be selected in the
View menu.

_B CB-D...|E Ad... |_§ Wln?...l _g Chan... ll

> To display the Connected Server(s) toolbar (when not
already visible):

e Choose View > Connected Server(s) Toolbar.

» To view the window for a target server:

e Click the button that corresponds to the appropriate connected
target server you want to view. The window for the corresponding
target server is displayed and the button for the selected port is
highlighted. In full screen mode, note that this action is window
swapping, not video switching.

When you click a button that is already highlighted, the corresponding
window is minimized. If you click that button again, the window is
brought forward and maximized.
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Status Bar

The status bar displays session information about your connection to a
Raritan device. This information includes:

[ Path 3 (KM Part 3) [T =" [ & CAP [NUM [SCRL 4

O 000 B

Video sensing | Indicates when video sensing occurs

©

status/path during connections to target KVM server
indicator ports.
Bandwidth Indicates how much of your total

)

usage indicator |available bandwidth is currently being
used. The connection speed setting
determines total available bandwidth.

This setting is defined on the
Compression tab of the Connection
Properties dialog, which is accessed by
choosing Connection > Properties, or
pressing Ctrl+Left Alt+ M and then
choosing Connection Properties.

@ Security Indicates whether the current remote
indicator connection is protected by encryption.

Encryption requirements are set during

configuration of your Raritan device.

When a device is configured for no
encryption or SSL authentication, the
Security Indicator is represented on the
status bar by an open lock icon.

When SSL authentication, data
encryption, or SSL encryption is applied,
the security indicator is represented on
the status bar by a closed lock.
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@ Concurrent
connections

indicator

Indicates that multiple remote users are
currently connected to the same target
server on the device.

One icon indicates a single user is
connected and two icons indicates two or
more users are connected.

Concurrent connection ability can be set
globally under PC share mode on the
Manager Security Settings page or set per
individual user in the Concurrent Access
Mode setting on the Manager User
Account Settings page. For Dominion KX
II, concurrent connection ability can be set
using the PC Share Mode option in the
Security Settings page: PC-Share permits
concurrent access and Private limits
server access to one user at a time.

@ Lock key
indicators

Indicates the status of the current target
KVM Server, in respect to the activation
of the Caps-Lock, Num-Lock, and Scroll-
Lock keys. If these keys are enabled on
the target server being viewed, this
affirmative status will be reflected on the
status bar.

Note: If a light is used on your keyboard to indicate the Scroll Lock,
Num Lock, and Caps Lock key is active, it may or may not be in sync
with the lock key indicator status displayed on the status bar. Refer to
the status bar as your guide if this occurs.

Screen Modes

Besides a standard view, full screen view and a scaling option are
available. These options increase the remote desktop area and make
viewing the target video easier.

Z=Raritan.
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MPC Target Screen Resolution Mode

Target Screen Resolution mode provides you with the ability to view the
target server desktop in full screen mode, which removes all toolbars
from view.

Activate Target Screen Resolution mode once you are connected to a
target by doing one of the following:

e  Click the Full Screen button = in the toolbar and then click OK in
the confirmation message that appears.

e Choose View > Target Screen Resolution and then click OK in the
confirmation message that appears.

e Press Ctrl+Left Alt+M to open the shortcut menu. Next, press the F

key on your keyboard or use your mouse to choose Full/Normal
Screen. Click OK in the confirmation message that appears.

=i=Raritan.

Full/Marmal Screen

Auto Sense

Calibrate Colar

Connection Informnation

Connection Properties

Video Settings

Synchraonize Mouse

Single/Double cursor

Send Ctrl+alk+Del

Conneck Drive, ..

Conngct CO-ROMSISO Image...

|
|
|
|
|
|
Refrazsh Screan |
|
|
|
|
|
|

Send Chrld+Alt+M

Cancel [(Ezc) |

== Raritan. 123

When you're ready to take control®



Multi-Platform Client (MPC)

Eo.| e

To exit full screen mode, use the shortcut menu or click the Close icon

il that appears at the top right of the page when you hover your mouse
along the top of the screen.

Note: The Ctrl+Left Alt+M key combination does not work for certain
target servers if you are running JRE 1.5.0_01. To return from full page
mode, use Alt+Tab and choose MPC.

While in full screen mode, you are able to view the Connect Server
toolbar by hovering your mouse over the top of the screen. To use this
feature, the Connected Servers Toolbar option must be selected in the
View menu.

Additionally, while in full screen mode, your monitor's resolution may
be adjusted to match the resolution of the target server (provided your
graphics system supports it). If your graphics system does not support
the resolution of the target system, you will be unable to activate full
screen mode and a message will appear requesting that you change your
video resolutions first.

Tip: To view the video resolutions your system supports in a Windows
environment, access your computer's Control Panel from the Windows
Start menu, double-click Display, and click the Settings tab.

o |
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Scaling your target window size allows you to view the entire contents
of the target server window. This feature increases or reduces the size of
the target video to fit the window size and maintains the aspect ratio.

This allows you to see the entire target server desktop while in standard

view.

» To activate Scaling, do one of the following:

e Choose View > Scale Video.
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e Click the Scaling button ** on the toolbar.

e To exit this mode and return the target window to its previous size,
deselect Scale Video on the View menu or click the Scaling button

once again.
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Note: Enabling Scale Video will scale the complete target video image to
fit the remote desktop area as it grows or shrinks. You can combine this
setting with target screen resolution for a full page affect on targets with
a higher resolution than your desktop.

Auto-Scroll

The auto-scroll feature automatically scrolls the video display in the
direction of the cursor as the cursor approaches the edge of the display.
A thin border appears around the perimeter of the remote desktop area
to indicate the function is on. When enabled, if you see scroll bars and
then move the cursor onto the border, the page will automatically scroll
in the appropriate direction.

The scroll border is activated by selecting Show Scroll Borders in the
Options dialog, which is accessed by choosing Tools > Options.
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Connection Profiles

Connection profiles store important information about your Raritan
device such as the IP address, custom TCP ports, preferred compression
settings, and custom security keys. A profile is required to access devices
outside your subnet and to access devices using a dial-up connection.

Through profiles, you can set up personalized connections. These
profiles are not shared among other users.

Tip: If your Raritan device is configured to use a custom TCP port or a
group security key, first create a connection profile so that you can access
the device.

Creating Profiles

» To create a profile:
1. There are two ways to create a profile:

* For automatically discovered devices, right-click the device name
in the Navigator and choose Add Profile from the shortcut
menu.

=  For other devices, choose Connection > New Profile.

The Add Connection dialog appears. Options are organized into
three tabs.

2. On the Connect tab, type a meaningful description of the device in
the Description field (up to 32 alphanumeric, special characters are
allowed). This description identifies the Raritan device in the
Navigator.

3. From the Product drop-down, choose the Raritan product you are
using.

4. Select the type of connection from the Connection Type drop-down.

Note: Only TCP/IP is available for Generation 2 (G2) Raritan devices.

a. If TCP/IP Connection is selected for a LAN/WAN connection,
complete the information in the "Find Raritan device By" section:

» Type the IP address assigned to your Raritan device.

* Type the name assigned to your Raritan device during initial
setup.
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Add Connection )

Connect | D armpres o | e ey |

Type the Domain Name Server (DNS) name. Use this option if
you use a DNS server to resolve a DNS name to the IP address
assigned to your Raritan device.

Note: You cannot use this option for Raritan Generation 2 (G2)
devices.

Product :
Cannection Type: |'5"' BYIP Connectic

~Find Raritan device By:-

[#] Use Default Port Humber Pot Humber

X

Description: |

|Dnmininn K G52

i@ IP Address

{:} Marme |

s RS |

|III.EI.EI.EI

| Ok || Cancel
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a.

Select Dial Up Connection from the Connection Type drop-
down for a direct analog modem connection to the Raritan
device. Type the parameters that MPC or RRC should use to
establish a connection. Dial up connection does not apply to
Generation 2 (G2) or KX101.

Enter the phone number for the dial-up connection. Remember to
include any additional codes that should be dialed to establish a
connection, such as country codes, area codes, or outside line
access codes.

Select the modem (as configured in Windows) from the drop-
down list that will be used to dial and connect to your Raritan
device.

Note: For security reasons, you must use the MPC standalone client
if you require modem access. Further, one modem on a client PC can
be used for only one device connection.
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Description: |

Modemn: ICDnexant 0110 MDC W92 Moderm ™

| Ok || Cancel

Z=Raritan.

When you're ready to take control®

Check Use Default Port Number to use the default port number
(5000). For TCP Ports, Dominion KX and IP-Reach are automatically
configured to use TCP Port 5000 when communicating with
MPC/RRC. If you do not want to use the default port number,
uncheck the checkbox and type the port number in the Port Number
field.

Update the Compression tab (not available for Generation 2 (G2)
Raritan devices):

a.

Select the Connection Speed from the drop-down. IP Reach and
Dominion can automatically detect available bandwidth and not
limit bandwidth use, but you can also adjust this usage
according to bandwidth limitations. Depending on the Raritan
device in use, different options may be available.

Auto Detect

100mb Ethernet

10mb Ethernet

1.5mb (Max DSL/T1)
1mb (Fast DSL/T1)

512 kb (Medium DSL/T1)
384 kb (Slow DSL/T1)
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256 kb (Cable)

128 kb (Dual ISDN)
56 kb (ISP Modem)
33 kb (Fast Modem)
24 kb (Slow Modem)

Select the Color Depth from the drop-down. IP-Reach and
Dominion can dynamically adapt the color depth transmitted to
remote users in order to maximize usability in all bandwidth
constraints. Depending on the Raritan device in use, different
options may be available.

Auto Select Color
15-bit RGB Color
12-bit RGB Color
8-bit RGB Color
5-bit Color

4-bit Color

4-bit Gray

3-bit Gray

2-bit Gray

Black and White

Important: For most administrative tasks (server monitoring,
reconfiguring, and so forth), administrators do not require the full
24-bit or 32-bit color spectrum made available by most video
graphics cards. Attempting to transmit such high color depths
wastes network bandwidth.

Select Progressive Update to increase the usability in constrained
bandwidth environments. When Progressive Update is enabled,
the device initially sends an image of the remote desktop at
lower color depths, and then provides higher color depth images
as bandwidth allows.

Note: When Color Depth is set to Auto Select Color (default),
Progressive Update is automatic. The device will enable/disable
Progressive Update as required, disabling it for fast connections and
enabling it for slow connections.
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b. When using a device over an unpredictable public WAN
(particularly in international scenarios), checking the Internet
Flow Control checkbox ensures that packets transmitted by the
device are received and reconstructed by MPC/RRC in the
correct order.

c.  Use the slider to select the desired level of video Smoothing (15-
bit mode only). The level determines how aggressively to blend
page regions with small color variation into a single smooth
color. Smoothing improves the appearance of the target video by
reducing the video noise that is displayed.

d. Select "Frames per second". This setting instructs MPC on how
often to redraw the video display of the target. This only affects
the client display behavior and has no bearing on the data rate of
the video being sent to the client. Setting this option higher
makes the video appear smoother but also requires more
processing power.

Note: "Frames per second" option is only available in MPC.

Connect | Compression | Security |

Connection Speed: |Auto Detect

Color Depth: |Auto Select Colar

i) ]

|:| Progressive Update

[ ] Internet Flow Control

L)
.,
Gl e High

Frarmmesz per zecand

w5 fps ) 10 fps ) 20 fps
| lo134 | | Cancel
2. Update the Security tab.
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Note that the Security tab is disabled for Generation 2 Raritan
devices. If your device is configured to use a private security key,
input that key to gain the authorization required to initiate a
connection to that device.

a. Type the private security key in the Private Key field.

b. Retype the private security key in the Confirm Private Key field
to ensure no typographical errors were made.

3. Click OK to create the connection profile.

Add Connection i x|

| Connect | Compression | Fecurity |

Private kKey: |

Canfirmn Private Key: |

The private key MUST rmatch the private key set by
the Adrinistrator or connedctions will be deniad.

| Ok | | Cancel

Modifying Profiles

» To modify a profile:

1. Select the device in the Navigator panel and right-click it.
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2. Choose Modify Profile. The Modify Connection dialog appears.

Modify Connection

Connest |Enmpressinn| Seu:urit_l,ll

Dreszcription

Connection Type ITEF'.-’IF' Connection j

— Find Rantan device By
& |P Address | 192 . 168 . 51 . 120

' Mame I

" DONS Mame |

¥ Usze Default Part Mumnber Fart Humter IU

] I Cancel | e [ |

3. Update the fields as appropriate.
4. Click OK.

Deleting Profiles

> To delete a profile in MPC or RRC:

1. Select the device with a profile in the Navigator and right-click it.
2. Choose Delete Profile.
3. When prompted to confirm the deletion, click Yes to delete the

profile for this device or click No to return to the application without
deleting.
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Establishing a New Connection

Note: Depending on your version of the JRE, you might receive a
certificate message when using the standalone application to access a
Dominion device. You have to accept the certificate in order to establish
the connection.

To connect to a device, double-click the device's icon in the Navigator,
then type your user name and password to connect. You can also right-
click the device name in the Navigator and select New Connection.

Note: The default device login user name is admin and the default
password is raritan. You have administrative privileges using these login
credentials.

If you do not see an icon for your device in the Navigator, follow the
instructions in Creating Profiles (on page 127) to create a new connection
profile.

If you are having problems connecting to a device, be sure to check the
following:

e User name - Raritan usernames are not case-sensitive.
e Password - Raritan passwords are case-sensitive.

e TCP Port - If you have configured your device to use a non-default
TCP Port, this information must be entered into its connection
profile.

e Firewall Settings - If you are accessing a device through a firewall,
that firewall must be configured to allow two-way communication
on TCP Port 5000 (or the custom TCP Port to which your device has
been configured).

e Security Key - If you have configured your device to require a group
security key, that key must be entered into the device's connection
profile.

Note: If you are running MPC on Internet Explorer with both a Microsoft
firewall and a non-Microsoft firewall utility installed, IE will display a
message telling you that MPC is already running (even if it is not in fact
running). To avoid this, deactivate one of your firewalls, or use a
browser such as Mozilla or Firefox.
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MPC Connection Information

» To obtain information about your connection:

e Choose Connection > Connection Info. The Connection Info dialog

appears.

Connection Info ) |

Iterm | Description | Crata |

JEMETE RALL j

1 IP Addrazsz 192.,168.59.97

2 Part 3

3 Data InfSecond 746

4 Data COutfSecond 20

5 FP5 2

& Connect Time oo:01:12

7 Horizontal Resalution 768 el

2 Wertical Resolution &0 Hz

el Fefrezh Rate 0i.19 j

Copy to Clipboard | | Close |

The following information is displayed about the current connection:

Device name

The name of your Dominion or IP-Reach
device.

IP address The IP Address of your Dominion or IP-Reach
device.
Port The KVM Communication TCP/IP Port used to

access the target device.

Data in/second

Data rate in.

Data out/second

Data rate out.

FPS

The frames per second transmitted for video.

Connect time

The duration of the connect time.

Horizontal
resolution

The page resolution horizontally.

Vertical resolution

The page resolution vertically.

Refresh rate

How often the page is refreshed.

Protocol version

The RFB Protocol version.
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> To copy this information:

e Click Copy to Clipboard in the Connection Info dialog. The
information is now available to be pasted into the program of your

choice.

Connect to a Remote KVM Console

Once you establish a connection with a Raritan device, that device's icon
in the Navigator can be expanded to display all ports enabled for remote

access.
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Choose one of the following options to establish a remote KVM console
connection:

e Double-click the KVM port. This method closes any previous
connection before connecting to the new port.

e Right-click the port and choose Switch from the shortcut menu. This
method closes any previous connection before connecting to the new
port.

e Right-click the port and choose New Connection from the shortcut
menu. This method allows you to connect to the selected port
without closing any previous connections and creates a new
connection if the device supports multiple concurrent connections.

Once connected, Raritan KVM over IP devices display real-time video
output of the target server (this video is compressed and encrypted
according to the configuration settings specified by the administrator).
You now have complete, low-level control of the KVM console as if you
were physically located next to the server.

e To close a connection, right-click the connected device and choose
Disconnect.

e To exit completely, choose Connection > Exit.
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Shortcut Menu

To access the shortcut menu, use either the default keyboard
combination of Ctrl+Left Alt+M or the keyboard combination you assign.
See Changing the Shortcut Menu Keyboard Combination (on page 139)
for more information.

Execute any of the commands on the shortcut menu by either choosing
the command in the menu or using a key combination. If you are using a
key combination to execute a command, you will press Ctrl+Left Alt+M
and then press the key on your keyboard that corresponds to the
underlined letter in the shortcut menu. For example, press Ctrl+Left
Alt+M+F to enter full screen mode.

Note: You must use the left Alt key on your keyboard when using the
Ctrl+Left Alt combination.

TIP: If at some point you forget the keyboard combination used to open
the shortcut menu, press Ctrl+Left Alt at the same time. The keyboard
combination will be displayed across the bottom of the page for five
seconds.

Connection Serial Keyboard Wideo Maouse Virdual Media Tools Wiew ‘Window Help
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Changing the Shortcut Menu Keyboard Combination

» To change the keyboard combination, do the following:
1. Choose Tools > Options to open the Options dialog.

2. From the Keyboard Shortcut Menu HotKey drop-down, select the
keyboard combination you want to use to open the shortcut menu.

3. Click OK or Apply.

Once a new keyboard combination is assigned, the new combination will
be displayed in the shortcut menu and in the onscreen message that
displays when the combination is used.

General I advanced |

[] Show serall Borders.
Aluta-Syne oLz e in tua-curzer moade, (Mot zupparted far KX Ganeration 2)
[w] Dizplay single cursor mode instructions.

[¥] Automatic Color Calibration (For KX Generation 1 only)

Keybosard Type

|LIEfInterna-.ic~na| -

Keybosrd Shortout Manu Hotkey

Chrl+alk+ | w

Chil+AltHM = |

Chrl Al

Chrl Al

CtritAle+P | 2k | cancel “ pply |
Chrl A+ |

Chrl+Alt+R | —d

Chrl+HAlR+S

ctrt+alg+T | =
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Keyboard Macros

A hot key combination is a set of keystrokes that performs an action
when pressed. For example, the hot key combination Ctrl+Alt+0 might
be created to minimize all windows.

A keyboard macro is a shortcut that sends a hot key combination to a
target server. Using keyboard macros ensures that hot key combinations
intended to be used on the target server are sent to and interpreted only
by the target server, and not by the computer on which the client is
running.

Raritan strongly suggests the use of keyboard macros instead of hot key
combinations since certain hot key combinations have been found not to
work properly, depending on the platform and behavioral difference
between the application and web browser version. Specifically, using hot
keys can result in your own client PC intercepting the command and
performing the action instead of sending the command to the target
server as intended.

Building a Keyboard Macro

> To build a macro:
On the Keyboard menu, click Keyboard Macros.

2. When the Keyboard Macros dialog appears, click Add. The Add
Keyboard Macro dialog then appears.

3. Build the keyboard macro by editing the fields in the dialog.

a. Type a name in the Keyboard Macro Name field. This name will
appear in the Keyboard menu after it is created.

b. From the Hot-Key Combination field, select a keyboard
combination from the drop-down list. This allows you to execute
the macro with a predefined keystroke. Optional

c. Inthe Keys to Press drop-down list, select each key you would
like to use to emulate keystrokes. Select the keys in the order by
which they are to be pressed. After each selection, select Press
Key.

As each key is selected, it will appear in the Keys to Release field.
For example, select the Windows key and the letter D key. When
these keys are selected in the client, the macro will be executed.

Add a key release attribute to the macro if needed (see next step).
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d. Inthe Keys to Release field, you can define the keys you want
released in order to run the macro. For example, specify that the
keys to be pressed must also be released in order for the macro
to be executed. Select the keys in the order by which they are to
be released. Click Release Key after each selection.

e. Review the Macro Sequence field to be sure the macro sequence
is defined correctly. The contents of this field are automatically
generated and are based on the selections made in the Keys to
Press and Keys to Release fields. To remove a step in the
sequence, select it and click Remove. To change the order of
steps in the sequence, click the step and then click the up or
down arrow buttons to reorder them as needed.

Add Keyboar d Macro X

Keyboard Macro Narme PMirrnize All Windows
Hot-Key Combination CTRLH+ALTH0
Kays to Press Keys to Release Macro Sequence
Letters |
C J
| Lo | [remom |[o ][0 ]
| Ok || < ancel ' Clear |
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4. Click OK to save the macro. Click Clear to clear all field and start
over. When you click OK, the Keyboard Macros dialog appears and
lists the new keyboard macro.

Keyboard Macros [5_<|

¥ LN Talss =]
Mimmize All Windows Fun Macro

[

Add

Rermoue

Madify

1]

Claze

Selact a macro from the abowe list,

5. Click Close to close the dialog. The macro will now appear on the
Keyboard menu in the application. Select the new macro on the
menu to run it or use the keystrokes you assigned to the macro.

Note: Foreign keyboard layouts are not supported when using keyboard
macros, except for those keys listed in the “Add Keyboard Macro” dialog
for Japanese and Korean.

Running a Keyboard Macro

Once you have created a keyboard macro, execute it using the keyboard
macro you assigned to it or by choosing it from the Keyboard menu.

Run a Macro from the Menu Bar

When you create a macro, it appears under the Keyboard menu. Execute
the keyboard macro by clicking on it in the Keyboard menu.

Connection  Serial |Keyboard Video Mouze Vidoal Media Tools Wiew ‘Window

Help

0O

o= HJ Send Ctrl-Alt-Delets |@

?

1 Send Ctrl-MurnLock
Enter On-Screen Menu

Exit Dn-Screen Menu Ezcape

Keyboard Macros. ..

Minirnize All windows  CtrltAalt-0
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Run a Macro Using a Keyboard Combination

If you assigned a keyboard combination to a macro when building it,
you can execute the macro by pressing its assigned keystrokes. For
example, press the keys Ctrl+Alt+0 simultaneously to minimize all
windows on a Windows target server.

Ctri+Alt+Del Macro

Due to its frequent use, a Ctrl+Alt+Delete macro, used to reboot the
target computer, has been preprogrammed. Clicking on the

HE
Ctrl+Alt+Delete button in the toolbar sends this key sequence to the
server or to the KVM switch to which you are currently connected.

In contrast, if you were to physically press the Ctrl+Alt+Del keys, the
command would first be intercepted by your own PC due to the
structure of the Windows operating system, instead of sending the key
sequence to the target server as intended.

Common Hot Key Exceptions for MPC

The following common hot key combinations are not sent to the target

system:

Ctrl+Alt+Delete |Reboots the computer. The sequence is sent to the
local system and the Windows Security (Task
Manager, Shutdown, and so on) dialog is displayed.

Ctrl+Left Alt+M | Brings up the shortcut menu (on page 138).

Print Scrn Treated locally and copies the page to the clipboard.
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Following are limitations to specific keyboards and hot key

combinations:

Alt Gr

Because of a limitation in the Java Runtime
Environment (JRE), Fedora, Linux, and Solaris
clients receive an invalid response from Alt Gr
on United Kingdom and US International
language keyboards.

Fedora, Linux, and Solaris do not pick up events
for the Alt Gr key combination for Java 1.4.2 or
1.5. Java 1.6 appears to improve on this, although
the keyPressed and keyReleased events for Alt
Gr still identify it as an “unknown key code”.

Further, a key pressed in combination with Alt
Gr (such as on the UK keyboard Alt Gr-4, which
is the Euro symbol), will only generate a
keyTyped followed by a keyReleased event for
that value without a keyPressed event. Java 1.6
improves upon this by filling in the keyPressed
event as well.

Alt+SysRq+[key]

Since the SysRq keyboard stroke is used by some
operating systems as a print shortcut, the Alt +
SysRq + [key] combination is supported only as a
macro when using DKX with RRC and MPC to a
Linux target.
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Windows Key in MPC

When running MPC on a Windows JRE 1.4.2_x platform, if you press the
Windows key 4 to display the Start menu, the Start menu will only
appear on the client machine; the key is not sent to the target device.

When running MPC on a Windows JRE 1.5.0_x platform, if you press the
Windows key, the Start menu appears on both the client and the target
devices. Use your mouse to manually close the Start menu if you do not
want to use.

Note that if you do not close the target device's Start menu properly, any
key that you touch on your keyboard (that has a Windows key
combination function) will send that command to the target device. For
example, if you press E, the target device will open a new Explorer
window; if you press D, all target windows will be minimized so you
can view the desktop. To close the Start menu on the target device, click
the Start button or click off of the Start menu.

Keyboard Type
Specifying a Keyboard Type in MPC

MPC will not autodetect the type of keyboard you use, so you must
specify your keyboard type to ensure accurate keyboard mapping.

> To specify a keyboard type:
On the Tools menu, choose Options. The Options dialog will appear.

2. Click the Keyboard Type drop-down and select your keyboard type
from the list.
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Options

Genearal

3. Click OK.

| Advanced |

X

Show zcroll borders,

Auto-Sunc mouse in two-cursar mode, (Mot supported for KX Generation 2]
Display single cursor mode instruckions,

Autornatic Color Calibration [For KX Generation 1 only)

Kevboard Type

UsfInternational -

kg

U5/ International =
French [(France]
German [Germany ]
Japanesze

United Kingdorn

btk ay

Kaorean [Kaoreal —
Belgian [Belgiur]
Maorwegian [(Morway) ﬂ

| (a]'4 || Cancel || Apply |
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Keyboard Limitations

Japanese Kanji Keyboards

For Kanji keyboards, when using DCIM-USBs and MPC, the remote
client cannot enter EISU mode by pressing the Caps Lock key (key#30).
Local port access is not affected. You can access the DCIM-USBs using
RRC or using the keyboard macro Shift + Caps Lock in MPC.

Language Configuration on Linux

Because the Sun JRE on Linux has problems generating the correct Key
Events for foreign-language keyboards configured using System
Preferences, Raritan recommends that you configure foreign keyboards
using the methods described in the following table.

US Intl Default
UK System Settings (Control Center)
French Keyboard Indicator

Z=Raritan.
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German System Settings (Control Center)
Norwegian Keyboard Indicator
Swedish Keyboard Indicator
Danish Keyboard Indicator
Japanese System Settings (Control Center)
Korean System Settings (Control Center)
Hungarian System Settings (Control Center)

Note: The Keyboard Indicator should be used on Linux systems using
Gnome as a desktop environment.

Single Mouse Mode/Dual Mouse Mode

When remotely viewing a target server that uses a mouse, you will see
two mouse pointers on the remote desktop. When your mouse pointer
lies within the remote desktop area, mouse movements and clicks are
directly transmitted to the connected target server. The pointer,
generated by the operating system, slightly leads the target server's
mouse pointer during movement. This is a result of digital delay.

On fast LAN connections, you may want to disable the mouse pointer
and view only the target server's pointer. To toggle between these two
modes, choose Single/Double Cursor on the shortcut menu to enable
Single/Double Cursor mode. Alternatively, click the Single Mouse

3

Pointer icon ** in the toolbar or choose Mouse > Single Cursor Mode.

Single Cursor Mode §|

ou are about to enter Single Cursor mode. While wou are i this mode,
thig software will have exclusive contral over the mouze and keyboard.

To exit Single Cursar mode pou must press;

Chl + Al + M, then 5

v Show this dislog each ime you start Single Curzor mode,

(] | Cancel
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When in Dual Cursor mode, press Ctrl+Left Alt+M and execute the
Synchronize Mouse shortcut to force realignment of the mouse pointers.
If the mouse pointers still remain out of sync, click the Auto-Sense Video

Settings button = on the toolbar.

Note: When in Dual Cursor mode, if the dual mouse pointers are
synchronized but left idle for five minutes or longer, the target mouse
pointer will automatically align itself with the upper left corner of the
target window. Execute the Synchronize Mouse command to ensure
local and target mouse pointer alignment.

Single Mouse Cursor mode for Apple Mac target servers is supported for
MPC. Select Single Mouse Cursor on the Mouse menu in MPC to enter
this mode. While in this mode, the cursor will remain in the video
window for the Mac Server. To exit, open the shortcut menu and press S
on the keyboard.

Automatic Mouse Synchronization

When in Dual Cursor mode, the system will automatically align the
mouse pointers when the cursor is inactive for 15 seconds. Enable this
feature by choosing Options from the Tools menu and selecting the
"Auto-Sync mouse in two-cursor mode" checkbox.

Mouse Synchronization Options

In addition to synchronizing mouse pointers or toggling between single
and double cursor mode, the Mouse menu provides three options for
synching pointers when in Dual Cursor mode:

Absolute When connected to selected Dominion devices and
targets with USB ports, the application will use
absolute coordinates to keep the pointers in sync.

Intelligent Under certain conditions, the application can detect
the target mouse settings and synchronize the mouse
pointers accordingly, accelerating the mouse on the
target device. See Intelligent Mouse Synchronization
Conditions (on page 149) for more details.

Standard This is the standard mouse synchronization
algorithm.
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Note: The Intelligent and Standard mouse modes are only available to
users working on Dominion devices.

Intelligent Mouse Synchronization Conditions

The Intelligent Mouse Synchronization command, available on the
Mouse menu, automatically synchronizes mouse cursors during
moments of inactivity. For this to work properly, however, the following
conditions must be met:

e The active desktop should be disabled on the target.
e No windows should appear in the top left corner of the target page.

e There should not be an animated background in the top left corner of
the target page.

e The target mouse cursor shape should be normal and not animated.

e The target mouse speeds should not be set to very slow or very high
values.

e Advanced mouse properties such as “Enhanced pointer precision" or
“Snap mouse to default button in dialogs” should be disabled.

e Choose “Best Possible Video Mode” in the Video Settings window.

e The edges of the target video should be clearly visible (that is, a
black border should be visible between the target desktop and the
remote KVM console window when you scroll to an edge of the
target video image).

e When using the intelligent mouse synchronization function, having a
file icon or folder icon located in the upper left corner of your
desktop may cause the function not to work properly. To be sure to
avoid any problems with this function, Raritan recommends you do
not have file icons or folder icons in the upper left corner of your
desktop.

After autosensing the target video, manually initiate mouse
synchronization by clicking the Synchronize Mouse button on the
toolbar. This also applies when the resolution of the target changes if the
mouse cursors start to desync from each other.

If intelligent mouse synchronization fails, this mode will revert to
standard mouse synchronization behavior.

Please note that mouse configurations will vary on different target
operating systems. Consult your OS guidelines for further details. Also
note that intelligent mouse synchronization does not work with UNIX
targets.
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Connection and Video Properties

Dynamic video compression algorithms maintain KVM console usability
under varying bandwidth constraints. The Dominion KX II optimizes
KVM output not only for LAN use but also for WAN and dial-up use.
These devices can also control color depth and limit video output,
offering an optimal balance between video quality and system
responsiveness for any bandwidth constraint.

The parameters discussed in this section can be optimized in the
Connection Properties dialog and Video Settings dialog.

MPC Connection and Video Properties

Connections

> To set connection properties in MPC:
Choose Connection > Properties or click the Connection Properties
2=
button =¥ in the toolbar. Update the settings in the Compression
tab.

Properties Dialog x|

Carmpression |

Conneckion Speed: |5Autn Detect T'|

Color Depth: |Autn:r Select Color - |

[[] 1rternet Flow Contral

Srmoathing: ;
Mmoo ng ICI'FF Max

~-Frames per second

w5 fps 110 fps i1 20 fps

| O | | Cancel | | Aoply |
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2. Connection Speed - Use this setting to manually adjust the
connection speed to accommodate bandwidth constraints. IP-Reach
and Dominion can automatically detect available bandwidth and not
limit bandwidth use, but you can also adjust this usage according to
your needs. Depending on the Raritan device in use, different
options may be available.

= Auto Detect

= 1G Ethernet

= 100mb Ethernet

= 10mb Ethernet

*  1.5mb (Max DSL/T1)
= 1mb (Fast DSL/T1)

= 512 kb (Medium DSL/T1)
= 384 kb (Slow DSL/T1)
= 256 kb (Cable)

= 128 kb (Dual ISDN)

= 56 kb (ISP Modem)

= 33 kb (Fast Modem)

= 24 kb (Slow Modem)

3. Color Depth - IP-Reach and Dominion can dynamically adapt the
color depth transmitted to remote users in order to maximize
usability in all bandwidths. Select from among the options in the
drop-down list (depending on the Raritan device in use, different
options may be available):

= 15-bit RGB Color
= 8-bit RGB Color
= 4-bit Color

* 4-bit Gray
= 3-bit Gray
= 2-bit Gray

= Black and White

* For information on Progressive Update, Internet Flow Control,
Smoothing (15-bit mode only), and Frames per second (MPC
only), refer to Connection Profiles (on page 127).
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Important: For most administrative tasks (server monitoring,
reconfiguring, and so forth), administrators do not require the full
24-bit or 32-bit color spectrum made available by most video
graphics cards. Attempting to transmit such high color depths
wastes network bandwidth.

4. Click OK to change the Connection Properties.
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Video Properties

Refreshing Video Settings

Video settings can be refreshed in several ways:

e Using Video > Refresh Screen.

e Directing the device to automatically detect the video settings (Video
> Auto-sense Video Settings).

e Using the Color Calibration (on page 159) command to calibrate the
video, thereby enhancing the colors that are displayed.

e Changing the settings from the Video Settings dialog.

Change Video Settings

> To change the video settings:

1. Choose Video > Video Settings or click the Video Settings button o
in the toolbar. The Settings dialog appears and you can update the
desired settings.
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Setiings

wideo Setting |

X

~Yoize Filter

Meiz= Filter: | 2=
—2LL Settings
Clock: 1,598|—j Phasze: ﬂ%
~Zolor Settings
= )
Brightnes: Red;: 35,—j [ L ]
Brightress Green; | le—j [ =) :
= =
Brightness Blue; | 4E~|—j [ o 1
Contrast Red: 177= Lt ]
Contrast Green: | 136|—j L FE, 1
= I
Contrast Blue: | 148,—:: [ R .
'._I
Harizontal Offsez: 392|—ﬁ L e, |
Yertical Offsex: S?I_j [ [:,' ;
D Preuviaw

[ ] Autcrmatic Selar Calib-ation

~Wideo Sensing

{i:l Beszt pozsible video mode

O Guide senze vides mode

| Ok || Cancel | Apply |
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2. Noise Filter - IP Reach and Dominion can filter out the electrical
interference of video output from graphics cards. This feature
optimizes picture quality and reduces bandwidth. Higher settings
transmit variant pixels only if a large color variation exists in
comparison to the neighboring pixels. However, setting the
threshold too high can result in the unintentional filtering of desired
page changes. Lower settings transmit most pixel changes. Setting
this threshold too low can result in higher bandwidth use.

Note: Lower Noise Filter settings (approximately 1 to 4) are
recommended. Although higher settings will stop the needless
transmission of false color variations, true and intentional small
changes to a video image may not be transmitted.

3. PLL Settings - If the video image looks extremely blurry or
unfocused, the PLL settings for clock and phase can be adjusted until
a better image appears on the active target server.

Warning: Exercise caution when changing the clock and phase
settings since doing so may result in lost or distorted video and you
may not be able to return to the previous state. Contact Raritan
Technical Support before making any changes.

* Clock - Controls how quickly video pixels are displayed across
the video page. Changes made to clock settings cause the video
image to stretch or shrink horizontally. Odd number settings are
recommended. Under most circumstances this setting should not
be changed because the autodetect is usually quite accurate.

* Phase - Phase values range from 0 to 31 and will wrap around.
Stop at the phase value that produces the best video image for
the active target server.

4. Color Settings - These settings control the brightness, contrast, and
positioning of the target server display.

* Brightness Red - Controls the brightness of the red signal; range
is 0 -127.

* Brightness Green - Controls the brightness of the green signal;
range is 0 - 127.

= Brightness Blue - Controls the brightness of the blue signal;
range is 0 - 127.

* Contrast Red - Controls the red signal contrast; range is 0 - 255.

= Contrast Green - Controls the green signal contrast; range is 0 -
255.
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= Contrast Blue - Controls the blue signal contrast; range is 0 - 255.

= Horizontal Offset - Controls the horizontal positioning of the
target server display on your monitor; range is 0 - 512.

» Vertical Offset - Controls the vertical positioning of the target
server display on your monitor; range is 0 - 128.

To preview the change prior to making the selection, check the
Preview checkbox.

Check the Automatic Color Calibration checkbox to enable this
feature.

Select the video sensing mode:

= Best possible video mode - IP-Reach or Dominion will perform
the full Auto Sense process when switching targets or target
resolutions. Selecting this option calibrates the video for the best
image quality.

* Quick sense video mode - Selecting this option will cause IP-
Reach or Dominion to use a quick video Auto Sense in order to
show the target's video sooner. This option is especially useful
for entering a target server's BIOS configuration right after a
reboot.

Click OK to change the Video Settings.

Note: Some Sun background screens, such as screens with very dark
borders, may not center precisely on certain Sun servers. Use a different
background or place a lighter colored icon in the upper left corner of the

page.

Video Settings (Generation 1 Equipment Only)
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Choose Video > Video Settings or click the Video Settings button o
in the toolbar. The Settings dialog appears.

These settings can be refreshed using the Color Calibration
command, described in the next section, by manually forcing IP-
Reach or Dominion to autodetect the video settings (on the Video
menu, click Auto-sense Video Settings), or by changing the settings
in this page. After you change a value, click Apply to test the setting.

Noise Filter - IP-Reach or Dominion can filter out electrical
interference of video output from graphics cards. This feature
optimizes picture quality and reduced used bandwidth.
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Note: The default Noise Filter is 4; Raritan recommends that you
lower this value to 0 (zero).

* Higher - Noise Filter settings instruct IP-Reach or Dominion to
transmit a variant pixel of video only if a large color variation
exists in comparison to its neighbors. However, setting the
threshold too high can result in the unintentional filtering of
desired page changes.

= Lower - Noise Filter settings instruct IP-Reach or Dominion to
transmit most pixel changes. Setting this threshold too low can
result in higher bandwidth use.

Note: Lower Noise Filter settings (approximately 1 to 4) are
recommended. Although higher settings will stop the needless
transmission of false color variations, true and intentional small
changes to a video image may not be transmitted.

3. Analog-to-Digital Settings - The following parameters are best left to
IP-Reach or Dominion to automatically detect (on the RRC menu
bar, select Video > Auto-sense Video Settings), but a brief description
of each is included here.

4. PLL Settings - If the video image looks extremely blurry or
unfocused, the PLL Settings for clock and phase can be adjusted
until a better image appears on the active target server.

* Clock - Horizontal sync divider to produce pixel clock. Controls
how quickly video pixels are displayed across the video page.
Changes made to clock settings cause the video image to stretch
or shrink horizontally. Odd number settings are recommended.

* Phase - Phase values range from 0 to 31 and will wrap around.
Stop at the phase value that results in the best video image for
the active target server.

5. Color Settings - Gain control can be thought of as contrast
adjustment. Offset control can be thought of as brightness
adjustment.

* Red Gain - Controls the amplification of the red signal.

= Red Offset - Controls the bias of the red signal.

= Green Gain - Controls the amplification of the green signal.
* Green Offset - Controls the bias of the green signal.

= Blue Gain - Controls the amplification of the blue signal.

* Blue Offset - Controls the bias of the blue signal.

=
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= Link Color Controls - Makes all gain slide adjusters move in
unison when any one color's gain slide is moved and all the
offset slide adjusters move in unison when any one color's offset
slide is moved.

6. Select the video sensing option you would like to apply.

= Best possible video mode - IP-Reach or Dominion will perform
the full Auto Sense process when switching targets or target
resolutions. Selecting this radio button will cause IP-Reach or
Dominion to calibrate the video for the best image quality.

* Quick sense video mode - Selecting this radio button will cause
IP-Reach or Dominion to use a quick video Auto Sense in order
to show the target's video sooner. This option is especially useful
for entering a target server's BIOS configuration right after a
reboot.

7. Click OK to set Video Settings.

Note: Some SUN background screens, such as screens with very dark
borders, may not center precisely on certain SUN servers. Use a different
background or place a lighter colored icon in the upper left corner of the
page.

Video Settings (KX101 Only)

[Ladraritan Remote Cient - [GMBEX10] - GMBEXLO1 at 192.168.51.55 2 KV Port]
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gu 111

Bigpness [ 3] ——
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Grper Lot 120 2 ———
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I | Link Colx Controk:
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Raritan's Dominion KX101 Color Settings dialog varies from those of
other Dominion devices.

1. In the Color Settings panel, adjust the following options:
= Brightness - Controls the backlight on your page.
* Red Contrast - Controls the level of red tone on your page.
* Green Contrast - Controls the level green tone on your page.
= Blue Contrast - Controls the level of blue tone on your page.

= Click the Link Color Controls checkbox to make all slide
adjusters move in unison when any one option is moved.

2. Click OK when finished.

Color Calibration

Use the Color Calibration command if the color levels (hue, brightness,
and saturation) of the transmitted video images do not seem accurate.
The device color settings remain the same when switching from one
target KVM server to another, so you can perform color calibration once
to affect all connected target servers.

1. Open a remote KVM connection to any server running a graphical
user interface.

2. Ensure that a solid white color covers approximately 15% or more of
the target server's desktop.

=
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TIP: Open Microsoft Notepad and maximize the window.

] Rasitan Rismste Client - [Headguanters - PM_IP-Reach at 132, 168.50.173 :: Rack2_FilePrintServers]
il Connmchon Kesbowd [Video Moute Took View ‘Window Help

B untitled - Notepad i

Fle Edt Fommat Help

= 3
My Computer

A

=]

|

Inbemet
Explorer

At | | 1 @ 3 [ G untitked - Notepad
c T T I [T i

3. On the Video menu, choose Calibrate Color or click the Color

Calibration button @ on the toolbar. The target device page will
update its calibration.

Tip: You can also specify automatic color calibration using Tools >
Options. Refer to General Options in MPC (on page 161)for more
information.

Administrative Functions

Although your device provides a remote interface to administrative
functions through device manager, the client provides an interface to
frequently-used administrative functions directly from its own interface.
When logged into a device as an administrator, you can perform the
administrative tasks discussed here.

Note: Most of the commands discussed here are available in both the
Tools menu and in the shortcut menu that appears when you right-click
the device in the Navigator panel.
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Note to MPC Users

MPC users must belong to the Administrator group in order to receive
administrative permissions. MPC uses one permission: either
Administrator or Normal User. It is only when the user belongs to the
Administrator group that they have access to backup, restore, and restart
functions. This is true regardless of any device user group settings that
may be applied to the user.

General Options in MPC

The Options available in the Tools menu provide options that allow you
to customize scroll borders, mouse mode settings, single cursor mode,
auto color calibration, hot key configuration, keyboard type, broadcast
port, and logging.

» To configure the general options in MPC:

1. Choose Tools > Options. The Options dialog appears and displays
the General tab by default.

options x|

[v] show scroll barders,
EAuto-Sync rouse in two-cursor mode. (Mot supported for KX Generation 2]
@ Dizplay single cursor mode instruckions.

EAutomatic Color Calibration [(For K2 Generation 1 anly)

Keyboard Type
Ug/International -

Kevboard Shortout Menu Hothey

| CrlRAl | b4

| QK | | Cancel | | Apply |

2. Select the "Show scroll borders" checkbox to view the thin scroll
borders designating the autoscroll area.

3. Select the "Auto-Sync mouse in two-cursor mode" checkbox to
enable automatic mouse synchronization.
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4. If you select the "Display single cursor mode instructions" checkbox,
the Single Cursor Mode dialog will appear each time Single Cursor is
enabled in the application. See Single Mouse Mode/Dual Mouse
Mode (on page 147) for more information.

Single Cursor Mode . x|

You are about to enter Single Cursor mode. While you are in thiz mode,
this software will have excluzive contral over the mouse and kevboard.

To exit Single Cursor mode wou rmust press:

Ctrldalt+M, then 5
V] [shaw this dialog each time you start Single Cursor mode,

| (o] 4 || Cancel

5. Select the Automatic Color Calibration checkbox to enable automatic
color calibration. This option is available for KX generation 1 (G1)
only.

6. Select the Keyboard Type from the drop-down list (depending on
the Raritan device in use, different options may be available):

=  US/International

»  French (France)

* German (Germany)
= Japanese

*  United Kingdom

= Korean (Korea)

* Belgian

* Norwegian

7. From the Keyboard Shortcut Menu HotKey drop-down, select the
key combination you would like to use to invoke the Shortcut Menu
(on page 138).
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8. For advanced options, open the Advanced tab.

oprons x|
General_: Advanced |

EMM Switch QSUTL Hot Key

@ Scrall Lack + Seroll Lock
Mo Lock + Hum Lock

':‘ Caps Lock + Caps Lock

Broadcast Port

Port (S000

Logging

Ei Enable Lagging

| QK || Cancel || |

9. From the KVM Switch OSUI Hot Key section, select the hot key to
use when switching between target server displays.

10. For the Broadcast Port, type the broadcast port number in the Port
field if you want to use a port other then 5000.

11. Select the Enable Logging checkbox only if directed to by Technical
Support. This option creates a log file in your home directory.

12. Click OK when finished. Click Apply any time while making
selections to apply it.

Upgrading Device Firmware

> To update a device's firmware:

Connect to the device by highlighting the device's icon in the
Navigator.

2. Click Tools > Update > Update Device to perform firmware
upgrades.

3. You will be prompted to locate a Raritan firmware distribution file
(*.RFP format), which can be found on the Raritan website
(www raritan.com) on the Firmware Upgrades page.
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Ensure that you read all instructions included in firmware ZIP files
carefully before upgrading a device.

Note: Copy the firmware update file on the Raritan website to a local
machine before uploading. Do not load the file from a network drive.

Changing a Password

» To update your password
Connect to a target by selecting it in the Navigator.

2. Highlight the target's icon in the Navigator and then choose Tools >
Update > User Password. The Change Password dialog appears.

Change Password x|

Infa

Old Password |**********

Mew Paszword |

Confirm Mew Password |

| Ok | | Cancel |

Type your current password in the Old Password field.
Type the new password in the New Password field.
Retype the password in the Confirm New Password field.
When finished, click OK.

o Uk W

Restarting a Device

> To restart a device:
1. Select the device in the Navigator.

2. On the Tools menu, choose Restart Device.

Backing Up a Device Configuration

> To back up a device:

Download the device configuration to your local computer by
selecting the device in the Navigator.

2. On the Tools menu, choose Save Device Configuration.
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Restoring a Device Configuration

> To restore a device configuration:

Upload the archived device configuration by selecting the device in
the Navigator.

2. On the Tools menu, choose Restore Device Configuration.

Note that device configuration is specific to a particular device and
should not be restored to another device.

Backing Up a User Configuration

> To back up a device's user configuration:
1. Select the device in the Navigator.

2. On the Tools menu, choose Save User Configuration.

Restoring a User Configuration

> To restore a user configuration:

Upload a device's archived user configuration by selecting the device
in the Navigator.

2. On the Tools menu, choose Restore User Configuration

Note: Use these commands to easily transfer user and group information
from one device to another.

Log Files

Activity Log

> To download a detailed activity log for review or
troubleshooting:

1. Select the device in the Navigator.

2. On the Tools menu, choose Save Activity Log.
Broadcast Port

By default, all Raritan devices send data through Port 5000. This network
traffic includes the autodiscovery broadcast. In the case of conflicts or to
deal with firewall issues, you may want to use a different broadcast port.

> To change the autodiscovery port from the default
broadcast port of 5000:

1. Select the device in the Navigator.
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2. On the Tools menu, choose Options. The Options dialog appears.

3. In the Broadcast Port field, type the new port number in the Port
field and then click OK.

Note: If you want the application to autodiscover Raritan devices on the
new broadcast port you entered in the Options dialog, you must
configure all Raritan devices to use the new port number.

MPC Broadcast Port

By default, all Raritan devices send data through Port 5000. This network
traffic includes the autodiscovery broadcast. In the case of conflicts or to
deal with firewall issues, you may want to use a different broadcast port.

> To change the autodiscovery port from the default
broadcast port of 5000:

1. Select the device in the Navigator.
2. On the Tools menu, choose Options. The Options dialog appears.

3. On the Advanced tab, type the new port number in the Port field
and then click OK.

Note: If you want the application to autodiscover Raritan devices on the
new broadcast port you entered in the Options dialog, you must
configure all Raritan devices to use the new port number.

options x|
Generai_: Advanced |

KvM Switch QSUL Hot Key

@ Scroll Lock + Scroll Lock
() Mum Lock + Num Lack

() Caps Lock + Caps Lock

Broadcast Port

Port (5000

Lagging

Ei Enable Lagging

| QK || Gancel || |
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Remote Power Management

AC power to associated targets can be managed when used with a
properly configured Raritan Remote Power Control Strip (RPC strip).
Three options are available when performing remote target power
management:

e Power On
e Power Off

e Cycle Power

» To change the power status of a target:
Select the device in the Navigator.

2. On the Tools menu, choose Power On, Power Off, or Cycle Power.
ImportiIExport MPC Keyboard Macros

The functions contained in this section describe how to exchange
keyboard macro definitions between users using import and export
functions. The primary purpose of this function is to exchange data
between copies of MPC.

> To export MPC macros:

1. Choose Tools > Export Macros to open the Select Keyboard Macros
to Export dialog.

Select Keyboard Macros to Export

Minirmize All Windows
Selec All

| Caselack All |

| (a4 || Cancel

2. Select the macros to be exported by checking their corresponding
checkbox or using the Select All or Deselect All options.
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3. Click OK. The selected macro file(s) will be moved to your desktop
(by default).

A dialog from which you can locate and select the macro file will
then appear. By default, the macro will exist on your desktop.

4. Locate the macro file, click it to select it and then click Save. If the
macro already exists, you will receive an alert message. Select Yes to
overwrite the existing macro or No to close the alert without
overwriting the macro.

£ Export Keyboard Macros to |'s_<|

[ Dazktap |L| | | T3 ||j EZEZlE:
|j Py Docurnents

|j My Cornputer

ﬁ My Metwork Places

[ =vs Folders

Save im!

File narne: [

HML Files (*, =ml) -

Save | | Cancel |

Files of type:

» To import MPC macros:

1. Choose Tools > Import Macros to open the Import Macros dialog. By
default, the macro will exist on the desktop.

2. Click on the macro file and click Open to import the macro.

a. If too many macros are found in the file, an error message will be
displayed and the import will terminate once OK is selected.

b. If the import fails, an error dialog will appear and will display a
message regarding why the import failed. Select OK to continue
the import without importing the macros that cannot be
imported.

3. Select the macros to be imported by checking their corresponding
checkbox or using the Select All or Deselect All options.

4. Click OK and the import will begin.

a. If a duplicate macro is found, the Import Macros dialog will
appear. Do one of the following:
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= Click Yes to replace the existing macro with the imported
version.

= Click Yes to All to replace the currently selected and any
other duplicate macros that are found.

= Click No to keep the original macro and proceed to the next
macro

* Click No to All keep the original macro and proceed to the
next macro. Any other duplicates that are found will be
skipped as well.

= Click Cancel to stop the import.

= Alternatively, click Rename to rename the macro and import
it. If Rename is selected, the Rename Macro dialog will
appear. Enter a new name for the macro in the field and click
OK. The dialog will close and the process will proceed. If the
name that is entered is a duplicate of a macro, an alert will
appear and you will be required to enter another name for
the macro.

b. If during the import process the number of allowed, imported
macros is exceeded, a dialog will appear. Click OK to attempt to
continue importing macros or click Cancel to stop the import
process.

The macros will then be imported.

If a macro is imported that contains a hot key that already exists, the
hot key for the imported macro will be discarded.
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Multi-Platform Client (MPC)

Opening Administrator and Diagnostic Interfaces
Administrator Interface

For further control of a selected device, in the Navigator, scroll down the
list of all the targets associated with the specific device (you may have to
expand your view of the device by clicking on the + sign before its
name). Next, double-click the Admin icon at the bottom of the target list.
The Administrator login page for the selected device appears.

=& Raritan.

Usernamea;: |

Password: |

Part: [soo0

| == Laogin | | x Cancel | | @ Help |
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Diagnostic Interface (excluding Dominion KX II)

Access the device's diagnostic console by double clicking on the
Diagnostic icon at the bottom of the target list in the Navigator. Scroll
down the list of all the targets associated with the device (you may have
to expand your view of the device) and double-click the Diagnostic icon
at the bottom of the target list.
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Overview

Virtual media extends KVM capabilities by enabling KVM target servers
to remotely access media from the client PC and network file servers.
With this feature, media mounted on the client PC and network file
servers is essentially "mounted virtually" by the target server. The target
server can then read from and write to that media as if it were physically
connected to the target server itself. Virtual media can include internal
and USB-mounted CD and DVD drives, USB mass storage devices, PC
hard drives, and ISO images (disk images).

Note: ISO9660 is the standard supported by Raritan. However, other ISO
standards can be used.

Virtual media provides the ability to perform additional tasks remotely,
such as:

e Transferring files
¢ Running diagnostics
e Installing or patching applications

e Complete installation of the operating system

This expanded KVM control eliminates most trips to the data center,
saving time and money, thereby making virtual media very powerful.
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@ Desktop PC ° CD/DVD drive

® Dominion KX II ° USB

@ CIM ° Hard drive image files

@ Target server ° Remote file server (ISO
images)

Prerequisites for Using Virtual Media

The following conditions must be met in order to use virtual media:

Dominion KX 1l

e For users requiring access to virtual media, the Dominion KX II
permissions must be set to allow access to the relevant ports, as well
as virtual media access (VM Access port permission) for those ports.
Port permissions are set at the group-level; refer to Setting Port
Permissions (on page 200) in the device user guide for more
information.

e A USB connection must exist between the Dominion KX II device
and the target server.

e If you want to use PC-Share, Security Settings (on page 248) must
also be enabled in the Security Settings page. Optional

*  You must choose the correct USB profile for the KVM target server

you are connecting to.

Client PC

e Certain virtual media options require administrative privileges on
the client PC (for example, drive redirection of complete drives).

Note: If you are using Microsoft Vista, turn User Account Control
off: Control Panel > User Accounts > User Account Control > turn
off.

If you would prefer not to change Vista account permissions, run
Internet Explorer as an administrator. To do this, click the Start
Menu, locate IE, right-click it and select Run as Administrator.
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Target Server

e KVM target servers must support USB connected drives.

e KVM target servers running Windows 2000 must have all of the
recent patches installed.

e USB 2.0 ports are both faster and preferred.
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File Server Setup (File Server 1ISO Images Only)

Z=Raritan.

Note: This feature is only required when using virtual media to access
file server ISO images.

Note: ISO9660 format is the standard supported by Raritan. However,
other CD-ROM extensions may also work.

Use the Dominion KX II Remote Console File Server Setup page to
designate the files server(s) and image paths that you want to access
using Dominion KX II virtual media. File server ISO image(s) specified
here will become available for selection in the Remote Server ISO Image
Hostname and Image drop-down lists in the Map Virtual Media CD/ISO
Image dialog. See CD-ROM/DVD-ROM/ISO Images (on page 183).

» To designate file server ISO images for virtual media
access:

1. Choose Virtual Media from the Dominion KX II Remote Console.
The File Server Setup page opens.

P‘_M‘t H!fn'_:: E Lirsl Mg UI':I! Management | Device Setling= | Security | Manlenancs Elilgnuﬂ.i“

Homa » Fila Sadeas Satup l.;u-gml‘.

File Server Setup
Soloctod Host HameAPAddrons Image Path
W | PR RREE] [Aresgesitsict k0 *
r I I
r I I
r I I y
r | |
r I I
r | |
r | |
r | |
r I I

B LT e e e s

2. Enter information about the file server ISO images that you want to
access:
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=  Host Name/IP Address. Host name or IP address of the file
server.

* Image Path. Full path name of the location of the ISO image.

3. Check the Selected checkbox for all media that you want accessible
as virtual media.

4. Click Save. All media specified here will now be available for
selection in the Map Virtual Media CD/ISO Image dialog.

Using Virtual Media

178

With the Dominion KX II virtual media feature, you can mount up to
two drives (of different types) that are supported by the USB profile
currently applied to the target. These drives are accessible for the
duration of the KVM session.

For example, you can mount a specific CD-ROM, use it, and then
disconnect it when you are done. The CD-ROM virtual media “channel”
will remain open, however, so that you can virtually mount another CD-
ROM. These virtual media “channels” remain open until the KVM
session is closed as long as the USB profile supports it.

» To use virtual media:

Connect/attach the media to the client or network file server that you
want to access from the target server. This need not be the first step,
but it must be done prior to attempting to access this media.

== Raritan.
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Verify that the appropriate prerequisites are met. See Prerequisites for
Using Virtual Media (on page 175).

The following conditions must be met in order to use virtual media:

Dominion KX 11

For users requiring access to virtual media, Dominion KX II
permissions must be set to allow access to the relevant ports, as well
as virtual media access (VM Access port permission) for those ports.
Port permissions are set at the group-level; refer to Setting Port
Permissions (on page 200) in the device user guide for more
information.

A USB connection must exist between the Dominion KX II device
and the target server.

If you want to use PC-Share, Security Settings (on page 248) must
also be enabled in the Security Settings page. Optional

You must choose the correct USB profile for the KVM target server
you are connecting to.

Client PC

Certain virtual media options require administrative privileges on
the client PC (for example, drive redirection of complete drives).

Note: If you are using Microsoft Vista, turn User Account Control
off: Control Panel > User Accounts > User Account Control > turn
off.

If you would prefer not to change Vista account permissions, run
Internet Explorer as an administrator. To do this, click the Start
Menu, locate IE, right-click it and select Run as Administrator.

Target Server

== Raritan.
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KVM target servers must support USB connected drives.

KVM target servers running Windows 2000 must have all of the
recent patches installed.

USB 2.0 ports are both faster and preferred..

If you plan to access file server ISO images, identify those file servers
and images through the Dominion KX II Remote Console File Server
Setup page. See File Server Setup (File Server ISO Images Only) (on
page 177).

Note: ISO9660 format is the standard supported by Raritan.
However, other CD-ROM extensions may also work.

Open a KVM session with the appropriate target server.
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a. Open the Port Access page from the Dominion KX II Remote

Console.

b. Connect to the target server from the Port Access page:

* Click the Port Name for the appropriate server.

= Choose the Connect command from the Port Action menu. The
target server opens in a Virtual KVM Client (on page 50)

window.

4. Connect to the virtual media.

Local drives

Connect Drive (see "Local Drives" on
page 181)

Local CD/DVD drives

Connect CD-ROM/ISO Image (see
"CD-ROM/DVD-ROM/ISO Images"
on page 183)

ISO Images

Connect CD-ROM/ISO Image

File Server ISO Images

Connect CD-ROM/ISO Image

5. Upon completion of your tasks, disconnect the virtual media. See
Disconnecting Virtual Media (on page 184).
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Connecting to Virtual Media

Z=Raritan.

Local Drives

This option mounts an entire drive, which means the entire disk drive is
mounted virtually onto the target server. Use this option for hard drives
and external drives only; it does not include network drives, CD-ROM,
or DVD-ROM drives. This is the only option for which Read/Write is
available.

Note: KVM target servers running certain versions of the Windows
operating system may not accept new mass storage connections after an
NTFS-formatted partition (for example, the local C drive) has been
redirected to them.

If this occurs, close the Dominion KX II Remote Console and reconnect
before redirecting another virtual media device. If other users are
connected to the same target server, they must also close their
connections to the target server.

» To access a drive on the client computer:

1. From the Virtual KVM Client, choose Virtual Media > Connect
Drive. The Map Virtual Media Drive dialog appears.

Map Virtual Media Drive: DominionKXIl_ Port 1 E|

Select a local drive for mounting onto the target server.
Local Drive :
[ (Hard Disk)

connect | Cancel |

2. Choose the drive from the Local Drive drop-down list.

3. If you want Read and Write capabilities, select the Read-Write

checkbox. This option is disabled for nonremovable drives. Refer to
the Conditions when Read/Write is Not Available (on page 182) for
more information. When checked, you will be able to read or write to
the connected USB disk.
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WARNING: Enabling Read/Write access can be dangerous!
Simultaneous access to the same drive from more than one entity can
result in data corruption. If you do not require Write access, leave
this option unselected.

4. Click Connect. The media will be mounted on the target server
virtually. You can access the media just like any other drive.

Note: If there is no USB connection to the target server, you will see a
warning message that says, "The virtual media capability is set up
but will not be available until the USB cable is connected or the
target is powered on. Check your USB connectivity or see if the
target is powered on." Resolve this issue, then connect to the drive
again.

Conditions when Read/Write is Not Available
Virtual media Read/Write is not available in the following situations:
e For all hard drives.
e When the drive is write-protected.
e When the user does not have Read/Write permission:
= Port Permission Access is set to None or View.

* Port Permission VM Access is set to Read-Only or Deny.

182 =&=Raritan.

When you're ready to take control®



Z=Raritan.

Chapter 4: Virtual Media

CD-ROM/DVD-ROM/ISO Images

This option mounts CD-ROM, DVD-ROM, and ISO images.

Note: ISO9660 format is the standard supported by Raritan. However,

other CD-ROM extensions may also work.

» To access a CD-ROM, DVD-ROM, or ISO image:

From the Virtual KVM Client, choose Virtual Media > Connect CD-
ROM/ISO Image. The Map Virtual Media CD/ISO Image dialog

appears.

*ap Wirtual Media CDTS0 Inage: LPmachine [
Select a CRODVD diive or an 150 image to mount ontoe te tlarget server.

1~ [Local CODNVD Drive:]

[o ico-RoM) |

B0 Image:
Image Path:

| B

" Remote Server IS0 image
Hostnanms:

InEge:
| 2 I - |
File Sarvr Usemarnme: File Servar Passward:

I [

Connecl | Cancel

2. For internal and external CD-ROM or DVD-ROM drives:

a. Choose the Local CD/DVD Drive option.

b. Choose the drive from the Local CD/DVD Drive drop-down list.
All available internal and external CD and DVD drive names

will be populated in the drop-down list.
c. Click Connect.

3. For ISO images:

a. Choose the ISO Image option. Use this option when you want to
access a disk image of a CD, DVD, or hard drive. ISO format is

the only format supported.

b. Click the Browse button.

c. Navigate to the path containing the disk image you want to use
and click Open. The path is populated in the Image Path field.

When you're ready to take control®
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Disconnecting Virtual Media

d.

Click Connect.

For remote ISO images on a file server:

a.

b.

e.

Choose the Remote Server ISO Image option.

Choose Hostname and Image from the drop-down lists. The file
servers and image paths available are those that you configured
using the File Server Setup page. Only items you configured
using the Dominion KX II File Server Setup page will be in the
drop-down list. Refer to File Server Setup (File Server ISO
Images Only) (on page 177) for more information.

File Server Username. User name required for access to the file
server.

File Server Password. Password required for access to the file
server (field is masked as you type).

Click Connect.

The media will be mounted on the target server virtually. You can
access the medjia just like any other drive.

Note: If you are working with files on a Linux target, use the Linux Sync
command after the files are copied using virtual media in order to view
the copied files. Files may not appear until a sync is performed.

Disconnecting Virtual Media

To disconnect the virtual media drives:

For local drives, choose Virtual Media > Disconnect Drive.

For CD-ROM, DVD-ROM, and ISO images, choose Virtual Media >
Disconnect CD-ROM/ISO Image.

Note: In addition to disconnecting the virtual media using the
Disconnect command, simply closing the KVM connection closes the

virtual media as well.
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In This Chapter
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Selecting Profiles for a KVM Port ... 195

Overview

To broaden the Dominion KX II's compatibility with different KVM
target servers, Raritan provides a standard selection of USB
configuration profiles for a wide range of operating system and BIOS-
level server implementations.

The Generic (default) USB profile meets the needs of the vast majority of
deployed KVM target server configurations. Additional profiles are
provided to meet the specific needs of other commonly deployed server
configurations (for example, Linux and Mac OS X). There are also a
number of profiles (designated by platform name and BIOS revision) to
enhance virtual media function compatibility with the target server, for
example, when operating at the BIOS level.

USB profiles are configured on the Device Settings > Port Configuration
> Port page of the Dominion KX II Remote and Local Consoles. A device
administrator can configure the port with the profiles that best meet the
needs of the user and the target server configuration.

A user connecting to a KVM target server chooses among these
preselected profiles in the Virtual KVM Client (on page 50), depending
on the operational state of the KVM target server. For example, if the
server is running and the user wants to use the Windows operating
system, it would be best to use the Generic profile. But if the user wants
to change settings in the BIOS menu or boot from a virtual media drive,
depending on the target server model, a BIOS profile may be more
appropriate.

Should none of the standard USB profiles provided by Raritan work
with a given KVM target, Raritan Technical Support can provide a
custom profile to establish a viable connection to the KVM target.
Custom profiles that are useful to a wide range of customers will be
included in scheduled firmware upgrades.
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CIM Compatibility

In order to make use of USB profiles, you must use a D2-CIM VUSB or
D2-CIM DVUSB with updated firmware. A VM-CIM that has not had its
firmware upgraded will support a broad range of configurations
(Keyboard, Mouse, CD-ROM, and Removable Drive) but will not be able
to make use of profiles optimized for particular target configurations.
Given this, existing VM-CIMs should be upgraded with latest firmware
in order to access USB profiles. Until existing VM-CIMs are upgraded,
they will be able to provide functionality equivalent to the ‘Generic’
profile.

VM-CIM firmware is automatically upgraded during a Dominion KX II
firmware upgrade, but VM-CIMs that have not had their firmware
upgraded can be upgraded as described in Upgrading CIMs (on page
264).

See Computer Interface Modules (CIMs) (on page 295) for additional
information.

Available USB Profiles

The current release of the Dominion KX II comes with the selection of
USB profiles described in the following table. New profiles are included
with each firmware upgrade provided by Raritan. For information about
new USB profiles, see the release notes provided with each firmware

release.
BIOS Dell PowerEdge Dell PowerEdge

1950/2950/2970/6950/R200 1950/2950/2970/6950/R200 BIOS

Use either this profile or 'Generic'
profile for Dell PowerEdge
1950/2950/2970/6950/R200 BIOS.

Restrictions:

None
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BIOS DellOptiplex Keyboard | Dell Optiplex BIOS Access (Keyboard
Only Only)

Use this profile to have keyboard
functionality for the Dell Optiplex
BIOS when using D2CIM-VUSB.
When using the new D2CIM-DVUSB,
use 'Generic' profile.

Notice:

Optiplex 210L/280/745/GX620
requires D2CIM-DVUSB with
'Generic' profile to support Virtual
Media

Restrictions:

USB bus speed limited to full-speed
(12 MBit/s)

No Virtual Media support
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BIOS DellPowerEdge Dell PowerEdge BIOS Access
Keyboard Only (Keyboard Only)

Use this profile to have keyboard
functionality for the Dell PowerEdge
BIOS when using D2CIM-VUSB.
When using the new D2CIM-DVUSB,
use 'Generic' profile.

Notice:

PowerEdge 650/1650/1750/2600/2650
BIOS do not support USB CD-ROM
and disk drives as a bootable device

PowerEdge
750/850/860/1850/2850/5C1425 BIOS
requires D2CIM-DVUSB with
'Generic' profile to support Virtual
Media

Use 'BIOS Dell PowerEdge
1950/2950/2970/6950/R200" or
'Generic' profile for PowerEdge
1950/2950/2970/6950/R200 when
operating in the BIOS

Restrictions:

USB bus speed limited to full-speed
(12 MBit/s)

Absolute mouse synchronization™
not supported

No Virtual Media support
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BIOS Generic BIOS Generic

Use this profile when Generic OS
profile does not work on the BIOS.

WARNING: USB enumeration will
trigger whenever Virtual Media is
connected or disconnected

Restrictions:

USB bus speed limited to full-speed
(12 MBit/s)

Absolute mouse synchronization™
not supported

Virtual CD-ROM and disk drives

cannot be used simultaneously

BIOS HP Proliant DL145 HP Proliant DL145 PhoenixBIOS

Use this profile for HP Proliant DL145
PhoenixBIOS during OS installation.

Restrictions:

USB bus speed limited to full-speed
(12 MBit/s)

BIOS HPCompaq BIOS HP Compaq DC7100/DC7600
DC7100/DC7600

Use this profile to boot the HP
Compaq DC7100/DC7600 series
desktops from Virtual Media.

Restrictions:

Virtual CD-ROM and disk drives
cannot be used simultaneously
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BIOS IBM ThinkCentre IBM Thinkcentre Lenovo BIOS

Lenovo Use this profile for the IBM

Thinkcentre Lenovo system board
(model 828841U) during BIOS
operations.

Restrictions:

USB bus speed limited to full-speed
(12 MBit/s)

Virtual CD-ROM and disk drives
cannot be used simultaneously

BIOS Lenovo ThinkPad Té61 BIOS Lenovo ThinkPad T61 and X61
& X61 (boot from Virtual Media)

Use this profile to boot the T61 and
X61 series laptops from Virtual
Media.

Restrictions:

USB bus speed limited to full-speed
(12 MBit/s)

BIOS Mac BIOS Mac

Use this profile for Mac BIOS.
Restrictions:

Absolute mouse synchronization™
not supported

Virtual CD-ROM and disk drives
cannot be used simultaneously

Generic The generic USB profile resembles the
behavior of the original KX2 release.
Use this for Windows 2000, XP, Vista
and later.

Restrictions:

None

190 == Raritan.

When you're ready to take control®



Chapter 5: Configuring USB Profiles

HP Proliant DL360/DL380
G4 (HP SmartStart CD)

HP Proliant DL360/DL380 G4 (HP
SmartStart CD)

Use this profile for the HP Proliant
DL360/DL380 G4 series server when
installing OS using HP SmartStart

Restrictions:

USB bus speed limited to full-speed
(12 MBit/s)

Absolute mouse synchronization™
not supported

HP Proliant D1.360/D1.380
G4 (Windows 2003 Server
Installation)

HP Proliant DL360/DL380 G4
(Windows 2003 Server Installation)

Use this profile for the HP Proliant
DL360/DL380 G4 series server when
installing Windows 2003 Server
without the help of HP SmartStart

Restrictions:

USB bus speed limited to full-speed
(12 MBit/s)

Linux

Generic Linux profile

This is the generic Linux profile; use it
for Redhat Enterprise Linux, SuSE
Linux Enterprise Desktop and similar
disributions.

Restrictions:

Absolute mouse synchronization™
not supported
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MAC OS X (10.4.9 and later) | Mac OS-X, version 10.4.9 and later

This profile compensates the scaling
of mouse coordinates introduced in
recent versions of Mac OS-X. Select
this if the remote and local mouse
positions get out of sync near the
desktop borders.

Restrictions:

Virtual CD-ROM and disk drives
cannot be used simultaneously

RUBY Industrial Mainboard | RUBY Industrial Mainboard
(AwardBIOS) (AwardBIOS)

Use this profile for the RUBY-
9715VG2A series industrial
mainboards with
Phoenix/AwardBIOS v6.00PG.

Restrictions:

USB bus speed limited to full-speed
(12 MBit/s)

Virtual CD-ROM and disk drives
cannot be used simultaneously

Supermicro Mainboard Supermicro Mainboard Phoenix
Phoenix (AwardBIOS) AwardBIOS

Use this profile for the Supermicro
series mainboards with Phoenix
AwardBIOS.

Restrictions:

Virtual CD-ROM and disk drives
cannot be used simultaneously
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Suse 9.2 SuSE Linux 9.2

Use this for SuSE Linux 9.2
disribution.

Restrictions:

Absolute mouse synchronization™
not supported

USB bus speed limited to full-speed
(12 MBit/s)

Troubleshooting 1 Troubleshooting Profile 1
Mass Storage first
Keyboard and Mouse (Type 1)

USB bus speed limited to full-speed
(12 MBit/s)

Virtual CD-ROM and disk drives
cannot be used simultaneously

WARNING: USB enumeration will
trigger whenever Virtual Media is
connected or disconnected.

Troubleshooting 2 Troubleshooting Profile 2
Keyboard and Mouse (Type 2) first
Mass Storage

USB bus speed limited to full-speed
(12 MBit/s)

Virtual CD-ROM and disk drives
cannot be used simultaneously

WARNING: USB enumeration will
trigger whenever Virtual Media is
connected or disconnected.
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Troubleshooting 3 Troubleshooting Profile 3
Mass Storage first
Keyboard and Mouse (Type 2)

USB bus speed limited to full-speed
(12 MBit/s)

Virtual CD-ROM and disk drives
cannot be used simultaneously

WARNING: USB enumeration will
trigger whenever Virtual Media is
connected or disconnected.

Use Full Speed for Virtual Use Full Speed for Virtual Media CIM

Media CIM This profile resembles the behavior of

the original KX2 release with Full
Speed for Virtual Media CIM option
checked. Useful for BIOS that cannot
handle High Speed USB devices.

Restrictions:

USB bus speed limited to full-speed
(12 MBit/s)

194 =&=Raritan.

When you're ready to take control®



Chapter 5: Configuring USB Profiles

Selecting Profiles for a KVM Port

The Dominion KX II comes with a set of USB profiles that you assign to a
KVM port based on the characteristics of the KVM target server it
connects to. You assign USB profiles to a KVM port in the Device
Settings > Port Configuration > Port page in either the Dominion KX II
Remote or Local Console.

It is the administrator that designates the profiles that are most likely to
be needed for a specific target. These profiles are then available for
selection via MPC/VKC. If a profile has not been made available, you can
access any of the available profiles by selecting USB Profile > Other
Profiles.

Assigning USB profiles to a KVM port makes those profiles available to a
user when connected to a KVM target server. The user selects a USB
profile from the USB Profile menu in VKC.

For information about assigning USB profiles to a KVM port, see USB
Profiles (Port page) (on page 243).
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User Groups
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The Dominion KX II stores an internal list of all user and group names to
determine access authorization and permissions. This information is
stored internally in an encrypted format. There are several forms of
authentication and this one is known as “local authentication”. All users
have to be authenticated. If the Dominion KX II is configured for
LDAP/LDAPS or RADIUS, that authentication is processed first,
followed by local authentication.

Every Dominion KX II is delivered with three default user groups; these
groups cannot be deleted:

Admin Users that are members of this group have full
administrative privileges. The original, factory-
default user is a member of this group and has the
complete set of system privileges. In addition, the
Admin user must be a member of the Admin group.

Unknown This is the default group for users who are
authenticated externally using LDAP/LDAPS or
RADIUS or who are unknown to the system. If the
external LDAP/LDAPS or RADIUS server does not
identify a valid user group, the Unknown group is
used. In addition, any newly created user is
automatically put in this group until assigned to
another group.

Individual An individual group is essentially a “group” of one.
Group That is, the specific user is in its own group, not
affiliated with other real groups. Individual groups
can be identified by the “@” in the Group Name. The
individual group allows a user account to have the
same rights as a group.
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User Group List

User groups are used with local and remote authentication (via RADIUS
or LDAP/LDAPS). It is a good idea to define user groups before creating
individual users since, when you add a user, you must assign that user
to an existing user group.

The User Group List page displays a list of all user groups, which can be
sorted in ascending or descending order by clicking on the Group Name
column heading. From the User Group List page, you can also add,
modify, or delete user groups.

> To list the user groups:

e Choose User Management > User Group List. The User Group List

page opens.
ort Accevs | st woces |RSRRRRGERRER -vce Setimgs | Sccurty | Mamerance | Dugnostics
Hoffa * Usad Managemest * Spaupd Logeut}
User Group List i
| ko
r @markeirg
rC Qhestog
A
Add | | Delete j
T R TP R . o il ~ - e,

Relationship Between Users and Groups

Users belong to a group and groups have privileges. Organizing the
various users of your Dominion KX II into groups saves time by
allowing you to manage permissions for all users in a group at once,
instead of managing permissions on a user-by-user basis.

You may also choose not to associate specific users with groups. In this
case, you can classify the user as “Individual.”

Upon successful authentication, the device uses group information to
determine the user's permissions, such as which server ports are
accessible, whether rebooting the device is allowed, and other features.
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Users, Groups, and Access Permissions

The Dominion KX II stores an internal list of all user and group names to
determine access authorization and permissions. This information is
stored internally in an encrypted format. There are several forms of
authentication and this one is known as “local authentication”. All users
have to be authenticated. If the Dominion KX II is configured for
LDAP/LDAPS or RADIUS, that authentication is processed first,
followed by local authentication.

Adding a New User Group

> To add a new user group:

Open the Group page by selecting User Management > Add New
User Group or clicking the Add button from the User Group List

page.
The Group page is organized into the following categories: Group,
Permissions, Port Permissions, and IP ACL.

2. Type a descriptive name for the new user group into the Group
Name field.

3. Set the permissions for the group. Select the checkboxes before the
permissions you want to assign to all of the users belonging to this
group. Refer to Setting Permissions (on page 200) for more
information.

4. Set the port permissions. Specify the server ports that can be
accessed by users belonging to this group (and the type of access).
Refer to Setting Port Permissions (on page 200) for more
information.

5. Set the IP ACL. Refer to Group-based IP ACL (Access Control List)
(on page 201) for more information. This feature limits access to the
Dominion KX II device by specifying IP addresses. It applies only to
users belonging to a specific group, unlike the IP Access Control (on
page 256) list feature that applies to all access attempts to the device
(and takes priority). Optional

6. Click OK.
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Note: Several administrative functions are available within MPC and
from the Dominion KX II Local Console. These functions are available
only to members of the default Admin group.

Home = User Management = Group Lagout

Group Hame *

¥ Permissions

Device Settings
Diagnostics
Maintenance
Modem Access
PC-Share
Security

User Management

OOooOoooo

¥ Port Permissions

Port Access VM Access Power Control
Win Target Deny Deny v Deny v
Dominion_KSX2_Port2 Deny Deny hd Deny %
Dominion_KSX2_Port3 Deny v Deny hd Deny ¥
KSX-G2 Admin Deny v Deny i Deny b
Dominion_KSX2_Port5s Deny Deny v Deny %
Dominion_KSX2_Porté Deny v Deny v Deny ¥
Dominion_KSX2_Port? Deny % Deny b Deny ¥
Dominion_KSX2_Ports Deny v Deny hd Deny ¥
Cisco 2501 Deny Deny v
Sp-2 Deny W Deny w
Serial Port 3 Deny v Deny ¥
Serial Port 4 Deny v Deny ¥
SP-5 Deny % Dery %
Serial Port 6 Deny v Deny ¥
Serial Port T Deny % Deny %
Serial Port § Deny v Deny %

D Set Allto Deny D Set Al Wk Access to Deny D Set All Power to Deny

D Set Allto Wiew D Set Al WM Locess to Read-Only

D Set &llto Contral D Set &l WM Access to Read-Wite D Set &l Povwer to SAccess
Rule Starting IP Ending IP Action
| | i |[accerT v
| Append | | Insert | | Replace | | Delete |

Copyright @ 2007 Rartan Computer Inc.
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Setting Permissions

Important: Selecting the User Management checkbox allows the
members of the group to change the permissions of all users, including
their own. Carefully consider granting these permissions.

Device Settings Network settings, date/time settings, port
configuration (channel names, power
associations), event management (SNMP,
Syslog), virtual media file server setup

Diagnostics Network interface status, network statistics,
ping host, trace route to host, Dominion KX II
diagnostics

Maintenance Backup and restore database, firmware

upgrade, factory reset, reboot

Modem Access Permission to use the modem to connect to the
KSX device.
PC-Share Simultaneous access to the same target by

multiple users

Security SSL certificate, security settings (VM Share, PC-
Share), IP ACL

User Management | User and group management, remote
authentication (LDAP/LDAPS/RADIUS), login
settings

Setting Port Permissions

For each server port, you can specify the type of access, the type of access
to the virtual media, and the power control. Please note that the default
setting for all permissions is disabled.

Option | Descrip. Option | Descrip. Option | Descrip.

Z=Raritan.
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None* | Denied Deny* Virtual Deny* | Deny
access media power
completely permission control to

is denied the target
altogether server
for the port

View View the Read- Virtual Access |Full
video (but Only media permissio
not interact access is nto
with) the limited to power
connected read access control on
target server only a target

server

Control |Control the |Read- Complete
connected Write access (read,
target server write) to

virtual
media
* Default setting

Tip: Use the checkboxes to quickly set all the permissions the same for

every port.

Group-Based IP ACL (Access Control List)

Important: Exercise caution when using group-based IP access control.
It is possible to be locked out of your Dominion KX II if your IP
address is within a range that has been denied access.

This feature limits access to the Dominion KX II device by users in the
selected group to specific IP addresses. This feature applies only to users
belonging to a specific group, unlike the IP Access Control List feature
that applies to all access attempts to the device, is processed first, and
takes priority. Refer to IP Access Control (on page 256) for more
information.

Important: The IP address 127.0.0.1 is used by the Dominion KX II

Local Port and cannot be blocked.

Z=Raritan.
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Use the IP ACL section of the Group page to add, insert, replace, and
delete IP access control rules on a group-level basis.

R

Pleaze note: IP Access Control iz enabled! IP ranges blocked by IP Access Control will be blocked for Group bazed System Access
Control as well.

[PRPPRTpSS

Rule # Starting IP Ending IP Action

| | | || AcceeT v

| Append | | Insert | | Replace | | Delete | j
TR R R P R R o P R R TR ot S e o T e P et e ot e A A e e e B 8 R o A e B e B

» To add (append) rules:
Type the starting IP address in the Starting IP field.

N

Type the ending IP address in the Ending IP field.

«»

Choose the action from the available options:

* Accept - IP addresses set to Accept are allowed access to the
Dominion KX II device.

* Drop - IP addresses set to Drop are denied access to the
Dominion KX II device.

4. Click Append. The rule is added to the bottom of the rules list.
Repeat steps 1 through 4 for each rule you want to enter.

> To insert a rule:

Enter a rule #. A rule # is required when using the Insert command.

2. Enter the Starting IP and Ending IP fields.

3. Choose the action from the Action drop-down list.

4. Click Insert. If the rule # you just typed equals an existing rule #, the
new rule is placed ahead of the exiting rule and all rules are moved
down in the list.

> To replace a rule:

1. Specify the rule # you want to replace.

2. Type the Starting IP and Ending IP fields.

3. Choose the Action from the drop-down list.

4. Click Replace. Your new rule replaces the original rule with the same

rule #.

> To delete a rule:

Specify the rule # you want to delete.

Z=Raritan.
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2. Click Delete.

3. When prompted to confirm the deletion, click OK.

Important: ACL rules are evaluated in the order in which they are
listed. For instance, in the example shown here, if the two ACL rules
were reversed, Dominion would accept no communication at all.

Buibe = Starting P Enelireg 1P Action
1 1892168501 19216855255 ACCEPT
2 0.000 F55. 255 255 255 DROP
1 | [accerr =]
Appand I i_ It J - Paplaca i1l Dot |

Tip: The rule numbers allow you to have more control over the order in
which the rules are created.

Setting Permissions for an Individual Group

> To set permissions for an individual user group:

Locate the group from among the groups listed. Individual groups
can be identified by the @ in the Group Name.

2. Click the Group Name. The Group page opens.
3. Select the appropriate permissions.

4. Click OK.

Modifying an Existing User Group

Note: All permissions are enabled (and cannot be changed) for the
Admin group.

» To modify an existing user group:

From the Group page, change the appropriate fields and set the
appropriate permissions.

2. Set the Permissions for the group. Select the checkboxes before the

permissions you want to assign to all of the users belonging to this
group. Refer to Setting Permissions (on page 200) for more
information.
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3. Set the Port Permissions. Specify the server ports that can be
accessed by users belonging to this group (and the type of access).
Refer to Setting Port Permissions (on page 200) for more
information.

4. Set the IP ACL (optional). This feature limits access to the Dominion
KX II device by specifying IP addresses. Refer to Group-based IP
ACL (Access Control List) (on page 201) for more information.

5. Click OK.

> To delete a user group:

Important: If you delete a group with users in it, the users are
automatically assigned to the <unknown> user group.

Tip: To determine the users belonging to a particular group, sort the
User List by User Group.

1. Choose a group from among those listed by checking the checkbox
to the left of the Group Name.

2. Click Delete.

3. When prompted to confirm the deletion, click OK.

Users
Users must be granted user names and passwords to gain access to the
Dominion KX II. This information is used to authenticate users
attempting to access your Dominion KX II.
=V= o
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User List

The User List page displays a list of all users including their user name,
full name, and user group. The list can be sorted on any of the columns
by clicking on the column name. From the User List page, you can also
add, modify, or delete users.

> To view the list of users:

e Choose User Management > User List. The User List page opens.

Home » Upsd Mansgemant » Upsm Lagou
User List
[ o] Ay Aukeiny
I markEting A Congumess Smarketing
r et Joa Teceter Eritber
[ maa | [ oelete
C A T TR R R T IR e PR R R R R R e ‘

Adding a New User

It is a good idea to define user groups before creating Dominion KX II
users because, when you add a user, you must assign that user to an
existing user group. Refer to Adding a New User Group (on page 198) for
more information.

From the User page, you can add new users, modify user information,
and reactivate users that have been deactivated.

Note: A user name can be deactivated when the number of failed login
attempts has exceeded the maximum login attempts set in the Security
Settings page. Refer to Security Settings (on page 248) for more
information.

> To add a new user:

Open the User page by choosing User Management > Add New User
or clicking the Add button on the User List page.

2. Type a unique name in the Username field (up to 16 characters).

3. Type the person's full name in the Full Name field (up to 64
characters).

205
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Type a password in the Password field and retype the password in
the Confirm Password field (up to 64 characters).

Choose the group from the User Group drop-down list. The list
contains all groups you have created in addition to the system-
supplied default groups (<Unknown> (default setting), Admin,
Individual Group).

If you do not want to associate this user with an existing User Group,
select Individual Group from the drop-down list. For more
information about permissions for an Individual Group, refer to
Setting Permissions for an Individual Group (on page 203).

To activate the new user, select the Active checkbox. The default is
activated (enabled).

Click OK.

Modifying an Existing User

—_

® N

To modify an existing user:
Locate the user from among those listed on the User List page.
Click the user name. The User page opens.

On the User page, change the appropriate fields. (Refer to Adding a
New User for information about how to get access the User page.)

To delete a user, click Delete. You are prompted to confirm the
deletion.

Click OK.

== Raritan.
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Authentication Settings

Authentication is the process of verifying that a user is who he says he is.
Once a user is authenticated, the user's group is used to determine his
system and port permissions. The user's assigned privileges determine
what type of access is allowed. This is called authorization.

When the Dominion KX II is configured for remote authentication, the
external authentication server is used primarily for the purposes of
authentication, not authorization.

From the Authentication Settings page you can configure the type of
authentication used for access to your Dominion KX IL

Note: Even if you select remote authentication (LDAP/LDAPS or
RADIUS), local authentication is still used.

> To configure authentication:

Choose User Management > Authentication Settings. The
Authentication Settings page opens.

2. Choose the option for the authentication protocol you want to use
(Local Authentication, LDAP/LDAPS, or RADIUS). Choosing the
LDAP option enables the remaining LDAP fields; selecting the
RADIUS option enables the remaining RADIUS fields.

3. If you choose Local Authentication, proceed to step 6.

4. If you choose LDAP/LDAPS, read the section entitled Implementing
LDAP Remote Authentication (see "Implementing LDAP/LDAPS
Remote Authentication" on page 211) for information about
completing the fields in the LDAP section of the Authentication
Settings page.

5. If you choose RADIUS, read the section entitled Implementing
RADIUS Remote Authentication (on page 213) for information
about completing the fields in the RADIUS section of the
Authentication Settings page.

6. Click OK to save.

> To return to factory defaults:
e (lick the Reset to Defaults button.
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User Authentication Settings

Authentication is the process of verifying that a user is who he says he is.
Once a user is authenticated, the user's group is used to determine his
system and port permissions. The user's assigned privileges determine
what type of access is allowed. This is called authorization.

When Dominion KX II is configured for remote authentication, the
external authentication server is used primarily for the purposes of
authentication, not authorization.

From the Authentication Settings page you can configure the type of
authentication used for access to your Dominion KX IL

Note: Even if you select remote authentication (LDAP/LDAPS or
RADIUS), local authentication is still used.

» To configure authentication:

Choose User Management > Authentication Settings. The
Authentication Settings page opens.

2. Choose the option for the authentication protocol you want to use
(Local Authentication, LDAP/LDAPS, or RADIUS). Choosing the
LDAP option enables the remaining LDAP fields; selecting the
RADIUS option enables the remaining RADIUS fields.

3. If you choose Local Authentication, proceed to step 6.

4. If you choose LDAP/LDAPS, read the section entitled Implementing
LDAP Remote Authentication (see "Implementing LDAP/LDAPS
Remote Authentication" on page 211) for information about
completing the fields in the LDAP section of the Authentication
Settings page.

5. If you choose RADIUS, read the section entitled Implementing
RADIUS Remote Authentication (on page 213) for information
about completing the fields in the RADIUS section of the
Authentication Settings page.

6. Click OK to save.

> To return to factory defaults:

e (lick the Reset to Defaults button.
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User Authentication Process

When the device is configured to authenticate and authorize local users
from CC, the order in which the user credentials are validated follows
the following process:

User logs in

ls CC Reachable? Yes
g "ﬂ....-"'“'--..,___ ___'_..—--"""’. -
s User authenticated —_
“-._ in CC database?
“Is User authenticated
__inlocal database? -~
Yes
Yes > a
v
User allowed
No
No ey
> <
-\___ i
h J

User denied
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Remote authentication follows the process specified in the flowchart

below:

No
. Enabled?

hd
-
~

zlé User authenticaté'&"“'-----...x.
. inlocal database? - 2

.
o

User logs in

b4

e -

ls Remote -

Authentication Yes

e Sy

,f Is Remotex""“---x...
Authentication Server
“~._ reachable?

-

No

T =

No
Yes

b 4

o b
-

/...----/l"é' User authenticateﬁ"‘*--..._.,»
“~_in remote database ?

= -
= i
T

Yes Yes

User allowed

No
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h 4

User denied
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Implementing LDAP/LDAPS Remote Authentication

Lightweight Directory Access Protocol (LDAP/LDAPS) is a networking
protocol for querying and modifying directory services running over
TCP/IP. A client starts an LDAP session by connecting to an
LDAP/LDAPS server (the default TCP port is 389). The client then sends
operation requests to the server, and the server sends responses in turn.

Reminder: Microsoft Active Directory functions natively as an
LDAP/LDAPS authentication server.

> To use the LDAP authentication protocol, enter the
following information:

1. Click Device > Network to open the Network Settings page.

2. Type the IP address or DNS name of your LDAP/LDAPS remote
authentication server in the Primary LDAP Server field. When the
Enable Secure LDAP option is selected, the DNS name must be used.

3. Type the IP address or DNS name of your backup LDAP/LDAPS
server in the Secondary LDAP Server field. When the Enable Secure
LDAP option is selected, the DNS name must be used. Note that the
remaining fields share the same settings with the Primary LDAP
Server field. Optional

4. Type the server secret (password) required to authenticate against
your remote authentication server in the Secret Phrase field and
again in the Confirm Secret Phrase field. Enter the password in use
on the LDAP/LDAPS server.

5. Dialback Query String. Type the dialback query string. If you are
using Microsoft Active Directory, you must enter the following
string:

msRADIUSCallbackNumber

Note: This string is case sensitive.

6. Select the Enable Secure LDAP checkbox if you would like to use
SSL; the Secure LDAP Port field is enabled. Secure Sockets Layer
(SSL) is a cryptographic protocol that allows Dominion KX II to
communicate securely with the LDAP/LDAPS server.

7. The default Port is 389. Either use the standard LDAP TCP port or
specify another port.
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8. The default Secure LDAP Port is 636. Either use the default port or
specify another port. This field is enabled when the Enable Secure
LDAP checkbox is selected.

9. Certificate File. Consult your authentication server administrator to
get the CA certificate file in Base64 encoded X-509 format for the
LDAP/LDAPS server. Use the Browse button to navigate to the
certificate file. This field is enabled when the Enable Secure LDAP
option is selected.

10. DN of administrative User. Distinguished Name of administrative
user; consult your authentication server administrator for the
appropriate values to type into this field. An example DN of
administrative User value might be:
cn=Administrator,cn=Users,dc=testradius,dc=com.

11. User Search DN. This describes the name you want to bind against
the LDAP/LDAPS, and where in the database to begin searching for
the specified Base DN. An example Base Search value might be:
cn=Users,dc=raritan,dc=com. Consult your authentication server
administrator for the appropriate values to enter into these fields.

12. Type of external LDAP/LDAPS server. Choose from among the
options available:

=  Generic LDAP Server.

* Microsoft Active Directory. Active Directory is an
implementation of LDAP/LDAPS directory services by Microsoft
for use in Windows environments.

13. Active Directory Domain. Type the name of the Active Directory
Domain.

Returning User Group Information from Active Directory
Server

The Dominion KX II supports user authentication to Active Directory
(AD) without requiring that users be defined locally on the Dominion
KX II. This allows Active Directory user accounts and passwords to be
maintained exclusively on the AD server. Authorization and AD user
privileges are controlled and administered through the standard
Dominion KX II policies and user group privileges that are applied
locally to AD user groups.

IMPORTANT: If you are an existing Raritan, Inc. customer, and have
already configured the Active Directory server by changing the AD
schema, Dominion KX II still supports this configuration and you do
not need to perform the following operations. Refer to Updating the

== Raritan.

When you're ready to take control®



Chapter 6: User Management

LDAP Schema (on page 302) for information about updating the AD
LDAP/LDAPS schema.

> To enable your AD server on the Dominion KX II:

Using Dominion KX II, create special groups and assign proper
permissions and privileges to these groups. For example, create
groups such as KVM_Admin and KVM_Operator.

2. On your Active Directory server, create new groups with the same
group names as in the previous step.

3. Onyour AD server, assign the Dominion KX II users to the groups
created in step 2.

4. From the Dominion KX II, enable and configure your AD server
properly. Refer to Implementing LDAP/LDAPS Remote
Authentication (on page 211).

Important Notes:

e  Group Name is case sensitive.

e The Dominion KX II provides the following default groups that
cannot been changed or deleted: Admin and <Unknown>. Verify
that your Active Directory server does not use the same group
names.

e If the group information returned from the Active Directory server
does not match a Dominion KX II group configuration, the
Dominion KX II automatically assigns the group of <Unknown> to
users who authenticate successfully.

e If you use a dialback number, you must enter the following case-
sensitive string: msRADIUSCallbackNumber

Implementing RADIUS Remote Authentication

Remote Authentication Dial-in User Service (RADIUS) is an AAA
(authentication, authorization, and accounting) protocol for network
access applications.

> To use the RADIUS authentication protocol:

Type the IP address of your primary and optional secondary remote
authentication servers in the Primary Radius Server and Secondary
Radius Server fields, respectively.
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Type the server secret used for authentication (in the Shared Secret
fields). The shared secret is a character string that must be known by
both the Dominion KX II and the RADIUS server to allow them to
communicate securely. It is essentially a password.

Authentication Port. The default authentication port is 1812; change
as required.

Accounting Port. The default accounting port is 1813; change as
required.

Timeout (in seconds). The default timeout is 1 second; change as
required. The timeout is the length of time the Dominion KX II waits
for a response from the RADIUS server before sending another
authentication request.

Retries. The default number of retries is 3; change as required. This is
the number of times the Dominion KX II will send an authentication
request to the RADIUS server.

Global Authentication Type. Choose from among the options in the
drop-down list:

* PAP - With PAP, passwords are sent as plain text. PAP is not
interactive; the user name and password are sent as one data
package once a connection is established, rather than the server
sending a login prompt and waiting for a response.

== Raritan.
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CHAP - With CHAP, authentication can be requested by the
server at any time. CHAP provides more security than PAP.

& RADWS

Primary Radius Server

Shared Secret

Authentication Port
1812

Accounting Port
1813

Thimeout {in seconds)

wff‘
=
3
[ ]

Secondary Radius Server

Shared Secret

—

pap

Avhentication Port
1812

Accounting Port
1813

|

Timeout {in seconds)

TG|F =
=
=
@

Global Authentication Type
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Returning User Group Information via RADIUS

When a RADIUS authentication attempt succeeds, the Dominion KX II
device determines the permissions for a given user based on the
permissions of the user's group.

Your remote RADIUS server can provide these user group names by
returning an attribute, implemented as a RADIUS FILTER-ID. The
FILTER-ID should be formatted as follows:

Raritan:G{GROUP_NAME}

where GROUP_NAME is a string, denoting the name of the group to
which the user belongs.

Raritan:G{GROUP_NAME}:D{Dial Back Number}

where GROUP_NAME is a string denoting the name of the group to
which the user belongs and Dial Back Number is the number associated
with the user account that the Dominion KX II modem will use to dial
back to the user account.

RADIUS Communication Exchange Specifications

The Dominion KX II sends the following RADIUS attributes to your
RADIUS server:

Access-Request (1)

NAS-Port-Type (61) VIRTUAL (5) for network connections.
NAS-IP-Address (4) The IP address for the Dominion KX II.
User-Name (1) The user name entered at the login screen.
Acct-Session-1D (44) Session ID for accounting.
User-Password(2) The encrypted password.

Accounting-Request(4)

Acct-Status (40) Start(1) - Starts the accounting.
NAS-Port-Type (61) VIRTUAL (5) for network connections.
NAS-Port (5) Always 0.

Z=Raritan.
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NAS-IP-Address (4)

The IP address for the Dominion KX II.

User-Name (1)

The user name entered at the login screen.

Acct-Session-ID (44)

Accounting-Request(4)

Session ID for accounting.

Acct-Status (40)

Stop(2) - Stops the accounting

NAS-Port-Type (61)

VIRTUAL (5) for network connections.

NAS-Port (5)

Always 0.

NAS-IP-Address (4)

The IP address for the Dominion KX II.

User-Name (1)

The user name entered at the login screen.

Acct-Session-ID (44)

Session ID for accounting.

Change a Password

Z=Raritan.

» To change your password:

1. Choose User Management > Change Password. The Change
Password page opens.

Port Accogs

Hema » Lgar Masagamant > Changa Passsssrd

Change Password

Ol Passwiond

[

Hew Password

[

Confirm New Password

[ox ] [ cancer

B S T S PP, ‘_1

2. Type your current password in the Old Password field.
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3. Type anew password in the New Password field; retype the new
password in the Confirm New Password field. Passwords can be up
to 64 characters in length and can consist of English alphanumeric
characters and special characters.

4. Click OK.

5. You will receive confirmation that the password was successfully
changed. Click OK.

Note: If strong passwords are in use, this page displays information
about the format required for the passwords. For more information
about passwords and strong passwords, refer to Strong Passwords (on
page 250).
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Network Settings

Use the Network Settings page to customize the network configuration
(for example, the IP address, discovery port, and LAN interface
parameters) for your Dominion KX II unit.

Important: The Dominion KX II must be rebooted for new network
settings to take effect. Before changing the network configuration,
ensure that there are no other active user connections to the device. All
connections will be dropped when the Dominion KX II unit reboots.

Basically, there are two options available to setup your IP configuration:

e None (default) - This is the recommended option (static IP). Since the
Dominion KX 1l is part of your network infrastructure, you most
likely do not want its IP address to change frequently. This option
allows you to set the network parameters.

e DHCP - With this option the IP address is automatically assigned by
a DHCP server.

> To change the network configuration:

Choose Device Settings > Network. The Network Settings page
opens.

2. Update the Network Basic Settings. Refer to Network Basic Settings
(on page 220) for more information about each of the fields.

3. Update the Network Miscellaneous Settings. Refer to Network
Miscellaneous Settings (on page 222) for more information about
each of the fields.

4. Update the LAN Interface Settings. Refer to LAN Interface Settings
(on page 222) for more information about each of the fields.
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5. Click OK to set these configurations. If your changes require
rebooting the device, a reboot message appears.

Wirlual Modsa | Umer Mlnqnﬂ:rﬂ

e aW

fings]| security | Maintenance | Disgnostics |

» To reset to factory defaults:
Click Reset to Defaults.

vt
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Graeway IP address
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Network Basic Settings

Device Name - Type a unique name for the device (up to 16
characters; spaces are not allowed). Name your device so you can
easily identify it. The default name for a Dominion KX II device is
Dominion KX II. Remote users will also see this name. However, if
an MPC user has created a Connection Profile for this device, that
user will see the information entered into the Description field from

the Profile instead.

IP auto configuration - Select from among the options available in

the drop-down list:

= None - Use this option if you do not want an auto IP
configuration and prefer to set the IP address yourself (static IP).
This is the default and recommended option.

Z=Raritan.
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If None is selected for the IP auto configuration, the following
Network Basic Settings fields are enabled, allowing you to manually
set the IP configuration.

IP Address - The default IP address is 192.168.0.192.
Subnet Mask - The default subnet mask is 255.255.255.0.

Gateway IP Address - The IP address for the gateway (if one
is used).

Primary DNS Server IP Address - The primary Domain
Name Server used to translate names into IP addresses.

Secondary DNS Server IP Address - The secondary Domain
Name Server used to translate names into I addresses (if
one is used).

* DHCP - Dynamic Host Configuration Protocol is used by
networked computers (clients) to obtain unique IP addresses and
other parameters from a DHCP server. If DHCP is used, enter
the Preferred host name (DHCP only). Up to 63 characters.

CrpeminiboniCsl

Mone =

Network Basic Sefttings

Device Hame ©
IP aimts & orfigpuin ation

Préfer&d host nane (DHCP anbyl

IPF address

1521685997

submet mask

2552552550

Gateway IF address
19216859126

Primary DS server IP address

Secondany DNS server IP adiiess

pescntiny DS sere
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Network Miscellaneous Settings

Discovery Port - The Dominion KX II discovery occurs over a single,
configurable TCP port. The default is Port 5000, but you can
configure it to use any TCP port not in use. To access the Dominion
KX II device from beyond a firewall, your firewall settings must
enable two-way communication through the default Port 5000 or a
nondefault port that you have configured. For more information,
refer to Step 5: Configure Network Firewall Settings (on page 35).

Bandwidth Limit - The default is No Limit. Choose from among the
options in the drop-down list to set a maximum amount of
bandwidth that can be consumed by the Dominion KX II device (for
all sessions). The options include: No Limit, 100 Megabit, 10
Megabit, 5 Megabit, 2 Megabit, 512 Kilobit, 256 Kilobit, and 128
Kilobit.

Note: Lower bandwidth may result in slower performance.

Network Miscellaneous Settings

Discowery Poit '

ESEIEIEI

Bandwidth Limit
EN-n Limit - I

LAN Interface Settings

The current parameter settings are identified in the Current LAN
interface parameters field.

LAN Interface Speed & Duplex - Choose from among the speed and
duplex combinations available.

= Autodetect (default option)

= 10 Mbps/Half - Both LEDs blink

= 10 Mbps/Full - Both LEDs blink

= 100 Mbps/Half - Yellow LED blinks

= 100 Mbps/Full - Yellow LED blinks

= 1000 Mbps/Full (gigabit) - Green LED blinks

» Half-duplex provides for communication in both directions, but
only one direction at a time (not simultaneously).

* Full-duplex allows communication in both directions
simultaneously.
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Note: Occasionally there are problems running at 10 Mbps in either
half or full duplex. If you are experiencing problems, try another
speed and duplex setting.

Refer to Network Speed Settings (on page 300) for more information.

e Enable Automatic Failover - Check this checkbox to allow the
Dominion KX II to automatically recover its network connection
using a second network port if the active network port fails.

Note: Because a failover port is not activated until after a failover has
actually occurred, Raritan recommends that you either not monitor
the port or monitor it only after a failover occurs.

When this option is enabled, the following two fields are used:

* Ping Interval (seconds) - Ping interval determines how often the
Dominion KX II checks the status of the network connection
(setting this too low may cause excess network traffic). The
default ping interval is 30 seconds.

* Timeout (seconds) - Timeout determines how long a network
port must be “dead” before the switch is made. Both network
ports must be connected to the network. This option must be
checked in order for the Automatic Failover to function. The
default timeout is 60 seconds.

Note: The default ping interval and timeout causes remote sessions
to be dropped when the Dominion KX II device tries to switch over.
When this occurs, the remote session needs to be reestablished.
Reducing these intervals to much lower values will allow remote
sessions to stay connected, but will result in increased network
traffic.
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Set System ACL - Click this button to set a global-level Access
Control List for your Dominion KX II by ensuring that your device
does not respond to packets being sent from disallowed IP
addresses. The IP Access Control page opens.

Note: These ACL values are global, affecting the Dominion KX II

unit as a whole. You can also create ACLs on a group-level basis. For
example, you can create an “Outsourced Vendors” user group that is
permitted to access the Dominion KX II only from a given IP address

range (refer to Group-based IP ACL (see "Group-Based IP ACL
(Access Control List)" on page 201) for more information on how to

create group-specific Access Control Lists).

LAN Interface Settings

Note: Foi rediable rreiwork conmmiricalion, configure e
Drorvirniody KX I afed LAN Switch fo fre same AN kiterface

S pead aind Duiplex, For excmple, cofrfgrn e both e Chofiaon
KX N amd LAN Swrtch to Autodatect {recormmrafrded) or sal
both to a fheed s peadduplex stich as T00MDpS Fuil.

Current LAN interface parameters:
aldoregoteation on, 100 Mops, full duplex, ink ok

LAN im&iface Spaad & Duplex
10 WbpeHal TI

[T Enable Automstic Falover

Pimg Interval (seconds) *

Timeout {Secomds) "

l Set System ACL
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Date/Time Settings

Use the Date/Time Settings page to specify the date and time for the
Dominion KX II. There are two ways to do this:

¢ Manually set the date and time or synchronize with a Network Time
Protocol (NTP) server.

Note: The Dominion KX II does not support Daylight Savings Time.

> To set the date and time:

1. Choose Device Settings > Date/Time. The Date/Time Settings page
opens.

Hama » Dawics Setlings » DateTime Seltings

DatelTime Settings

Time Zone
[ (T +00) England, Inebared, Portugal =]

fw User Specified Tine !
Date (Month, Day, Vear)
woy sl oot

Timwe {Hour, Minude)

~  Symechronize with HTP Server

Primany Time server

Secondary Time serder *

[

Thaa NTP Sarviér configuration i oblsired sulomatically. For propssr
function, pleass maks sure thal the: DHCE server used by ths device l
provices conrect lime server information

[ox] | pesetToDetauhe | [ cCancel |

mommmt e en --\..\_l-\-..l.d--"-\.ﬂ-\.t.__ ‘p-""*"_" 'y

v S e e e
2. Choose your time zone from the Time Zone drop-down list.
3. Choose the method you would like to use to set the date and time:

= User Specified Time. Choose this option to input the date and
time manually.
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= Synchronize with NTP Server. Choose this option to synchronize
the date and time with the Network Time Protocol (NTP) Server.

a. For the User Specified Time option, enter the date and time. For
the time, use the hh:mm format (using a 24-hour clock).

4. For the Synchronize with NTP Server option:
a. Enter the IP address of the Primary Time server.

b. Enter the IP address of the Secondary Time server. Optional
5. Click OK.

Event Management

The Dominion KX II Event Management feature provides a set of screens
for enabling and disabling the distribution of system events to SNMP
Managers, Syslog, and the audit log. These events are categorized, and

for each event you can determine whether you want the event sent to
one or several destinations.
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Event Management - Settings

SNMP Configuration

Simple Network Management Protocol (SNMP) is a protocol governing
network management and the monitoring of network devices and their
functions. Dominion KX II offers SNMP Agent support through Event
Management.

» To configure SNMP (enable SNMP logging):

1. Choose Device Settings > Event Management - Settings. The Event
Management - Settings page opens.

Port Accese | Virbual Media | User Management

Haome > Devioe Setlings = Event Managemend - Setfings

SHMP Connguration ;

[] SNMF Logging Enabled

Hame

frzwm ]

Contzct
Location
Agent Community String

Type

Destination P Port# Community

PP

Ciick here o views the Dominion K(2-101 SHMP RIS

P

SysLog Conngurathon

[ Enablc Syzlog Forwarding

IP Address

|

O | [ Resct To Defoults | [ coneal | }

L S I e A8 A e o e 8 o i A ot

2. Choose the Enable SNMP Logging option. This enables the
remaining SNMP fields.

3. Inthe Name, Contact, and Location fields, type the SNMP agent's
name (that is, the device's name) as it appears in the Dominion KX II
Console interface, a contact name related to this device, and where
the Dominion device is physically located, respectively.
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4. Type the Agent Community String (the device's string). An SNMP
community is the group that devices and management stations
running SNMP belong to. It helps define where information is sent.
The community name is used to identify the group. The SNMP
device or agent may belong to more than one SNMP community.

5. Specify whether the community is Read-Only or Read-Write using
the Type drop-down list.

6. Configure up to five SNMP managers by specifying their Destination
IP, Port #, and Community.

7. Click the "Click here to view the Dominion- SNMP MIB" link to
access the SNMP Management Information Base.

8. Click OK.

Syslog Configuration

> To configure the Syslog (enable Syslog forwarding):

Choose the Enable Syslog Forwarding option to log the device's
messages to a remote Syslog server.

2. Type the IP Address of your Syslog server in the IP Address field.
3. Click OK.

Syslog Configuration

[~ Enable Syslog Forwarding

IP Address

> To reset to factory defaults:
e C(Click the Reset To Defaults button.
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Event Management - Destinations

System events, if enabled, can generate SNMP notification events (traps),
or can be logged to Syslog or Audit Log. Use the Event Management -
Destinations page to select the system events to track and where to send
this information.

Note: SNMP traps will only be generated if the SNMP Logging Enabled
option is selected; Syslog events will only be generated if the Enable
Syslog Forwarding option is selected. Both of these options are in the
Event Management - Settings (on page 227) page.

> To select events and their destinations:

1. Choose Device Settings > Event Management - Destinations. The
Event Management - Destinations page opens.

Por riaisl Moia | Umer Mansgemernt | DEWES SHEIAGE | Secus ity | Maintsmance | Dagnesticon

Mama » Davice Satbags » Bvant Mansgemeat - Damngticas Legost

Event Management - Destinations

Note: SNIAP traps will enly be generated If the "SNWP Logging Enabled” option is checked, Similariy. Sysiog svents will enly be generated if the “Enable
Syslog Forwarding” option is cheched, These options can be found on the "Event Management - Seftings” page on the Device Seftings menu.
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System events are categorized by Device Operation, Device
Management, Security, User Activity, and User Group
Administration.
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2. Select the checkboxes for those event line items you want to enable
or disable, and where you want to send the information.

Tip: Enable or disable entire Categories by checking or clearing the
Category checkboxes, respectively.

3. Click OK.

> To reset to factory defaults:
e (Click the Reset To Defaults button.

Warning: When using SNMP traps over UDDP, it is possible for the
Dominion KX II and the router it is attached to to fall out of
synchronization when the Dominion KX II is rebooted, preventing the
SNMP trap, "reboot completed," from being logged.

SNMP Agent Configuration

SNMP-compliant devices, called agents, store data about themselves in
Management Information Bases (MIBs) and return this data to the SNMP
managers. Use the Event Logging page to configure the SNMP
connection between the Dominion KX II (SNMP Agent) and an SNMP

manager.

SNMP Trap Configuration

SNMP provides the ability to send traps, or notifications, to advise an
administrator when one or more conditions have been met. The
following table lists the Dominion KX II SNMP traps:

configBackup The device configuration has been backed up.

configRestore The device configuration has been restored.

deviceUpdateFailed Device update has failed.

deviceUpgradeCompleted | The Dominion KX II has completed update via an
REFP file.

deviceUpgradeStarted The Dominion KX II has begun update via an RFP
file.

factoryReset The device has been reset to factory defaults.

firmwareFileDiscarded Firmware file was discarded.

firmwareUpdateFailed Firmware update failed.

firmwareValidationFailed Firmware validation failed.

Z=Raritan.
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groupAdded A group has been added to the Dominion KX II
system.

groupDeleted A group has been deleted from the system.

groupModified A group has been modified.

ipConflictDetected An IP Address conflict was detected.

ipConflictResolved An IP Address conflict was resolved.

networkFailure An Ethernet interface of the product can no longer

communicate over the network.

networkParameterChanged |[A change has been made to the network
parameters.

passwordSettingsChanged | Strong password settings have changed.

portConnect A previously authenticated user has begun a KVM
session.

portConnectionDenied A connection to the target port was denied.

portDisconnect A user engaging in a KVM session closes the

session properly.

portStatusChange The port has become unavailable.

powerNotification The power outlet status notification: 1=Active,
O=Inactive.

powerOutletNotification Power strip device outlet status notification.

rebootCompleted The Dominion KX II has completed its reboot.

rebootStarted The Dominion KX II has begun to reboot, either
through cycling power to the system or by a warm
reboot from the OS.

securityViolation Security violation.

startCCManagement The device has been put under CommandCenter
Management.

stopCCManagement The device has been removed from

CommandCenter Management.

userAdded A user has been added to the system.

userAuthenticationFailure | A user attempted to log in without a correct
username and/or password.

== Raritan. 231

When you're ready to take control®



Event Management

userConnectionLost A user with an active session has experienced an
abnormal session termination.

userDeleted A user account has been deleted.

userLogin A user has successfully logged into the Dominion
KX I and has been authenticated.

userLogout A user has successfully logged out of the Dominion
KX I properly.

userModified A user account has been modified.

userPasswordChanged This event is triggered if the password of any user

of the device is modified.

userSessionTimeout A user with an active session has experienced a
session termination due to timeout.

vmImageConnected User attempted to mount either a device or image
on the target using Virtual Media. For every
attempt on device/image mapping (mounting) this
event is generated.

vmlImageDisconnected User attempted to unmount a device or image on
the target using Virtual Media.
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Power Supply Setup Page

The Dominion KX II provides dual power supplies, and can
automatically detect and provide notification regarding the status of
these power supplies. Use the Power Supply Setup page to specify
whether you are using one or both of the power supplies. Proper
configuration ensures that the Dominion KX II sends the appropriate
notifications should a power supply fail. For example, if power supply
number one fails, the power LED at the front of the unit will turn red.

> To enable automatic detection for the power supplies
in use:

1. Choose Device Settings > Power Supply Setup. The Power Supply
Setup page opens.

ni'uwr: Supply Selup Page | Device Setlings | Home rhiwirsid b 1o Fenaet fﬂ#ﬂ'
| Fie Bt Vew Fawrtes Tock Help *
. A 1 Ly i k L2
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Address | ] hitpe:i192.168,59. 180/ home. a0 1
Cﬁ_-glc:{_:v

e i B - | €Y sockmarksr Bhablocked | ek v 4000

=T R "'
cea R T Port Accews | Virtual Media
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Hemp b Davica Samtings » Posms Supply Setep Pags
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fF Poweiinl Auto Detect
ko a3 fF Poweiind Auto Detect
, 00T 10032
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¥ % | [ ResetToDefauls | | Cancel
P Addreis 192162 50150
Frrrevirs 20 0 2 5154
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ke, o, et i e e i I ol el g, s it

2. If you are plugging power input into power supply number one
(left-most power supply at the back of the unit), then select the
Powerlnl Auto Detect option.

3. If you are plugging power input into power supply number two
(right-most power supply at the back of the unit), then select the
Powerln2 Auto Detect option.

4. Click OK.
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Note: If either of these checkboxes is selected and power input is not
actually connected, the power LED at the front of the unit turns red.

> To turn off the automatic detection:

Deselect the checkbox for the appropriate power supply.

» To reset to factory defaults:
e C(Click the Reset To Defaults button.

Note: The Dominion KX II does NOT report power supply status to
CommandCenter. Dominion I (generation 1), however, does report
power supply status to CommandCenter.
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Port Configuration Page

The Port Configuration page displays a list of the Dominion KX II ports.
Ports connected to KVM target servers or power strips are displayed in
blue and can be edited. For ports with no CIM connected or with a blank
CIM name, a default port name of Dominion-KX2_Port# is assigned,
where Port# is the number of the Dominion KX II physical port.

» To change a port configuration:

1. Choose Device Settings > Port Configuration. The Port Configuration
Page opens.

Pert Accesn | Virlual Media | Uaes Manegemer | ewees Settings | S=curity | Maintenance | Diagnostses
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This page is initially displayed in port number order, but can be
sorted on any of the fields by clicking on the column heading.

= Port Number - Numbered from 1 to the total number of ports
available for the Dominion KX II device.

* Port Name - The name assigned to the port. A port name
displayed in black indicates that you cannot change the name
and that the port cannot be edited; port names displayed in blue
can be edited.
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Note: Do not use apostrophes for the Port (CIM) Name.

* Port Type - The type of CIM connected to the port:

DCIM Dominion CIM

Not Available [No CIM connected

PCIM Paragon CIM

PowerStrip Power CIM

VM Virtual Media CIM (D2CIM-VUSB and
D2CIM-DVUSB)

2. Click the Port Name for the port you want to edit.

* For KVM ports, the Port page is opened. From this page, you can
name the ports and create power associations.

* For power strips, the Port page for power strips is opened. From
this page, you can name the power strips and their outlets. name
the power strips and their outlets.

Power Control

Connect the Power Strip

> To connect the power strip:

Connect the male RJ-45 of the D2CIM-PWR to the female RJ-45
connector on the power strip.

2. Connect the female RJ-45 connector of the D2CIM-PWR to any of the
available female system port connectors on the Dominion KX II
using a straight through Cat 5 cable.

3. Attach an AC power cord to the target server and an available power
strip outlet.

4. Connect the power strip to an AC power source.
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5. Power on the Dominion KX II unit.
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Name the Power Strip (Port Page for Power Strips)

This Port page opens when you select a port from the Port Configuration
page that is connected to a Raritan remote power strip. The Type and the
Name fields are prepopulated; note that the (CIM) Type cannot be
changed. The following information is displayed for each outlet in the
power strip: [Outlet] Number, Name, and Port Association.

Use this page to name the power strip and its outlets. All names can be
up to 32 alphanumeric characters and can include special characters.

Note: When a power strip is associated with a target server (port), the
outlet name is replaced by the target server name (even if you assigned
another name to the outlet).

» To name the power strip (and outlets):

Note: CommandCenter Service Gateway does not recognize power strip
names containing spaces.

1. Change the Name of the power strip to something you will
remember.

2. Change the [Outlet] Name if desired. (Outlet names default to the
outlet #.)
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3. Click OK.

Home = Device Seltings » Port Configuration > Fort

Port 17

Type:
PowverStrip

Hamie:
PovwverStrip-PCRS |

Outlets

Humber Hame Port Association
1 Dominion-Portt (1) | Dominion-Port7
3 |Outlet 2 |

3 \Outlet 3 |

3 |Cutlet 4 |

5 \Outlet 5 |

6 |Outlet & |

7 \Outlet 7 |

3 |Outlet 3 |

| ok | | cancel

==Raritan. 239

When you're ready to take control®



Port Configuration Page

240

Associate KVM Target Servers to Outlets (Port Page)

This Port page opens when you select a port from the Port Configuration
page that is connected to a target server. From this page, you can make
power associations, change the port name to something more
descriptive, and update target server settings if you are using the
D2CIM-VUSB CIM. The (CIM) Type and the (Port) Name fields are
prepopulated; note that the CIM type cannot be changed.

A server can have up to four power plugs and you can associate a
different power strip with each. From this page, you can define those
associations so that you can power on, power off, and power cycle the
server from the Port Access page.

To use this feature, you will need:

e Raritan remote power strip(s)

e Power CIMs (D2CIM-PWR)

» To make power associations (associate power strip
outlets to KVM target servers):

Note: When a power strip is associated to a target server (port), the
outlet name is replaced by the target server name (even if you assigned
another name to the outlet).

1. Choose the power strip from the Power Strip Name drop-down list.

2. For that power strip, choose the outlet from the Outlet Name drop-
down list.

3. Repeat steps 1 and 2 for all desired power associations.

4. Click OK. A confirmation message is displayed.

> To change the port name:

Type something descriptive in the Name field. For example, the
name of the target server would be a likely candidate. The name can
be up to 32 alphanumeric characters and can include special
characters.

2. Click OK.

» To remove a power strip association:

Select the appropriate power strip from the Power Strip Name drop-
down list.
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For that power strip, select the appropriate outlet from the Outlet
Name drop-down list.

From the Outlet Name drop-down list, select None.

Click OK. That power strip/outlet association is removed and a
confirmation message is displayed.

 Port Access | Virtusl Media | User Mansgement | DEwics Setiings | Sccurity | Mair

Homa » Device Settings » Fort Condiguration > Port
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Note for D2CIM-VUSB CIM Usage

If you are using the D2CIM-VUSB, there are additional settings on the
Port page used to improve performance. Specifically:

e If you are experiencing synchronization issues and are using the
D2CIM-VUSB CIM for a Mac target server, check the "Absolute
mouse scaling for MAC server" option.

e Certain BIOS do not support USB high-speed capabilities and the
attempt to autonegotiate does not work. If you are experiencing
BIOS problems with the target server, check the Use Full Speed for
Virtual Media CIM option.

Note: For SUSE 9.2 KVM target servers, enable (check) the Use Full
Speed for Virtual Media CIM option for those target server ports. SUSE
9.2 does not work with the Virtual Media CIM when high speed is
negotiated.
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USB Profiles (Port Page)

You choose the available USB profiles for a port in the Select USB
Profiles for Port section of the Port page. The USB profiles chosen in the
Port page become the profiles available to the user in VKC when
connecting to a KVM target server from the port. The default is the
Windows 2000/XP/Vista profile. For information about USB profiles, see
Configuring USB Profiles (on page 185).

Note: To set USB profiles for a port, you must have a VM-CIM connected
with firmware compatible with the current firmware version of the
Dominion KX II. See Upgrading CIMs (on page 264).

The profiles available to assign to a port appear in the Available list on
the left. The profiles selected for use with a port appear in the Selected

list on the right. When you select a profile in either list, a description of
the profile and it's use appears in the Profile Description field.

In addition to selecting a set of profiles to make available for a KVM
port, you can also specify the preferred profile for the port and apply the
settings set for one port other KVM ports.

» To open the Port page:

1. Choose Device Settings > Port Configuration. The Port Configuration
page opens.
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Homa » Dawice Settisgs > Part l:m;uunn ) Legess
Port Configuration
& Part Humber Pait Hame
1 Demirion-HXZ_Post] Pt Avmilabie
2 Domirion-HOCk_Port P Avallable
3 Dwartarion-HN D _Post i Asvdaboly
4 Dominion-HX 2 _Portd Pt Aveilabie
5 JbesiP (2% ¥
] Drmirion-HX 2 _Portt: ol Asvndabie
T Dimirson -2 o7 Pot Aveilabie
& DraemirionHOE_ ot i Avdable
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Copyright @ 2007 Bariten Compuler inc.
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2. Click the Port Name for the KVM port you want to edit.

The Port page opens.

> To select the USB profiles for a KVM port:

In the Select USB Profiles for Port section, select one or more USB
profiles from the Available list.

» Shift-Click and drag to select several continuous profiles.
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= Ctrl-Click to select several discontinuous profiles.

2.

Select USB Profiles for Port

<
B e e

USB Profiles
Preferred Profile for Port:
| Generic
Available: Selected:
BIOS Dell PowerEdge 1750 s Generic

BIOS IBM Thinkcentre Lenovo
HP Proliant DL360/DL320 G4 (HP Smar

HP Proliant DLISODLIS0 G4 (Windows: = E
Linux
Mac 05-X (10.4.9 and later) < Remove

RUBY Industrial Mainboard (AwardBIO
Supermicre Mainboard (Phoenix Awan %

Profile Description:

Select any profie above to show itz description.

P T T T SN T S W A I T T T R R TR TR S A S SR J S S S S VAT S S T W S——"

Click Add.

The selected profiles appear in the Selected list. These are the profiles
that can be use for the KVM target server connected to the port.

» To specify a preferred USB profile:

After selecting the available profiles for a port, choose one from the
Preferred Profile for Port menu. The default is Generic.

The selected profile will be used when connecting to the KVM target
server. You can change to any other USB profile as necessary.

» To remove selected USB profiles:

Z=Raritan.
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In the Select USB Profiles for Port section, select one or more profiles
from the Selected list.

= Shift-Click and drag to select several continuous profiles.

»  Ctrl-Click to select several discontinuous profiles.
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2. Click Remove.

The selected profiles appear in the Available list. These profiles are
no longer available for a KVM target server connected to this port.

> To apply a profile selection to multiple ports:

1. In the Apply Selected Profiles to Other Ports section, select the
Apply checkbox for each KVM port you want to apply the current
set of selected USB profiles to.

¥ Apply Selected Profiles to Other Ports ‘

Apply Port lumber Port Name Selected USB Profiles f

D 3 vm-cim #1 Generic, Troubleshooting 1, Troubleshooting 2, Troubleshooting 3 ‘

5 vm-cim #2 CIM firmware upgrade required! j

15 charles_cim - vm-cim #3 Generic, Troubleshooting 1, Troubleshooting 2, Troubleshooting 3 E

[0k ] [ setectan | [ Dpeselectan | [ cancel | J
o P e P ot b T e P m e B R b b e o b b bl ot A5 it o e o s tomsm e

= To select all KVM ports, click Select All.
* To deselect all KVM ports, click Deselect All
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Security Settings

From the Security Settings page, you can specify login limitations, user
blocking, password rules, and encryption and share settings.

Raritan SSL certificates are used for public and private key exchanges,
and provide an additional level of security. Raritan web server
certificates are self-signed; Java applet certificates are signed by a
VeriSign certificate. Encryption guarantees that your information is safe
from eavesdropping and these certificates ensure that you can trust that
the entity is Raritan, Inc.

» To configure the security settings:

1. Choose Security > Security Settings. The Security Settings page
opens.

248

Home » Sacurity * Secwity Seftings
i
[~ Enabie Single Login Limitation & Disabled *
[~ Enable Password Aging  Timer Lockout {
Passwel d Aging leterval (days ) Attempls
F  Log Out idie Users L.ocholl Time
After dmimites)
 Doactivate User 40 .!
Failed Afternpts f
1
[~ Emable stiong passwords Enciyption Mode
Wiy length of 8810 pasword [t 2
[ Appty Encryption Mode 10 KVM and Viral Media
M kength of strong passwond PC Shaie Maoide
T Frivte ¥ }
[7 Enforce at loast one lower case chatacler E Y™ Shere Mods
[ Enforce at least e upper case chasacter Local Device Reset Mode
[ Enforce at least oave numiedic character
|7 Enforce at boast ano printable spocial chas sctor
Mhmnbies of restricted passwor ds based on histosy
[OF] [ ResetTobetauns | [ Caneel |
.. Bpggt ® 2007 Frer: Compulin K o e mm e, AR e o e e e R \\}
2. Update the Logon Limitations (on page 249) settings as appropriate.
3. Update the Strong Passwords (on page 250) settings as appropriate.
4. Update the User Blocking (on page 251) settings as appropriate.
5. Update the Encryption & Share settings as appropriate.
6. Click OK.
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» To reset back to defaults:
e C(Click Reset to Defaults.

Logon Limitations

Using logon limitations you can specify restrictions for single logon,
password aging, and the logging off of idle users.

Enable single logon | When selected, only one login per user name is
limitation allowed at any time. When deselected, a given
user name/password combination can be
connected into the device from several client
workstations simultaneously.

Enable password | When selected, all users are required to change
aging their passwords periodically based on the
number of days specified in Password Aging
Interval field.

This field is enabled and required when the
Enable Password Aging checkbox is selected.
Enter the number of days after which a password
change is required. The default is 60 days.

Log off idle users | When selected, the user session is automatically
disconnect after a certain amount of inactive time
has passed. Type the amount of time in the After
field. If there is no activity from the keyboard or
mouse, all sessions and all resources are logged
off. If a virtual media session is in progress,
however, the session does not timeout.

The After field is used to set the amount of time
(in minutes) after which an idle user will be
logged off. This field is enabled when the Log
Out Idle Users option is selected.
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Strong Passwords

250

Strong passwords provide more secure local authentication for the
system. Using strong passwords, you can specify the format of valid
Dominion KX II local passwords such as minimum and maximum
length, required characters, and password history retention.

Sirong passwords

[~ Enable strong passwords

Plininum length of strong passwond
Flaxitmum length of strong passworcd

[F Enforce at least one lower case charasctes

p’ Evfarce ot laast one upper case character

p’ Evillan e ot lEast e nuiveen ic cliar actén

p’ Evifarce ot least o printalde specisl chanscten

flumibser of restricted passwords based on history

T U S S P T R SR

Strong passwords require user-created passwords to have a minimum of
8 characters with at least one alphabetical character and one
nonalphabetical character (punctuation character or number). In
addition, the first four characters of the password and the user name
cannot match.

When selected, strong password rules are enforced. Users with
passwords not meeting strong password criteria will automatically be
required to change their password on their next login. When deselected,
only the standard format validation is enforced. When selected, the
following fields are enabled and required:

Minimum length of strong |Passwords must be at least 8 characters
password long. The default is 8, but it can be up to
63.

Maximum length of strong |The default is 16, but can be up to 64
password characters long.

Enforce at least one lower | When checked, at least one lower case
case character character is required in the password.

Enforce at least one upper | When checked, at least one upper case
case character character is required in the password.
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Enforce at least one When checked, at least one numeric

numeric character character is required in the password.

Enforce at least one When checked, at least one special

printable special character |character (printable) is required in the
password.

Number of restricted This field represents the password

passwords based on history |history depth; that is, the number of
prior passwords that cannot be
repeated. The range is 1-12; the default
is 5.

User Blocking

The User Blocking options specify the criteria by which users are blocked
from accessing the system after the specified number of unsuccessful
login attempts.

The three options are mutually exclusive:

Disabled The default option; users are not blocked
regardless of the number of times they fail
authentication.
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Timer Lockout

Users are denied access to the system for the
specified amount of time after exceeding the
specified number of unsuccessful login attempts.
When selected, the following fields are enabled:

Attempts - The number of unsuccessful login
attempts after which the user will be locked out.
The valid range is 1 - 10; the default is 3 attempts.

Lockout Time - The amount of time for which the
user will be locked out. The valid range is 1 -
1440 minutes; the default is 5 minutes.

Deactivate User-ID

When selected, this option specifies that the user
will be locked out of the system after the number
of failed login attempts specified in the Failed
Attempts field:

Failed Attempts - The number of unsuccessful
login attempts after which the user's User-ID will
be deactivated. This field is enabled when the
Deactivate User-ID option is selected. The valid
rangeis 1 - 10.

When a user-ID is deactivated after the specified number of failed
attempts, the administrator must change the user password and activate
the user account by selecting the Active checkbox on the User page.

¢~ Disabled

~  Timer Lockout

Attempts

Lockout Time

fe Deactivate User-ID

Failed Attempls
3

R T P S —

ot - B g,

e,
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Encryption & Share

Using the Encryption & Share settings you can specify the type of
encryption used, PC and VM share modes, and the type of reset
performed when the Dominion KX II Reset button is pressed.

Encryption Mode
|£u.tu -

[ Apply Encryption Mode 1o kR and Virfusl Medis

PC Share Mode
IPr'mﬂc "I
- YW Share Mode

Local Device Reset Mode
Enabile Local Factory Reset j

Choose one of the options from the drop-down list. When an encryption
mode is selected, a warning is displayed that if your browser does not
support the selected mode, you will not be able to connected to the
Dominion KX II.

Auto This is the recommended option; the Dominion
KX II autonegotiates to the highest level of
encryption possible.

RC4 Secures user names, passwords and KVM data,
including video transmissions using the RSA
RC4 encryption method. This is a 128-bit Secure
Sockets Layer (SSL) protocol that provides a
private communications channel between the
Dominion KX II unit and the Remote PC during
initial connection authentication.

AES-128 The Advanced Encryption Standard (AES) is a
National Institute of Standards and Technology
specification for the encryption of electronic
data; 128 is the key length. When AES-128 is
specified, be certain that your browser supports
it, otherwise you will not be able to connect.
Refer to Checking Your Browser for AES
Encryption (on page 255) for more information.
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Note: If you are running Windows XP with Service Pack 7, Internet
Explorer 7 cannot connect remotely to the Dominion KX II using AES-
128 encryption.

e Apply Encryption Mode to KVM and Virtual Media. When selected,
this option applies the selected encryption mode to both KVM and
virtual media. After authentication, KVM and virtual media data is
also transferred with 128-bit encryption.

e PC Share Mode. Determines global concurrent remote KVM access,
enabling up to eight remote users to simultaneously log on to one
Dominion KX II and concurrently view and control the same target
server through the device. Click the drop-down list to select one of
the following options:

* Private: No PC share; this is the default mode. Each target server
can be accessed exclusively by only one user at a time.

* PC-Share: KVM target servers can be accessed by up to eight
users (administrator or non-administrator) at one time. Each
remote user has equal keyboard and mouse control, however,
note that uneven control will occur if one user does not stop
typing or moving the mouse.

e VM Share Mode. This option is enabled only when PC-Share mode is
enabled. When selected, this option permits the sharing of virtual
media among multiple users, that is, several users can access the
same virtual media session. The default is disabled.

e Local Device Reset Mode. This option specifies which actions are
taken when the hardware Reset button (at the back of the unit) is
depressed. For more information, refer to Resetting the Dominion
KX II Using the Reset Button (on page 287). Choose one of the
following options:

Enable Local Factory |Returns the Dominion KX II unit to the factory

Reset (default) defaults.

Enable Local Admin |Resets the local administrator password only.
Password Reset The password is reset to raritan.

Disable All Local No reset action is taken.

Resets
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Encryplion & Share

frerr Hre .f_'rrv.r].r:rt.'fr.u Mode is specified please ensure hat
vour browser supports this encrypiion mode; otherwise you
will rot be able to corvrect fo the Dominion KX L

neryption Mode

fF  Apply Encryption Mode fo KM and Virual Media

PC Share Mode
Private vl

[T YMShare Mode

Local Device Reset Mode
Enaibie Local Factory Reset |

Checking Your Browser for AES Encryption

If you do not know if your browser uses AES, check with the browser
manufacturer or navigate to the https://www fortify.net/sslcheck.html
website using the browser with the encryption method you want to
check. This website detects your browser's encryption method and
displays a report.

Note: IE6 does not support AES 128 or 256-bit encryption.

AES 256 Prerequisites and Supported Configurations

AES 256-bit encryption is supported on the following web browsers
only:

e Firefox 2.0.0.x

e Mozilla1.7.13

e Internet Explorer 7

In addition to browser support, AES 256-bit encryption requires the
installation of Java Cryptography Extension (JCE) Unlimited Strength
Jurisdiction Policy Files.

17

Jurisdiction files for various JRE's are available at the “other downloads
section of the following links:

JRE1.4.2 - http://java.sun.com/j2se/1.4.2/download.html

JRE1.5 - http://java.sun.com/javase/downloads/index_jdk5.jsp
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IP Access Control

Using IP access control, you can control access to your Dominion KX II.
By setting a global Access Control List (ACL) you are by ensuring that
your device does not respond to packets being sent from disallowed IP
addresses. The IP access control is global, affecting the Dominion KX II
as a whole, but you can also control access to your device at the group
level. Refer to Group-based IP ACL (Access Control List) (on page 201)
for more information about group-level control.

Important: IP address 127.0.0.1 is used by the Dominion KX II local
port. When creating an IP Access Control list, if 127.0.0.1 is within the
range of IP addresses that are blocked, you will not have access to the
Dominion KX II local port.

> To use IP Access Control:

1. Open the IP Access Control page using one of these methods by
selecting Security > IP Access Control or clicking the Set System ACL
button from the Network Settings (on page 219) page. The IP Access
Control page opens.

Port Accoss] Virtus Whedi | Uner Manwgement | Device Setings

Hema > Security * IP Acsss Conteol i

IP Access Control ;

- Emalbde IP Access Contiol ‘,

Dt anlt podicy

Fube = 1P Mash Policy 1

Append | l Insert ] Replice | l Dbt | i

Apply | | Rasel To Defals | Cancel !
T e P e et b i

2. Select the Enable IP Access Control checkbox to enable IP access
control and the remaining fields on the page.

3. Choose the Default Policy. This is the action taken for IP addresses
that are not within the ranges you specify.
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= Accept. IP addresses are allowed access to the Dominion KX II
device.

* Drop. IP addresses are denied access to the Dominion KX II
device.

To add (append) rules:
Type the IP address and subnet mask in the IP/Mask field.

Note: The IP address should be entered using CIDR (Classless Inter-
Domain Routing notation, in which the first 24 bits are used as a
network address).

Choose the Policy from the drop-down list.
Click Append. The rule is added to the bottom of the rules list.

To insert a rule:

Type a rule #. A rule # is required when using the Insert command.
Type the IP address and subnet mask in the IP/Mask field.

Choose the Policy from the drop-down list.

Click Insert. If the Rule # you just typed equals an existing rule #, the
new rule is placed ahead of the exiting rule and all rules are moved
down in the list.

Tip: The rule numbers allow you to have more control over the order in
which the rules are created.

= v
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To replace a rule:

Specify the rule # you want to replace.

Type the IP address and subnet mask in the IP/Mask field.
Choose the Policy from the drop-down list.

Click Replace. Your new rule replaces the original rule with the same
rule #.

To delete a rule:
Specify the rule # you want to delete.
Click Delete.

You are prompted to confirm the deletion. Click OK.
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Audit Log

A log is created of Dominion KX II system events.

» To view the audit log for your Dominion KX II:

1. Choose Maintenance > Audit Log. The Audit Log page opens.

The Audit Log page displays events by date and time (most recent

events listed first). The Audit Log provides the following information:

e Date - The date and time that the event occurred; 24-hour clock.

e Event - The event name as listed in the Event Management page.

e Description - Detailed description of the event.

> To save the audit log:

Note: Saving the audit log is available only on the Dominion KX II

Remote Console, not on the Local Console.

1. Click the Save to File button. A Save File dialog appears.

2. Choose the desired file name and location and click Save. The audit
log is saved locally on your client machine with the name and
location specified.

> To page through the audit log:

e Use the [Older] and [Newer] links.
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Device Information

The Device Information page provides detailed information about your
Dominion KX II device and the CIMs in use. This information is helpful
should you need to contact Raritan Technical Support.

»

To view information about your Dominion KX Il and
CiMs:

Choose Maintenance > Device Information. The Device Information
page opens.

The following information is provided about the Dominion KX II:

Model
Hardware Revision
Firmware Version

Serial Number

MAC Address

The following information is provided about the CIMs in use:

Port (number)
Name
Type of CIM - DCIM, PCIM, Power Strip, or VM

Firmware Version

Serial Number

Hama > MEaBgnanos * Davics badammation Lagaout

Model: DHHZHE
Has st & Pswisdon: Owdd
Fif v & Wer shon 20025618
Sorial lumben: HHCHEDOOI G

| MAC Addrese: 0y D Sl 00 T30

L

CIM Infarmation

Firrmwiare Weraion Serial Rumber
: 1 Degwmirecn-HK2,_Port] WM A HTZS0T T |
| Diemstinians K2 _Portd o L) GHFFFFFFFFFFFFTS6S |
j 8 Desmirucn-HK D _Poril PrrwarSirip D0E PO BADDDSS
5,

Figure 1: Device Information
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Backup and Restore

260

From the Backup/Restore page, you can backup and restore the settings
and configuration for your Dominion KX II.

In addition to using backup and restore for business continuity
purposes, you can use this feature as a time-saving mechanism. For
instance, you can quickly provide access to your team from another
Dominion KX II, by backing up the user configuration settings from the
Dominion KX II in use and restoring those configurations to the new
Dominion KX II. You can also setup one Dominion KX II and copy its
configuration to multiple Dominion KX II devices.

> To access the Backupl/Restore page:

e Choose Maintenance > Backup/Restore. The Backup/Restore page
opens.

| Port Aceess | virtual Media | user Management | Deviee Settings | Seeurity [ ISl i

Hema > Mainténancs » Badop ! Rafore

Backup [ Restore

(= FullRestore
¢ Protected Restore
Custom Restore
[T User and Group Restore

r Device Setlings Resion e

ity il e i g T iy, s

Rastofs File
| Browse,
[ Restore | [ Bachup | [ cancel |
L, e i, o i i o, e N B, B i B e i,

Y

Note: Backups are always complete system backups. Restores can be
complete or partial depending on your selection.

To backup your Dominion KX II:
Click Backup. A File Download dialog appears.
Click Save. A Save As dialog appears.

e A 4

Choose the location, specify a file name, and click Save. A Download
Complete dialog appears.
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4. Click Close. The backup file is saved locally on your client machine
with the name and location specified.

> To restore your Dominion KX IlI:

WARNING: Exercise caution when restoring your Dominion KX II to
an earlier version. Usernames and password in place at the time of the
backup will be restored. If you do not remember the old

administrative usernames and passwords, you will be locked out of
the Dominion KX II.

In addition, if you used a different IP address at the time of the
backup, that IP address will be restored as well. If the configuration
uses DHCP, you may want to perform this operation only when you
have access to the local port to check the IP address after the update.

1. Choose the type of restore you want to run:

* Full Restore - A complete restore of the entire system; generally
used for traditional backup and restore purposes.

= Protected Restore - Everything is restored except device-specific
information such as serial number, MAC Address, IP address,
name, and so forth. With this option, you can setup one
Dominion KX II and copy the configuration to multiple
Dominion KX II devices.

» Custom Restore - With this option, you can select User and
Group Restore, Device Settings Restore, or both. Select the
appropriate checkboxes:

* User and Group Restore - This option includes only user and
group information. Use this option to quickly set up users on
a different Dominion KX II.

= Device Settings Restore - This option includes only device
settings. Use this option to quickly copy the device
information.

2. Click the Browse button. A Choose File dialog appears.

3. Navigate to and select the appropriate backup file and click Open.
The selected file is listed in the Restore File field.

4. Click Restore. The configuration (based on the type of restore
selected) is restored.
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USB Profile Management

262

m User Management. | Device Setiings

Home * Maintenance * USB Profile Managemant Logout

From the USB Profile Management page, you can upload custom profiles
provided by Raritan tech support. These profiles are designed to
address the needs of your target server’s configuration, in the event that
the set of standard profiles does not already address them. Raritan tech
support will provide the custom profile and work with you to verify the
solution for your target server’s specific needs.

» To access the USB Profile Management page:

Choose > Maintenance > USB Profile Management. The USB Profile
Management page opens.

26 Diagnostics |

Profile successfully uploaded.

WSE Profile File:

Ii Browse... I

Selected

Dell Dimension 1
Custom Profile for Dell Dimensionin-

Force full-zpeed is ON - Order: HID interface first, 40000300
Mass Storage second - COROM and removable
drive cannct be used smultameously

Deleting an active profile may be disruptive to sessions in progress.

Delete

To upload a custom profile to your Dominion KX II:
Click the Browse button. A Choose File dialog appears.

Navigate to and select the appropriate custom profile file and click
Open. The file selected is listed in the USB Profile File field.

Click Upload. The custom profile will be uploaded and displayed in
the Profile table.

Note: If an error or warning is displayed during the upload process (for
example. overwriting an existing custom profile), you may decided to
continue with the upload by clicking on Upload or cancel by clicking on
Cancel.

> To delete a custom profile to your Dominion KX IlI:

Check the box corresponding to the row of the table containing the
custom profile to be deleted.

Z=Raritan.
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2. Click Delete. The custom profile will be deleted and removed from
the Profile table.

As noted, you may delete a custom profile from the system while it is
still designated as an active profile. Doing so will terminate any Virtual
Media sessions that were in place.

Handling Conflicts in Profile Names

A naming conflict between custom and standard USB profiles may occur
when a firmware upgrade is performed. This may occur if a custom
profile that has been created and incorporated into the list of standard
profiles has the same name as a new USB profile that is downloaded as
part of the firmware upgrade.

Should this occur, the preexisting custom profile will be tagged as 'old'.
For example, if a custom profile called GenericUSBProfile5 has been
created and a profile with the same name is downloaded during a
firmware upgrade, the existing file will then be called
'old.GenericUSBProfile5'.

You can delete the existing profile if needed. See USB Profile
Management (on page 262) for more information.
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Upgrading CIMs

Use this procedure to upgrade CIMs using the firmware versions stored
in the memory of your Dominion KX II unit. In general, all CIMs are
upgraded when you upgrade the device firmware using the Firmware
Upgrade page.

In order to make use of USB profiles, you must use a D2-CIM VUSB or
D2-CIM DVUSB with updated firmware. A VM-CIM that has not had its
firmware upgraded will support a broad range of configurations
(Windows, Keyboard, Mouse, CD-ROM, and Removable Device) but
will not be able to make use of profiles optimized for particular target
configurations. Given this, existing VM-CIMs should be upgraded with
the latest firmware in order to access USB profiles. Until existing VM-
CIMs are upgraded, they will be able to provide functionality equivalent
to the ‘Generic’ profile.

Note: Only D2CIM-VUSB can be upgraded from this page.

» To upgrade CIMs using the Dominion KX Il memory:

Choose Maintenance > CIM Firmware Upgrade. The CIM Upgrade
from page opens.

The Port (number), Name, Type, Current CIM Version, and Upgrade
CIM Version are displayed for easy identification of the CIMs.

2. Check the Selected checkbox for each CIM you want to upgrade.

Tip: Use the Select All and Deselect All buttons to quickly select all
(or deselect all) of the CIMs.

3. Click the Upgrade button. You are prompted to confirm the
upgrade.

4. Click OK to continue the upgrade. Progress bars are displayed
during the upgrade. Upgrading takes approximately 2 minutes or
less per CIM.

Upgrading Firmware

264

Use the Firmware Upgrade page to upgrade the firmware for your
Dominion KX II unit and all attached CIMs. This page is available in the
Dominion KX II Remote Console only.

Important: Do not turn off your Dominion KX II unit or disconnect
CIMs while the upgrade is in progress - doing so will likely result in

== Raritan.
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damage to the unit or CIMs.

> To upgrade your Dominion KX Il unit:

1. Locate the appropriate Raritan firmware distribution file (*.RFP) on
the Raritan website (www.raritan.com) on the Firmware Upgrades
web page.

2. Unzip the file. Please read all instructions included in the firmware
ZIP files carefully before upgrading.

Note: Copy the firmware update file to a local PC before uploading.
Do not load the file from a network drive.

3. Choose Maintenance > Firmware Upgrade. The Firmware Upgrade
page opens:

Firmware Upgrade )

B
Show Latest Firmware

Firmwrare File
| |[ Browse... |

1

| Upload || Cancel | I

T e T MY WL R P S S P AN Tt S WY

4. Click the Browse button to navigate to the directory where you
unzipped the upgrade file.

5. Select the Review CIM Version Information? checkbox if you would
like information displayed about the versions of the CIMs in use.

265
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6. Click Upload from the Firmware Upgrade page. Information about
the upgrade and version numbers is displayed for your confirmation
(if you opted to review CIM information, that information is
displayed as well):

Perl Accoas mm Dewice Sellings | Security Er':_—_-_j Diagnostics

Homa » Mainbinancs » Fusweais Upgiade Lageutf

Firmsiare Upgrade

Carrent vl sione 200055541
Mhows worsion: 200555

I Upgrade I Caneel |

This ey {askor Soeen micudes. Phsase do NOT power o1 B dervics wiris the
updats i i progress! Aer & sucoess bul updabe, the devics will be reset
A emaicly

Current CIM Version Upgrade CIM Weraien
Ctwmirion-K I}_f'l:ﬂ.l WM 2 2841 |
B Demirion-HXD_Ports Piragr3irip e s |
T L I e T

Note: At this point, connected users are logged out, and new login
attempts are blocked.

7. Click Upgrade. Please wait for the upgrade to complete. Status
information and progress bars are displayed during the upgrade.
Upon completion of the upgrade, the unit reboots (1 beep sounds to
signal that the reboot has completed).

Firmware Upgrade in Progress...

Upgrade successful.

The Device Dominionkx has been updated with new
firmware version 2.0.06.2.52 440,

Device will reboot now and this will take approximately 5
minutes. Please close the browser for approximately 5
minutes before logging in again.

Progress: Upgrade Finished

R A

8. As prompted, close the browser and wait approximately 5 minutes
before logging in to the Dominion KX II again.
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For information about upgrading the device firmware using the Multi-
Platform Client, refer to Upgrading Device Firmware (on page 163).

Upgrade History

The Dominion KX II provides information about upgrades performed on
the Dominion KX II and attached CIMS.

> To view the upgrade history:
e Choose Maintenance > Upgrade History. The Upgrade History page

opens.

Home = Upgrade Histone Logouﬂ
:
Upgrade History i
i 1
User IP Start Time End Time Previous Upgrade CIM's Result 3
Version Version j

Full Firmuware admin 192168 50,405 Coiober 22, 2007 ©ctoher 22, 2007 10016127 10026178 show  Successful
Upgrade 1014 10:21 !
Full Firmeatre . October 10, 2007 October 10, 2007 4
[ - admin 132165.59.124 15:55 1602 1.0.0.1 5339 1.001 5127 showy  Successful | 3

e Rt e R e e

Y

i

e g T et e et 0 B, 5 0 om0 s e 0 et Rt

Information is provided about the Dominion KX II upgrade(s) that have
been run, the final status of the upgrade, the start and end times, and the
previous and current firmware versions. Information is also provided
about the CIMS, which can be obtained by clicking the show link for an
upgrade. The CIM information provided is:

e Port - The port where the CIM is connected.

e Type - The type of CIM.

e Result - The result of the upgrade (success or fail).

e Current Version - The CIM firmware version.

Rebooting

Z=Raritan.

The Reboot page provides a safe and controlled way to reboot your
Dominion KX II. This is the recommended method for rebooting.

Important: All KVM and serial connections will be closed and all users
will be logged off.
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» To reboot your Dominion KX IlI:

1. Choose Maintenance > Reboot. The Reboot page opens.

Port Access | Wirtual Media | User Management | Device Sellings | Security | NMainte

Heme * Maintenance * Rebool

i ol

Thiz mary tados up {0 two minudes.

T SR L S fw!l"d' L .y o A e o i

2. Click the Reboot button. You are prompted to confirm the action.

Wirtual Media | Uzer Mansgement | Deviee Settings

Homa * Mainbenands *» Rabool

Rebooting the system will logoff all users.
Do you want to proceed with the reboot?

My Sl e, ot

(o] (1]

Thig mavy take up o bwo minudes

Lo, aiam il - ._,.-F—-"-'-. e m.“ul-l-ld-n-ﬂ-ﬂ--ﬂ_.-nhlxh‘,_

3. (Click Yes to proceed with the reboot.
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The Diagnostics pages are used for troubleshooting and are intended
primarily for the administrator of the Dominion KX II device. All of the
Diagnostics pages (except Device Diagnostics) run standard networking
commands; the information displayed is the output of those commands.
The Diagnostics menu options help you debug and configure the
network settings.

The Device Diagnostics option is intended for use in conjunction with
Raritan Technical Support.

In This Chapter

Network Interface Page ... 270
Network Statistics Page ..o 270
Ping HOSt Page .....cooviiiiiiieicictc 273
Trace Route to Host Page.........cccccoovviiiiiiiiiiiiiiiiicciccs 274
Device DiagnostiCs.........ccvvviviiviiiiiiniiiiiiii s 275
N °
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Network Interface Page

The Dominion KX II provides information about the status of your
network interface.

» To view information about your network interface:

e Choose Diagnostics > Network Interface. The Network Interface
page opens.

Pt Access | Virtual Media | Uses Mansgemernt Security | Maintenante | Disgnostses

Home = Diaghedtia » Wabss ilefses

]
)

Redull

Link seara (ethl): surssegesiacien on, 100 Hbpa, full duplex, link =k

1: sthi: <BROADCAST MUOLTICAST> mew LE0D gdisc nocp glem LO0ODO

Llink/ether 00:00:00:00:00:00 brd £8: £8; £8; £8: 86 £4

Z: bo: <LOOPBACK,UP» atu 16436 qdisc noquaus

Link/loopback O0:00;00; 00; 00; 00 brd O0; 00; 00; 00;: 00: 00

imat 127.0.0, 170 soope most Lo

A; athl: “BROADCAST MULTICAST.ROTRAILERS, UP* mtu 1500 qdiss plido_fast qlem 1000
Llimk /fethar 00:0d: 84: 08:33: 2l brd £8: £ 8 fdz dd: 48

imac 132,168, 59.97/04 brd 19Z.06%.59.25% soops global sthl

i P N T T T ST R T Bl L WP R

The following information is displayed:

e  Whether the Ethernet interface is up or down.
e  Whether the gateway is pingable or not.

e The LAN port that is currently active.

> To refresh this information:
o (Click the Refresh button.

Network Statistics Page

The Dominion KX II provides statistics about your network interface.

» To view statistics about your network interface:

Choose Diagnostics > Network Statistics. The Network Statistics
page opens.

2. Choose the appropriate option from the Options drop-down list:

270 =&=Raritan.
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=  Statistics - Produces a page similar to the one displayed here.

Port Access | Virlual Media | User Management | Device Settings

Hema » Diagnostios » Mebesod Statition

Rezilt

Ip:

8802 total packets received

0 fervardaed

0 imccaing packets digcardad
HEH0Z inecoming packecs deliversed
8527 reguaSTS SEnt ouc

Icmp:

0 ICHF zersager received

0 impue ICHMP seddage failed.
ICHP impur hiscogeas:

0 ICHF mesSages Santc

0 ICHF sessages failed

ICHP sutpus higtogras:

Tep:

& active conmections opanings
849 pasFive Connection opendngs
0 failed connection attempts
15 sommeceish Fedetd receivad
1 conmections sITablished
TI4Z segEents received

B304 segmants send out

0 Fagment: retransmited

0 bad segmentd reaceived,

0 resacs SEnc

Udp:
2313 packets receivegd P —
B LT - " bt s

» Interfaces - Produces a page similar to the one displayed here.

Port Access | Werlual Media | User Management | Device Setlings | Security | Mainienance | Disgnostics

Hema * Disgaotice > Hebwok Stalistice

Nelwork Statistics

Rezu

Kernel Intarfmce table

Iface MTU Mt FX-0F PX-ERR BX-DRP BX-0OVE TX-0H TH-ERR TH-DRP TX-OVR Flg
ethl LS00 O 12828 0 O 0 2680 0 0 O EMNRU

le 16436 0 196 0 0 O 196 0 0 0 LPD

R IS b L P Y e e
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= Route - Produces a page similar to the one displayed here.

Port Access Uzer Management | Dewice Settings | Security | Mair.

Home > Diagnostics > Netwok Statistics

Nelwork Statistics

Crptions:
T -

o, o, et

Resull

Fernel IPF routing ctable

Dastination Gatewvay Genmask Flags MES5 Window irtc Ifiace
192,162 593 0 * ZEE_ZEE ZEL.OUT O 0 0 ethl

defaule 192 168.59_126 0.0.0.0 UG 0 0 O echl

Lo, o L b ey P T T R T e N "---. PR

3. Click the Refresh button. The relevant information is displayed in
the Result field.

272 == Raritan.
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Ping Host Page

Ping is a network tool used to test whether a particular host or IP
address is reachable across an IP network. Using the Ping Host page, you
can determine if a target server or another Dominion KX II is accessible.

» To ping the host:
1. Choose Diagnostics > Ping Host. The Ping Host page opens.

Home * Diagnostics > Ping Hest

Hostname or IP Address:

fre2168.50.97

il

RSyt

152, LEg, 55,97 dis alivael

e i, e o ol i A B LA x| o

gl e

2. Type either the hostname or IP address into the Hostname or IP
Address field.

3. Click Ping. The results of the ping are displayed in the Result field.

Z=Raritan.
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Trace Route to Host Page

Trace route is a network tool used to determine the route taken to the
provided hostname or IP address.

> To trace the route to the host:

1. Choose Diagnostics > Trace Route to Host. The Trace Route to Host
page opens.

| Port Access | wirtual Media [ user Mansgement | Device Settings

Home * Diagneslics » Trace Route 1o Hord

Hostname o IP Address:
[rez.a6s.58.97

Maximumy Hope:
|5 -.r]

Tiace Roiite

Resul

traceroute starced wait for Iming....
1 182 168 55 %7 (192 146859 57) 0,438 ms 0424 ms 0_288 ms

b s et R R NI T — T B R e

2. Type either the hostname or IP address into the Hostname or IP
Address field.

3. Choose the maximum hops from the drop-down list (5 to 50 in
increments of 5).

4. Click the Trace Route button. The trace route command is executed
for the given hostname or IP address and the maximum hops. The
output of trace route is displayed in the Result field.
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Device Diagnostics

Note: This page is for use by Raritan Field Engineers or when you are
directed by Raritan Technical Support.

Device diagnostics downloads the diagnostics information from the
Dominion KX II to the client machine. Two operations can be performed
on this page:

e Execute a special diagnostics script to provided by Raritan Technical
Support during a critical error debugging session. The script is
uploaded to the unit and executed. Once this script has been
executed, you can download the diagnostics messages through the
Save to File button.

¢ Download the device diagnostic log for a snapshot of diagnostics
messages from the Dominion KX II unit to the client. This encrypted
file is then sent to Raritan Technical Support. Only Raritan can
interpret this file.

Note: This page is accessible only by users with administrative
privileges.

» To run the Dominion KX Il System diagnostics:

Choose Diagnostics > Dominion KX II Diagnostics. The Dominion
KX I Diagnostics page opens.

2. To execute a diagnostics script file emailed to you from Raritan
Technical Support:

a. Retrieve the diagnostics file supplied by Raritan and unzip as
necessary.

b. Use the Browse button. A Choose File dialog box opens.
c. Navigate to and select the diagnostic file.

d. Click Open. The file is displayed in the Script File field.

Diagnostics Scripts:

Script File:
IC:'IDDn:uments and Setting:  Browse. . I
| Run Script | | Cancel |

e. Click Run Script. Send this file to Raritan Technical Support.

3. To create a diagnostics file to send to Raritan Technical Support:
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a. Click the Save to File button. The File Download dialog opens.

File Download - Security Warning . E"

Do you want to zave thiz file?

— Hame: disgnostics_save
Type: Unknown Fils Type, 64.3 kKB

From: 192.168.59.150
Save || Cancel |

@ m&meIMoﬂr&uﬁtﬂﬁﬂaxﬂm .
potentially harm yous computer. I you do not trust the source, do not

b. Click Save. The Save As dialog box opens.
c. Navigate to the desired directory and click Save.

d. Email this file as directed by Raritan Technical Support.

== Raritan.
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Dominion K [T

Timee & Saruion;
May 02, D607 Lo-0€ 55

User. admmin

Sxabe: 36 min idle

Four B Lacal Conmobe

Last Login: May 02, 2007 04-11

Dewice infermation:
Deace Mame Doaminioni
P Address: 152 168,59 124
Finmweare 200055541
Pawerinl: o

Pawerind aff

Port Stated:

? Ports up

19 Ports diewn
14 Parts idle

1 Ports budy

Connmcted Uieri:
admin (Local Consalel
36 min idle

The Dominion KX II provides at-the-rack access and administration via
its local port, which features a browser-based graphical user interface for
quick, convenient switching between servers. The Dominion KX II Local
Console provides a direct analog connection to your connected servers,
which provides the same performance is as if you were directly
connected to the server's keyboard, mouse, and video ports. The
Dominion KX II Local Console provides the same administrative
functionality as the Dominion KX II Remote Console.

[ Port Acemnn | Usar Managamant
o

Homse = Device Semings = Network Semngs

Security | Maintenances | Diagnoatics

| Network Basic Settings [l Network Miscellaneous Settings

Device Mams *

e —

IF auts configuration
EDHEP b
Preferred host name (DHOP saly]

IF addrean

Subeet mask
Gateway IP sddreis
Primary DHS sarver IP addre s

Secondary DNS server P stdress

OK| Resettodemutts| Cancel|

Discevery Pert *

S0

Bandwidth Limit

o Linet "

MNote: For reliable network communication,
configure the Dominion KX 0 and LAN Switch to the
same LAN interface Speed and Duplex. For
exampile, configure both the Dominion KX It and
LAN Switch to Autodetect (recommended) or set
bath to a fixed speedduplex such as 100MbpsFull.

Current LAN interface parsmaters;
Suoregenanen on 100 Mbpo full duples. bnk ok

LAM Interface Speed & Duplex

Autodetect -

m Enabis Autedriatic Faadswar

PFing Intarval (seconds) *

Timeout {seconds) *

Set System ACL
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Starting the Dominion KX Il Local Console

Simultaneous Users

The Dominion KX II Local Console provides an independent access path
to the connected KVM target servers. Using the Local Console does not
prevent other users from simultaneously connecting over the network.
And even when remote users are connected to the Dominion KX I, you
can still simultaneously access your servers from the rack via the Local
Console.

Security and Authentication

In order to use the Dominion KX II Local Console, you must first
authenticate with a valid user name and password. Dominion KX II
provides a fully-integrated authentication and security scheme, whether
your access is via the network or the local port. In either case, Dominion
KX 1II allows access only to those servers to which a user has access
permissions. Refer to User Management (on page 196) for additional
information on specifying server access and security settings.

If your Dominion KX II has been configured for external authentication
services (LDAP/LDAPS, RADIUS, or Active Directory), authentication
attempts at the Local Console also are authenticated against the external
authentication service.

Note: You can also specify no authentication for Local Console access;
this option is recommended only for secure environments.

> To use the Dominion KX Il Local Console:

You need a keyboard, mouse, and video display connected to the
local ports at the back of the Dominion KX II.

2. Start the Dominion KX II. The Dominion KX II Local Console
interface displays.

Dominion KX Il Local Console Interface

The Dominion KX II Local Console interface is almost identical to the
Dominion KX II Remote Console interface. Where there are differences,
they are noted in the user guide.
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Available Resolutions

The Dominion KX II Local Console provides the following resolutions to
support various monitors:

e 800x600
e 1024x768
e 1280x1024

Each of these resolutions supports a refresh rate of 60Hz and 75Hz.

Dominion KX Il Local Console Support Languages

280

The Dominion KX II Local Console supports the following language
keyboards: US English, UK English, German, French, Norwegian,
Swedish, Danish, Belgium, Japanese, Korean, Simplified Chinese, and
Traditional Chinese.

Note: Keyboard use for Chinese, Japanese, and Korean is for display
only; local language input is not supported at this time for Dominion KX
IT Local Console functions.

== Raritan.
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Server Display

After you login to the Dominion KX II Local Console, the Port Access
page opens. This page lists all of the Dominion KX II ports, the
connected KVM target servers, and their status and availability.

| Unar Mansgemant | Dawice Sattings | Security | HMainbznancs | Disgnostics

==
- ~ Pert]
m Hame = Pon Acces Lisgaut

Times & Sanuion:
March 02, 2007 14 3745 Port ACCEss

Click on the individual port name o e allowable aperations,
1 of 4 Remote KVM channels currently in use,

& P Hember P Hame Gatus Howwila ity
1 Domirman-KA2 Partl down 4}
Fi Damirsan-EN2_Partld dawn die
LEmac fane up
4 Daminean-EA2_Partd damn e
Bromirmsn-KNE Pard iy
L] Daminsan-KX2 Portd dawn idie

Domifman-EX2_Port? dawmn dic

A2 Parr domen die
ka2 Partlo dawn e
A2 Partll déwh dhe
KA Parll e e

A2 PEld Adriahi die

15 Drafmirs afi-ii2 Parls A die

i Dromifmsn-Kx2_Parls diveh die

ot © 2007 Ramsn © amipiser

The KVM target servers are initially sorted by port number but you can
change the display to sort on any of the columns.

e Port Number - Numbered from 1 to the total number of ports
available for the Dominion KX II unit. Note that ports connected to
power strips will not be among those listed, resulting in gaps in the
Port Number sequence.

e Port Name - The name of the Dominion KX II port. Initially, this set
to Dominion KX II-Port#, but you can change the name to something
more descriptive. When you click on the Port Name link, an Action
Menu is opened. Refer to the Port Action Menu (on page 42) for
more information about the menu options available.

Note: Do not use apostrophes for the Port (CIM) Name.
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e  Status - The Status is either up or down.

e Availability - Valid Values per include Idle, Connected, Busy, or
Unavailable.

> To change the sort order:

e  Click the column heading you want to sort on. The list of KVM
target servers is sorted by that column.

Hotkeys

Because the Dominion KX II Local Console interface is completely
replaced by the interface for the target server you are accessing, a hot key
is utilized so you can switch between these interfaces.

The Local Port hot key allows you to rapidly access the Dominion KX II
Local Console user interface when a target server is currently being
viewed. The default is to press the Scroll Lock key twice in rapid
succession, but you can designate another key combination (available in
the Local Port Settings page) as the hot key. Refer to Dominion KX I1
Local Console Local Port Settings (on page 283) for more information.

Accessing a Target Server

» To access a target server:

Click the Port Name of the target you want to access. The Port
Action Menu is displayed.

2. Choose Connect from the Port Action Menu (on page 42). The video
display switches to the target server interface.

Returning to the Dominion KX Il Local Console Interface

282

Important: The Dominion KX II Local Console default hot key is to
press the Scroll Lock key twice rapidly. This key combination can be
changed in the Local Port Settings page. See Dominion KX II Local
Console Local Port Settings (on page 283).

> To return to the Dominion KX Il Local Console from the
target server:

e Press the hot key twice rapidly (the default hot key is Scroll Lock) .
The video display switches from the target server interface to the
Dominion KX II Local Console interface.

== Raritan.
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Local Port Administration

The Dominion KX II can be managed by either the Dominion KX II Local
Console or the Dominion KX II Remote Console. Note that the Dominion
KX I Local Console also provides access to these administrative
functions:

e Local Port Settings
e Factory Reset

Note: Only users with administrative privileges can access these
functions.

Dominion KX Il Local Console Local Port Settings

From the Local Port Settings page, you can customize many settings for
the Dominion KX II Local Console including keyboard, local port hot
key, video switching delay, power save mode, local user interface
resolution settings, and local user authentication.

Note: This feature is available only on the Dominion KX II Local
Console.

> To configure the local port settings:

Choose Device Settings > Local Port Settings. The Local Port Settings
page opens.

2. Choose the appropriate keyboard type from among the options in
the drop-down list:

= US

= US/International

= UK

=  French

=  German

* ]IS (Japanese Industry Standard)
* Simplified Chinese

= Traditional Chinese

* Dubeolsik Hangul (Korean)

=  German

* Norwegian
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=  Swedish
= Danish
* Belgian

Choose the local port hotkey. The local port hotkey is used to return
to the Dominion KX II Local Console interface when a target server
interface is being viewed. The default is to Double Click Scroll Lock,
but you can select any key combination from the drop-down list:

Double Click Scroll Lock Press Scroll Lock key twice quickly

Double Click Num Lock Press Num Lock key twice quickly

Double Click Caps Lock Press Caps Lock key twice quickly

Double Click Left Alt key | Press the left Alt key twice quickly

Double Click Left Shift key |Press the left Shift key twice quickly

Double Click Left Ctrl key |Press the left Ctrl key twice quickly

Set the Video Switching Delay from between 0 - 5 seconds, if
necessary. Generally 0 is used unless more time is needed (certain
monitors require more time to switch the video).

If you would like to use the power save feature:
a. Select the Power Save Mode checkbox.

b. Set the amount of time (in minutes) in which Power Save Mode
will be initiated.

Choose the resolution for the Dominion KX II Local Console from
the drop-down list:

= 800x600

= 1024x768

= 1280x1024

Choose the refresh rate from the drop-down list:
= 60Hz

= 75Hz

Choose the type of local user authentication:

= Local/LDAP/RADIUS. This is the recommended option. For
more information about authentication, refer to Remote
Authentication (on page 20).

Z=Raritan.
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= None. There is no authentication for Local Console access. This
option is recommended for secure environments only.

9. Select the "Ignore CC managed mode on local port" checkbox if you
would like local user access to the Dominion KX II even when the
device is under CC-SG management.

Note: If you initially choose to ignore CC Manage mode on the local
port but later want local port access, you will have to remove the
device from under CC-SG management (from within CC-SG). You
will then be able to check this checkbox.

10. Click OK.

t'-l-:-rr.e > Device Selings > Local Port Sefings Logean

Lacal Port Settings

Note: Any changes to the Local Port
Seftings will restart the browser.

Keybaard Typs

(15 -

Lascall Port Moty

||'.'lm.a-1--:'||rn'.n-=|| Lotk -

Video Switching Delay (in zsecs)
7

D Power Save Mode

Pt Save Miste Thrmesut (in minutes)

e nalution

Refreah Rate (Hzj

o v

~ Local Wser Authemtication
& Local LDAPRADIUS

O Hare
= Ignare CC managed mode on bocal port

I?l'.j Raset todefsuits | Camcel

“spyright & 2007 Rackan Compaier bn

> To reset back to defaults:
e  (Click Reset to Defaults.
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Dominion KX Il Local Console Factory Reset

Note: This feature is available only on the Dominion KX II Local
Console.

The Dominion KX II offers several types of reset modes from the Local
Console user interface.

Note: It is recommended that you save the audit log prior to performing
a factory reset. The audit log is deleted when a factory reset is performed
and the reset event is not logged in the audit log. For more information
about saving the audit log, refer to Audit Log (on page 258).

> To perform a factory reset:
1. Choose Maintenance > Factory Reset. The Factory Reset page opens.
2

Choose the appropriate reset option.

e Full Factory Reset - Removes the entire configuration and resets the
unit completely to the factory defaults. Note that any management
associations with CommandCenter will be broken. Because of the
complete nature of this reset, you will be prompted to confirm the
factory reset.

e Network Parameter Reset - Resets the network parameters of the
unit back to the default values (click Device Settings > Network
Settings to access this information):

e [P auto configuration

e [P address

e Subnet mask

e Gateway IP address

e Primary DNS server IP address
e Secondary DNS server IP address
e Discovery port

e Bandwidth limit

e LAN interface speed & duplex
e Enable automatic failover

e Ping interval (seconds)

e Timeout (seconds)

1. Click Reset to continue. You will be prompted to confirm the factory
reset because all network settings will be permanently lost.

286 == Raritan.
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2. Click the Really Reset button to proceed. Upon completion, the
Dominion KX II unit is automatically restarted.

Resetting the Dominion KX Il Using the Reset Button

At the back of the Dominion KX II, there is a Reset button. It is recessed
to prevent accidental presses (you will need a pointed object to use this
button).

The actions that are performed when the Reset button is pressed are
defined in the graphical user interface. Refer to Encryption & Share (on
page 253) for more information.

Note: It is recommended that you save the audit log prior to performing
a factory reset. The audit log is deleted when a factory reset is performed
and the reset event is not logged on the audit log. For more information
about saving the audit log, refer to Audit Log (on page 258).

To reset the device:

>

1. Power off the Dominion KX II device.

2. Use a pointed object to press and hold the Reset button.
3

While continuing to hold the Reset button, power the Dominion KX
IT device back on.

b

Continue holding the Reset button for 5-10 seconds. Once the device
has been reset, two short beeps signal its completion.
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Supported Video Resolutions

Ensure that each target server's video resolution and refresh rate are
supported by Dominion KX II and that the signal is noninterlaced.

Video resolution and cable length are important factors in the ability to
obtain mouse synchronization. Refer to Target Server Connection
Distance and Video Resolution (on page 299) for more information.

Dominion KX II supports these resolutions:

Z=Raritan.
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640x350 @70 Hz 720x400 @85 Hz 1024x768 @90 Hz
640x350 @85 Hz 800x600 @56 Hz 1024x768 @100 Hz
640x400 @56 Hz 800x600 @60 Hz 1152x864 @60 Hz
640x400 @84 Hz 800x600 @70 Hz 1152x864 @70 Hz
640x400 @85 Hz 800x600 @72 Hz 1152x864 @75 Hz
640x480 @60 Hz 800x600 @75 Hz 1152x864 @85 Hz
640x480 @66.6 Hz | 800x600 @85 Hz 1152x870 @75.1 Hz
640x480 @72 Hz 800x600 @90 Hz 1152x900 @66 Hz
640x480 @75 Hz 800x600 @100 Hz 1152x900 @76 Hz
640x480 @85 Hz 832x624 @75.1 Hz | 1280x960 @60 Hz
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640x480 @90 Hz 1024x768 @60 Hz 1280x960 @85 Hz

640x480 @100 Hz 1024x768 @70 Hz 1280x1024 @60 Hz

640x480 @120 Hz 1024x768 @72 Hz 1280x1024 @75 Hz

720x400 @70 Hz 1024x768 @75 Hz 1280x1024 @85 Hz

720x400 @84 Hz 1024x768 @85 Hz 1600x1200 @60 Hz

Note: Composite Sync and Sync-on-Green video require an additional
adapter.

Supported Keyboard Languages

The Dominion KX II provides keyboard support for the languages listed
in the following table.

Note: You can use the keyboard for Chinese, Japanese, and Korean for
display only; local language input is not supported at this time for
Dominion KX II Local Console functions. For more information about
non-US keyboards, see Informational Notes (on page 311).

US English | United States of America and US Keyboard layout.
most of English-speaking
countries: for example, Canada,
Australia, and New Zealand.

US English | United States of America and US Keyboard layout.
International |most of English-speaking
countries: for example,

Netherlands

UK English | United Kingdom UK layout keyboard
Chinese Hong Kong S. A. R, Republic of |Chinese Traditional
Traditional | China (Taiwan)
Chinese Mainland of the People’s Chinese Simplified
Simplified Republic of China
Korean South Korea Dubeolsik Hangul
Japanese Japan JIS Keyboard
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French France French (AZERTY)
layout keyboard.

German Germany and Austria German keyboard
(QWERTZ layout).

Belgium Belgium Belgian

Norway Norway Norwegian

Denmark Denmark Danish

Sweden Sweden Swedish

Supported Operating Systems (Clients)

The following operating systems are supported on the Virtual KVM
Client™ and Multi-Platform Client (MPC):

Windows XP® Yes

Windows 2000 SP4® Yes

Windows Vista® Yes

Red Hat® Linux 9.0 Yes. Locally held ISO image, Remote
File Server mounting directly from
Dominion KX II

Red Hat Enterprise Yes. Locally held ISO image, Remote

Workstation 3.0 and 4.0 File Server mounting directly from
Dominion KX II

SUSE Linux Professional 9.2 | Yes. Locally held ISO image, Remote

and 10 File Server mounting directly from
Dominion KX II

Fedora™ Core 5 and above | Yes. Locally held ISO image, Remote
File Server mounting directly from

Dominion KX II
Mac® No
Solaris No

200 == Raritan.
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Supported Browsers

Dominion KX II supports the following browsers:

¢ Internet Explorer 6 and 7

e Firefox 1.5 and 2.0

e Mozillal.7
e Safari2.0

Supported Operating Systems and CIMs (Target Servers)

In addition to the new Dominion KX II D2CIMs, most Paragon® and
Dominion KX I CIMs are supported. The following table displays the
supported target server operating systems, CIMs, virtual media, and
mouse modes:

Note: D2CIM-VUSB is not supported on Sun (Solaris) targets.

Windows XP
Windows 2000 P2CIM- DCIM-PS2
Server AUSB DCIM-USB | D2CIM-VUSB and
. D2CIM-DVUSB v v v v
Server G2
UUSBPD
Windows
Vista
Red Hat Linux
90 P2CIM-PS2
POCIM. PCMPS2 | pyciv-vuss
AUSB DCIM-USB | (excluding Red Hat / /
Red Hat DCIM-USB Enterprise
Enterprise UKVMPD < Workstation 3.0)
Workstation UUSBPD
3.0and 4.0
—amV—— *
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P2CIM-PS2
: DCIM-PS2
SUSfE L.mux1 P2CIM-
19’1'20 esgli)(r)la AUSB DCIM-USB | D2CIM-VUSB and /
.2 an D2CIM-DVUSB
UKVMPD DCIM-USB
G2
UUSBPD
P2CIM-PS2
DCIM-PS2
P2CIM-
:zjo:]joszre 3 | AUSB DCIM-USB D2CIM-VUSB /
UKVMPD DCIM-USB
G2
UUSBPD
P2CIM- DCIM-USB
Mac OS AUSB DCIM-USB | D2CIM-VUSB v v
UUSBPD G2
All Solaris OSs | poCIM-SUN PCIM-SUN
supported in DCIM-SUSB
‘s P2CIM-
Dominion KX
I SUSB DCIM-USB
G2
P2CIM-PS2 | DCIM-USB
P2CIM- DCIM-USB
IBM AIX AUSB -
UUSBPD DCIM-PS2
P2CIM-PS2 | DCIM-USB
P2CIM- DCIM-USB
HP UX AUSB G2
UUSBPD DCIM-PS2
Re@ote Power D2CIM-PWR
Strips
Serial Devices | P2CIM-SER
—amV—— *
202 =&=Raritan.

When you're ready to take control®




VM Virtual Media (D2CIM-VUSB and D2CIM-DVUSB only)

AM Absolute Mouse Synchronization (D2CIM-VUSB and
D2CIM-DVUSB only)

M Intelligent Mouse Mode

SM Standard Mouse Mode

Ve Supported

Appendix A: Specifications

Note: The DCIM-USB G2 provides a small slide switch on the back of the
CIM. Move the switch to P for PC-based USB target servers; move the

switch to S for Sun USB target servers.

A new switch position takes effect only after the CIM is power-cycled. To
power-cycle the CIM, remove the USB connector from the target server

and plug it back in a few seconds later.

Environmental Requirements

Temperature 0°C- 40°C (32°F - 104°F)

Humidity 20% - 85% RH

Altitude N/A

Vibration 5-55-5 HZ, 0.38mm, 1 minutes per cycle;
30 minutes for each axis (X, Y, Z)

Shock N/A

Temperature 0°C- 50°C (32°F - 122°F)

Humidity 10% - 90% RH

Altitude N/A

Vibration 5-55-5 HZ, 0.38mm, 1 minutes per cycle;
30 minutes for each axis (X, Y, Z)

Shock N/A

Z=Raritan.

When you're ready to take control®

293



Physical Specifications

Physical Specifications

DKX2-108 |8-Port 8.581bs; [1.75"x17.32" x |14.3 1Ibs; 22" x16.6" x [785813624109 |Dual
Dominion KX |3.9kg 11.4" 6.5 kg 6.5" Power
II with 1-user 44mm x 439mm 559mm x 100/240 V
Network X 290mm 422mm x 50/60 Hz
Access and 165mm 0.6A
Local Port; 61.3 Watts
Virtual Media,
Dual Power

DKX2-116 |16-Port 8.651bs; [1.75"x17.3"x |14.851bs; [22"x16.6"x |785813624055 |Dual
Dominion KX |3.9kg 11.4" 6.7 kg 6.5" Power
II with 1-user 44mm x 439mm 559mm x 100/240 V
Network X 290mm 422mm X 50/60 Hz
Access and 165mm 0.6A
Local Port; 25.4 Watts
Virtual Media,
Dual Power

DKX2-132 |[32-Port 9.01bs; [1.75"x17.3"x [14.91bs; 22" x16.6" x |785813624079 |Dual
Dominion KX |4.1kg 11.4" 6.8 kg 6.5" Power
II with 1-user 44mm x 439mm 559mm x 100/240 V
Network x 290mm 422mm x 50/60 Hz
Access and 165mm 0.6A
Local Port; 26 Watts
Virtual Media,
Dual Power

DKX2-216 |16-Port 8.651bs; [1.75"x17.3"x [14.491bs; |[22"x16.6"x |785813624086 |Dual
Dominion KX |39kg |11.4" 6.6 kg 6.5" Power
II with 2-user 44mm x 439mm 559mm x 100/240 V
Network x 290mm 422mm x 50/60 Hz
Access and 165mm 0.6A
Local Port; 26.3 Watts
Virtual Media,
Dual Power

L ]
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DKX2-232 | 32-Port 901bs; [1.75"x173"x |14.91bs; 22" x16.6" x [785813625021 |Dual
Dominion KX |4.1kg |11.4" 6.8 kg 6.5" Power
II with 2-user 44mm x 439mm 559mm x 100/240 V
Network X 290mm 422mm x 50/60 Hz
Access and 165mm (optimal 47
Local Port; - 63 Hz)
Virtual Media, 0.6A
Dual Power 27 Watts

DKX2-416 |16-Port 9.041bs; [1.75"x17.3"x |14.941bs; |[22"x16.6"x |785813625359 |Dual
Dominion KX |4.1kg |11.4" 6.8 kg 6.5" Power
II with 4-user 44mm x 439mm 559mm x 100/240 V
Network X 290mm 422mm x 50/60 Hz
Access and 165mm 1A
Local Port; 62 Watts
Virtual Media,
Dual Power

DKX2-432 |32-Port 9.481bs; [1.75"x17.3"x [15.381bs; [22"x16.6"x |785813625380 |Dual
Dominion KX |43kg |11.4" 7.0kg 6.5" Power
II with 4-user 44mm x 439mm 559mm x 100/240 V
Network X 290mm 422mm x 50/60 Hz
Access and 165mm 1A
Local Port; 64 Watts
Virtual Media,
Dual Power

Computer Interface Modules (CIMs)

D2CIM- Dominion KX II 0.2 Ibs 1.3"x3.0" x 0.6" 0.2 1bs 7.2"x9"x0.6" |785813332004
VUSB Computer

Interface Module

[USB Port with

Virtual Media]
eSS Rarltcm, 295
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Computer Interface Modules (CIMs)

DCIM-PS2 | Dominion KXI& |0.21bs 1.3"x3.0" x 0.6" 0.2 Ibs 72"x9"x0.6" [785813338532
II Computer
Interface Module
[PS/2 Port]
DCIM-USB | Dominion KX1& [0.21bs 1.3"x3.0"x 0.6" 0.2 Ibs 72"x9"x0.6" 785813338518
II Computer
Interface Module
[USB Port]
DCIM-SUSB | Dominion KX1& [0.2 Ibs 1.3"x3.0"x 0.6" 0.2 Ibs 72"x9"x0.6" [785813338556
II Computer
Interface Module
[USB Port for Sun]
DCIM- Dominion KX1& (0.2 Ibs 1.3” x3.0” x0.6” |0.21bs 72" x9” x0.6 |785813338884
USBG2 II Computer
Interface Module
[USB and Sun USB
Port] G2 CIM
DCIM-SUN | Dominion KX1& [0.21bs 1.3"x3.0"x 0.6" 0.2 Ibs 72"x9"x0.6" [785813338549
II Computer
Interface Module
[Sun Port, HD15
Video]
D2CIM- Dominion KX II 0.2 Ibs 1.3"x3.0"x 0.6" 0.2 Ibs 72" x9"x0.6" |785813332011
PWR Computer
Interface Module
for Remote Power
strips
D2CIM- Bulk pack of 32 6.4 1b (1.3"x 3.0" x 8.011b 21.65"x12.20"x | 785813332028
VUSB- D2CIM-VUSB 0.6")*32 4.33"
32PAC
D2CIM- Bulk pack of 64 12.8 Ib (1.3"x3.0" x 18.131b 22.64"x9.45"x1 | 785813332035
VUSB - D2CIM-VUSB 0.6")*64 2.99"
64PAC
296 =& Raritan.
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D2CIM- Dominion KX II 0.231bs, |[3.53”x1.68”x.76” .25 1bs, 3.9”x5.7”x 1.0” | 785813339508
DVUSB Computer 105g 112.5g
Interface Module 89.7x42.7x19.3 100%145%27
[Dual USB Port (mum) (mm)
with Virtual
Media]
D2CIM- Bulk pack of 32 10.11bs, [21.9”x12.2”x4.3” 10.1 Ibs, 21.9”x12.2”x4. 785813332080
DVUSB- D2CIM-DVUSB 4.6kg 4.6kg 3”
30PAC 555x310x110 (mm)
555x310x110
(mm)
D2CIM- Bulk pack of 64 2251bs, [9.4”x22.6”x13.0” 22.51bs, 10.2 |9.4”x22.6”x13. |785813332097
DVUSB - D2CIM-DVUSB 10.2 kg kg 0”
64PAC 240x575x330 (mm)
240*575*330
(mm)
Remote Connection
Network 10BASE-T, 100BASE-T, and 1000BASE-T (Gigabit)
Ethernet
Protocols TCP/IP, UDP, SNTP, HTTP, HTTPS, RADIUS,
LDAP/LDAPS
TCP and UDP Ports Used
—amV—— *
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TCP and UDP Ports Used

HTTP, Port 80 All requests received by Dominion KX II via HTTP (port 80) are
automatically forwarded to HTTPS for complete security. Dominion KX
II responds to Port 80 for user convenience, relieving users from having
to explicitly type https:// in the URL field to access Dominion KX II, but
while still preserving complete security.

HTTPS, Port 443 This port is used for a number of purposes, including the web server
for the HTML client, the download of client software (MPC/KVC) onto
the client's host, and the transfer of KVM and Virtual Media data
streams to the client.

Dominion KX II This port is used to discover other Dominion devices and for

(Raritan KVM-over- |communication between Raritan devices and systems, including CC-

IP) Protocol, SG. By default, this is set to Port 5000, but you may configure it to use

Configurable Port  |any TCP port not currently in use. For details on how to configure this

5000 setting, refer to Network Settings (on page 219).

SNTP (Time Server) |Dominion KX II offers the optional capability to synchronize its internal

on Configurable clock to a central time server. This function requires the use of UDP

UDP Port 123 Port 123 (the standard for SNTP), but can also be configured to use any
port of your designation. Optional

LDAP/LDAPS on If Dominion KX II is configured to remotely authenticate user logins via

Configurable Ports |the LDAP/LDAPS protocol, ports 389 or 636 will be used, but the

389 or 636 system can also be configured to use any port of your designation.
Optional

RADIUS on If Dominion KX II is configured to remotely authenticate user logins via

Configurable Port | the RADIUS protocol, either port 1812 will be used, but the system can

1812 also be configured to use any port of your designation. Optional

RADIUS Accounting | If Dominion KX II is configured to remotely authenticate user logins via

on Configurable the RADIUS protocol, and also employs RADIUS accounting for event

Port 1813 logging, port 1813 or an additional port of your designation will be
used to transfer log notifications.

SYSLOG on If Dominion KX II is configured to send messages to a Syslog server,

Configurable UDP | then the indicated port(s) will be used for communication - uses UDP

Port 514 Port 514.

SNMP Default UDP |Port 161 is used for inbound/outbound read/write SNMP access and

Ports port 162 is used for outbound traffic for SNMP traps. Optional

TCP Port 21 Port 21 is used for the KX II command line interface (when you are
working with Raritan Technical Support).

— b
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Target Server Connection Distance and Video Resolution

Z=Raritan.

The maximum supported distance is a function of many factors
including the type/quality of Cat 5 cable, server type and manufacturer,
video driver and monitor, environmental conditions, and user
expectations. The following table summarizes the maximum target
server distance for various video resolutions and refresh rates:

1600x1200 60 50 ft (15 m)
1280x1024 60 100 £t (30 m)
1024x768 60 150 ft (45 m)

Due to the multiplicity of server manufacturers and types, OS versions,
video drivers, and so forth and the subjective nature of video quality,
Raritan cannot guarantee performance across all distances in all
environments.

Refer to the Supported Video Resolutions (on page 288) for the video
resolutions supported by Dominion KX II.
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Network Speed Settings

Network Speed Settings

100/Half 10/Half
No No No No
Communica | Communica | Communica | Communica
tion tion tion tion
No No
Communica | Communica
tion tion
100/Half 100/Half No No
Communica | Communica
tion tion
No No No
Communica [ Communica | Communica
tion tion tion
10/Half No No No
Communica | Communica [ Communica
tion tion tion
Legend:

Does not function, as expected
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Supported

Functions; not recommended

NOT supported by Ethernet specification; product will
communicate, but collisions will occur

Per Ethernet specification, these should be “no
communication”, however, note that the Dominion KX II
behavior deviates from expected behavior

Note: For reliable network communication, configure the Dominion KX
II and the LAN switch to the same LAN Interface Speed and Duplex. For
example, configure both the Dominion KX II and LAN Switch to
Autodetect (recommended) or set both to a fixed speed/duplex such as
100Mbps/Full.
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Appendix B Updating the LDAP Schema

Note: The procedures in this chapter should be attempted only by
experienced users.

In This Chapter

Returning User Group Information ...........ccoeeeeiiniiice, 302
Setting the Registry to Permit Write Operations to the Schema.............. 303
Creating a New Attribute ... 303
Adding Attributes to the Class .........ccovvvueieiceieirinrrrreeeeecceeeene 304
Updating the Schema Cache ..o 306
Editing rciusergroup Attributes for User Members............cccccovuvururnnnnne. 307

Returning User Group Information

Use the information in this section to return User Group information
(and assist with authorization) once authentication is successful.

From LDAP

When an LDAP/LDAPS authentication is successful, the Dominion KX II
determines the permissions for a given user based on the permissions of
the user's group. Your remote LDAP server can provide these user group
names by returning an attribute named as follows:

rciusergroup attribute type: string

This may require a schema extension on your LDAP/LDAPS server.
Consult your authentication server administrator to enable this attribute.

From Microsoft Active Directory

Note: This should be attempted only by an experienced Active Directory
administrator.

Returning user group information from Microsoft's Active Directory for
Windows 2000 Server requires updating the LDAP/LDAPS schema.
Refer to your Microsoft documentation for more detail.

1. Install the schema plug-in for Active Directory. Refer to Microsoft
Active Directory documentation for instructions.

2. Run Active Directory Console and select Active Directory Schema.
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Setting the Registry to Permit Write Operations to the Schema

To allow a domain controller to write to the schema, you must set a
registry entry that permits schema updates.

> To permit write operations to the schema:

Right-click the Active Directory Schema root node in the left pane of
the window and then click Operations Master. The Change Schema
Master dialog appears.

Change Schema Master 21|

The zchema mazter manages modifications to the schema. Only one
zerver in the enterprize performs this role.

Current zchema master [online]:

rei-gcfd2nzmzt. mupe. mydamain. com

T o tranzfer the zchema master rale ta the targeted
domain controller below, click Change.

rci-gefd2nzmeat. mype. mydomain. com

Cloze

2. Select the "Schema can be modified on this Domain Controller"
checkbox. Optional

3. Click OK.

Creating a New Attribute

> To create new attributes for the rciusergroup class:

Click the + symbol before Active Directory Schema in the left pane of
the window.

2. Right-click Attributes in the left pane.
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3. Click New and then choose Attribute. When the warning message
appears, click Continue and the Create New Attribute dialog
appears.

Create MNew Attribute d s

‘ Create a Mew Attribute Object

— ldentificatian

Carmrnat Marme: IrDiusergrDup

LDAP Display Mame: |rciusergrnup

Unigue =500 Object 1D; |1.3.E.1.4.1 374250

D ezcription; IHaritan's LOAR attribute

— Suntax ahd Bange

Suntas: IEase |nzenzitive String j
M imirnarn: |'|
B Iz‘ﬂ

[T Multivalued Ok I Cancel

Type rciusergroup in the Common Name field.

Type rciusergroup in the LDAP Display Name field.
Type 1.3.6.1.4.1.13742.50 in the Unique x5000 Object ID field.

Type a meaningful description in the Description field.

® N o U &

Click the Syntax drop-down arrow and choose Case Insensitive
String from the list.

9. Type 1in the Minimum field.
10. Type 24 in the Maximum field.

11. Click OK to create the new attribute.

Adding Attributes to the Class

> To add attributes to the class:
1. Click Classes in the left pane of the window.
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2. Scroll to the user class in the right pane and right-click it.

i Consolel - [Consolz Root'Active Directory Schema [ra-gcf4i2nzmzEn =10l =]
€ Fie Action  Yiew Favorites  Window  Help o =
- 8m 2RB 2
L_:I Conscle Rock Marre | Type | Skabus | Desclﬂ
E|""_G Active Directory Schema | B0 cepviceConneckonPaint Sruckural Lkive Servi
ED Claszas B epvicelrnskarce Skruckural Bickive Servi
~{L] Attrbutes B2 sirrpleSecurityiobieck Aapdizry fickive The =
B3 dike Shrckural Bckive Site
B3 cteLink Strictural Aitive Site-1
B2 sikeLinkBridge Skruckural Ackive Sika-1
B3 stesContainer Shruckural Artive Sites-
B3 sborage abruckural Arkive Store
B2 - bnst Struckural Ackive Subn
B2 cubnstContainer Shructural fckive Subn
B3 cubSchema Struckural Active Subs
B3 op abstract Brtive Top
B by stscdDomain Skruckural Bickive Trsk
B bypelibraey Sheuckoral Artive Tvne
i Mew \Wirdow From Here
B2 yalime Ackive Walum
4 | | _hI a | Refrash | b
| Properties |
Help

3. Choose Properties from the menu. The user Properties dialog
appears.

4. Click the Attributes tab to open it.
5. Click Add.
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Updating the Schema Cache

6. Choose rciusergroup from the Select Schema Object list.

ser Properties 0 x|

Goneral | Relotonshe Afsbutes | Secusiy | __:
IR | D

Select Sahema Object ' x
s - 2lx

— © Selecta schema cbiect

L R 2| aa | [t

admnCourt preF gt
[ aiommactens _peee | quallyOfS arvice
bacPwaCourd

age
contolcoeisflghts queeryPobcyBL
dBCS Fed
@lg.l‘l:'llmjsllw ;I nanel ovess

ok | caxd | A

7. Click OK in the Select Schema Object dialog.
8. Click OK in the User Properties dialog.

Updating the Schema Cache

» To update the schema cache:

Right-click Active Directory Schema in the left pane of the window
and select Reload the Schema from the shortcut menu.

2. Minimize the Active Directory Schema MMC (Microsoft
Management Console) console.
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Editing rciusergroup Attributes for User Members

To run the Active Directory script on Windows 2003 server, use the
script provided by Microsoft (available on the Windows 2003 server
installation CD). These scripts are loaded onto your system with a
Microsoft Windows 2003 installation. ADSI (Active Directory Service
Interface) acts as a low-level editor for Active Directory, allowing you to
perform common administrative tasks such as adding, deleting, and
moving objects with a directory service.

» To edit the individual user attributes within the group
rciusergroup:

From the installation CD, choose Support > Tools.
Double-click SUPTOOLS.MSI to install the support tools.

Go to the directory where the support tools were installed.

=W N

Run adsiedit.msc. The ADSI Edit window opens.

5. hDST Edit N I {wf |
S Fle Aoon M. indos  Hel SLTET

= sl EdE Harm= | O [ Detimuised Hene
i3 3 Dz [rcl-gif 8] 2ne et man. i, Tﬂnun[ru-qd‘ﬂhmmypc... domanDhs

#-E] Corfiguration [rcrgefiZramet.m | ] Configorstion [regcf4izrame. .. configurstion

i Schera [ra-gFgEnzmet mpemt 1] cohema [rorgcFiEramet.mep. .. dHD

5. Open the Domain.
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6. In the left pane of the window, select the CN=Users folder.

4R, RDST Edit

b P Adion Wes  ‘Wndos

bt

i

|

& ADSLECE | Herme { Clmss | Dtimuished Hens
B ﬂ _|:|'-'"“ai" [ e 2nz et s e, | 2B Ch=Administretor usar CH=bdmirestrabor, N=Users, 0 C=myvpc, D C=nydomean,[
=} -ﬂﬁ=wnn§_‘=mnmnw ZHCH=Cer: Publishers group CH=Cert Publishers, Du=Users, CO=nypc o =mpdomain
-?-' = Ti=Eu ZCH=Crehdnirs group CH=Crehdmrs = Users, Do=nyvpr, D2 =myd oman, [2:
‘.': ‘:1 M= ompuer s HCH:DmLIpdm:mer group CH=CrelpdateFProsy, D=L sers, D =mype, C=nydome
? a ou-peman C’““"t":::_ﬂ =L Adnis g H=Comsin Admis, C=Lsers, CC=ny g CC =mydomarn
o3 Eﬁ:Lout.ﬁg JCH:D\:mm Conpuksrs group CH:Durr.a_rlf:urrnuber;,tﬂ:Uam:.DE:m-n:.DE:rnydu'
i' I:.I pn— _.::.‘]CH:Dm‘mCurt.rulets- group CH=Lomein Controllers, CN=Users, D =y, D C=mydar
-3 T=Frogram Data f:lCH:DDm!I‘I GuEsts group CH=Comein Fussks, Ch=_se s, D =mypc, Do =mmydomein
m u H=Zysken f‘]tH:D\:m:h Users group H=Comein Users, CH= Ussrs, D =mrp, D-=mrdoman, L
_1',_- =3 fICN-EH::rprm.ﬂdm roup Chl=Erioe roetes ol i Dbl sir s, Do o p iz, DS s
- Corflguration [rckpclETamet. ﬁltN-ﬁm.pF‘dl:'.' Creator Cwy,.,  group CH=Group Policy Creator Cwrers, e Lsais, D sy, L
w1 schema [rd-gfEname. my e me __-._-qu-m.:st user Chle=Etimst, Chle s, O iR, D =nivsdomein, D=
A Ch=HekEervresEnoup aroup CH=HelpServicesGroup, CN=Users, D C=mrpe, D C=myudar
;Icu-krhtqt usEf 1 hletirbmt, T | i, O i, OO P PV P, DO it
CEHCh=RAS and 105 Saresrs group CH=RAS5 and 185 Servess, Mi=lsers, D C=mups, DC=nyc
B e hemn i group ChieSchema A, Chle_sers, D aimpe, D amiwcore
CHCH=5_PPORT_ZEESA5a0 usar CH=F_FPORT 35859530, C kel s D =mpe, D =t
e n=Tainsierts group Chl=TedneoC benks, Chl= Liasis, D =mnigpe, DC=mydomain, C

]

7. Locate the user name whose properties you want to adjust in the
right pane. Right-click the user name and select Properties.

8. Click the Attribute Editor tab if it is not already open.
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9. Choose rciusergroup from the Attributes list.

CN=Administrator Properties el

Atribute Editor | Secuity |

¥ Show mandatory attibutes
¥ Show optional attributes

[ Show only attibutes that have values

Attributes:
Attribute | Syntan | Yalue il
progptddresses nicode String - <Mot Sets
pidl_aszts et Large Integer/...  128299285243033603
quernyFolicoBL Distinguished ... <Mot Set»

ICILISErgraup <Maot Sets
reqiztereddddress <Maot Set:
replPropertykdetallata Octet String Qw01 000 0R00 OO0 w0

replUpT ol atet'ector Cctet Sting Mot Set»

repzFrom Octet String <Mat Set»

repzT o Octet Sting <Maot Set: ==
revizion |nteger <Maot Setx

rid Integer Mot Set»

roomMumber Unicode Sting <Moot Sets
s.-'-i-.M.-'—‘-.u:cnuntName nicode Str'inu:l Adminigtrator _ILI
1 3

Edit |

k. I Cancel | Spply |
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10. Click Edit. The String Attribute Editor dialog appears.

& DSl Edit
= fik Action Wew  Window  Hep

PN IR ] -horistrator roparties

& ADSIEdk

=3 Domein [ri-gef4iznzmet. my

¢ =2 po=mype, De=mydome
(£ CH=BUiEn
{2 Ch-Computers
2 Co)=amain Dokl
E- ChsForsgnEecurity
(=2 ch=LostondFound

2 Ch=Frooram Dok
2 Ch=Symhem

‘ E-L Chslkers

B g Canfigurzbon [ra-gof4aiznzl

A Sdhema [rei-actHi2nzmzt.m

(ERl i T (R Pl Stving Attribube Editor

-ig/xi

&bt Ecilor | $acuity |

¥ S how mandaton ks

¥ Shew opliona akibuces

[ Show onk alfributes thal bave vaues
Afirbules:

2

| . [T [T a1

Sriribute: rolgengroup

Walus:

=121

M=lgers DC=mypc, O =mydoman L
Chi=Lsers, D =mypc, DC=rrydamain
Flzere, D =miypc, D=y damain, 0
Py CM=Uszrs, D =myoe, DC=mivdanme
Chi=Lkers, OC=mype, DC=rydamain
ParSJCN-Llsars.DCq'n'r'pc. [ =mwcdior

3¢ fre.CM=Users, D=, D =mycior

[N=Lizsrs, D =moc, D =miydomain
N=Usess, D=y pc, Do =mmydamein, [
5 Ch=Ll==t, D =rmyoc, DC =mradoin

=bor Cranzys, CH=Users, DC=mype, [
JOiC=nype Dr=mydomain DiC=can
I o, Ch=Lser 5, D=y pc, DC=miedar

b DC=mypr, DI =mrdoman, Dl=co

Frvers CM=Ussrs, D =myoc, DC=mpc
, Ch=Users,DC=mypr, D =my domair
4540, Ch=loer g, D=y pc, D =mid
f=Lsars, D =mypc D=y damaim, 2

Dlea ITI Cancel
T ig=dn = g THOE oetr

nd Irkeger 4 Hat et

roombkunber Unicods Sking < Mat 5=t

sril\htd.mnunlma'ne Uricade S Adniizirao ~
1 I'III ¥

Edt
ok | Caneel | il |

|

+lizd

11. Type the user group (created in the Dominion KX II) in the Edit
Attribute field.

String Attribute Editor

Attribute; roiusergroup

X

Walue:
[&dmir
Clear | | k. I Cancel
12. Click OK.
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Overview

This section includes important notes on Dominion KX II usage. Future
updates will be documented and available online through the Help -
User Guide link in the Dominion KX II Remote Console interface.

Java Runtime Environment (JRE)

Important: It is recommended that you disable Java caching and clear
the Java cache. Refer to your Java documentation or MPC
Requirements and Installation Instructions.

The Dominion KX II Remote Console and MPC require the JRE to
function. The Dominion KX II Remote Console checks the Java version. If
the version is incorrect or outdated, you will be prompted to download a
compatible version.

Raritan recommends using Java Runtime Environment (JRE) version 1.5
for optimum performance, but the Dominion KX II Remote Console and
MPC will function with JRE version 1.4.2_05 or greater (with the
exception of JRE 1.5.0_02), including JRE 1.6.x except for 1.6.2.

Note: In order for multi-language keyboards to work in the Dominion
KX II Remote Console (Virtual KVM Client) install the multi-language
version of Java Runtime Environment (JRE).
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Keyboards

Non-US Keyboards

French Keyboard

Caret Symbol (Linux Clients Only)

The Virtual KVM Client and the Multi-Platform Client (MPPC) do not
process the key combination of Alt Gr + 9 as the caret symbol (") when
using French keyboards with Linux clients.

» To obtain the caret symbol:

From a French keyboard, press the * key (to the right of the P key), then
immediately press the space bar.

Alternatively, create a macro consisting of the following commands:
1. Press Right Alt

2. Press?9.

3. Release9.

4. Release Right Alt.
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Note: These procedures do not apply to the circumflex accent (above
vowels). In all cases, the " key (to the right of the P key) works on French
keyboards to create the circumflex accent when used in combination
with another character.

Accent Symbol (Windows XP Clients Only)

From the Virtual KVM Client and the Multi-Platform Client, the key
combination of Alt Gr +7 results in the accented character displaying
twice when using French keyboards with Windows XP clients.

Note: This does not occur with Linux clients.

Numeric Keypad

From the Virtual KVM Client and the Multi-Platform Client, the numeric
keypad symbols display as follows when using a French keyboard:

/ ;

7

Tilde Symbol

From the Virtual KVM Client and the Multi-Platform Client, the key
combination of Alt Gr + 2 does not produce the tilde (~) symbol when
using a French keyboard.

» To obtain the tilde symbol:

Create a macro consisting of the following commands:

Press right Alt.

Press 2.

Release 2.

Release right Alt.
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Key Combinations and the Java Runtime Environment (JRE)

Because of a limitation in the Java Runtime Environment (JRE), Fedora,
Linux, and Solaris clients receive an invalid response from Alt Gr on UK
English and US International language keyboards. Fedora, Linux, and
Solaris do not pick up events for the Alt Gr key combination for Java
1.4.2 or 1.5. Java 1.6 appears to improve on this, although the keyPressed
and keyReleased events for Alt Gr still identify it as an “unknown key
code”.

Also, a key pressed in combination with Alt Gr (such as on the UK
keyboard Alt Gr-4, which is the Euro symbol), will only generate a
keyTyped followed by a keyReleased event for that value without a
keyPressed event. Java 1.6 improves upon this by filling in the
keyPressed event as well.

Keyboard Language Preference (Fedora Linux Clients)

Because the Sun JRE on Linux has problems generating the correct
KeyEvents for foreign-language keyboards configured using System
Preferences, Raritan recommends that you configure foreign keyboards
using the methods described in the following table.

US Intl Default

UK System Settings (Control Center)
French Keyboard Indicator

German Keyboard Indicator

Hungarian System Settings (Control Center)
Spanish System Settings (Control Center)

Swiss-German | System Settings (Control Center)

Norwegian Keyboard Indicator
Swedish Keyboard Indicator
Danish Keyboard Indicator
Japanese System Settings (Control Center)
Korean System Settings (Control Center)
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Note: The Keyboard Indicator should be used on Linux systems using
Gnome as a desktop environment.

When using a Hungarian keyboard from a Linux client, the Latin letter U
with Double Acute and the Latin letter O with Double Acute work only
with JRE 1.6.

There are several methods that can be used to set the keyboard language
preference on Fedora Linux clients. The following method must be used
in order for the keys to be mapped correctly from the Virtual KVM
Client and the Multi-Platform Client (MPC).

To set the keyboard language using System Settings:
From the toolbar, choose System > Preferences > Keyboard.

Open the Layouts tab.

Add or select the appropriate language.

Click Close.

Ll 4

> To set the keyboard language using the Keyboard
Indicator:

1. Right-click the Task Bar and choose Add to Panel.

2. Inthe Add to Panel dialog, right-click the Keyboard Indicator and
from the menu choose Open Keyboard Preferences.

3. In the Keyboard Preferences dialog, click the Layouts tab.

4. Add and remove languages as necessary.
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Macintosh Keyboard

When a Macintosh is used as the client, the following keys on the Mac
keyboard are not captured by the Java Runtime Environment (JRE):

F9

F10

F11

F14

F15

Volume Up
Volume Down
Mute

Eject

As a result, the Virtual KVM Client and the Multi-Platform Client (MPC)
are unable to process these keys from a Mac client's keyboard.

Special Sun Key Combinations

316

The following key combinations for Sun Microsystems server’s special

keys operate on the local port:

Again Ctrl+ Alt +F2

Props Ctrl + Alt +F3

Undo Ctrl + Alt +F4

Stop A Break a

Front Ctrl + Alt + F5

Copy Ctrl + Alt + F6

Open Ctrl + Alt + F7

Find Ctrl + Alt + F9

Cut Ctrl + Alt + F10

Paste Ctrl + Alt + F8

Mute Ctrl + Alt + F12

Compose Ctrl+ Alt + KPAD *
== Raritan.
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Vol + Ctrl + Alt + KPAD +
Vol - Ctrl + Alt + KPAD -

Stop No key combination
Power No key combination

Mouse Pointer Synchronization (Fedora)

When connected in dual mouse mode to a target server running Fedora
7, the target and local mouse pointers may lose synchronization after

some time.

» To resynchronize the mouse cursors:

e Use the Synchronize Mouse option from the Virtual KVM Client.

The following table summarizes the Dominion KX II mouse modes, and
whether or not these modes remain synchronized when accessing KVM

target servers running Fedora:

Absolute Mouse No No
Synchronization

Intelligent Mouse Mode No Yes
Standard Mouse Mode Yes No
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Resolving Fedora Core Focus

Resolving Fedora Core Focus

Using the Multi-Platform Client (MPC), occasionally there is an inability
to log on to a Dominion KX II device or to access KVM target servers
(Windows, SUSE, and so forth). In addition, the Ctrl+Alt+M key
combination may not bring up the Keyboard Shortcut menu. This
situation occurs with the following client configuration: Fedora Core 6
and Firefox 1.5 or 2.0.

Through testing, it has been determined that installation of libXp
resolves window focusing issues with Fedora Core 6. Raritan has tested
with libXp-1.0.0.8.i1386.rpm; this resolved all of the keyboard focus and
popup-menu problems.

Note: libXp is also required for the SeaMonkey (formerly Mozilla)
browser to work with the Java plug in.

SUSE/VESA Video Modes

The SuSE X.org configuration tool SaX2 generates video modes using
modeline entries in the X.org configuration file. These video modes do
not correspond exactly with VESA video mode timing (even when a
VESA monitor is selected). Dominion KX II, on the other hand, relies on
exact VESA mode timing for proper synchronization. This disparity can
result in black borders, missing sections of the picture, and noise.

> To configure the SUSE video display:

The generated configuration file /etc/X11/xorg.conf includes a
Monitor section with an option named UseModes. For example,
UseModes "Modes[0]"

2. Either comment out this line (using #) or delete it completely.
3. Restart the X server.

With this change, the internal video mode timing from the X server will
be used and will correspond exactly with the VESA video mode timing,
resulting in the proper video display on the Dominion KX II.
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USB Ports and Profiles

Z=Raritan.

VM-CIMs and DL360 USB Ports

HP DL360 servers have one USB port on the back of the device and
another on the front of the device. With the DL360, both ports cannot be
used at the same time. Therefore, a dual VM-CIM cannot be used on
DL360 servers.

However, as a workaround, a USB2 hub can be attached to the USB port
on the back of the device and a dual VM-CIM can be attached to the hub.

Help for Choosing USB Profiles

When you are connected to a KVM target server in VKC, you can view
information about USB profiles via the Help on USB Profiles command
on the USB Profile menu.

v HF Proliant DL3G0/DL3IE0 G4 (HP SmartStart COY

Generic

Trouhleshooting 1
Troubleshooting 2
Trouhleshooting 3

Add Other Profiles L4
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USB profile help appears in the USB Profile Help window. For detailed
information about specific USB profiles, see Available USB Profiles (on
page 186) and the release notes that came with each firmware upgrade.

Raritan provides a standard selection of USB configuration profiles for a
wide range of operating system and BIOS level server implementations.
These are intended to provide an optimal match between remote USB
device and target server configurations.

The ‘Generic” profile meets the needs of most commonly deployed target
server configurations.

Additional profiles are made available to meet the specific needs of other
commonly deployed server configurations (e.g. Linux, MAC OS-X).

There are also a number of profiles (designated by platform name and
BIOS revision) that have been tailored to enhance Virtual Media function

compatibility with the target server, for example, when operating at the
BIOS level.

‘Add Other Profiles” provides access to other profiles available on the
system. Profiles selected from this list will be added to the USB Profile
Menu. This includes a set of ‘trouble-shooting’ profiles intended to help
identify configuration limitations.

The USB Profile Menu selections are configurable via the Console Device
Settings > Port Configuration page.

Should none of the standard USB profiles provided by Raritan meet your
target server requirements, Raritan Technical Support can work with you
to arrive at a solution tailored for that target. Raritan recommends that
you do the following:

1. Check the most recent release notes on the Raritan website
(www.raritan.com) on the Firmware Upgrade page to see if a
solution is already available for your configuration.

2. Ifnot, please provide the following information when contacting
Raritan Technical Support:

a. Target server information, manufacturer, model, BIOS

b. The intended use (e.g. redirecting an image to reload a server’s
operating system from CD)
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ClMs

Windows 3-Button Mouse on Linux Targets

When using a 3-button mouse on a Windows client connecting to a
Linux target, the left mouse button may get mapped to the center button
of the Windows client 3-button mouse.

KX-to-KX Il Access via a VM-CIM

If you are using the local port of a Dominion KX II target and accessing
it via another KX, use a DCIM.

Virtual Media

Virtual Media Not Refreshed After Files Added

After a virtual media drive has been mounted, if you add a file(s) to that
drive, those files may not be immediately visible on the target server.
Disconnect and then reconnect the virtual media connection.

Target BIOS Boot Time with Virtual Media

The BIOS for certain targets may take longer to boot if media is mounted
virtually at the target.

» To shorten the boot time:

Close the Virtual KVM Client to completely release the virtual media
drives.

2. Restart the target.

CC-SG
Virtual KVM Client Version Not Known from CC-SG Proxy
Mode
When the Virtual KVM Client is launched from CommandCenter Secure
Gateway (CC-SG) in proxy mode, the Virtual KVM Client version is
unknown. In the About Raritan Virtual KVM Client dialog, the version is
displayed as “Version Unknown”.

=V °
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Proxy Mode and MPC

If you are using Dominion KX II in a CC-5G configuration, do not use
the CC-SG proxy mode if you are planning to use the Multi-Platform
Client (MPC).
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What is the Dominion KX II?

The Dominion KX II is a second generation KVM-over-IP switch that
enables IT administrators to access and control servers over a network
with BIOS-level functionality. The Dominion KX II is completely
hardware and OS-independent. Users can troubleshoot and reconfigure
servers even when servers are down.

At the rack, the Dominion KX II provides the same functionality,
convenience, space savings, and cost savings as traditional KVM
switches. However, the Dominion KX II also integrates the industry's
highest-performing KVM-over-IP technology, allowing multiple
administrators to access server KVM consoles from any networked
workstation.

How does Dominion KX II differ from remote control software?

When using the Dominion KX II remotely, at first glance, the interface
may seem similar to remote control software such as pcAnywhere,
Windows Terminal Services/Remote Desktop, VNC, and so forth.
However, because the Dominion KX II is not a software but a hardware
solution, it's much more powerful. Specifically:

e State-Independent/Agentless - The Dominion KX II does not require
the managed server OS to be up and running, nor does it require any
special software to be installed on the managed server.

e Out-of-Band - Even if the managed server's own network connection
is unavailable, it can still be managed through the Dominion KX II.

e BIOS-Level Access - Even if the server is hung at boot up, requires
booting to safe mode, or requires system BIOS parameters to be
altered, the Dominion KX II still works flawlessly to enable these
configurations to be made.

How do the new features of the Dominion KX II compare to the KX I?

The Dominion KX II has many new and exciting features, including
virtual media, absolute mouse synchronization, dual power, dual gigabit
Ethernet, common web-based user interfaces, next generation local port,
and more.

How do I migrate from the Dominion KX I to Dominion KX II?
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In general, customers can continue to use their existing switches for
many years. As their data centers expand, customers can purchase and
use the new Dominion KX II models. Raritan's centralized management
unit, CommandCenter Secure Gateway, and the Multi-Platform Client
(MPC) both support KX I and Dominion KX II switches seamlessly.

Will my existing KX I CIMs work with the Dominion KX II switch?

Yes, existing KX I CIMs will work with the Dominion KX II switch. In
addition, select Paragon CIMs will work with the Dominion KX II. This
provides an easy migration to the Dominion KX II from Paragon I
customers who wish to switch to KVM-over-IP.

Can the Dominion KX II be rack mounted?

Yes. The Dominion KX II ships standard with 19" rack mount brackets. It
can also be reverse rack mounted so the server ports face forward.

How large is the Dominion KX II?

The Dominion KX Il is only 1U high (except KX2-464, which is 2U), fits
in a standard 19" rack mount, and is only 11.4" (29 cm) deep.
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How many users can remotely access servers on each Dominion KX II?

The Dominion KX II models offer remote connections for up to eight
users per channel for simultaneous access and control of a unique target
server. For one-channel devices like the DKX2-116, up to eight remote
users can access and control a single target server. For two-channel
devices, like the DKX2-216, up to eight users can access and control the
server on channel one and up to another eight users on channel two. For
four-channel devices, up to eight users per channel, for a total of 32 (8 x
4) users, can access and control four servers in a similar fashion.

Can two people look at the same server at the same time?

Yes, actually up to eight people can access and control any single server
at the same time.

Can two people access the same server, one remotely and one from the
local port?

Yes, the local port is completely independent of the remote “ports.” The
local port can access the same server using the PC-Share feature.

In order to access Dominion KX II from a client, what hardware,
software or network configuration is required?

Because the Dominion KX II is completely web-accessible, it doesn't
require installation of proprietary software on clients used for access.

The Dominion KX II can be accessed through major web browsers
including Internet Explorer, Mozilla, and Firefox. The Dominion KX II
can now be accessed on Windows, Linux, Sun Solaris and Macintosh
desktops, via Raritan's Java-based Multi-Platform Client (MPC) and the
new Virtual KVM Client.

The Dominion KX II administrators can also perform remote
management (set passwords and security, rename servers, change IP
address, and so forth.) using a convenient browser-based interface.

What is the file size of the Virtual KVM Client applet that is used to
access Dominion KX II? How long does it take to retrieve?

The Virtual KVM Client applet used to access the Dominion KX II is
approximately 500KB in size. The following chart describes the
approximate time required to retrieve the Dominion KX II's applet at
different network speeds:
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100Mbps | Theoretical 100Mbit network speed 0.05 seconds

60Mbps | Likely practical 100Mbit network 0.08 seconds
speed

10Mbps | Theoretical 10Mbit network speed 4 seconds

6Mbps Likely practical 10Mbit network .8 seconds
speed

512Kbps | Cable modem download speed 8 seconds
(typical)

How do I access servers connected to Dominion KX II if the network
ever becomes unavailable?

The Dominion KX II's local ports always allow access to servers from the
rack, regardless of the network condition.

Do you have a non-Windows client?

Yes. Both the Virtual KVM Client and the Multi-Platform Client (MPC),
allow non-Windows users to connect to KVM target servers through the
Dominion KX I and Dominion KX II switches. MPC can be run via web
browsers and standalone. Refer to Virtual KVM Client (on page 50) and
Raritan Multi-Platform Client (MPC) Supported Operating Systems (on
page 87) for more information.

Sometimes during a Virtual KVM Client session, the Alt key appears
to get stuck. What should I do?

This usually occurs in situations when the Alt key is held and not
released. For instance, continuing to press the Alt key while pressing the
space bar might cause the focus to change from the target server to the
client PC.

The local operating system then interprets this key combination and
consequently triggers the action for this key combination in the active
window (the client PC).
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What Dominion KX II models support virtual media?

All of the Dominion KX II models support virtual media. It is available
standalone and through Raritan's CommandCenter Secure Gateway, a
centralized management unit.

What types of virtual media does the Dominion KX II support?

The Dominion KX II supports the following types of media: internal and
USB-connected CD/DVD drives, USB mass storage devices, PC hard
drives, and ISO images.

Is virtual media secure?

Yes. Virtual media sessions are secured using 128-bit AES or RC4
encryption.

What is required for virtual media?

A Dominion KX II virtual media CIM is required. There are two of these
CIMs: the D2CIM-VUSB and the new D2CIM-DVUSB.

The D2CIM-DVUSB has dual USB connectors and provides high speed
operation for virtual media and independent low speed operation for
keyboard and mouse. It is recommended for customers wishing to access
virtual media at the BIOS level. The D2CIM-VUSB has a single USB
connector and is for customers who would like to access virtual media at
the OS, but not the BIOS level.
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What is a USB profile?

Certain servers require a specifically configured USB interface for USB
based services such as virtual media. The USB Profile tailors the
Dominion KX II's USB interface to the server to accommodate these
server specific characteristics.

Why do I need to use a USB profile?

USB profiles enable the Dominion KX II to connect to a wide variety of
KVM target servers using a USB connection. While the Generic USB
profile will work with the vast majority of target servers, other profiles
are provided for use with particular BIOS and operating system
configurations such as Mac OS X and Linux.

How is a USB profile used?

Individual or groups of ports can be configured by the administrator to
use a specific USB profile in the Dominion KX II's Port Configuration

pages.

A USB profile can also be selected in the Dominion KX II client when
required.

What happens if I don't choose the correct USB profile?

Not choosing the right USB profile for a KVM target server can prevent a
mass storage device, mouse, or keyboard from working optimally or
working at all.

Do I always need to set a USB profile when I use virtual media?

No, in many cases, the default USB Profile is sufficient when using
virtual media at the OS level or operating at the BIOS level without
accessing virtual media.

What profiles are available?
See Available USB Profiles (on page 186).
How do I know which USB profile is best for a given target server?

The Generic profile is best for the vast majority of target servers. If this
profile does not work with a given KVM target server, you can choose
the appropriate USB profile in Available USB Profiles (on page 186).
Select the profile that best matches your target server.

What is the purpose of a BIOS profile?
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A BIOS profile has been tailored to match the requirements of a
particular server’s BIOS that does not implement the full USB
specification. The profile enables use of keyboard, mouse, and virtual
media at the BIOS level, overcoming the restrictions or limitations of the
BIOS.

Do I need a special CIM to use USB profiles?

You must use a D2CIM-VUSB or D2CIM-DVUSB with updated
firmware.

Will Raritan provide USB profiles for other target server
configurations?

Raritan will provide new USB profiles to suit customer needs. As these
profiles become available, they will be included in firmware upgrades.
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Does the Dominion KX II offer dual gigabit Ethernet ports to provide
redundant fail-over?

Yes. The Dominion KX II features dual gigabit Ethernet ports to provide
redundant failover capabilities. Should the primary Ethernet port (or the
switch/router to which it is connected) fail, the Dominion KX II will
failover to the secondary network port with the same IP address,
ensuring that server operations are not disrupted. Note that automatic
failover must be enabled by the administrator.

How is bandwidth used in KVM-over-IP systems?

The Dominion KX II offers next generation KVM-over-IP technology —
the very best video compression available. Raritan has received
numerous technical awards confirming its high video quality
transmissions and the low bandwidth utilization.

The Dominion KX II digitizes, compresses and encrypts the keyboard,
video, and mouse signals from the target server and transmits IP packets
over the IP network to the remote client to create the remote session to
the user. The Dominion KX II provides an at-the-rack experience based
on its industry leading video processing algorithms.

Screen changes, such as video, accounts for the majority of the
bandwidth used — keyboard and mouse activity is significantly less.

It is important to note that bandwidth is only used when the user is
active. The amount of bandwidth used is based on the amount of change
to the server’s video display screen.

If there are no changes to the video — the user is not interacting with the
server — there is generally no bandwidth used. If the user moves the
mouse or types a character, then there is a small amount of bandwidth
used. If the display is running a complex screen saver or playing a
video, then there can be a larger amount of bandwidth used.

How does bandwidth affect KVM-over-IP performance?

In general, there is a trade-off between bandwidth and performance.

The more bandwidth available, the better performance can be. In limited
bandwidth environments, performance can degrade. The Dominion KX
II has been optimized to provide strong performance in a wide variety of
environments.

What factors affect bandwidth?
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There are many factors that determine how much bandwidth will be
used. The primary factor, as discussed previously, is the amount of
change in the target server’s video display. This is dependent on the
user’s task and actions.

Other factors include the server’s video resolution, networking speed
and characteristics, client PC resources, and video card noise.

The Dominion KX II has very sophisticated video processing algorithms
that optimize bandwidth and performance for a variety of environments.
In addition, they are highly configurable since there are many settings to
optimize bandwidth usage. In particular, the Connection Speed setting
in the remote clients (VKC, MPC) can be set to reduce the bandwidth
used.

Unlike KX, the Noise Filter parameter does not generally have a large
role in reducing bandwidth or improving performance.

How much bandwidth does Dominion KX IT use for common tasks?

Bandwidth primarily depends on the user's task and actions. The more
the server's video screen changes, the more bandwidth is utilized.

The table below summarizes some standard use cases using the
Dominion KX II's default and with two reduced bandwidth settings
(Connection Speed setting of 1Mb with 15 and 8 bit color) on a Windows
XP target server (1024x768 resolution) over a 100 Mbit/s LAN:

Idle Windows 0 KB/s 0 KB/s 0 KB/s
Desktop

Move mouse cursor | 5-15KB/s 2-6KB/s 2-3KB/s
Drag icon 40-70 KB/s 10-25 KB/s 5-15KB/s
Drag folder 10 - 40 KB/s 5-20KB/s 5-10KB/s
Open text window | 50 - 100 KB/s 25 -50 KB/s 10-15KB/s
Continuous typing | 1 KB/s 5-1KB/s .2-.5KB/s
Scroll text window | 10 - 50 KB/s 5-25KB/s 2 -10KB/s
Close text window | 50 - 100 KB/s 20-40KB/s | 10-15KB/s
Open panel 50-100KB/s | 60-70KB/s | 20-30KB/s
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Change tab in panel | 40 - 50 KB/s 20-50KB/s | 10-20 KB/s
Close panel 50-100KB/s | 40-60KB/s | 20-30KB/s
Change panel 2-10KB/s 1-5KB/s 1- 3 KB/s
option
Open browser page | 100 - 300 KB/s | 50 - 200 KB/s | 40 - 80 KB/s
Scroll browser 75-200KB/s | 50-200KB/s | 30-100 KB/s
Close browser 100-150KB/s | 75-100 KB/s | 30 - 60KB/s
Open Start menu 75-100KB/s | 50-75KB/s | 20-30KB/s
Close Start menu 75-100KB/s | 25-50KB/s | 10-15KB/s
Starfield screen 25-50 KB/s 10-15KB/s | 7-10KB/s
saver
3D pipes screen 10-100KB/s | 5-20KB/s 2-10KB/s
saver
Windows media 500 - 1200 300 - 500 150 - 300
video KB/s KB/s KB/s
QuickTime video 700 - 2500 400 - 500 150 - 350
#1 KB/s KB/s KB/s
QuickTime video 1500 - 2500 400 - 550 200 - 350
#2 KB/s KB/s KB/s

—amV—— *
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With the reduced bandwidth settings, bandwidth is reduced
significantly for virtually all tasks. With the 15 bit color setting,
perceived performance is similar to the default parameters. Further,
bandwidth reductions are possible with additional changes in the
settings.

Please note that these bandwidth figures are only examples and may
vary from those seen in your environment due to many factors.

How can I reduce bandwidth?

The Dominion KX II provides a variety of settings in our remote clients
to optimize bandwidth and performance. The default settings will
provide an at-the-rack level of performance in standard LAN/WAN
environments with economical use of bandwidth.

Bandwidth management settings include the Connection Speed and
Color Depth. To reduce bandwidth:

Reduce Connection Speed

Reducing the connection speed can significantly reduce the bandwidth
used. In standard LAN/WAN environments, setting the connection
speed to 1.5 or 1Mbit per second will reduce bandwidth while
maintaining good performance. Settings below this will further reduce
bandwidth and are appropriate for slow bandwidth links.

Reduce Color Depth

Reducing the color depth will also significantly decrease bandwidth and
increase performance, but fewer colors will be used, resulting in video
degradation. This may be acceptable for certain system administration
tasks.

For slow Internet connections, use of 8 bit color or lower bit depths can
reduce bandwidth and improve performance.

Other tips to decrease bandwidth include:

e Use asolid desktop background instead of a complex image
e Disable screen savers
e Use a lower resolution on the target server

e Uncheck the “Show window contents while dragging” option in
Windows

e Use simple images, themes and desktops (for example. Windows
Classic).
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What should I do on slower bandwidth links?

The connection speed and color depth settings can be tweaked to
optimize performance for slower bandwidth links. For example, in the
Multi-Platform Client or the Virtual KVM Client, set the connection
speed to 1.5Mb or 1Mb and the color depth to 8 bit. Even lower
connection speeds and color depths can be used for very low bandwidth
situations.

I want to connect over the Internet. What type of performance should I
expect?

It depends on the bandwidth and latency of the Internet connection
between your remote client and the Dominion KX II. With a cable
modem or high speed DSL connection, your performance can be very
similar to a LAN/WAN connection. For lower speed links, use the
suggestions above to improve performance.

I have a high bandwidth environment. How can I optimize
performance?

The default settings will provide strong performance in a high
bandwidth environment. Ensure that the connection speed is set to
100Mb or 1Gb and the color depth is set to15 bit RGB Color.

What is the speed of the Dominion KX II's Ethernet interfaces?

The Dominion KX II supports gigabit as well as 10/100 Ethernet. The
Dominion KX II supports two 10/100/1000 speed Ethernet interfaces,
with configurable speed and duplex settings (either autodetected or
manually set).

Can I access the Dominion KX II over a wireless connection?

Yes. The Dominion KX II not only uses standard Ethernet, but also very
conservative bandwidth with very high quality video. Thus, if a wireless
client has network connectivity to the Dominion KX II, servers can be
configured and managed at BIOS-level wirelessly.

Can the Dominion KX II be used over the WAN (Internet), or just over
the corporate LAN?

Whether via a fast corporate LAN, the less predictable WAN (Internet),
cable modem or dial-up modem, the Dominion KX II's KVM-over-IP
technology can accommodate the connection.

Can I use the Dominion KX II with a VPN?
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Yes, the Dominion KX II uses standard Internet Protocol (IP)
technologies from Layer 1 through Layer 4. Traffic can be easily tunneled
through standard VPNs.

How many TCP ports must be open on my firewall in order to enable
network access to the Dominion KX II? Are these ports configurable?

Only one. The Dominion KX II protects network security by only
requiring access to a single TCP port to operate. This port is completely
configurable for additional security.

Note that, of course, to use the Dominion KX II's optional web browser
capability, the standard HTTPS port 443 must also be open.

Does the Dominion KX II require an external authentication server to
operate?

No. The Dominion KX II is a completely self-sufficient. After assigning
an IP address to the Dominion KX 1, it is ready to use. It's web browser
and authentication capabilities are completely built-in.

If an external authentication server (such as LDAP, Active Directory,
RADIUES, etc.) is used, the Dominion KX II allows this as well, and will
even failover to its own internal authentication should the external
authentication server become unavailable. In this way, the Dominion KX
IT's design philosophy is optimized to provide ease of installation,
complete independence from any external server, and maximum
flexibility.

Can the Dominion KX II be used with CITRIX?

Dominion KX II may work with remote access products like CITRIX if
configured appropriately, but Raritan cannot guarantee it will work with
acceptable performance. Products like CITRIX utilize video redirection
technologies similar in concept to digital KVM switches so that two
KVM-over-IP technologies are being used simultaneously.

Can the Dominion KX IT use DHCP?

DHCP addressing can be used, however, Raritan recommends fixed
addressing since the Dominion KX II is an infrastructure device and can
be accessed and administered more effectively with a fixed IP address.

I'm having problems connecting to the Dominion KX II over my IP
network. What could be the problem?

The Dominion KX II relies on your LAN/WAN network. Some possible
problems include:
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e Ethernet autonegotiation - On some networks, 10/100
autonegotiation does not work properly and the Dominion KX II
unit must be set to 100MB/full duplex or the appropriate choice for
its network.

e Duplicate IP address - If the IP address of the Dominion KX II is the
same as another device, network connectivity may be inconsistent.

e Port 5000 conflicts - If another device is using port 5000, the
Dominion KX II default port must be changed (or the other device
must be changed).

When changing the IP address of the Dominion KX II or swapping in a
new Dominion KX II, sufficient time must be allowed for its IP and MAC
addresses to be known throughout the Layer 2 and Layer 3 networks.
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Does the Dominion KX II depend on a Windows server to operate?

Absolutely not. Because users depend on the KVM infrastructure to
always be available in any scenario whatsoever (as they will likely need
to use the KVM infrastructure to fix problems), the Dominion KX II is
designed to be completely independent from any external server. For
example, should the data center come under attack from a malicious
Windows worm or virus, administrators will need to use the KVM
solution to resolve the situation. Therefore, it is imperative that the KVM
solution, in turn, must not rely on these same Windows servers (or any
server, for that matter) to be operational in order for the KVM solution to
function.

To this end, the Dominion KX II is completely independent. Even if a
user chooses to configure the Dominion KX II to authenticate against an
Active Directory server - if that Active Directory server becomes
unavailable, the Dominion KX II's own authentication will be activated
and fully functional.

Do I need to install a web server such as Microsoft Internet
Information Services (IIS) in order to use the Dominion KX II's web
browser capability?

No. The Dominion KX II is a completely self-sufficient device. After
assigning an IP address to the Dominion KX II, it's ready to use since it
comes with web browser and authentication capabilities completely
built-in.

What software do I have to install in order to access the Dominion KX
IT from a particular workstation?

None. The Dominion KX II can be accessed completely via a web
browser (although an optional installed client is provided on Raritan's
website for the purpose of accessing the Dominion KX II via modem). A
Java-based client is now available for non-Windows users.

What should I do to prepare a server for connection to the Dominion
KX II?

Simply set the mouse parameters in order to provide users with the best
mouse synchronization during remote connections, as well as turning off
the power management features that effect screen display. However, if
the new D2CIM-VUSB adapter is used (supporting Absolute Mouse
Synchronization™), then manually setting the mouse parameters isn't
necessary.
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Installation

Besides the unit itself, what do I need to order from Raritan to install
the Dominion KX II?

Each server that connects to the Dominion KX II requires a Dominion or
Paragon Computer Interface Module (CIM), an adapter that connects
directly to the keyboard, video, and mouse ports of the server.

What kind of Cat5 cabling should be used in my installation?

The Dominion KX II can use any standard UTP (unshielded twisted pair)
cabling, whether Cat5, Catbe, or Cat6. Often in our manuals and
marketing literature, Raritan will simply say “Cat5” cabling for short. In
actuality, any brand UTP cable will suffice for the Dominion KX II.

What types of servers can be connected to the Dominion KX II?

The Dominion KX II is completely vendor independent. Any server with
standard-compliant keyboard, video, and mouse ports can be connected.

How do I connect servers to the Dominion KX II?

Servers that connect to the Dominion KX II require a Dominion or
Paragon CIM, which connects directly to the keyboard, video, and
mouse ports of the server. Then, connect each CIM to Dominion KX II
using standard UTP (twisted pair) cable such as Cat5, Cat5e, or Caté.

How far can my servers be from the Dominion KX II?

In general servers can be up to 150 feet (45 m) away from the Dominion
KX I depending on the type of server. Refer to the Raritan website
(www.raritan.com) or Target Server Connection Distance and Video
Resolution (on page 299) for more information.) For the new D2CIM-
VUSB CIM that supports virtual media and Absolute Mouse
Synchronization, a 100 (30 m) foot range is recommended.

Some operating systems lock up when I disconnect a keyboard or
mouse during operation. What prevents servers connected to the
Dominion KX II from locking up when I switch away from them?

Each Dominion computer interface module (DCIM) dongle acts as a
virtual keyboard and mouse to the server to which it is connected. This
technology is called KME (keyboard/mouse emulation). Raritan's KME
technology is data center grade, battle-tested, and far more reliable than
that found in lower-end KVM switches: it incorporates more than 15
years of experience and has been deployed to millions of servers
worldwide.
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Are there any agents that must be installed on servers connected to the
Dominion KX II?

Servers connected to the Dominion KX II do not require any software
agents to be installed, because Dominion KX II connects directly via
hardware to servers' keyboard, video, and mouse ports.

How many servers can be connected to each the Dominion KX II unit?

The Dominion KX II models range from 8, 16, or 32 server ports in a 1U
chassis to 64 server ports in a 2U chassis. This is the industry's highest
digital KVM switch port density.

What happens if I disconnect a server from Dominion KX IT and
reconnect it to another Dominion KX II unit, or connect it to a different
port on the same Dominion KX II unit?

Dominion KX II will automatically update the server port names when
servers are moved from port to port. Furthermore, this automatic update
does not just affect the local access port, but propagates to all remote
clients and the optional CommandCenter Secure Gateway management
appliance.

How do I connect a serially controlled (RS-232) device to Dominion KX
II, such as a Cisco router/switch or a headless Sun server?

If there are only a few serially-controlled devices, they may be connected
to a Dominion KX II using Raritan's new P2CIM-SER serial converter.

However, if there are four or more serially-controlled devices, we
recommend the use of Raritan's KSX II line or SX line of secure console
servers. These devices are easy to use, configure and manage, and can be
completely integrated with a Dominion Series deployment. In particular,
many UNIX and networking administrators appreciate the ability to
directly SSH to a device.

== Raritan.

When you're ready to take control®



Appendix D: FAQs

Local Port

=

==

Raritan.

Can I access my servers directly from the rack?

Yes. At the rack, the Dominion KX II functions just like a traditional
KVM switch, allowing control of up to 64 servers using a single
keyboard, monitor, and mouse.

When I am using the local port, do I prevent other users from accessing
servers remotely?

No. The Dominion KX II local port has a completely independent access
path to the servers. This means a user can access servers locally at the
rack without compromising the number of users that access the rack
remotely at the same time.

Can I use a USB keyboard or mouse at the local port?

Yes. The Dominion KX II offers both PS/2 and USB keyboard and mouse
ports on the local port. Note that the USB ports are USB v1.1, and
support keyboards and mice only, not USB devices such as scanners or
printers.

Is there an Onscreen Display for local, at-the-rack access?

Yes, but the Dominion KX II's at-the-rack access goes way beyond
conventional OSDs. Featuring the industry's first browser-based
interface for at-the-rack access, the Dominion KX II's local port uses the
same interface for local and remote access. Moreover, most
administrative functions are available at-the-rack.

How do I select between servers while using the local port?

The local port displays the connected servers using the same user
interface as the remote client. Connect to a server with a simple click of
the mouse.

How do I ensure that only authorized users can access servers from the
local port?

Users attempting to use the local port must pass the same level of
authentication as those accessing remotely. This means that:

e If the Dominion KX II is configured to interact with an external
RADIUS, LDAP, or Active Directory server, users attempting to
access the local port will authenticate against the same server.

e If the external authentication servers are unavailable, the Dominion
KX I fails-over to its own internal authentication database.
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e The Dominion KX II has its own standalone authentication, enabling
instant, out-of-the-box installation.

If I use the local port to change the name of a connected server, does
this change propagate to remote access clients as well? Does it
propagate to the optional CommandCenter unit?

Yes. The local port presentation is identical and completely in sync with
remote access clients, as well as Raritan's optional CommandCenter
Secure Gateway management device. To be clear, if the name of a server
via the Dominion KX II onscreen display is changed, this updates all
remote clients and external management servers in real-time.

If I use the Dominion KX II's remote administration tools to change
the name of a connected server, does that change propagate to the local
port OSD as well?

Yes. If the name of a server is changed remotely, or via Raritan's optional
CommandCenter Secure Gateway management unit, this update
immediately affects the Dominion KX II's onscreen display.

Sometimes I see "shadows" on the local port user interface. Why does
that occur?

This shadow/ghosting effect may occur with LCD monitors that have
been on for long periods. The LCD properties and the electrical/static
charge can produce these effects when the screen is on for a long time.
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Power Control

Does Dominion KX II have a dual power option?

All of the Dominion KX II models come equipped with dual AC inputs
and power supplies with automatic fail-over. Should one of the power
inputs or power supplies fail, then the Dominion KX II will
automatically switch to the other.

Does the power supply used by the Dominion KX II automatically
detect voltage settings?

Yes. The Dominion KX II's power supply can be used in AC voltage
ranges from 100-240 volts, at 50-60 Hz.

If a power supply or input fails, will I be notified?

The Dominion KX II front panel LED will notify the user of a power
failure. An entry will also be sent to the Audit Log and displayed on the
Dominion KX II Remote Client User Interface. If configured by the
administrator, then SNMP or Syslog events will be generated.

What type of power control capabilities does the Dominion KX II
offer?

Raritan's Remote Power Control power strips can be connected to the
Dominion KX II to provide power control of the KVM target servers.
After a simple one-time configuration step, just right click the server
name to power on, off, or recycle a hung server. Note that a hard reboot
provides the physical equivalent of unplugging the server from the AC
power line, and reinserting the plug.

Does the Dominion KX II support servers with multiple power
supplies? What if each power supply is connected to a different power
strip?

Yes. The Dominion KX II can be easily configured to support multiple
power supplies connected to multiple power strips. Up to eight (8)
power strips can be connected to the Dominion KX II device. Four power
supplies can be connected per target server to multiple power strips.

Does remote power control require any special server configuration?

Some servers ship with default BIOS settings such that the server does
not automatically restart after losing and regaining power. See the server
user guide for more information.

What type of power strips does the Dominion KX II support?
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To take advantage of the Dominion KX II's integrated power control user
interface, and more importantly, integrated security, use Raritan's
Remote Power Control (RPC) power strips. RPCs come in many outlet,
connector, and amp variations. The D2CIM-PWR must be purchased to
connect the RPC to the Dominion KX IL

Scalability

344

How do I connect multiple Dominion KX II devices together into one
solution?

Multiple Dominion KX II devices do not need to be physically connected
together. Instead, each Dominion KX II device connects to the network.
They automatically work together as a single solution if deployed with
Raritan's optional CommandCenter Secure Gateway (CC-SG)
management unit. CC-SG acts as a single access point for remote access
and management. CC-SG offers a significant set of convenient tools, such
as consolidated configuration, consolidated firmware update, and a
single authentication and authorization database.

In addition, CC-SG enables sophisticated server sorting, permissions,
and access. If deployment of Raritan's CC-SG management unit isn't an
option, multiple Dominion KX II devices still interoperate and scale
automatically. The Dominion KX II's remote user interface and the Multi-
Platform Client will automatically discover Dominion KX II devices.
Non-discovered Dominion KX II devices can be accessed via a user-
created profile.

Can I connect an existing analog KVM switch to the Dominion KX II?

Yes. Analog KVM switches can be connected to one of the Dominion KX
II's server ports. Simply use a PS/2 Computer Interface Module (CIM)
and attach it to the user ports of the existing analog KVM switch. Please
Note that analog KVM switches vary in their specifications and Raritan
cannot guarantee the interoperability of any particular third-party
analog KVM switch. Contact Raritan technical support for further
information.
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Computer Interface Modules (CIMs)

Can I use Computer Interface Modules (CIMs) from Raritan's analog
matrix KVM switch, Paragon, with the Dominion KX II?

Yes. Certain Paragon computer interface modules (CIMs) may work with
the Dominion KX II (check the Raritan Dominion KX II release notes on
the website for the latest list of certified CIMs).

However, because Paragon CIMs cost more than Dominion KX II CIMs
(as they incorporate technology for video transmission of up to 1000 feet
[300 meters]), it is not generally advisable to purchase Paragon CIMs for
use with the Dominion KX II. Also note that when connected to the
Dominion KX 1I, Paragon CIMs transmit video at a distance of up to 150
feet, the same as the Dominion KX II CIMs; not at 1000 feet [300 meters],
as they do when connected to Paragon.

Can I use the Dominion KX II Computer Interface Modules (CIMs)
with Raritan's analog matrix KVM switch, Paragon?

No. Dominion KX II computer interface modules (CIMs) transmit video
at ranges of 50 to 150 feet (15 - 45 m) and thus do not work with Paragon,
which requires CIMs that transmit video at a range of 1000 feet (300
meters). To ensure that all Raritan's customers experience the very best
quality video available in the industry - a consistent Raritan
characteristic - Dominion Series CIMs do not interoperate with Paragon.
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What kind of encryption does the Dominion KX II use?

The Dominion KX II uses industry-standard (and extremely secure) 128-
bit RC4 or AES encryption, both in its SSL communications as well as its
own data stream. Literally no data is transmitted between remote clients
and the Dominion KX II that is not completely secured by encryption.

Does the Dominion KX II support AES encryption as recommended by
the US Government's NIST and FIPs standards?

The Dominion KX II utilizes the Advanced Encryption Standard (AES)
encryption for added security.

AES is a US government approved cryptographic algorithm that is
recommended by the National Institute of Standards and Technology
(NIST) in the FIPS Standard 197.

Does the Dominion KX II allow encryption of video data? Or does it
only encrypt keyboard and mouse data?

Unlike competing solutions, which only encrypt keyboard and mouse
data, the Dominion KX II does not compromise security; it allows
encryption of keyboard, mouse and video data.

How does the Dominion KX II integrate with external authentication
servers such as Active Directory, RADIUS, or LDAP?

Through a very simple configuration, the Dominion KX II can be set to
forward all authentication requests to an external server such as LDAP,
Active Directory, or RADIUS. For each authenticated user, the Dominion
KX II receives the user group to which that user belongs from the
authentication server. The Dominion KX II then determines the user's
access permissions depending on the user group to which he or she
belongs.

How are usernames and passwords stored?

Should the Dominion KX II's internal authentication capabilities be used,
all sensitive information such as usernames and passwords are stored in
an encrypted format. Literally no one, including Raritan Technical
Support or Product Engineering departments, can retrieve those
usernames and passwords.

Does the Dominion KX II support strong password?
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Yes, the Dominion KX II has administrator-configurable, strong
password checking to ensure that user-created passwords meet
corporate and/or government standards and are resistant to brute force

hacking.

If the Dominion KX II encryption mode is set to Auto, what level of
encryption is achieved?

The encryption level that is autonegotiated is dependent on the browser

in use:

Internet Explorer 6 RC4
Internet Explorer 7 AES-128
Firefox 1.5 RC4
Firefox 2.0 RC4
Mozilla 1.7 RC4
Safari 2.0.4 AES-128
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Can the Dominion KX II be remotely managed and configured via web
browser?

Yes, the Dominion KX II can be completely configured remotely via web
browser. Note that this does require that the workstation have an
appropriate Java Runtime Environment (JRE) version installed.

Besides the initial setting of the Dominion KX II's IP address, everything
about the solution can be completely set up over the network. (In fact,
using a crossover Ethernet cable and the Dominion KX II's default IP
address, you can even configure the initial settings via web browser.)

Can I backup and restore the Dominion KX II's configuration?

Yes, the Dominion KX II's device and user configurations can be
completely backed up for later restoration in the event of a catastrophe.

The Dominion KX II's backup and restore functionality can be used
remotely over the network or via the Remote Console.

What auditing or logging does Dominion KX II offer?

For complete accountability, the Dominion KX II logs all major user and
system events with a date and time stamp. For instance, reported events
include (but are not limited to): user login, user log off, user access of a
particular server, unsuccessful login, configuration changes, and so
forth.

Can the Dominion KX II integrate with Syslog?

Yes. In addition to the Dominion KX II's own internal logging
capabilities, the Dominion KX II can send all logged events to a
centralized Syslog server.

Can the Dominion KX II integrate with SNMP?

Yes. In addition to the Dominion KX II's own internal logging
capabilities, the Dominion KX II can send SNMP traps to SNMP
management systems like HP Openview and Raritan's CC-NOC.

Can the Dominion KX II's internal clock be synchronized with a
timeserver?

Yes, the Dominion KX II supports the industry-standard NTP protocol
for synchronization with either a corporate timeserver or with any public
timeserver (assuming that outbound NTP requests are allowed through
the corporate firewall).
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Miscellaneous

What is the Dominion KX II's default IP address?
192.168.0.192
What is the Dominion KX II's default user name and password?

The Dominion KX II's default user name is admin and the default
password is raritan [all lower case]. However, for the highest level of
security, the Dominion KX II forces the administrator to change the
Dominion KX II default administrative user name and password when
the unit is first booted up.

I changed and subsequently forgot the Dominion KX II's
administrative password; can you retrieve it for me?

The Dominion KX II contains a hardware reset button that can be used to
factory reset the device, which will reset the administrative password on
the device.

I am logged into the Dominion KX II using Firefox, and I opened
another Firefox browser. I am automatically logged into the same
Dominion KX II with the second Firefox browser. Is this right?

Yes, this is correct behavior and is the direct result of how browsers and
cookies function.

I am logged into the Dominion KX II using Firefox and I attempt to log
into another Dominion KX II using another Firefox browser session
from the same client. I am logged off of both Dominion KX IIs;. Is this
correct behavior?

Yes, to access two different Dominion KX II devices either close the first
session or use another client PC.

When I'm running a KVM session using Firefox as my browser and
certain dialogs are opened in the Virtual KVM Client (for example,
Connection Properties, Video Settings), it seems to block the Firefox
browser (even other Firefox sessions). What can I do?

This is normal behavior since all Firefox sessions are associated. Once
you close the Virtual KVM Client dialog, Firefox will no longer be
blocked.
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Fax: 732-764-8887
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Beijing
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Phone: +86-10-88091890

Shanghai
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9 a.m. - 6 p.m. local time
Phone: +86-21-5425-2499

GuangZhou
Monday - Friday
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Phone: +86-20-8755-5561
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Monday - Friday
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Phone: +91-124-410-7881
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Phone: +31-10-2844040
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Phone +44-20-7614-77-00
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Phone: +33-1-47-56-20-39
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8:30 a.m. - 5 p.m. GMT+1 CET
Phone: +49-20-17-47-98-0

> Korea

Monday - Friday
9 a.m. - 6 p.m. local time
Phone: +82-2-5578730

> Melbourne, Australia
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9:00 a.m. - 6 p.m. local time
Phone: +61-3-9866-6887

> Taiwan
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9 a.m. - 6 p.m. GMT -5 Standard -4 Daylight
Phone: +886-2-8919-1333

Email: tech.rap@raritan.com
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