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1I-101-V2 Port ([ 1) [ji > Mac
R4 SaliEge =S PE =

>R
%1% Device Settings (¢ ’Q‘fp) > Port
Configuration (*[j[ [flﬂg) o Port
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)
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4. Y EEES DHCP » £1"] " Obtain DNS Server Address (?j@V DNS
g 7 @ Pib) - G4 Obtain DNS Server Address
Automatically ( F1zp#RIV DNS i 7 #5193-) - 7 ¥ Obtain DNS
Server Address Automatically ([ 1zF7V DNS
Ty debah-) T, ) ]ﬁiﬁ[E'J DHCP i 7 ¥ # i DNS [’ﬁ,E;L °

=i=Raritan.
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5. YHN¥EE" Use the FoIIowing DNS Server Addresses (ffli™[ ™7
DNS ' 7 Bi0ki) » = IGRL Y g o
DHCP » 1445 |7 14 * [iob9)id 4 DNS g % 58 -
YN 7E$E 4" Use the Following DNS Server Addresses ( ffi'[™ %]

DNS " 7 ay ki) -0t h 3 IJIHE o RLEFIETIRLS DNS
B H | DNS B4 4[4 DNS

Ay 7 SR L N & B DNS R
a. Primary DNS Server IP Address (= DNS i % & IP £4iih)
b. Secondary DNS Server IP Address ( & "'| DNS 5 % & IP #54i)
6. fi@hsh'*vﬁ , J"j OK (i) #% » 2tk KX I1-101-V2
[N B I u e B R

Basic Network Settings

Device Hame *
DE2-101-W2

[~ IPv4 Address

IP Address Subnet Mask
182 168.51.101 255 255.255.0

Default Gateway Preferred DHCP Host Name
192.168.51.126

I Auto Configuration
MNone w

Obtain DNS Server Address Automatically
[~ @ Use the Following DNS Server Addresses————————————

Primary DNS Server IP Address
192 168.51.10

Secondary DNS Server IP Address
152.168.50.114

N \ LW WY R e, S

OK | Reset To Defaults | Cancel |

——— e e

=i=Raritan. %
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LAN # &R

Current LAN interface parameters (=l LAN

BB FR S S

e ##% LAN Interface Speed & Duplex (LAN f§[ IfUE #1777 ) i) «

Autodetect ( fIzpAAfl] > fR*E )
10 Mbps/Half (10 Mbps/4 77~ ) — ?Ll <1 LED ?F“,% Rfes
10 Mbps/Full (10 Mbps/2 ¥ ) — ;1 LED 45757 "]

100 Mbps/Half (100 Mbps/4 77~ ) — Fi1 LED
T AT A » B4 LED 4757 ik
100 Mbps/Full (100 Mbps/=77" ) — ?j v1 LED
S AT 2 LED f

$Wj%ﬁwmﬁﬁ’ﬁéﬁmﬁﬁ*?ﬂmﬁE’Tﬁﬁwm
IS
=PI A FIESEE -

PERC P g F T ap] gl 7/ 10 Mbps
S E Y ifr/ﬁ’ﬂ/ g RIS TR A

i}ﬁMﬁf&jIZ‘ié‘ﬁf(see "Network Speed Settings" p. 174) -
e Y Bandwidth Limit (ﬂ”ﬁ;ﬁﬂﬂﬁjﬂ) 0

No Limit (= BELﬁT]J)

= 128 KB
= 256 KB
= 512 KB
= 2MB

= 5MB

= 10 MB
= 100 MB

TR

=i=Raritan.
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B

fi*I'] "] Device Services (¥ qw;) D[flam fﬁjﬂ
d HEIJ SSH ! EIJ o

[ ] 41?1“} }L';‘;ID,_‘ I"J]: I o

° Fl ﬁ]a‘% JI: [1)5 [, °

tﬂE'J Telnet

Ip for ™ ] Telnet v KX 11-101-V2 > 715 g 45 5 s 3y =)
KX 11-101-V2 -

> tﬂE'J Telnet :

1. %% Device Settings (£ ’Q‘fp) > Device
SerVIces (&3 %) > AiF 4% Enable TELNET Access (1"
Telnet V5| ) EIGFAE o

ﬁ“ Telnet fl%.}[ ) o
it OK (L) -

A Telnet Hl Vg it PR o e) KX I1-101-V2 #2225 o

w N

FI#ISsH
tﬂaj SSH '] » e TR mﬂﬂ SSH v2 i B FR - ] KX 11-101-V2 -

(3 tﬂE'J SSH |

1. %% Device Settings (7 ’QTFI) > Device
Services (&&y %) - 47 Device Service
Settings (&5 7 D i

2. ¥F3¥ Enable SSH Access (tﬂE'J SSH #f) o

3. lﬁ?‘* SSH Port ( SSH % F i) ]f' o f7{® SSH TCP *“L ) RL
22+ [ RIS IR S T

4. _JI?’I OK (fi&) % -

101
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UEE e
KX 11-101-V2 ,¢~ PRI TCP & l’ PSR o it }gfj‘}
5000 - {EI* I o = 5% 80 #1443 9t fi TCP

JFFIL o M7 43’?11 F %]175 u] KX 11-101-
rﬁj }{a FI‘ 7] [/L. 1Iﬂﬂg”i"kf'—ﬁ I: I 5000
g 1 SRR RS R 1A P

> H;lj/g,rﬂ,_ ["Jl: I

1. % $* Device Settings (¢ ’Q‘fp) > Device
Services (% ,%% » 72 Device Service
Settings (i&&9F 7 1 FF[) UK

2. faj* Discovery Port (fe ks rJ[ 1) o
3. Wi OK (L) #2 -

f inhﬂﬂ URL ﬁ,&ﬁ]%’{ru[ [ 76|

[rEEEAL (] R e ige e 19 Login (Fs<) HHEAEAT Port

Access (¥ FJL 100 7] ) T}l o IF%JFJ‘ZYI_"C TTHE T URL

TR A %’@ﬁ”[?ﬁ“ R E | GFEG AR R 5
Pl‘) PHE \ﬁ'% ml g EIEVEfel URL IHF
OB 7] VKC AT B 1

e https://IPaddress/dpa.asp?username=username&password=passwo
rd&port=port number

> ‘“JE[% 'Jl: [ %]
ﬁ;ﬁ Device Settings (1%, ’Q‘fp) > Device
Services (&&y %) - 7 Device Service
Settings (i&&9F 7 1 FF[) UK

2. l%' CIH P ppe] URL e384 E1£% > 3p]id Dominion
@[}% )é 'w]FI#R 7 @ 4% Enable Direct Port Access via
URL (F17Jspfil URL A g s 1))

3. HIFLI OK (P 1) #HE .

102 =i=Raritan.
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FENE

H| Keyboard/Mouse Setup (%ﬂ/ﬁ%ﬂ‘fﬂﬁ‘fﬁ[) }lfl { KX 11-101-V2
SR i WA ERE A B TR =" = N

Horre > Devics Setfings > KisyboardMouss Setup

KayboardMouse Sotup

Host Interface

To usa the USS andior PSZ INErtace you Need a COMmect cablng between the managad host and the managing device: i the managed host has
no USH keyboard suppert n the BIOS and you have connected the USH cable anty then you wil have no remaie keyboard access during the boot
proc=sz of the hoet IFUSE and P32 are both connacied and you sslecied Avto =2 host interface then the card wil choose USE if avaizsble or
otharwise falle back to PS/2.

ot

I

| Reset To Defaults || Cancel |

1. J'j Device Settings (v&;,v&fﬁl) >
KeyLoard/Mouse (FERVES)
2. ##% Host Interface (= FHF[ 1) o =Pt KX 11-101-V2 fLipji]
PS/2 JFF YT RL USB LS 152 8 Fribf IR it <
" Auto (Flzh) — AR s o IR USB R ] > KX
101-V2 :[ﬁ'iﬁiE'J = 7\[ ] PSI2 4 -
= USB— §jﬂ KX 11-101-V2 *] USB
EE e Wﬁ'?&’ﬁf Pepbre 2T iy -
= PS/2— §‘fﬁf [ KX 11-101-V2 "] PS/2
AP AR 1282 it -

PEEC Y /ff// fi 7707/ Raritan -~/ 55477 KX 11-101-
N2 oSG R TR PSI2 e R T T [
KVM “J}a\%s (p. 121) -

3. uigf OK (&) ##! -

PN
T
i

> DR R
. J'?I Reset to Defaults ( o o Z[a i)

Ve

M| Serial Port Settings (flh”‘u "Q}FFI) Dl’ PF[ KX 11-101-V2
I[?IF[[F' 1 & E‘;'Fljf[l[.#f‘J[

=& Raritan. 103
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TR
> E’F'I:F@f”gfﬁﬁ e

1. ### Device Settings (@é’ﬁ&fp ) > Serial Port (f] ﬁ*ﬁ,[ M »§7 =

Serial Port Settings (flﬁw*ﬂ[ "Q‘fg[) }l o
= Admin Port (g‘ffﬁlflﬁ ) BRI .

R - /r‘{;_!:,}[ ) E[ & T It PC fi}% KX 11-101-V2 » {EJ;C[_
Hyperterminal Z#d - "ﬂﬁbﬂﬁ TR e B ﬂﬁﬁ = HlEr (p. 155)

T+ Serial Settings (f[l[.mgfﬁ[) :flzgjjrlg.l—k SIER=E
- Speed (ji't)

= Stop Bits (g1 )

= Data Bits (;V?'F]hj )

= Handshake (##= )

= Parity ({ fjftee)

yﬁOK<M*>ﬁf

Raritan F"T?’F’Jéﬁﬂ”ﬁ]ﬂ

R FORE Lo
%% Device Settings (@é’ﬁ&fp ) > Serial Port (f] ﬁ*ﬁ,[ N »§ =
Serial Port Settings (flﬁw*ﬂ[ "Q‘fg[) }l o

¥ % PowerStrip Control (f “rygliﬂﬁ’[]) BERE o T‘i«‘[ﬁ' KX 11-101-
V2 %] Raritan f1RX Y fg_f:ﬁl#ﬁ_k e

B OK (i) -

A

>

AR

1. %% Device Settings (i8] ,1&?,’) > Serial Port (fl w’Flﬁ,[ ) » 7

Serial Port Settings (fl} ﬁffjp DD i

“FEFE Modem (7 Jﬂﬁfi*%‘a%) BIFERFE o ri[ It *%‘ﬁrﬂﬁﬂ*%‘aﬁi}% Z
KX 11-101-V2 HL{H J F) o )i ﬂ:;r%wﬁ::p

+ Modem Settings ( %’ﬁfuajéé B }F') ?z[JJE‘[E. RSESE
= Serial line speed (F FESREHA )

=i=Raritan.
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HOK (Fji) s e
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Modem Init String ( ¥ Uﬁﬂ%’ﬁ‘% FJ;‘[E, f“‘ﬂ’iffl'l) —

IFI PR A [j (ASRNC Ry [_J [llt 1%‘#”}3]1#1%‘%51)5 ol o
Modem server IP address (TTEfﬁ‘UEJ%%I‘aL A 7 8 1P By —
L AR S B R 9P ) KX 11101
V2 web Jplﬁh‘*‘ﬂlh
Modem client IP address (ki » 11" 1P E9lit) —
P R g W (IR ek

Home = Device Settings » Serial Port Settings

LB

B

Serial Port Settings

D Admin Port
G. Powerstrip Control
{*i Modem

Modem Settings:

Serial line speed

| 115200 % | hitzfz

Modem init string

|.-E'-.TEHEI O A TLOMOZK X OH!

Modem server IP address

|1 9216831 |

Modem client IP address

|1 9216832 |

OK | Reset To Defaults | Cancel |

"
ey . P 7 o ST
T \.L\_-ﬁ.l‘._\.rf\. B T *r_\\__\w‘,...‘. o ot f s

ISR 2 I TR (p.

106) =21 Efiwiifﬁ,]gfiwfgj 8l e B | ]EIJF"Tf'r'}ﬁ}% L A I jfﬁ/z//ggagﬁ
(27 "ge,/zivuﬂﬁ@fﬁ%ﬁﬁ' p. 171)T¢‘EI'J’EI¢£‘J KX 11-101-V
. :ECIIF[[FI E Jﬂﬂ—1 1J:Fl hﬁ UE 1%%5 ?\ El KVM
IS e WLEV'F’FJH'EJ& MPC

FoTE I'S"'S“*L'HHJBQPTFW i - ’J‘Eﬁliﬂdwﬁﬁfuﬁj%% KX 11-101-V2
B> DI P D P b i P i
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HIT SR PR KX N-101-V2 b 2 Tl

L PRI AR KX 11012 ¢

2. 1 ¢ O H AV BRI L

3. Ny ALEUA A AR E S Y RO

4. 19 R AN A E A R PR -

5. "| DB9-DB25 * Hffl kAR F MU Taffl e R R P YRR TR

R E S
+ Date/Time Settings ( [ 1HH/pf & EE‘*F; U[fiﬁ KX 11-101-V2
}JF’I EIEFJ;‘I:IE‘J‘ B o "‘ s %H[E [HF/E‘j'FI lf[c
° kA FIEIE\[E?T[ETJ‘ 2]
o [iF'#IAIpS B £5 Network Time Protocol (NTP) ﬁﬁ?s%ﬁ'{ﬁjﬂ‘

>R
1. % Device Settings (&£ Q‘fﬁl) > Date/Time ( [I#/psfra]) » 472
Date/Time Settings (EIHF/Ej"n FF'> U

2. 7 Time Zone (P ) ™ fb3j|jsh gk iy Ut o
3. YPRITHTR Jﬁj‘ % Adjust for daylight savings
time (V47| Ej‘) A
4. GEPELVUFIRS W) ek
= User Specified Time (*]r I#F’ﬁgﬁﬂ"‘z‘rj) —
GEREISE S T g E VA e
=}-%f User Specified
Time (H|r [}‘F R E]) ﬁE,}llﬁT E E[ﬁFﬂIEj"EI B "EW”E[E'J hh:mm
F‘i“ Clum ] 24 F sty e

= Synchronize with NTP Server (£ NTP g % H[fil# ) —
ﬁjg%ll*ﬁ“ji[ﬁl FIEAAIFS 6] £5 Network Time Protocol (NTP)

%%%WW
5. < Synchronize with NTP Server ( £5 NTP ﬁ@%%‘é’[ﬁ]*ﬁ) F

a. 7+ Primary Time
Server (= ffliy 7 a8 ) FFEEE = FElIR 2 dRp 1P ekt

106 =i=Raritan.
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b. 7+ Secondary Time
Server (&7 [/ 2 8 SRENE T & NI 4 Hpo 1P
ko FEE

6. igf) OK (&) # -

llome = Device Seltings» Date/Time Setings

Date/Time Settings

Time Zone
| (T -05:00) US Eastern W |

Adiust for davlight savings time

{#) Wser Specified Time

Date (Month, Day, Year)
| May v|pa | |2008

Tinnee (Houn, Minmtep

o e

{;} Synchronize whh HTP Server

Primary Time earver

Secondary Time server

Ok | Reset To Defaults | Cancel |

=T
FUITR]KX-101-V2 Jy i pirg=-e S Hol 2 SR (12 322 SNMP

TR ~ AP PRI IR o S 50 55 P RIFORN > Bl R
$eUE N EE- hFIUSTERLC A IR .

=i=Raritan. 107
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Configuring Event Management - Settings

SNMP Feif/

Simple Network Management Protocol (SNMP)

ﬂE'J3

ZEHTTEIATIPAZE e T P o KX 11-101-V2

iE’,li‘:L—?Jin TR H SNMP R £ -

>

1.

fetl SNMP (tr‘[E'J SNMP [I.)

%1% Device Settings (¢ ’Q‘fp) > Event Management -

Settings (Qi[iﬁ‘fi’ —15}%) » §72 Event Management -

Settings (E]&ﬁr‘g?il—i FE'I) T}[ o

%1% SNMP Logging Enabled (tﬂE'J SNMP [I) i%ﬁf',ifl 1 SNMP
P o

7+ Name ( 7 ) J"FE ~ Contact (25 &) A

Location (r’*fg') TRED "ﬁJUq?‘ KX 11-101-V2 ;czuui E#Plf”ﬂ Fu
SNMP {E2F €] ﬁ (Al F[ [[ ) NV |ty ﬁl—&FIJ,\T

Dominion & & pﬁ}ﬂ%n‘fﬁg

Lﬁ“ Agent Community String ( (83 ° E'Jf[l, e ﬁ[ i) - SNMP
SHIERLEE A LZE S SNMP
EJ'ﬁT“‘ﬂhgﬁ?’EJ#I£VEwgﬁﬁacWW@'o*waw
- frwwh&“p, SNMP & & H5 (ORI %% SNMP 29[ #
# Type CGRED M IRRES R [,i Read -Only (1) 5THL
Read/Write (Tif: ) e

#11¢ SNMP 7E v Destination IP/Hostname ( | /i

IP/=#t &) ~ Port# (¥ l” [1E)) A

Community (7] £) » & 2 I 5 7 SNMP {3 -

4, Click here (4172 ET) 4 ¥ Dominion SNMP MIB

‘3%[35] > AT 5] SNMP ERIfFEVE -

it OK () % -

IR (FPI RS )

% 4% Enable Syslog

Forwarding (tﬂE'JéﬁéﬂlF&\qﬁ?}‘é} ) o R E RO SE I
Ty %88 e

7t IP Address (IP Psii-) FFRENE w28 [ LG % 8809 1P

PofH =

o=

H OK (]ﬁgjit) H% °

=i=Raritan.
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> §GQWWW%ﬁ?'
. F‘[ Reset to Defaults ( o & Z[ - iEHf) -

VT EE — Bty
I%'t 5 ‘Mu# FHFF T2 R SNMP
EilfF (Pl > =gl wHLTU—r@iﬁ FIRAAS ek FUEED - 2] Event
Management Destinations (Qifiﬁfi' —
IR R RIS ) RO RSP -

PEE C fIE 3£ SNMP Logging Enabled (/7%/ SNMP

FI2) BT 77458 SNMP Ji/ef = f %) i #7# 7 Enable Syslog
Forwarding (f?—"/q‘fff[/,i‘\ﬁ?/é‘) i‘ff:ﬁj/ﬁ » FELS LS IE T o
[ T ZEJi= 5 Event Management - Settings (J//?ﬁ;%/—

LD i F e 2 EFERIE AR — Ef (27 "Configuring Event
Management - Settings" p. 108) -

[

P OGEREHFREEIAUEY

1. %% Device Settings (i%&]1%/ ) > Event Management -
Destinations (Qui'g*%f — FIpv#y) > §72 Event Management -
Destinations (g #72E — FIfvEs) Jji -
FEREH {1 Device Operation (& (%) - Device
Management (i&é‘[ﬁil) ~ Security (#°= ) ~ User
Activity ("[r liﬁﬁi) F[1 User Group
Administration (*]7 122 J72E ) 53 ISR o

2 {Lti—ém F;[t JZI 'FIK/M;IJE j:JH‘TFSkJ'VT F[j@ﬁ)ﬁﬁ > I }_}y[f[F‘J F IFI J%V\‘J‘”‘ F[JEJ
7

Category (/) FLEHE  FIIE 5 BT LAY -

109
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3. af OK (&) #% -

Hams b Dawicd Safage v Beand Managamaat - Dastinalicn Enpont

Event Management - Destinations

Naote: SNWAP traps will only be gemerated if the "SHLP Logging Emabled” aplion is checked. Similarly, Zysiog evernis will only be generated f the “"Enable
Syslog Forwarding” option is checked, These options can be found on the "Event Management - Seftings” page of the Device Settings menu,

" Category 5 Audt Log

Dervice Operation

q
k!
I

g

B

&

5
% 9 0 90
CIE TR TR

B £ Coandrad

End CF Control

Dervice Lipdate Compicted
Dervice Lipats Faded

Firerwirs Lipdala Faded
Fireeware il Dicarded

Firnevware: Valdation Faled

W W|T|T (A (W|T|T|Q Q[0 ||| T Q|| T

Ler Ackiiy =

[Port Connecied F

Port Disconnected 1=
e e el e e J"“‘"“‘“'\----..HM"—

U I o T o - T o o O B e« R |

A I B« T ¢ T« T ¢« e+«

==Raritan.
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> Psy ppy
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. F‘I Reset to Defaults ( 1t 2[R ) -

T
[/’“ » KX 11-101-V2
ﬂ[ﬁlip S
[ el o

SNMP (i

TP IFT UDP fiy SNMP [P » 7 Fit |5 KX 11-101-V2

BRI S TR FRE P bR T AR SNMP

T SNMP A il 700 (28] 5 ¢ gmpqﬂ (5 BT R (R LR

(wmﬁ’$rkﬁ?ﬁgw

SNMP ETEE‘ E Event

Logging (qihﬂli ) }IE[EI' KX [1-101-V2 (SNMP {z1) #1 SNMP

AR 19 SNMP S5 -

SNMP [

TRl RS %7 X [FI - SNMP
L SRS ISR -
EIEE

R 7% e

bladeChassisCommError

configBackup
configRestore
deviceUpdateFailed
deviceUpgradeCompleted
deviceUpgradeStarted
factoryReset
firmwareFileDiscarded
firmwareUpdateFailed
firmwareValidationFailed
groupAdded
groupDeleted
groupModified

FOAEN £ P45E R4 5 5
e

o M AR KX 11-101-V2 SNMP

i

JEE KX 101 4 -

38 1 R R -
IR N (P

KX 11-101-V2 | RFP ¥ {f5'mYy 2 Rikr o

KX 1I-101-v2 = ﬁFiE'J RFP ¥ [ R1¥r -
L AL RN <
[l {8 (R o

FIESEEN o

il (BT -

21 KXN-101-V2 SF 254 = 72
R e

s — 4z
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Py &7
ipConflictDetected

ipConflictResolved

networkFailure

networkParameterChanged

passwordSettingsChanged

portConnect
portConnectionDenied
portDisconnect
portStatusChange
powerNotification
powerOQutletNotification
rebootCompleted

rebootStarted

securityViolation
startCCManagement
stopCCManagement

userAdded

userAuthenticationFailure

userConnectionLost
userDeleted
userForcedLogout
userLogin

userLogout
userModified
userPasswordChanged
userSessionTimeout

userUploadedCertificate

e

FARE] 1P #94i2 -

FE T 1P B2 -

o ihpe Ethernet S [ 17 F 5l PIZ20RI R -
RIS pzE 2 5 o

RS g

PRSI = [ 12 g o KVM 235 e
A

26 KVM £
B
R RS 1517, 0=

S TRt
JJT",U"

1

R N TS

F“f\]’?jiv}}‘ F[}gg[ DR ;-II °
KX 11-101-V2 ;[%@? ﬁﬂiak%‘“
KX 11-101-V2

ulrl‘tfpffﬂj ’; ;[%ﬂFﬁﬁgﬁél‘pfﬁhﬂurEfp—fj?\rgl

A CommandCenter‘g‘ffﬁ o
i

s
v

7 T F]~ CommandCenter {7 -

W

AT\

R

\l\\

AR A

KRR R RS S

bR SR RES ﬁj eI

= R R B

(B TE AL

HF Ié}ﬁjﬁi KX 11-101-V2 F ] B
PR EEAE RS T KX1-101-V2 ¢

— R B s

vw# (e IS [ 7 R o RS Pl i -

F e e LR I T Ui
B FE SSL A o

(s

‘%4—
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=l v R

vmIimageConnected P R R TR RO E R 2 0 SR
PSR [ o KT B T E SR (PR HM*)
Fok > S Ay .

vmimageDisconnected PP ST (P R TR PRV E A 2 A R
SR [T -

PR
TR KX N-101-V2 5] 152 « £5 KVM
o T——
> En;—fﬁ[ IE‘EIE‘" :
1. % $* Device Settings (¢ v&*fF,) > Port
Configuration ([ IPEH) 37 Port
Configuration (iflg,[ ,) U[ o
o UEFAPIRE R o (a0 T £ R -
. Port Name (Ha[ 7)) —
E J[ [f‘liu %f: H e [f” u‘jﬁ} If’[%ﬁ T Elclr”%ﬁ' > 7 F
}L‘ P O £ BETIR
/:,‘E‘/z LRI R IRE) -
o PortType (fi] PKE]) — LEa[ UREVE A=A 7 a8 oK Rl -
I 1K B B
PowerStrip (F1 FTYR*/PDU
)
KVM KVM |10 7 8
>R
1. Jrq‘[gl‘tﬁtﬂ U‘Flﬁ'[ Ejfli}[ L Fa o
= KT KVM fﬁj[ s J7
Port (¥[ 1) [i = [t FJ#e 4 i b 6381 1> O HRCR B
LY R
—e= 113
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R PR 0 TR P
Port (Eaf 1) Tjr o plja2 I—Fn TR R EHENRRL - 27
PR -

EE [/?/EL Raritan ,57},5/7{‘;;15}% KX 11-101-V2
T E/ /c/E‘/ VI ‘/Power Port 1 (,57,0/@7/,[/

L e e

R KVM E=5R 7 88 (tﬁ.}p )

B = e 2 1 T R Ml ) O
iwa@ﬁﬂ«ﬂ»wa PRI SR B £

= (VAR BT E P RS S PR )
) P ) QLT 197 [ B T B 5 SR
95 3 5 R 2 B PR -

Hamae ¥ Port Acoss Lu-gwli

Port Access
Click on the indivil Connect to see allowable operations.
0 of 1 Remote KVM power On  fently in use.
Power Off Availabslity 1
e j
e, .. et s, e, A e, el e, i et Al gt e, sl Al

2= ;7[/}5///’@“//#%7’/7’: 4 ”/7;7;7‘14“;;1‘%];?’2 7 Raritan Dominion PX
fTRIA = ZEFRFFTE -

> 1)5|:| IFIFF

1. %8 DeV|ce Settings (%&F-ﬁ,&fg,') > Port
Configuration (t[ i Ifl 1) s §7 1 Port
Configuration (,r,[ lle[) U[

2. qu‘ ]’E;,l ﬁJZ]EH IJJF‘ Ejf[‘..'[ &R o

JER I Raritan 7 F KX N-101-V2 77 e/ ;/-"/
Power Port 1 (£ 75/ 11) 4% - /[////MH//'L‘—,\%J%

EiF Sl

> Elﬁ&‘fﬁj[ LA
Ly SO G HIE VR 2 B e F L 32
ARG ) ﬁf‘f’ﬂ” e

=i=Raritan.
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FEHC RIS ERIREIFTEN)

2. i OK (L) # -

FPFERTR R

P HApE FE B

! BV E 73
T[S = S

# Yo > T

$ S5 TH ? ")

% FI57E @ @ FTH

& & fJH [ Rt
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Power Control

The KX 11-101-V2 provides remote power control of a target server. To
utilize this feature, you must have a Raritan remote power strip.

P To use the KX [I-101-V2 power control feature:

e Connect the power strip to your target server using the DKX2-101-
SPDUC connector (not included but available from your reseller or
Raritan). See Connecting the Power Strip.

¢ Name the power strip (not included but available from your reseller
or Raritan. See Naming the Power Strip (Port Page for Power

Strips) (see ;’7}95?7? EIFTIRI & (,E'Tf,’é?%‘i/%}“[ Ijit) " p. 118).

e Associate outlet in the power strip to the target server. See
Managing KVM Target Servers (Port Page) (see "IfgfﬁlKVM
FIFg 488 (Bl ) " p. 114).

e Turn the outlets on the power strip on and off in the Power Strip
Device page. See Controlling a Power Strip Device.

pts JRbIEN
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157 TS

o KX 11-101-V2
° Raritan f1fi% -

JeF KX 11-101-V2 A1 Raritan fT1YRI- B [fy
DKX2-101-SPDUC #4548 (F i) -

3§ KX 11-101-V2 5] Raritan FHf :

1. [—’] DKX2-101-SPDUC | ‘"ﬁj Mini DIMOM 1 i}%éﬁi}% Z[ KX 11-101-
V2 i Admin (F,“EE') ’l”[ I

2. DKX2-101-SPDUC [12jfi RIASM 34 i 4% )] Raritan

R L R

3. B RERESpU- }i}%E'h%%é‘E » Pl .}ﬁ}%ﬁ?’ﬁ%fﬁ@p‘ Hp
TR PR -

4. NFHRX R EOFIR -

5. 3] Raritan FIYRE 1Rl

6. a7 Device Settings (1% ’Qfﬁl) > Serial Port (flﬁ{’?ifl%'.}[ 1y » 7
Serial Port (f] '”fiﬁ ) D[

7. %1% Power Strip Control (ﬁr%i}iﬁfﬂ) BVERYE ’ﬁwﬁg‘lﬁ[
OK (’F‘“i) W= - 7= > Remote Console fi -
Power (1Y) Zat .
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FisFf CEVRE (FRRSESRT 0

it KX 11-101-V2 4 Raritan

TR I/T » Port (B[ 1) le” i};ﬁ‘][l Al | 7% Port
Configuration ([ lle['g DI ler She e T INIENAES kTP

Type (ZR5]) F A

Name ( £ %f’) TR o A FRE B2 T R [EJIFIFU Outlet
Number (FHR#[ 1+)) ~ Name ( £7) #I Port

Association (¥ ]”[ 1B o

Ex3) By ﬂi WEFNREE 1 o BrE) § R L 32
/‘J—AJ j E[JA'E:']H:J?

s /f/jf‘ffi/ﬁf‘ I UG Ll (L) P PR SR
FUIR 408 67 CHIRIEG0 T TR L i s 1 G=hlgp) -

> F*TJE/,F“W’F?& (FUEYRgL ) -

)= & - CommandCenter Service Gateway

= E R TR 5

1. :[ﬁ’ FHRLS g e 1 el ey ¢ %
2. HRIFFRISFIREE L 1EF e (FHRHE L GRS FREEL T )
3. HI?I OK (FJL) e
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> TV R E R

. E’IF‘[ Cancel (JVif]) %! -

Home » Device Settings = Part Configuration » Part

Type:
PowverStrip

Hame:
Fower Part 1

NN AN AN N Ay

Humber Hame Port Association
1 Ltlet 1

4

Outlet 3

[

.
[=] [=] [=]
=3 =3 =3
3 z T
~ S X

Outlet 5

@

Outlet &

-

0K Cancel )
P2 2008 RAP N0 sl TN @i e

TR

> ORRFIRRE (RFNRX PR 1B KVM EIR 2 31X

PR BT L I B (1) S o R R TR
[1EF e [ PO 2 (Ji) 12) [ PRI E R e

1. 7 Power Strip Name ([ €0) ™ fb3j[ FoRE PR o
2. 7 Outlet Name (FHRH[ £ ) ™ FFF[lk FHEEFTREEL 1
3. HUHED O ROFIRCR 1P HAIEY

4. i OK (L) B2« B fFn R -

v

PR ptyR 3 X3%
1. 7t Power Strip Name (TR £7%) ™ JF5|[A _FAEEAIT AUFTRE -

2. 7 Outlet
Name (FTRHE[ 1 E7) ™ EEA P PR PR o e

119

=& Raritan.



3. 7 Outlet Name (FHRH[ 1 £ ) ™ fF%[% -7F{% None (= ) -

4. qu‘[
Oé (IJ’; ) FFE o PR FREE [ =R o ﬁ[lq‘}ﬁgﬁkfﬁ:ﬁ[\ .

>R PR TR
e #§% Home (2 [ji) > Device Settings (i &) > Port
Configuration (%[ Ifie'Ef ) > [power port
name (R T £7) ] Outlets (FHRFE[ 1) il PR R
B

2 aél:ﬁ%rprirﬁ&}p lﬁﬁgg :

1. T Name ( £7%) RIS TR | f

2. ZEECORFTIREE L P Name ( £7%) SRR FIREE[ 1 7% - Power
Strip
Device ([1fi& &) [l [ R 17 - ST Ee -

3. i FNRE [ EEl Y Port Assomaﬂon (’I”[ IR
Port 1 (‘Flﬁ'[ I 1) U[ 2 hﬁtﬂd» [ RIS PR [ 1P e

R
BIFTRE OERIFTREEL 0 0 2 X P o
B

> HFIE KX1I-101-V2 AREEAYF 1R ¢

1. %3 Home (= T}I) > Powerstrip (F1Fi% ) » {72 Power Strip
Device (FTR&1%E) T}l o

2. it PR D ON (7)) 1 Off () H7 X Prififg] | -
3. T AT BRERR 41 OK () 2 -

JEE KX 11-101-V2 HFAEi- TETRA o TR
Powerstrip (fT)fi& ) Zai FgFfEps— T FTEE -
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P KVM =08

=& Raritan.

[T Ravitan {814 KVM 88 5 KX 11-101-V2 -~ #7 [=
ik KX 11-101-V2 éﬁ%i jll Raritan KVM =4 3§

e SwitchMan SW2 - SW4 #i SW8
e Master Console MX416 #I MXU

i Raitan g5 P40 RO 17 o (1P RS RUES LA i -

PER 'v‘FKx 11-101-V2 5/ KVM
- TR ﬂ/f S A ?5’5’?—”/f7~‘/—“”/fr2ﬁ‘%ié’ﬁ}“’d Scroll
Lock A /727 o

> EIE'F_ { Raritan f&f] KVM =488 .

1. 7 Keyboard/Mouse Setup ( Z£|/E#= F[) [t 1=K} Host
Interface (= F'E[1) w&f;;’*“ PS/2 - i Fﬁ‘r’ 7+ Analog KVM
Switch Configuration (] KVM * J}a% [t ) o bk st )
KVM =i g5 > 2= % BEL s i J PS/2 s KVM
TR o iﬁﬁit‘ ("I PS/2 1 "2 I%"fllgﬁﬁﬁ/(p- 103)

2. Jm‘J Device Settings (1% () > Analog KVM Switch (1844} KVM
38 77 Analog KVM Switch Configuration (1] KVM

SHTERD T
3. ¥k Use Analog KVM Switch ({fi* [514f] KVM
) PSR -
4. i Switch Type (iR E[) ™ fF3[l% FEHE Raritan o=k & -
= Raritan MCC
= Raritan MX
= Raritan MXU

= Raritan Switchman
5. EUREFIT T - & Por
Count ( F [15) & %E'Zﬁ?j el F'?V uglﬁjﬁiziyﬁ[ I Y
lgaﬂ L5 - P Jw UEU: B
Raritan MCC - 8
= Raritan MX - 16
=  Raritan MXU - 16
= Raritan Switchman - 2

6. %t Security Setting (%"= i) PHEAZNIY 2

121



122
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I

~

ﬁfifj‘ ! 6] KVM -~ J}_Dxﬁg Fl’-}FI ]EU '157_" R
Hh OK () FH RS KVM =i -

®

>R KVM R DR B
. _Jl?’l Reset to Defaults ( E@?U%"‘i*i%{) )

Analog KVM Switch Configuration

Nore: Changing one of the folfowing options will
close all kvm and virtual media sessions,

[[] Use Analog KVM Switch

Switch Type
| Raritan MCC .

Port Count
£ |
[] Security Setting

Password

OK | Reszet To Defaults | Cancel |

TN A N A

- _)'."_ "'__u_'ar'jr

-

rbﬁ,

Bt KX 11-101-V2

HEF
Reset ([11¢) ! « P Z WIS 1 Pt P (o™ 149
) -

se%et (RO LS pus R el ey o S5
U -

> PR

1. WrE KX 11-101-V2 f19f

2. PRI Reset (P e

3. (= Reset (i) 5 FiFEp] KX 11-101-V2 i & PR -

4. H[= Reset (i) £ 10 754
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5. Fifi Reset (pif) f# » KXII-101-V2
FIFTED SRR R S 1A

FEEL L YT R R KX I-L01-V2 FR B PR fEI
IP 7745 F’/!/[,ﬁ’/f/ PIET -

AEE Ve

LOCAL USER RESET KVM
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Yo KXI-101-v2 éﬁéﬁﬁi 7 [flfY KVM | 5 8+ Raritan
S B AR SF A1 BIOS 2HR 7 B M- 2 IR iU USB
Pl fF s g -

USB Connection Settings (USB 4% 15/ ) Iﬁ[ﬁ;’? fupt USB

ﬁ}% .,/Q}EEIIF[J i[ﬁj E_J_%ﬂ%{]glfj’;ﬁ'ﬁk %1;( KVM

PR 2 AP et o SR Pafie £ L ﬁﬁﬁ’ﬁ‘}ﬂ%’ AR 7 R el
f%" ( 190 Linux® #1 Mac OS

K) [ e« AL T S fECRUE G AL BIOS

xR le £|§ ST R R T o | ‘*f%%%ﬁﬁgﬁ}ﬁﬁ » 1017 BIOS
/;Jﬁﬁé I‘EE o

USsB p?'fgl'iif {7+ KX 11-101-V2 Remote Console [i¥ Device

Settings (i&é‘,i&ﬁ'[’) > Port Configuration ([ lp‘clfgl') >

Port (Jfﬁiﬁ L) E'Ifﬁ'fgl‘ ° 5 £l Iﬁf}ﬁﬁj«“liﬁfﬁ[ IE iR IEel l%‘]‘fﬂ*ﬂ'
AR aﬁ'ﬁlﬁﬂ*ﬂ‘@‘;ﬁﬁp (F e

g5+ 7 Advanced USB Connection Settings (2% USB
A D) HI5) AL FREA L KX 11-101-V2
AU AR 2 a8 Telfs & Tt ]

[K]*=> Raritan §f5?ﬂ@i\r .'a;g',? Port ([ 1) Jji I Advanced USB
Connection Settings (ﬁ,'J’;@" UéB ﬁ%ﬁiﬁfﬁ'l’) f‘}ﬂ;’} FUE Ty KX 11-101-V2
USB Rt (R R G Sl il st ity - il =11 USB

P P A2 i = IR AL -

R KVM [ 7 B0 s [ e I IR KVM
FURTR 2 B89 (R s e US

HEF L G © IDIIPT  BT-A2  B )7 o] Windows®
(e ﬁﬁl@”%‘i"iﬁfﬁf - (O] (i BIOS

Kg’.fﬁm‘s@&f@l ' BT F'Jfﬁlﬁ%lﬁg{fﬁ SR WF@ USB

LRI R OGP B -

PHETE KVYM E U 2 3RS Raritan #5243 o= fp -~ + USB
B Rartan R L LD

USB 3 iU

=& Raritan.

> HEEIR AL USB i

1. &', Device Settings (i) > Port
Configuration (i%}[ RS - §7 5 Port
Configuration (;lT',}[ [@:[FH) i e E»,ﬁ[g@gfgfﬁ-,gffﬁ}[ o
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2. #i.f USB Connection Settings (USB £ 1%/ ) > ™ USB
Connection Settings (USB ﬁ}%i&fﬁf} Iﬁ[ﬁ;’? °
3. GEFERIIM Y USB ik
= Enable Absolute Mouse ( F|™ [zixfELf#) — (171" USB
PRV TR
* Use Full Speed ("] =) — ' "= L i fing USB
i fiv BIOS
= Absolute mouse scaling for MAC server (Mac
i 5 Anzas Al ) — pUE 7] USB
PEEIHT 1T E"

= USB Sun Keyboard support (USB Sun %ﬁ.ﬁzﬁﬁ) — FUE 0]

USB /BRI T
4. agh OK (&) H2: -

¥ USB Connection Settings

Enable Absolute Mouse
(applies only if USB ig active Keyboard/Mouse Interface)

& Use Full Speed - Useful for BIOS
that cannot handle High Speed USB devices

D Absolute mouse scaling for MAC server
{applies only if USB is active Keyboard/Mouse Interface)

LS Y

D USB SUN Keyboard support

[applies only if USB is active Keyboard/Mouse Interface) r

126

> USB B

B, © 7 Advanced USB Connection Settings ( {jZ* USB

dER L) FHOT A SRR > BRS S i KX 11-101-V2

AIE VR 2 B8 fal 5 o ol il o FRJF= - Raritan JpF[jE Y oo,
Port (%[ 1) i - Advanced USB Connection Settings (2% USB
SRS 1) 173 OIS0 + S USB I FE 1Y KX
11-101-V2 USB Jilfe{ ¥ B Pilff 5 =

> RS RE s Use 4

&1+ Device Settings (i&é’,i&fgf) > Port
Configuration (i&j[ IEEIE[') » §7 1 Port
Configuration (,lT'.j[ IEEIF'[') r}[ o Q’l?[glﬁlfﬁfﬁ'[fjfﬁﬂ|
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2. &' Advanced USB Connection Settings (ﬁ,'J’;@" USB
R R T

3. uih Fres KX I1-101 USB FRfi (FTRRIAEY - vhtligh )

Advanced USB Connection Settings (ﬁ,’fé’ﬁ' USB
¥ ig‘fgl' ) Iﬁﬁi} Fo i"@afﬁ[’ °
4. FHEEEO I

a. Virtual Media Interface #1 Type (iR {A$E[ 11 ifgj)

b. %# Remove Unused VM Interface #1 From Device

Configuration (7 i & Fllfef A1 = [Pt (46 1 1

1) PEAE - MR (18 B AL T -
c. Virtual Media Interface #2 Type (#5122
d. % Remove Unused VM Interface #2 From Device

D

Configuration (73 & Fllfef_FIFR 7 [FOsgr I (48 1 1

2) RS IR (2 F)) SR LTI -
5. it OK (L) % -

¥ Advanced USB Connection Settings

IMPORTANT: Please follow the reference guide provided at this link.

User Defined KX II-101 USB Profile Configuration Table

Virtual Media Interface # Type
CD-ROM -

Remove Unused VM Interface #1 From Device Configuration
(useful for BIOS that cannot accommeodate empty drives)

Virtual Media Interface #2 Type
Removable Disk

Remove Unused VM Interface #2 From Device Configuration
(useful for BIOS that cannot accommeodate empty drives)

.-.'“ . _____‘ - r = r-.h-- j P

'

\’\-’\,'\-ﬂ' L WP, WY
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EX-(0N
B E LD e 128
Lo L 135

e

p I'J 7+ Security
Settings (3 "‘IQTF ) [}l l—}“'[ —aélﬂﬁ“ﬂ E|E liﬂj—L SRR ~ A
A -
Raritan SSL
VR N FURHFE M ] 0 2 AR = - Raritan Web
’iF, ?#{Lﬁ_glf iy o Java ] ATV RL VeriSign
1 e LA f 1A T B R Gl A i T [ R I SR N
iRantan Inc. »

> e E
1. ¥£§% Security (%) > Security Settings ("% iLfg() < {7
Security Settings (4 = 1 FEI[) T e

MBI R  (p. 128) i -
AR (p. 130) 1 -
SERIPTE)E I (p. 131)15f -
i EI’IEI;S’T*'JMa\’ﬂ[iI ﬁﬁgﬁf .

J'?‘[ OK (F) #% -

o g p w N

b BEE FENAE
o '?‘I Reset to Defaults ( & & Z[[F " fifi )

R
i S AT T SR S S IRIAA ] B

ol B

Enable single logon v[l%\lﬁgﬁﬁﬁf e ] "E'Jf”!l’ﬁ’ﬁj‘[” p ﬁﬁ{l

limitation (:={"]at - PRI - [”fJET e ,F F i
PR < I 1ﬁﬁfﬁ‘ﬁé®”HW%m~fwwgac
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(=l
Enable password
aging ( P W
¥540])

Log off idle users,
After (Il rE
H',’%‘JfF'HE'JEI » 1-365
5340

Ch8: 9 = 7l

g

YNGR P AR ] ';jj?]f@?ﬁi Password
Agin

In?ersal Cai e ) TREMR St
PIESE o

YN % Enable Password

Aging (F17 e[ B3T) AT » 17 I F
SR PR o i i 2 DAY R
o PN IRL 60 -

%% Log off idle

users (:ELT{E[r 1) BIFEME > Trz45] After (1-365
minutes) (7M1 7 [1-365

ST FEREHE R R o I B
W%@ﬂ%ﬁhﬂﬁ%ﬁﬁ%y%%%ﬂﬁﬁﬁ
AR o (T T o R (R 2
E1 e -

After (FeI=17) FREEIT BT %X GID
N )F'[;‘léLH'['}EJE'I'E'jL‘ 1o YN £ Log Out Idle
Users CGELLTAIRTH P 0) S FPH IR « et
1) 365 Sy i e R

|:| Enable Single Login Limitation

|:| Enable Password Aging

Password Aging Interval (days)

&0

Log Out ldle Users

Idle Timeout (minutes)

30

"_’ 2

=& Raritan.
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i
LRSI R 2 O BB T HP R R KX -
101-Vv2
ISR BT LS~ IO R AR L R
W -
ﬂfrﬁﬁ;”uﬁF&T J”?'J@IEU"F#J*J/ ‘8
R I D AL DR R
P9 - AP AR A6 M B

RN RIS I 9 I PN P T T A
p Jiﬂl—L E[fp]r;;/[—j\m ]: =S j’g =\ Ej"ﬁhl;r-% W e y[[rgf\lqwﬁluﬁj gﬁ, Uﬁﬂ
r:)fr:r{ri‘;f&fkb o v[lg\['if:}‘ﬂ[k—i: U[ tfiﬂ 17]IJ Fg %Efg_: s
IE p|
Minimum length of strong WaRE PRIE 8 T FT o BSAfLL 8
password (Gt | L% ) P R 63 T
Maximum length of strong R gL 8 7 JH o PR A AL

password (It~ L% ) 16 4~y
Enforce at least one lower case  J[I{\l 4 £ M1 ZFAE {ffﬁﬁ%‘ PRIE - G
character (B‘F ﬁu_’ g "‘ T JEJH

)

Enforce at least one upper case U[HNFEEIDERE  WiRE PRIt~ T
character (§f§ﬁfu—~ PE- FANE {54[‘7

)

Enforce at least one numeric YN PR RS PRI 7
character (§ﬁ ﬁfuﬁ PE- TR WJH

FE)

Enforce at least one printable YNGR A {ffﬁﬁ% 'J;f;;rér G
special [(Ea ﬁmﬁﬁﬁ" e

character (§f§ﬁfu# \J ?F,Jf

FIHR 7 7

Number of restricted passwords (= F B PR Uy - AR £ B
bfased on ’ T E T o Y B 1

history (U7 L4 12 » PEMELS

0 ==Raritan.
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Strong Passwords
|:| Enable Strong Pazswords

Minimum length of strong password

Maximum length of strong password

Enforce at least one lower case character
Enforce at least one upper case character
Enforce at least one numeric character

Enforce at least one printable special character

R Y

Humber of restricted passwords based on history

*-..-\.s- .-i-w-" ‘F../f""""- -_f.-r-"

= ‘H'I" |

BEigit

User

Blocking (#1715 BN it » AR LI ALK

AT Ll LA VRIE S

= PEEAS PR
T pad|
Disabled (#])  RAMEEN o = 8Ll 2 i i

o
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] B
Timer ri{aij}if‘? *%ﬂ?ﬁi&ﬁ“ eV 'ir?ﬁ&“
Lockout (% Ej‘ﬂ‘“ﬁj_l Fef fei] PRIz B T ] SR 2R o PPN G PR e ‘
{) I T/”J Fg

= Attempts (F V) —
_[aigﬂ»,»ﬂégljf [j/ﬁ[mjﬁif};mrﬁﬁ( o fjﬁrﬂj kL
1-10 7% > PRIMRL 3 % o
= Lockout Time (iffi<ff ) —
SJE L ] o Y AL 1-1440
S5 BEMfLRL B Tl e

B AL ]S -

Deactivate User- QPN S 1 = 2 i TEEAETE Failed
ID (EA[HF1ID)  Attempts (e »Z;v) EHR O S
2SS i LIb D RS
. Falled Attempts (“R[iv-+5) —
T F Y E D
Vg sl e - N7 Deactivate
User-ID (@] 5 [r
ID) A » FPI R I kL 1-10

i/[l%\' ,ijf Flljg%{ﬁ}; e h;?’[/’—‘llg:lﬂ I
?i‘f* S

User (H] Fl) [I R

Active ”F ) PERETRE iﬁdJIF“*“ JE IS e

User Blocking

i@ Dizabled
i) Timer Lockout

Attempts
3

Lockout Time
7y Deactivate User-ID

Failed Attempts

& » - F—
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‘Jp{rﬁf[lj,igl

fi*I'J*'] Encryption & Share (AL ) i&‘ﬁg,’%;&ﬁﬁ—ﬂ Ik ) > PC
FIREE I R H AR > )5 KX 11-101-V2

Reset ([ ) 55 pf 47 [0 o i ok 7] o

BE PN R T L R Y o P spp R ) KX -
101-V2 -

1. 7 Encryption
Mode ([iffszt) Ik B [i- P o R
BT BFIITEL S PUBRER T3 SRS - DR K

V2 FTOMEL T ap =t S R U F s
AT = KX 11-101-V2 -

Rl e ¥

Auto (FIzh) PRLE Y pUZES - KX 11-101-V2
E lrjjﬁ}rﬁ@ﬁ@l 2 JI:[7 < o

RC4 SR AT KYM i gt RSA
RCA4 i 53k I%Q%Mp}bﬂj 1_}\_ 128 ¢ j Secure

Sockets Layer (SSL)
V2 i ﬂlvr%ﬁ Pc V’HJ?EA“ FJ@IH,EJ;

AES-128 Advanced Encryption Standard (AES) L.
National Institute of Standards and
Technology ﬁfﬂ£ IUFT= PR - 128
RETIE wwf £ AES
128 BFIBLETILE ¥ 8 AT R o
#-2 Emé RIS Y AES f[/jﬁ(—z;{
17 PIRSERELE) & 4 AES Y p.
13§J L [?e f ﬁ
AES-256 Advanced Encryption Standard (AES) Ll
National Institute of Standards and
Technology r‘ﬂji [OFT SR AR - 256
ALY - wwg[tAEé
256 o] *’J”*a F‘jd* T fe g
o 3 E,ﬁé ﬂ/AES J[/jn (ii;{
ﬁé A P :47“ AES 77" p.
135) 1 i [?e

V=8 - MPC ff}‘ff‘ﬂ/ﬁ/ﬁi"ﬁ/’;@‘f[ﬁ}%‘ » i+ Encryption
Mode (J7fislt) ey 2y ™ At (f1z0) frofgilp! ™ 2 U fiel -
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= 'Hf,',

|

ZEEL Y=~ Windows XP SP2 - Internet Explorer 7 7754/ AES-
128 Y fIE A KX 11-101-V2 -

Apply Encryption Mode to KVM and Virtual
Media (:]‘;’J’"Jp’f‘)]b;:k‘rf H]E KVM
FIRAR () o IR - HﬁEﬁ?E“ AL B [ KVM
AR (£ < TR KM B Msf;vﬂ% 7] 128
S (] -
PC Share Mode (PC H JH#iz") o ez B 2 72 A KVM
4;5 > ek e TR ] ESLKX 11-101-

2 > [Pl A0 A 71E U -
;a%* I = T

=  Private (;m ) —= PC
Hp - S EEE JFIEVF%% fipli= 4 B o B
’L'Tj'f'j[[JD

» PC-Share (PC H i) — KVM
E"F‘;%?E‘ F' AT A B (E“‘Iﬂﬁ lj’zrﬁ" lﬁ',) mm%;gr\aj )
([ & R ATl Jfﬁﬂﬁ'?%fﬂﬁfufﬁ g B e
1HEg J;IW”*PFPFT ' l'*l?”ﬂﬁfﬂ ”ﬁ'[ﬂ
I £ VM Share Mode (R (4L HS0) < IR} PC-
Share (PC
HEH) B S|P o IR - AT % Ry
L | L E T | ik 'W#W%Ii‘* e A IRLAER ] -

If needed, select the Disable Local Port Output checkbox. If this
option is selected, there is no video output on the local port. This
setting applies only to the KX2 832 and KX2 864. If you are using
smart card readers, the local port must be disabled.

IR Local Device Reset

Mode (4 Brile& bzt ) o I'*{f“‘ﬁl}}’. it
Reset (i) HE i » il = PR = 2
101-V2 U ievEE o GEE I - 8

59( E ) BRI

EEFTFI
B B KX -
FEBE PR

Enable Local Factory 21 KX II-101-V2 i&& i i £ %E"ii*i&fgl’ o
Reset (™[44

ik PR i)

Enable Local Admin | 1j i A B FE 0 =R R B 2]
Password raritan -

Reset ( tﬂE'JYt i*‘ﬂﬁffﬁl

E )

Disable All Local P A

=i=Raritan.
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Ry PR B
Resets (2" e
Brp k)

IR AES i

KX 11-101-V2 3 §§ AES-256 - 1 SR BTH AL 2 ]

AES > i I FTRE 1 e fb B WA R RS ook
?‘Zﬁfﬁﬁ 'w] https:/fwww.fortify.net/ssicheck.html

P’JLﬁ ° L’*“F‘ﬁiﬁﬁ?ﬂ!’ﬁ*ﬂ'ﬁ%ﬁ UH Ik e ’F@Mﬁ?f [ °

7= - Internet Explorer® 6 7 iﬁf AES 128 7#7#1256 /1 -

AES256 [iR A1 it

PUE SIMAZERT IR & ] AES 256 f0 i -
e Firefox®2.0.0.x ~ 3.0.x %pﬁlﬁgﬁ@i

e Internet Explorer 7 #18

[ia 73] 'ﬁ%&,’ﬁ/ﬁ » AES 256 it b gk Java™ Cryptography
Extension® (JCE®) Unlimited Strength Jurisdiction Policy Files -

ﬁ?ﬁl JRE™ 574 fiv Jurisdiction files i I'| 7 ™ %[5 i Other
downloads (E ™ %) ﬁﬂj}#@u :

e JRELL.6 - http://java.sun.com/javase/downloads/index_jdk5.jsp

IP 5]

102 IP o I KX 11-101-v2
FOThE] o B 0 2 R R (ACL) » B & Tk A
IP S5hHiT e o -

W ¢ KX 11-101-V2 A HiE D4 A 1P bk 127.0.0.1, 74 IP
VhE|EHIRES, 0 127.0.0.1 7ERREE 1P #ibkYERIN, FRARREVE) KX II-
101-V2 A#hids 0,

> QORI IP Yy
1. #§% Security (1'% ) > IP Access Control (IP ') » 7= IP
Access Control (1P 7 {ii]) Jji -

2. Y% Enable IP Access Control (= 1"] IP "ErJEt’ﬁjU) HIEAE tﬂE'J IP
i '\ﬁjﬁ’ﬁj[]ﬂlj: [ FpoE PR
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3. 1% Default Policy (RR ) o SRLEA T 47 78 I v 1P
4L A

= Accept () — Zeir IP £ KX 11-101-V2 &) o
»  Drop ({fize) — ffizer IP By a) KX 11-101-V2 &% o

> fjﬁJJD CRfFop) Hg -
t IPMMask (IPAEHES) FFEET P PUf#1 P

YZE P # i 07/ CIDR  (Classless Inter-Domain

Routing ) %&7#@57 » CIDR

PIFJIIES - ﬁé‘,é/fé’f’ AL S G P T
Pl o BT ETRIFTITRLE o I 2 PR o

2. 7 Policy (ﬁﬂfl ) NI R H 5%
3. gty Append (1) #20 » SP-uf a4 = -

>
L U @) - i)
Insert (jﬁ ) i SEf o 3:%;[? A2 ]H
2. it IPMask (IPAfE) SRR 1P BSAS P
3. 7 Policy (47i) 1@?,“%;&?;@[% .
4. ui
Insert (47 * ) F2 - 1A * FORAIERE B ’MH AR 47
A ™ E PRI o I pomE PR 7

HET 2[R R S S 18 T

S
TR )

7 IP/Mask (IPH#E7E) 3"?&@6[?1‘ IP B 1= P

% Policy (Fjpis) ™ Ik R -

it Replace (F7) 21 » P IS FFIAIIZEF ARIRO I 94 -

P DRV

v

ﬂH'ﬂ‘Q’bﬂlﬂ‘U :
1. Raritiliss ”*fi}'ﬂ‘*jﬂ
2. ar?‘I Delete (&) =" -

136 =i=Raritan.
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—

3. FHFEA BRI - J?l OK (Ff|E) i -

Hame = Security = IP Access Control

IP Access Control

iwi Enable IP Access Control

Default policy

ACCEPT | »

Rule = IFMask Policy

| I || BCCEPT v

Append | Insert | Replace | Delete |

OK | Reset To Defaults | Cancel |

PP R 6 IP Bl T P 1P

L_-...L‘#-ﬂ--uf*‘ﬁhx\!m-,‘"~_“__._____/1' o b et o e ,-..‘.} .

Byt s PSRRI 32 - [HpE skEES o 1 192.168.51

S "pfia e - [ Default Policy (B jgRE) L

Accept (<) - 'l )ﬁ%ﬁw T A IPIMASK (IP/#EE ) e

192.168.51.00/24 » i it DROP (Hizii) o I s ShgFs o |1
192.168.51 -+ piUfive | '] » H1ok [~ 74 IP 241-(192.168.51.105)

Uik al= 9 > Default Policy (%!"‘ikm %) kL Accept () - [l :

1. ﬁi‘J[ItﬂiﬂJH 1> 3[‘—:]’ IP/Mask ( IP/&E) i&‘}%’*’#
192.168.51.105/32 » :]ﬁ’fkﬂfléﬁ%f‘b Accept () -

2. YUY 2 0 1 IPMask (IPAfG) ki)
192.168.51.0/24 - 1§74t~ Drop (Jfizii) -

101-V2 » PV 2 BT~ AL -

PPN e LI L AT 2 FfEs - 192.168.51.105 == 1 Ui e KX I-
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ZEF

I

LR L RS 138
B TZEL coovreeeseosseesessssss s 139
& f}};p']w} 2 OO 140
A B L S URSSRSSRRPR 142
R 144
= 1 OSSO 145
PPN o 146

it FI

£ KXI-101-V2 5 i g~ © 1k

> T KXI-101-V2 i I

1. %% Maintenance (1) > Audit Log (f[itt =) =72 Audit
Log (fittFIR) Tjr

Audit

Log (F[“ FIRD T E AR ] S i R R
At SRR :

= Date ([¥]) —Hiff/ed PUPAIRS =] (24 [ -
= Event (gif) — Event
Management (E]i[’i[r‘g?if) [HINEnpuE £

= Description (#2fF ) — FHy{F 2 Il o

> R
1. 5‘1"#[ Save to File (i Z[¥ ) #= - 77 Save
File' ( 7 ) *Hiofs -

2. ﬁﬁm@ﬁw]ﬁ{rﬁ%u@wﬁw' J,d
Save (|l ) =" o 0H] #’li‘-” EI%L%H [[ﬁ_j, L T 2
Araft -

> iR
e "l [Older] (FE[F1) AT [Newer] (FE#r) i -
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¥
oy
gall}
Lo

S I R R 1 KX I-101-V2 50 OB L < IR iR
Raritan $ 7 < F[IT ] L5 RLEE 2] e

>

=

fl
IEEX KX I-101-V2 B R KL :

4% Maintenance (2&§1) > Device Information (25 f5EL) » 47
Device Information (% {5EL) Jji -

KX 11-101-V2 ]ﬁﬁj :
Model (#[F))

Hardware Revision (FfI{$45% )
Firmware Version ([iil{$457% )
Serial Number ( 5-%[J#) )

MAC Address (MAC i)
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140

& AP

[i*I'J7t Backup/Restore (& /TR ) [ji F& FANER KX 11-101-V2

pfjw‘,&&','ﬂlp‘clf%,' o

[0 B & YA B IOl 5 B S T R R g

(9191124 63 2 159 KX 1-101-V2 1955 et et Al i Sty

KX 1I-101-vV2 F > Fl’ J‘Jiﬁ]i}jﬂé ’F'} KX 11-101-V2

S R o] o iT_P‘J‘Ji&fﬁl'* F 1 KX'11-101-V2 :[ﬁ'zupgpa%g E‘ﬁj@” %fi
X11-101-V2 & F o

> P E LR
e #{* Maintenance (z&f’1) > Backup/Restore ( & [/l ) » 77
Backup/Restore ( & {73/IE) Jji

Backup | Restore

i@ Full Restore
i) Protected Restore
i7) Custom Restore
User and Group Restore

Device Settings Restore

£

b

=

Restore File <
{

|

r

Backup | Cancel |

PR 6L B PG G [ [ IR TR
JIT TR IR - TV g o

> Ypf "] FireFox® ~ Internet Explorer® 5 F\/El A1 & [ KX 11-101-
V2 :

1. E"F‘[ Backup (&) 372 File Download (¥ (™ i) fi5iE o
2. Hid Save ([p7s) 2 - 17 Save As (JIFs) HHFE -

3. :{L'Zﬁl'ﬁ\'@"ﬁ'g' Y E!"j] Save ({|ix) #FZ 70
Download Compfete ( fc&i%k"?‘}g HHEAE o

=i=Raritan.
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4. wi

Lo e et
Close (=C°f]) H o o By AN D > g & (78 FF S 7 4 29
et -

> DLIF;JTEIE‘J Internet Explorer 6 F?Elﬁ;ﬁ’ﬁ: g7 KX 11-101-v2 :

1. &d Backup (&) ° 4§77 File
Download (¥ Hf* ) KRR HEE
Open (7 ) #73 « el Open (§77) £ -

'ilﬁ‘” I1E 6 AIRIAAS £ - 41 1E

[efm 3 If{fﬁj —M»JT FFE > Bl | SR g ,\[—IEEI [_{ _Tilqé\l
TV o YRR LR A o ST R R R B
H-R s Wordpad® »

2. =
A e S o KPR SR R A I
Arft oo

b. T E Y VRIS I BT *E'F‘[J’ M
Properties (rdifb)

c. J'?[ General (ﬁ fﬁ ) Pa HT -y
Change (Rrd¥) # ’zﬁ “ 1 7F# Wordpad -
> [’}EI KX 11-101-V2 :

B TR KX 11-101-V2
TRREIFER S £t 2 B - H PRETE & G PR RIpY R R A -
DU T TR [EIRTERNE 1 FRE TS KX 1-101-V2

=gt YN & BN PR RIS 1P Bag s SR 1P
Pk o PPN & i TR
DHCP » i ¥ 4 %] 4 B985 gy P i 1P
Bt - BT R

1. FEERHEIITR E‘if{] :
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e FullRestore ( =Tk ) —
KRR 75 R (65 & AR -

e Protected Restore ([%FI[J}EJ) — =P
Byl EFREEE R ERVERL mflz[[*’gg; YN S P 2T o [ I}wg}‘
fii~ {1 KX11-101- v2 A ORI I %71 KX 11-101-V2 12

e Custom Restore (& 4-ﬁ1ﬂ[7<§1 ) — YNGR P i f I ¥E#E User
and Group Restore (™|r (FI"]7 122k} ) #I/F5 Device Settings
Restore (18I RE) -

= User and Group Restore (*'[r lfLIF'Jf S ']FEJ) —
[P{EUFI:[J}“’F' F[] [fIF' e [Fﬁ }[7[*’;EJ1L1J1{/

5
IjF;FI:[;P £ -%i’ F' [F—{ZET‘}‘I h&]ﬁg}j H KX 11-101-V2
Fpﬂljm

= Device Settings Restore (%] 1‘,&%‘,"[\‘}@) —
P i A fﬂwwﬂﬁi;{ USB
PRI o 4 AT < O S ROTIR 12
o H [Pff“‘ﬂﬁﬁgjﬁr” QEIIFIE o
1. iy Browse (J#}1) #4771 Choose File (£ ) #Hiafe -

2. PEFEEMEYE BT ﬂiﬁJ'jI Open (§72') §=' - Restore
File CHRB [F) B9 -

3. Q’I?I Restore (k) #% » Tfiﬁﬁﬁﬁépw[\}g;:tfgj'[\}glgﬁl?

uETIE

P A 2T 2% KX N1-101-V2 [l o

HEH  FAZHEP, RED KX 11-101-V2
TS FR, BRI,

12 ==Raritan.
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> A KX I-101-V2 1&g :

1. %% Maintenance (Z&f1) > Firmware Upgrade ([#il{f+]2%) > 7=
Firmware Upgrade ([ii{#2%) JjI

Firmware Upgrade

Show Latest Firmware

Firmware File
| |[ Browse... |

| Upload || Cancel |

T T o T T TN e Py

2. &d Show Latest Firmware ( i} = f&#fil{F ) fgﬁ% » 7+ Firmware
Upgrades ([filff+ 2% ) KX 1I-101-V2 T}I_F#}?[PFE‘E"'EU Raritan
1 5315 [ (SREP) M 0 [

3. A BY [ YR ZIP
& [ BT SR 22 -

LTI R I B A
PC o “72u!ffzs L Y /;/ . //fq_/‘
Browse (M) ##5 + SAAZY fHE I -

4, &'+ Firmware Upgrade ([fil{F+#Z%) i
Upload (_b3) FH o = & <A AW 1§ Flle'ﬁFé» ’ rﬁ%”ﬁﬁﬁ* :

Home = Maintenance > Firmware Upgrade

Firmware Upgrade

Current versiomn: 2.0.0.5.63594
Hew version: 2.0.0.5.6487
| Upgrade | | Cancel |

Thiz may take =ome minutes. Please do NOT power off the device while the

update iz in progress! After a successful update, the device will be reset
automaticalhy.

e, e o,

N Ry C S N S S S e S Y

R e e e
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5. miH
Upgrade (42) F5! « STH# 2505 « fo] 2l AR TR F KL
ARG K - TN 2 T -

Firmware Upgrade in Progress...

Upgrade successiul.
DEX2-101 has been updated with new firmware.

Device willy eboot now and this will take approximately 5 minutes.
Please close the browser before logging in adgain.

Progress: Updarade Finished

\. J
6. e FZFHLA B HMIRER 20T IR TR KX 11-101-
V2 -

2%, Raritan Multi-Platform Client (MPC) #]= I}‘F’,FH TR
Multi-Platform Client [iif J[1{ # 2418 & [

#| S g1

144

KX 11-101-V2 & = KX -101-V2 2 =] 240 l'ﬁ El e

S R ET G

e JEF# Maintenance (:®r1) > Upgrade
History (F#[Z%7;l1nls) > 77 Upgrade
History (| Z%/7splielse) e

Upgrade History

Start Time End Time Previous Version

Upgrade Version

Full Firmware Upgrade admin  192.168.51.76 January 18, 2000 01:03 January 18, 2000 01:08 3.3.0.1.9999 33051048 Successful 1
Full Firmware Upgrade admin  192.168.51.76 January 16, 2000 00:23 January 16, 2000 00:25 33051046 3.3.0.1.9999 Successful f
Full Firmware Upgrade admin  192.168.51.78 January 15, 2000 02:15 January 15, 2000 02:18 3.3.01.123 3.3.0.5.1048 Successful 1_‘
Full Firmware Upgrade admin  192.168.51.76 January 14, 2000 00:16 January 14, 2000 00:13 3.3.0.1.9999 3.3.0.1.9999 Successful }

=i=Raritan.
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}/::W( .)g}qv 5 QLJ{;{[,7L/'F/§—/"f ///E///ﬁ\//jp/g// [/4 }M,?LL//F/éjrﬁ‘ﬂj‘ﬂ//ﬁ@
i Fa i IR D T - R G
[/4 ?xg/f//-tf[/,g

> BRSO Bk

1. ¥F# Maintenance (Z&f°1) > Factory Reset ({1 fift) o 72
Factory Reset (/" pIff) Jji

2. TN SIET I A B O

e Full Factory Reset ( =™ pif) —
6 el - e U R RS e

CommandCenter
L [ P R PG o (1T SR R RLS [ S
PR AR

e Network Parameter Reset ( & %2}?@1'7‘) —
[T,&F,pjpwﬁ-;&z;v@n‘fuguv juj EIF‘I Device
Settings (¢ vaF,) > Network
Settings (il ) ¢w‘%¢¢>

= |P auto configuration (IP [ filfl
= |P address (IP #15)
* Subnet mask (=" pAETE)
= Gateway IP address (< IP #iii-)
= Primary DNS server IP address (= DNS Ty 1P k)
= Secondary DNS server IP address (& ™| DNS i 7 #§ IP F35)
= Discovery port (/< Ef}iifﬁ}[ D)
» Bandwidth limit (ﬁ”ﬁﬁﬁﬂﬂ)
= LAN interface speed & duplex (LAN £ [ Lftg #15Y " )
= Enable automatic failover ( tﬂ BIET fpﬁ&ﬁﬁﬂ;@)
= Ping interval (seconds) ( Ping "éjﬂﬁ[ﬂ;])
= Timeout (seconds) (%Eﬂ‘[fﬂ)
1. &nd

Reset (it ) FFE126E » 117 I3 %5 T [BERA » #2040

AT B

2. i OK (L) HZ st o i B ah il ) > KXI1-101-V2
W lrbgi@?r = e

145
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Reboot CEifr =) [ = A’ = fusdt ik » 1) R KX
11-101-V2 - a‘i}é@i"ﬁfjg%ﬁfﬁﬁiﬁ °

BEFI  LJIPTE KVM EBREITERE, L RETEAD |,

> TR KX 11012 ¢

1. %% Maintenance (z#}*1) > Reboot (;j;@?ﬂfﬁ) o JT A
Reboot (}j%‘?ﬂfﬁ) it -

Hame » Maintenaice = Reboot

Reboot

Reboot

This ey take upto two minges.

2. J?‘[ Reboot (E%ﬂ?ﬂfﬁ) o . R EJ"?[
ves (kL) g -

Here > Miinkanangs » Fabost

Rebooting the system will logeff all users.
Do you want to proceed with the reboot?

Thig mavy Jake uplo bwiominges

14 =i=Raritan.
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Ch 10 1Z R

i '%?D’[ a2y #Fﬁéﬁrﬁﬁl v 2RI KX 11-101-V2 195,“75?:%'[]@3“ F”TE
Dlagnosucs (iZ%r) Ul ( Device Diagnostics

[ A ) S PSR ] R AL o -
DlagnOStICS (14"}9}) JI,UF'E‘J ["JJIJ 1%‘1;@%[[?[ ['P)(E 1/{}*%{

Device Diagnostics (& &12%r) %k Ulff i Raritan
FeR LIRS O ] -

“r‘j:i?;h I

= IT}[ ............................................................................................. 148
Px [,,ithrﬁvﬁ ..................................................................................... 148
Ping = #'7j [H o 151
Pl = “’%EHT}' ..................................................................................... 151
RN SRR 153

=& Raritan. 147

fl
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FlZE T

KX 11-101-V2 fij = ffza | PR

'—v—v

> REREERLFR

e % #% Diagnostics (%) > Network Interface (P& 1) » 77
Network Interface (Pz&FE[ 1) U[

RS

Ethernet £ [ 17 (=1 Rl ik -

KL PR ping (i 4 -

T PFER LAN B 1 -

> AL

ENE=}

il Refresh (jjl#r) #%!

Hetwork Interface
Refresh

Reszult:

Link state: autonegotiation on, 100 Mbps, full duplex, link ok

ethl: <BROADCAST MULTICAST UP LOWER_UP> mtu 1500 gdisc pfifo_fast glen 1000
linkfether 00:0d:5d:ca:b1:72 brd £F. ff:ff. . ff. ff

inet 192.163.51.101/24 brd 192.168.51.255 scope global eth(

LAN 1 is active.

h g ’ B T ol e Y .

F"J'é%’;i“ﬁ%‘;ﬁﬁr}'
KX 11-101-V2 iy ot [ 12541 Jiekpt -
> BRI

1. % $* Diagnostics (v”‘i@?) > Network

Statistics (pz&zk Jri;?#]‘) o 721 Network
Statistics (pz%z ;ﬁ%) }l

148 =i=Raritan.
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== Raritan.

2. 7t Options (7)™ #F5[3 By i -

= Statistics (’;3111‘,%7;???{) — Ry LRI o

Hemas * Diagnostios » & ‘
Wetwork Statistics ]
Oypions:
witalislics =

Resul:

Ip:

8803 totml packets recelved
0 forvarded

0 imceming packets digcardad
HEH0Z inecoming packecs deliversed
8522 requests Sent ouc

Icump:

0 ICHF zecsager received

0 impue ICMP seddage failed.
ICHP impur hiscogras:

0 ICHF mesSages Santc

0 ICHF sessages failed

ICHP sutpus higtogras:

Tep:

& active conmections opanings
249 parsive CONnECTIon CPENARgE
0 failed connection attampts
15 comnactisn Fefetd received
1 conmections sITablished
T942 seguants received

B304 segmants send out

0 Fagment: retransmited

0 bad segmentd raceived,

0 reEsecs SEnT

Udp:
233 packets receivgd P —
PP, wz - R

* Interfaces ($F[ 1) — F SR P B I -

Hiema » Disghodticd > Hibwod Sitistice

Nelwork Statistics

Rzt

Kernel Interimce table

Ifacze HATU Mex FX=-0F PX-ERR IX-DRP PX=0VE TX=-0K TH-ERR TX-DRP TX-0VR Flg
ethl L840 O 13828 0 O 0 #8200 O O O BEONRT

le L6436 0 196 0 0 Q 196 0 Q 0 LPY

R e e St T P ) g P bttt

149



* Route (Pfl1) — F RS Rt AR o

Home » Diagnostics > Nebwod Statistics f

Nelwork Statistics

Refresh

Resull:

Kernel IPF routing ctable

Dastination Catewvay Genmask Flags MES Window irtt Iiace
192.168.59.0 = ZEL ZEE.ZE55.0 U 0 0 0 ethl

defaule 192 168.59_12& 0.0.0.0 UG 0 0 O ethl

e N T PO S I LW T SITE L S e

3. af Refresh (f{#7) 3% - Result (i) F R T I (FEL -

10 =i=Raritan.
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Ping = F'[ji

Ping flfefzs T 5 o P QIR E A 1P %ﬁﬂfﬁ‘ g 1P
feés vl « ') 7 Ping Host (Ping = ) [jr b & =1 2 Bpshl- 7
KX 11-101-V2 ﬂ7| 7] o

>  Ping 2#':
1. i Dlagnostlcs (i£%r) > Ping Host (Ping = #*) - 72 Ping
Host (Ping = #*) Tji -

Home = Diagnostics = Ping Host

Ping Host

IP Address Host Hame
192 168 53173 |

Result:

1221628 521732 iz aliwel

ann, ool S s A B

2. 7t IP Address/Host Name (IP #yiiH= #t ¢,) F&Ql{?‘ =M EEy 1P
P o

PER 2GR TG 232 T
3. J?I Ping - Result (ZHf! ) F"FE = ping 5] -

PRk N

=& Raritan.

PUREEH RLpgzd s 21 BT e 8 A i IP BIbHIEE T

> PR AR

%% Diagnostics (1£%r) > Trace Route to
Host (== s l) - 72 Trace Route to
Host (fEl= #LEE ) il

2. 7 IP Address/Host Name (IP #ihiH= 1 ¢,) ﬂ"F&E'ﬁ“ P
Palgs

151
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VIR 2GRS TR 232 T
3. 7 Maximum Hops (§& ~57) ™ i 5)[3 R S S (5-
50 » (#4320 5)
4. J'i Trace Route ([SUEREFT) o f‘[‘?ﬂ‘}"ﬁ—L[J—' e 1P
f R B R 4 - Result (2R ) R Uk

E[[[Jéﬁ’?q' o

Hame » Diagnastics = Trace Route ta Host

Trace Route to Host

IP AddressHost Hame

|192188591?3

Maximum Hops:
[10 v

Result:

traceroute started wait for 2mins. .
traceroute to 192 16559173 (192.168.59.173), 10 hops max, 40 byte packets

11926859173 (192,165 39,173 0,497 ms 0,308 me 0,323 ms

TN\ AL e ey, g A

L

B caini VTN Wt A g,

RPN SR

152 =i=Raritan.
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Oy

N4

e
m
-

5 ¢ g Raritan S5 T4 - 7 o Raritan
JE A ¢f7ﬁ /f//g//f': /7@5// o

LW KX 1-101-V2 93 %
Raritan
;@+:L}ﬂﬁzsr [HHPUEE SRR - S S SR, - S E S
E[ plﬂ L s &Vﬂilrlﬁ I:[‘ B 'ﬁ?‘nj@ o
IEIH 1 “ ;LA
e Diagnostics Scripts (%4 ) —

F F’f—;’[ %ig{i%‘ifﬁﬁ A YpE Raritan

FEA LRI RO S < IR AR L -
. Device Diagnostic Log (& i2¥rf1R.) — :[ﬁ’ KX 11-101-V2

B PO BRI b SRR (g
Rantan jfi%ifjf:‘ﬁ? > [F| Raritan Fie BRI

S R L ) it VA

BB E AR S

—”uu

P =5 KX I1I-101-V2 F&Eis%r

1. %F4# Diagnostics (i2%r) > Device Diagnostics (i¥&12%r) » 7%
Device Diagnostics (& &712%r) Dl °

2. (=£F) gl =%~ Raritan
PR SIS IR

a. HAOH G (MR Raritan HE OISR (o

b. EH?‘[ Browse (#]y) %!~ {7 Choose
File (Y [F) Mo -

C. PSR [ -

d. &'+ Open (72 ) =" Script
File CH# Y ) SR =3 F :

m\(. —

Diagnostics Scripts:
Seript File:

IC:'ID::u:uments and Setting:  Browse. . I
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o T IPEF TELNET
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B SSH #§ ¥ KX 11-101-V2
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g 3]
quit LR P R pl Y- 2 .
logout s [ E
47 PR
N ?f—/”y = %;’_-FIEJ):’[)’T?JF,J EIJF[SJHAH ,?J = WE-[ AH,]& o
Fﬁ—ﬁ pd|
config “Jf %] Configuration (@Elfﬁ'ﬂ) BT
diagnostics “JHiE| Diagnostics (iZ%7) a1 o 2F 247 (p. 159) -
debug “IHE Debug (THFY) Fat e 2% 45 (p. 160)
help = 47 5 LA
history = FJ'J; /E,FIJFH J|#FJF>L[1:[—J\ o
interface flaf KX 11-101-V2 P28 |
listports /UH'rflﬁ'[ I ifﬁ}[ LEFs Bl 1R E] fﬁu}[ liiﬁf&ﬂ‘ifﬁ}[ 2
- 2% Listports /77]’7? [p. 162) -
logout = S PR
name i Fg['i&“?f[ 7 - 2% Name ﬂﬁﬁ (p. 161) -
network NG LR I Ml Ca
161)
quit Bl = A e
setlog i Fg['i&“éf[ Pl sedE i - 2% Setlog /q/]77 (p. 160) -
top S & o
userlist Gl EEE g~ B g Jflﬁj[ IFLRES - 2% Userlist

7% (p. 163) -
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Diagnostics (i2%7) 2 &i-eir (&2 KX 11-101-V2
ij { %'JQQTF]EI# T x{f*‘j o Eﬁi’rfﬁu Raritan
ﬁ*‘*ﬂf‘j e Uf’[ }E s ’QLFFIE':L ‘EH\ZFE P Ve S
ST 5’1{@*%“;@ L'Fﬁéﬁﬁaf’%ﬁ' le— IIH o T HEY }‘?]tj ERNEN
ﬁmﬁ’wmj LWww%@wwﬁW’mWﬁ%%W#ﬂww
;“" Raritan }‘ﬂ{*ﬂ/ﬁﬁ

Eggrﬁ : B ST JIFE Raritan £ 7 X TRFH LR FidE,

iR

Diagnostics (12%r) > Debug (i) Zk&i-oim[27k$E Setlog Fbﬂ ik ;F
KX 11-101-V2 TQ‘fF[ Pl el 5T I'}I

Setlog /7/77?

Setlog (-7 # 4% KX 11-101-V2

ﬁUj{ﬁUcwwpi SLZLY i E D MR LS - Setlo
9 fij A ABAT

setlog [module <module>] [level <level>] [vflag <vflag>]
[verbose <on]off>]

Set/Get diag log level

Setlog % Y AFrt - Raritan

}"i“}‘ﬂz 451)?‘12 v[ll?g[f_ﬁlﬂﬂ_&ﬁ&&l
R i3]

module FUHL & 70 o

level 15

= e (i)
= warn (%“éff',)
= info (fﬁ,&l)
* debug (V&)
= trace (%)
vilag verbose & L B
= timestamp (i<f"[#5)
= module (fEiH)
= thread (z3#d)
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RAET i3
« fileline (¥ {F%)

verbose [on|off] 7 2 verbose [t o

Setlog ]:]A”?J:‘ ]
91l Setlog |3|A”’|&J H' libpp_serial f5H I I%\’;'i?ﬁﬂ[ﬁgﬁf”\l
debug - 472" verbose [ 17t -

Setlog module libpp_serial level debug verbose on

Pl

Configuration ([elfef ) % &1 i (& el Py Rl P2 [ 190 1 e 00
AR IR 4

ozt

Configuration > Network F'AH'AJ B EE%' KX 11-101-V2
Bz R SR

i e
interface EIE[}‘*F'[' KX 11-101-V2 & & pzgff [ 1 -
name WL E £

161




162

Ch 11: ﬁ ‘AJ S

Name /7 77
name ifj £17 17 [ e SRR AL -

12 i:,l:

PR

name [unitname name] [domain name] [force
<true|false>]

name FT 517 17
A a5

Admin Port > Config > Network > name unitname
<device name> domain <host name> force trues

Interface /77’]77
mterface = [l KX 11-101-V2
PAZEFEL T # S o WE BT HTTP/HTTPS
A HE f‘* fgiﬁ o BE) HTTP/HTTPS B|s |48 7 IP

P TREEVR D EACKIRE R - SRAEATR -
interface il J g

interface [ipauto <none|dhcp>] [ip <ipaddress>]
[mask <subnetmask>] [gw <ipaddress>] [mode
<auto/10hdx/10fdx/100hdx/100fdx]

network FDH'QJ %ﬁffmi/[ﬂ F g o

AT 33

ipauto ﬁ5£\ﬁ9fﬁ£\IP Pt

ip ipaddress 25 KX 11-101-V2 53 il 1P
Pasihs ') 3R P it 5 v

mask subnetmask IP'ﬁﬁiﬁpﬁiﬁgm;‘@ﬂaﬁg

gw ipaddress IP i Ifﬁﬁgﬁ P IP $4k-

mode <auto | 100fdx> FjEmewthodeﬂﬁg”ﬁld%”Mkbﬁﬁ
100Mbps =39 (100fdx)
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Interfaceﬂ - 5]

I PF" IP 531~ AR i ORGP -

Admin Port > Config > Network > interface ipauto
none ip 192.168.50.12 mask 255.255.255.0 gw
192.168.51.12 mode auto

Listports A‘J?J
Listports i lt! WEZDELE s PR LY S R R

Listports i 43 {7

Admin Port > listports

Port Port Port Port Port

No. Name Type Status Availability
1 - Dominion_KXI11-101_V2 Port KVM up idle
Userlist FA g

Userlist i IR T~ Bl e~ Bl PRE] ~ Bl CESSAERL R

Userlist F'AH ,&ﬁ il

Admin Port > Userlist
Active user number: 1

User Name | From | Status

admin | Admin Port | active
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BT e e e et et et e e et ettt e et e e eee e 164
i KX 11-101-V2 145 CC-SG JIFH! wovvooeesscoverscoesss e 165
R L 112] I ol N c O 166

= KX 11-101-V2 &+ CommandCenter Secure Gateway
JAH ﬁ'J skt | KX [1-101-V2 Remote Console
A EIEE A T I P RS T IR

Managed by Command Center Secure Galewry

This device is being managed by
Command Center Secure Gateway (CC-56G)

192,168.61.129

Direct Login is disabled at this time!
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il KX 11-101-V2 4 CC-SG 2

[EZEKXN1-101-V2 <7 CC-SG H(fll A I =g vl =ity o (R
KX 11-101-V2 #57 £ I CommandCenter -3 [Z £ EL (U
CommandCenter -2} ) - f'I'Ji##= CC-SG *f KX 11-101-V2

p@ﬂﬁﬁiu A=k gy - f° I ] CC Unmanage (Vif] CC

TR TS g

PR T R L

BTSRRI B o B SR

Managed by CommandCenter Secure Gateway 192.1658.59.246

Thiz device i= being managed by CommandCenter Secure
Gateway

192.168.59.246
Do you want to remove it from CommandCenter Management?

[ Yes | [Wo]

L ¥

> e T CC-SG i (X CC i) -
1. g’r?‘I Yes (RL) = > £ farﬁﬁjifﬁg]"eo

Managed by CommandCenter Secure Gateway 192.168.59.246

Confirming remove of the device from CommandCenter
{192.163.59.246) Management.

Do you really want to remove this device from CommandCenter
Management?

[Yee | [ #o ]
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ves (RL) % » 7= XAFIRGEE e T CC FiZt -

2. wid

Ml

The device iz no longer under CC Management mode.
You may now login to the device.

OK (&) %+ 72 KXII101-V2 [T 54j1 -

3. i &

Pl

T R fji ] CC-SG

T+ CC-SG [RZEIfgi=h Tﬁ‘:#fiijﬂﬂ Virtual KVM Client 45 %

TR I Y CommandCenter Secure Gateway (CC-SG) J—tﬂffp
Virtual KVM Client [if » 7131 Virtual KVM Client {54 - 7 About
Raritan Virtual KVM Client (=<7 Raritan Virtual KVM

Client) fictiz - 454 fJ =72 Version Unknown (4 #5454 ) o

(RIS FHT MPC
7 CC-SG p‘c'fﬁ'[’* fUH ] KX 1-101-V2 ff > A i 2 | Multi-Platform Client
(MPC) » TEIffi"'| CC-SG [:Rf#ist -
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2.8" x 0.9"x 3.74"; 71 mm x 24 mm x 95 mm
0.42 [/0.19 *

1F1Y5 100-240Vac » 47-63Hz » 0.2A
0°-40°C (32°-104°F)

20%-85% #f I}

o PERRAAERE R

1 * 10/100 Ethernet (RJ45) #i]

e TCP/IP - HTTP » HTTPS - UDP - RADIUS
+ LDAP - SNTP #I DHCP

e  720x400 (DOS)
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e 1024 X 768 @ 60/70/75/85Hz,
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H
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e 1280 X 1024 @ 60Hz,
e 1600 X 1200 @ 60Hz
UL/CUL ~ FCC Class A ~ CB ~ CE Class A #!

VCCI Class A

168

< F R ) e

i KX 11-101-V2
DI B L A - (R RALE S

KX 11-101-V2 ?L}:!j‘m 3153 ks

Y EER
640x350 @70 Hz
640x350 @85 Hz

640x400 @56 Hz
640x400 @84 Hz
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640x480 @60 Hz

640x480 @66.6
Hz

640x480 @72 Hz
640x480 @75 Hz
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640x480 @90 Hz

640x480 @100
Hz
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Virtual KVM Client 1 Multi-Platform Client (MPC) & f ™ 5[ = 2 :

il 1
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Windows XP®

Windows 2008°

Windows Vista®

Windows 2000® SP4 Server
Windows 2003° Server
Windows 2008° Server

Red Hat® Desktop 5.0

Red Hat Desktop 4.0

Open SUSE 10, 11

Fedora® 8 - 11

Mac® OS

Solaris™
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e

Lo T A PR 1SO Figd (o i
KX 11-101-V2 4387 (195 7 4

FL o TE P 1SO S (F o g
KX 11-101-V2 3 f = (0 7 4 -
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i

izt B(ess
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32 A AR

PIRSER
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Windows x64
64 1 A1

e
Windows Server 2003°

Windows Vista®

Windows 7¢

Windows XP

Windows XP
Professional®

Windows XP Tablet”
Windows Vista
Windows Server 2003
Windows Server 2008
Windows 7

Ap A it

HIFTH

Internet Explorer 6.0
SP1++/IE 7/IE 8

Firefox 1.06 - 3

Internet Explorer 7.0 f%
8.0

Internet Explorer 7.0 #%
8.0

Firefox 1.06 - 3

64 (i (EE L« 32
T

Internet Explorer 6.0
SP1+/7.0/8.0

Firefox 1.06 - 3

64 P+ 64 1T

0

Internet Explorer 7.0 g‘/
8.0

<3 j—*] E{fjﬁfj rlgzgg

KX 11-101-V2 & £ L -

e Internet Explorer® 6/7/8
e Firefox® #[1 3.0 ({ﬁﬁgj build 3.0.10)
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e Safari® 2.0

SR R

e USRobotics® 56K 5686E

e ZOOM® V90
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e USRobotics Courier™ 56K
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HTTP, #i[ 1 80

HTTPS, #i[ 1 443

KX 11-101-V2
(Raritan KVM-over-
IP)
P
5000

SNTP (ff a7 48
) [ifElfl UDP
Bl 1123

LDAP/LDAPS - fi*[i
f{14F 1389 {5 636

RADIUS - fi*[ilfei
[11812

RADIUS

el PR
1813

SYSLOG - fi [l
UDP ¥ 1 514
SNMP Ei* UDP
TCP #i[ 1 21
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5
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Pryrf HEGTH [F 158 0 ]EE[F' [ 1389 Y
636 - (') E'f;;‘;*aﬁ@ & ‘l’u’ [Pt e fiE

U KX 11-101-V2 ¥ RADIUS 43 Bt |7 5154 - S50 4]
1012 [0 O T T

iIDF)Jf[fF' KX 11-101-V2 #| RADIUS {7+~ = FEEGH | F ﬁi )
RADIUS el [ g el s ,i?“Jflﬁ'[ 11813
ﬁyn }J'LEJJEI —“jJF",} JFZF?E I3 jﬂ;[[

ﬂ['fyif[&[' KX 11-101-V2

[Filpsf 4!

Hjﬁ Ejfixl_:ﬂ—r‘itﬂj* QF/ 7588 /F'H_l\_«rjf 'ﬂlF » ] UDP «rJ[ 1514 -
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Network Speed Settings

KX 1I-101-V2 network speed setting

Network Auto 100/Full 100/Half 10/Full 10/Half
switch port 100/Half 10/Half
setting Auto
No No
100/Full Communica | Communicat
tion ion
100/Half No No
100/Half Communica | Communicat
tion ion
No No
10/Full Communica | Communicat
tion ion
10/Half No No
10/Half Communica | Communicat
tion ion
Legend:

Does not function as expected

Functions; not recommended

NOT supported by Ethernet specification; product will
communicate, but collisions will occur
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Upda'“ng the LDAP Schﬁﬁ]ugatingtheLDAPSChema

Per Ethernet specification, these should be “no
communication,” however, note that the KX 11-101-V2
behavior deviates from expected behavior

Note: For reliable network communication, configure the KX 11-101-V2
and the LAN switch to the same LAN Interface Speed and Duplex. For
example, configure both the KX [I-101-V2 and LAN Switch to Autodetect
(recommended) or set both to a fixed speed/duplex such as
100MB/s/Full.
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Note: The procedures in this chapter should be attempted only by
experienced users.
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