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Copyright and Trademark Information

This document contains proprietary information that is protected by copyright. All rights reserved.
No part of this document may be photocopied, reproduced, or translated into another language
without express prior written consent of Raritan, Inc.

© Copyright 2007 Raritan, CommandCenter, RaritanConsole, Dominion, and the Raritan
company logo are trademarks or registered trademarks of Raritan, Inc. All rights reserved. Java is
a registered trademark of Sun Microsystems, Inc. Internet Explorer is a registered trademark of
Microsoft Corporation. Netscape and Netscape Navigator are registered trademarks of Netscape
Communication Corporation. All other marks are the property of their respective owners.

FCC Information

This equipment has been tested and found to comply with the limits for a Class A digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a commercial installation. This equipment generates, uses, and can
radiate radio frequency energy and if not installed and used in accordance with the instructions,
may cause harmful interference to radio communications. Operation of this equipment in a
residential environment may cause harmful interference.

VCCI Information (Japan)

CHOEBIL., FHRVBRXESEEESEIRHEBES (VCC 1) ODEE
ICEDC IV AABHENEETY, CORKBEERERECHEATILER
BEZFIEEBCITEDPHUET, COEFRICEBEREBEI BV LXREHRT
BEH5BRENBEPHVET,

Raritan is not responsible for damage to this product resulting from accident, disaster, misuse,
abuse, non-Raritan modification of the product, or other events outside of Raritan’s reasonable
control or not arising under normal operating conditions.

c € CUS 1F61
I.TE.

LISTED

For assistance in North or South America, please contact the Raritan Technical Support Team
by telephone (732) 764-8886, by fax (732) 764-8887, or by e-mail tech@raritan.com

Ask for Technical Support —Monday through Friday, 8:00am to 8:00pm, Eastern.

For assistance around the world, please refer to the last page of this guide for
regional Raritan office contact information.



mailto:tech@raritan.com

Safety Guidelines

To avoid potentially fatal shock hazard and possible damage to Raritan equipment:

¢ Do not use a 2-wire power cord in any product configuration.

e Test AC outlets at your computer and monitor for proper polarity and grounding.

e Use only with grounded outlets at both the computer and monitor. When using a backup UPS,
power the computer, monitor and appliance off the supply.

Rack Mount Safety Guidelines
In Raritan products which require Rack Mounting, please follow these precautions:

e Operation temperature in a closed rack environment may be greater than room temperature.
Do not exceed the rated maximum ambient temperature of the appliances Please refer to
Appendix A: Specifications.

e Ensure sufficient airflow through the rack environment.
e Mount equipment in the rack carefully to avoid uneven mechanical loading.
e Connect equipment to the supply circuit carefully to avoid overloading circuits.

e Ground all equipment properly, especially supply connections, such as power strips (other
than direct connections), to the branch circuit.
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Chapter 1: Introduction

Congratulations on your purchase of CommandCenter Secure Gateway (CC-SG), Raritan’s
convenient and secure method for managing various UNIX servers, firewalls, routers, load
balancers, Power Management devices, and Windows servers.

CC-SG provides central management and administration, using a set of serial and KVM
appliances. It is designed to operate in a variety of environments, from high-density Data Centers
to Service Provider environments to corporate environments handling large remote offices.

CC-SG, when used in conjunction with Raritan’s Dominion or IP-Reach port-level management
appliances, streamlines and simplifies the management of the target devices (referred to as
“nodes”), easing administration of data center equipment by connecting to the IP network and
presenting the serial console and KVM ports of all the nodes within the managed network.

Prerequisites

Before configuring a CC-SG according to the procedures in this document, refer to Raritan’s
Digital Solution Deployment Guide for more comprehensive instructions on deploying Raritan
devices that are managed by CC-SG.

Intended Audience

This document is intended for administrators who typically have all available privileges. Please
refer to Appendix C: User Group Privileges. Users who are not administrators usually have
fewer privileges, such as being granted only the Nodes Access privileges. Those users should
refer to Raritan’s CommandCenter Secure Gateway User Guide for additional information.

Terminology/Acronyms

Terms and acronyms found in this document include:

o Access Client — An HTML based client intended for use by normal access users who need to
access a node managed by CC-SG. The Access Client does not allow the use of
administration functions.

e Associations—are the relationship between categories, elements of a category, and ports or
devices or both. For example, if you want to associate the “Location” category with a device,
create associations first before adding devices and ports in CC-SG.

e Category—is a variable that contains a set values or elements. An example of a Category is
Location, which may have elements such as “New York City, “Philadelphia”, or “Data
Center 1”. When you add devices and ports to CC-SG, you will associate this information
with them. It is easier if you set up associations correctly first, before adding devices and
ports to them. Another example of a Category is “OS Type”, which may have elements such
as “Windows®” or “Unix®” or “Linux®”.

e CIM (Computer Interface Module)—is the hardware used to connect a target server and a
Raritan device. Each target requires a CIM, except for the Dominion KX101 which is
attached directly to one target and therefore, does not require a CIM. Target servers should be
powered on and connected to CIMs, and CIMs should be connected to the Raritan device
BEFORE adding the device and configuring ports in CC-SG. Otherwise, a blank CIM name
will overwrite the CC-SG port name. Servers need to be rebooted after connecting to a CIM.

e CommandCenter NOC (CC NOC)—is a network monitoring appliance that audits and
monitors the status of servers, equipment, and Raritan devices that CC-SG manages.

e Device Group—a defined group of devices that are accessible to a user. Device groups are
used when creating a policy to control access to the devices in the group.

e Devices—are Raritan products such as Dominion KX, Dominion KX II, Dominion SX,
Dominion KSX, IP-Reach, Paragon II System Controller, Paragon I UMT832 with USTIP,
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etc. that are managed by CC-SG. These devices control the target servers and systems that are
connected to them.

o Director Client—A Java-based client for CC-SG useable by both normal access users and
administrators. It is the only client that permits administration.

o Elements—are the values of a category. For example, the “New York City” element belongs
to the “Location” category. Or, the “Windows” element belongs to the “OS Type” category.

e Ghosted Ports—When managing Paragon devices, a ghosted port can occur when a CIM or
target server is removed from the system or powered off (manually or accidentally). Refer to
Raritan’s Paragon Il User Manual for additional information.

e Hostname—A hostname can be used if DNS server support is enabled. Please refer to About
Network in Chapter 13: Advanced Administration for additional information. The
hostname and its Fully-Qualified Domain Name (FQDN = Hostname + Suffix) cannot exceed
257 characters. It can consist of any number of components, as long as they are separated by
“”. Each component has a maximum size of 63 characters and the first character must be
alphabetic. = The remaining characters can be  alphabetic, numeric, or
“- (hyphen or minus). The last character of a component may not be “-”. While the system
preserves the case of the characters entered into the system, the FQDN is case-insensitive
when used.

o iLO/RILOE—Hewlett Packard’s Integrated Lights Out/Remote Insight Lights Out servers
that can be managed by CC-SG. Targets of an iLO/RILOE device are powered on/off and
recycled directly. iLO/RILOE devices cannot be discovered by CC-SG; they have to be
manually added as nodes.

e In-band Access—going through the TCP/IP network to correct or troubleshoot a target in
your network. KVM and Serial devices can be accessed via these in-band applications:
RemoteDesktop Viewer, SSH Client, RSA Client, VNC Viewer.

e |IPMI Servers (Intelligent Platform Management Interface)—servers that can be controlled
by CC-SG. IPMI are discovered automatically but can be added manually as well.

e Out-of-Band Access—using applications such as Raritan Remote Console (RRC), Raritan
Console (RC), or Multi-Platform Client (MPC) to correct or troubleshoot a KVM or serial
managed node in your network.

o Policies—define the permissions, type of access, and to which nodes and devices a user
group can access. Policies are applied to a user group and have several control parameters to
determine the level of control, such as date and time of access.

o Nodes—are the target systems, such as servers, desktop PCs, or other networked equipment,
that CC-SG users can access.

o Interfaces—Interfaces are ways a Node can be accessed, whether through an out-of-band
solution such as a Dominion KX101 connection, or through an in-band solution such as a
VNC server.

e Node Groups—a defined group of nodes that are accessible to a user. Node groups are used
when creating a policy to control access to the nodes in the group.

e Ports—are connection points between a Raritan Device and a Node. Ports only exist on
Raritan devices and identify a pathway from that device to a node.

e SASL—(Simple Authentication and Security Layer). A method for adding authentication
support to connection-based protocols.

e SSH—Clients, such as Putty or OpenSSH, that provide a command line interface to CC-SG.
Only a subset of CC-SG commands is provided via SSH to administer devices and CC-SG
itself. Please refer to Chapter 13: Advanced Administration for additional information.

e User Groups—sets of users that share the same level of access and privileges. For example,
the default user group System Administrators has full access to all configuration tasks and
target nodes.
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Chapter 2: Accessing CC-SG

Once you have configured CC-SG with an IP address, the CC-SG unit can be placed at its final
destination. Make all necessary hardware connections to make the unit operational.

You can access CC-SG in several ways, each described in this chapter:

Browser: CC-SG supports numerous web browsers. (For a complete list of supported
browsers and platforms, please refer to the Compatibility Matrix on
http://www.raritan.com/support. On the Support page, click Firmware Upgrades, and
then click CommandCenter Secure Gateway.)

Thick Client: You can install a Java Web Start thick client on your client computer. The
thick client functions exactly like the browser-based client.

SSH: Remote devices connected via the serial port can be accessed using SSH. Please refer to
Chapter 13: Advanced Administration for additional information.

Diagnostic Console: Provides emergency repair and diagnostics only and is not a
replacement for the browser-based GUI to configure and operate CC-SG. Please refer to
Chapter 13: Advanced Administration for additional information.

Note: Users can be connected simultaneously, using the browser, thick client, and SSH while
accessing CC-SG.

Browser-Based Access

1.

Using a supported Internet browser, type this URL: https://<IP_address>/admin where
<IP_address> is the IP address of the CC-SG. For example, https://10.20.3.30/admin.

When the security alert window appears, click Y esto continue.

You will be warned if you are using an unsupported Java Runtime Environment version on
your machine. From the window that pops up, select whether you will download the correct
JRE version from the CC-SG server (if available), download it from the Sun Microsystems
website, or continue with the incorrect version, and then click OK. The Login window
appears.

Ladg,

==Raritan.

Status;

Figure 1 Login Window

If the Restricted Service Agreement is enabled, read the agreement text, and then check the |
Understand and Accept the Restricted Service Agreement checkbox.

Type your Username and Password, and then click Log In.



http://www.raritan.com/support
https://10.20.3.30/admin
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Thick Client Access

The CC-SG thick client allows you to connect to CC-SG by launching a Java Web Start
application instead of running an applet through a web browser. The advantage of using the thick
client instead of a browser is that the client can outperform the browser in terms of speed and
efficiency.

Install the Thick Client

1. To download the thick client from CC-SG, launch a web browser and type this URL:
http(s)://<IP_address>/install where <IP_address> is the IP address of the CC-SG.

If a security warning message appears, click Start to continue the download.

3. If your client computer is running Java version 1.4, a Desktop Integration window appears.
If you want Java to add a shortcut icon for the thick client to your desktop, click Yes.

4. When the download is complete, a new window in which you can specify the CC-SG IP
address appears.

- CommandCenter(R) Secure Gateway @|E|

CommandCenter{R) Secure Gateway

= Please enter CommandCenter IP address.

il
IP to connect |192.1EB.1I].25 ~
[ ] Secure Socket Layer {(SSL)
[ ] Show debug pane

Start | Close |

Figure 2 Thick Client IP Address Specification Window

5. Type the IP address of the CC-SG unit you want to access in the | P to Connect field. Once
you have connected, this address will be available from the |P to Connect drop-down list.
The IP addresses are stored in a properties file that is saved to your desktop.

6. If the CC-SG is configured for secure browser connections, you must check the Secure
Socket Layer (SSL) checkbox. If the CC-SG is not configured for secure browser
connections, you must clear the Secure Socket Layer (SSL) checkbox. This setting must be
correct or the thick client will not be able to connect to CC-SG.

e To check the setting in CC-SG: On the Administration menu, click Security. In the
General tab, look at the Browser Connection Protocol field. If the HTTPS/SSL option
is selected, then you must check the Secure Socket Layer SSL checkbox in the thick
client’s IP address specification window. If the HTTP option is selected, then you must
clear the Secure Socket Layer SSL checkbox in the thick client’s IP address
specification window.

7. Click Start.

e A warning message appears if you are using an unsupported Java Runtime Environment
version on your machine. Follow the prompts to either download a supported Java
version, or continue with the currently installed version.

8. The login screen appears, and the thick client looks and behaves just like the browser-based
Java client. If the Restricted Service Agreement is enabled, read the agreement text, and then
check the | Understand and Accept the Restricted Service Agreement checkbox.
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9. Type your Username and Password in the corresponding fields, and then click Login to
continue.

Use the Thick Client

Once the thick client is installed, there are 2 different ways to access it on your client computer.
These are determined by the Java version you are using.

o Javal.4d.x

If your client computer is running Java version 1.4.x and you clicked Yes in the Desktop
Integration window when you installed the thick client, you can double-click the shortcut icon
on your desktop to launch the thick client and access CC-SG. If you do not have a shortcut icon,
you can create one at any time: search your client computer for AMcc.jnlp, and create a shortcut
to that file.

e Javalb
If your client computer is running Java version 1.5, you can:
a. Launch the thick client from the Java Control Panel’s Java Application Cache Viewer.

b. Use the Java Control Panel’s Java Application Cache Viewer to install a shortcut icon on
your desktop for the thick client.
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CC-SG Window Components
Upon valid login, the CC-SG application window appears.

==Raritan. CommandCenter® Secure Gateway

Locurs Gatoway LUiers Devices Hodes Aszogation: Beports Access Administration Syitem Mankenance Viem Window Halp

\ﬁfaue of the Day

WeloalNg b CommandCenter Secure Gateway!

Server bieee: 16:46 (GHT-05:00)
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47 PR35

5 KVM Targat 1

<F KM Target

¢f PESC-32-60

<1 MchardTadnl2.1.04
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+F Serial Targetd

W smlfer i
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B uF TV Kum{zh
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¥ Search For Node
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Figure 3 CC-SG Window Components

1. Nodestab: Click the Nodestab to display all known target nodes in a tree view. Click a node
to view the Node Profile. Interfaces are grouped under their parent nodes. Click the + and -
signs to expand or collapse the tree. Right-click an interface and select Connect to connect to
that interface. You can sort the nodes by Node Name (alphabetical) or Node Status (Available,
Busy, Unavailable). Right-click the tree view, select Node Sorting Options, and then select
By Node Name or By Node Status.

2. Users tab: Click the Users tab to display all registered Users and Groups in a tree view.
Click the + and - signs to expand or collapse the tree.

3. Devices tab: Click the Devices tab to display all known Raritan devices in a tree view.
Different device types have different icons. Ports are grouped under their parent devices.
Click the + and - signs to expand or collapse the tree. Click a port to view the Port Profile.
Right-click a port and select Connect to connect to that port. You can sort the ports by Port
Name (alphabetical) or Port Status (Available, Busy, Unavailable). Right-click the tree view,
select Port Sorting Options, and then select By Node Name or By Node Status.

4. Quick Commands toolbar: This toolbar offers some shortcut buttons for executing common
commands.

5. Operation and Configuration menu bar: These menus contain commands to operate and
configure CC-SG. You can also access some of these commands by right-clicking on the
icons in the Nodes, Users, and Devices Selection tabs. The menus and menu items you see
are determined by your user access privileges.

6. Server time The current time and time zone as configured on CC-SG in Configuration
Manager. This time is used when scheduling tasks in Task Manager. Please refer to Task
Management in Chapter 13: Advanced Administration for additional information. This
time may be different than the time used by the client.

—=V=
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CHAPTER 2: ACCESSING CC-SG 7

Initial Configurations
Upon first login, you should confirm the IP address, set the CC-SG server time, and check the

firmware and application versions installed. You may need to upgrade the firmware and
applications.

Confirm IP Address

1. On the Administration menu, click Configuration to open the Configuration Manager
screen.

2. Click the Network Setup tab.

Coafigeration Manager

X

r"i :] Plaase previde general netrark infSrmaties
Hetwork Setus [ Legs | Inactvity Timer | Time/Dete | Connecion Mode | Device setirgs | SNOP |
ot came:  CammsndCertar.acaldoman
Erimary CS: | | Seccndary ONE{
Dramsin Soffix:facademan com

& PAmaryBackep mide O ActivelBoive made
Confguratian; |il:q'.-: "li:rl'u;».rlh:-ﬂ: [Sratic
IP sddress  [L82.184.3228 | 1P address
Subnet mask]  £55.2948.285.0 | Subsnart Mt
T T — | oetau gateway
Adapier spesd; |Auto = | Adaster spmed; [Auta
Adapter medat  [Full Duples | adagter made: [Full Dusles

Update Configuration

Figure 4 Confirm IP Address

3. (Optional) Check that the network setting are correct, and make changes if needed. Please
refer to About Network Setup for details.

4. Click Update Configuration to submit your changes.
5. Click Restart Now to confirm your settings and restart CC-SG.

—=V=
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Set the CC-SG Server Time

1. Log onto CC-SG.

2. On the Administration menu, click Configuration to open the Configuration Manager
screen.

3. Click the Time/Date tab.

Configuration Manager =

i Fleare prowiie Tome Tiale seilirgs
Meteark Setp | Logd | lnedtitly Temer | Tomefaee | Senneman Mede | Davie sefisgs | ShEP I
[ecamber = 2036 | Tyrrent bme 179437

Mo Tug Wad Thew Fru Sak e Lér—

18 e 0 2 Frd 4| Tima rone LGMT-0%:00) UST stem -

Update Configuration

Figure 5 Time/Date Configuration

4. On the Administration menu, click Configuration to open the Configuration Manager
screen.

5. Click the Time/Date tab.

a. To set the date and time manually: Date—click the drop-down arrow to select the
Month, use the up and down arrows to select the Year, and then click the Day in the
calendar area. Time—use the up and down arrows to set the Hour, Minutes, and
Seconds, and then click the Time zone drop-down arrow to select the time zone in which
you are operating CC-SG.

b. To set the date and time via NTP: Check the Enable Network Time Protocol

checkbox at the bottom of the window, and then type the IP addresses for the Primary
NTP server and the Secondary NTP server in the corresponding fields.

Note: Network Time Protocol (NTP) is the protocol used to synchronize the attached computer’s
date and time data with a referenced NTP server. When CC-SG is configured with NTP, it can
synchronize its clock time with the publicly available NTP reference server and maintain correct
and consistent time.

6. Click Update Configuration to apply the time and date changes to CC-SG.
7. Click Refresh to reload the new server time in the Current Time field.
8. On the Maintenance menu, click Restart to restart CC-SG.
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Check and Upgrade CC-SG Firmware Version

I.
2.

7.

Login to CC-SG.

On the Help menu, click About Raritan Secure Gateway. A pop-up window containing the
firmware version number appears. Click OK.

If the version is not current, you must upgrade your firmware. You can download the
firmware upgrade file from the Raritan website. Save the firmware upgrade file to your client
PC.

Switch to Maintenance Mode. Please refer to About Maintenance Mode in Chapter 12:
System Maintenance for additional information.

On the System Maintenance menu, click Upgrade.

Upgrade Command{enter x

Leahon:| Brewss

Figure 6 Upgrade CC-SG

Click Browse, locate and select the firmware upgrade file from the dialog that displays, and
then click Open.

Click OK in the Upgrade CommandCenter screen.

Note: If you have acquired the firmware as a zip file, unzp the files and follow the instructionsin
the included README file.
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Check and Upgrade Application Versions

Check and upgrade the CC-SG applications, such as Raritan Console (RC) and Raritan Remote
Client (RRC).

L.

9.

On the Administration menu, click Applications.

Application Manager X

(_D Flaain prowide applalion pregsemio
Applications | Drefauk Applications I

apphcations
Application nams:
Raritan Remats Clisnt

add Edit | Dealate |
Apphcation Fila
Crafe Last Undeted: Nem Application File:
barisszo0s ] e
e
Datals
CRar RATE; Cermpanys
Rasitan Racitan
ersian:
fezes ] InBand apehetion:
Application templaks; Epplication typs
BRC Crefault

Update
Cloge

Figure 7 CC-SG Application Manager

Click the Application name drop-down arrow and select an application from the list. Note
the number in the Version field.

If the application version is not current, you must upgrade the application. You can download
the application upgrade file from the Raritan website. Save the application upgrade file to
your client PC. (For a complete list of supported application versions, please refer to the
Compatibility Matrix on http://www.raritan.com/support. On the Support page, click
Firmwar e Upgrades, and then click CommandCenter Secure Gateway.)

Click the Application name drop-down arrow and select the application that must be
upgraded from the list.

Click Browse, locate and select the application upgrade file from the dialog that displays, and
then click Open.

The application name will appear in the New Application File field in the Application
Manager screen.

Click Upload. A progress window indicates that the new application is being uploaded.
When complete, a new window will indicate that the application has been added to the CC-
SG database and is available to use.

If the Version field does not automatically update, type the new version number in the
Version field. The Version field will automatically update for some applications.

Click Update.

Power Down CC-SG

If CC-SG loses AC power while it is up and running, it will remember the last power state. Once
AC power is restored, CC-SG automatically reboots. However, if CC-SG loses AC power when it
is powered off, it will remain powered off when AC power is restored.

=& Raritan.
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Important: Do not hold the POWER button to forcibly power down CC-SG. The
recommended way to power down CC-SG is to use the following procedure.

To power down the CC-SG:

1. Remove the bezel and firmly tap the POWER button. On G1 units, the POWER button is on
the back of the unit.

2. Wait approximately one minute while CC-SG gracefully powers down.

Note: Users logged into CC-SG via Diagnostic Console will receive a short broadcast message
when the CC-SG unit is powered down. Users logged into CC-SG via a web browser or SSH will
not receive a message when the CC-SG unit is powered down.

3. If you must remove the AC power cord, let the power down process finish completely before
removing the power cord. This is required for CC-SG to complete all transactions, close the
databases, and place the disk drives into a safe state for power removal.

Compatibility Matrix

The Compatibility Matrix lists the firmware versions of Raritan devices and software versions of
applications that are compatible with the current version of CC-SG. CC-SG checks against this
data when you add a device, upgrade device firmware, or select an application for use. If the
firmware or software version is incompatible, CC-SG displays a message to warn you before you
continue. Each version of CC-SG will only support the current and previous firmware versions
for Raritan devices at the time of release.

e On the Administration menu, click Compatibility Matrix.

Compatibliity Matrix x
Dewice:
| Device ¥ersions
ERIC OHL0E.00 |04.01,00
Diormineon S 2.5.6 2.4.5
Faragon 1L System Controller 111 _'..'.1
Crarmiregn KHL01 [2.0.2 [2.0.0
Darmirean K5 | |51
Crarmirean K 1.44.0 1.5.0
IF-Reach _.: £1 _.-...U
Application:
Hame ¥ersion
Sun JRE 1 A4.2 05
Rarian Cansele 2.7.1%
SEH_ra 1.0
WHC_rei 1.0
ROF_rci |1.0
RILOE _2 52
RILGEIT .16
MR la.6.1
Raritan Remote Client 4.06.1
L 1.082
Yol AN vigw labest cross product compatibdity matriz onling by clicking on the URL balaw:
Euthp v raritan comysupoorifaun uparades aspx
Cloze

Figure 8 Compatibility Matrix
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Chapter 3. Configuring CC-SG with Guided Setup

Prepare to Configure CC-SG with Guided Setup

Before proceeding with CC-SG configuration, you must complete system configuration.

e Configure and install Dominion series and [P-Reach appliances (both serial and KVM
devices), including assigning an IP address.

Guided Setup Overview

Guided Setup offers a simple way to complete initial CC-SG configuration tasks, once the
network configuration is complete. The Guided Setup interface leads you through the process of
defining Associations, discovering and adding devices to CC-SG, creating device groups and
node groups, creating user groups, assigning policies and privileges to user groups, and adding
users. Once you have completed Guided Setup, you can always edit your configurations
individually.

Start Guided Setup:

On the Administration menu, click Guided Setup. The Guided Setup window appears. The left
panel of the window lists the Guided Tasksin a tree view. The right side of the window displays
the active task’s panel.

i3 Rarftan - ComemandCenter(R) Secure Gateway: Gulded Setup

Sebup View Heln

= A A R Server time: 1208 { GMT-05:00)
 Guided Tasks Create Lateuur‘les
Bl Assodations Flease #nter a category name
Create Categories ® ' . mategary N
SUmMBEry
B Bevice Setup Category nadme:
B Creste Groups
B User Management Anplicable for
Bith !
Elements

i
Ui estedored and elamantd 1o sddchile alinbubed 1o & devich ar fode, Far exsmpls, d May be
benefical to arganize devices by Harket frea. To do so, create & category named “Harket frea®

and populate the category with elements such as “Morth America®™, “Europe”, “Asia Pacfic™, and
-.ﬁl‘l$rlllflll.a-.
I Canosl
Ready | wser: admin |

Figure 9 Guided Setup Window

Guided Setup is divided into 4 tasks, which are each explained in the following sections:
e Associations—Define the categories and elements that you use to organize your equipment.

e Device Setup—Discover devices in your network and add them to CC-SG. Configure device
ports.

=& Raritan.
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e Create Groups—Categorize the devices and nodes that CC-SG manages into groups and
create full access policies for each group.

e User Management—Add users and user groups to CC-SG, and select the policies and
privileges that govern user access within CC-SG and to devices and nodes.

Associations

You can set up Associations to help organize the equipment that CC-SG manages. Each
Association includes a Category, which is the top-level organizational group, and its related
Elements, which are subsets of a Category. For example, to organize equipment by location, you
can create a Category called “Location,” and Elements named for each server’s location, such as
“Philadelphia,” “New York,” and “New Orleans.”

Create Categories and Elements

1. In the Guided Setup window, the default panel is Create Categories. Click Associations,
and then click Create Categoriesin the left panel to open the Create Categories panel.

Create Categories

./E“‘-: Please provide category name and elements,

p

Category name:
|L|:u:at||:un ]

applicable for:

RO =1 - L1... L. R
Rarikan US

Raritan Europe

{Raritan Asia

B
=]

Use categories and elements to associate attributes to a device or node. For example, it may be
beneficial to organize devices by Market Area. To do 50, create a category named "Market Area”
and populate the category with elements such as "North America®, "Europe”, "Asia Pacific®, and
“Australia®.

(a1 Apply Cance|

Figure 10 Guided Setup — Create Categories and Elements

2. In the Category Name field, type the name of a category you want to organize your
equipment into, such as “Location.”

3. Inthe Applicablefor field, you can indicate whether you want to category to be available for
devices, nodes, or both. Click the Applicable for drop-down menu, and then select a value
from the list.

4. In the Elements table, type the name of an element within the category, such as “Raritan
us.”

e (Click the Add New Row icon @ to add more rows to the Elementstable as needed.

=V=
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e To delete an element, select its row, and then click the Delete Row icon IE' to delete the
selected element from the Elementstable.

5. Repeat these steps until you have added all the elements within the category to the Elements
table.

6. If you want to create another category, click Apply to save this category, and then repeat the
steps in this section to add additional categories.

7. When you have finished creating categories and elements, click OK. The Association
Summary panel displays a list of the categories and elements that you created.

8. Click Continueto start the next task, Device Setup. Follow the steps in the next section.

Device Setup

The second task of Guided Setup is Device Setup. Device Setup allows you to search for and
discover devices in your network, and add those devices to CC-SG. When adding devices you
may select one element per category to be associated with the device.

Important: Ensure that no other users are logged into the device during CC-SG
configuration.

Discover and Add Devices

1. The Discover Devices panel opens when you click Continue at the end of the Associations
task. You can also click Device Setup, and then click Discover Devicesin the Guided Tasks
tree view in the left panel to open the Discover Devices panel.

Setup Veew Help

| e Server ime: 17123 (GMT-05:00)
 Guided Tasks Discover Devlces
g ;i-:r:cm;nr.s I-"'i""\l Flease provide TP range.
vice Setup L
Discover Devices
Add Dewies ¥ Digcayer
@ c :r'"mc':"'v'" From address: To address: Mask:
reale aroups e - "
236550 9216532255 255255255
B User Mamagemant 192.168.32.0 192.16 5 | [255.255.255.0
Dievice types:
Dominicn KEX [¥] Broadeast discovery

Cominion KX

Ciominien Kxa0d

Craminicn 5X

ERIC

IF-Reach

Paragan 11 System Contraller

Discover l

oo JEAddregE | Device Type | Device Mame Hanaged, ... Desopten |

- I Cancel

Figure 11 Guided Setup -- Discover Devices

2. Type the IP address range in which you want to search for devices in the From address and
To address fields.

3. Type the subnet mask in which you want to search for devices in the Mask field.

4. 1In the Device types list, select the type of device you want to search for in the range
specified. Press and hold down the CONTROL key while you click device types to select
multiple device types.

=V=
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5. Check Broadcast discovery if searching for devices on the same subnet on which CC-SG
resides. Uncheck Broadcast discovery to discover devices across all subnets.

6. Click Discover.

7. When the discovery is complete, a confirmation message pops up. Click OK in the
confirmation message.

8. If CC-SG has discovered devices of the specified type and in the specified address range, the
devices display in a table in the bottom section of the Discover Devices panel. You can click

the black arrow at the top of the panel to hide the top section, expanding your view of the
discovery results in the bottom section of the panel.

Sefup Wiew Help

twh| &G - - Saever time: 17135 (GMT-05:00)
w Guided Tasks Dscover Devices
B hrzoostion: e
== Pl H -
B Daven Seiva O] pase provide [P rangs
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Sumenary From address: To sddress: Mask:

B Creste Groups
B vser Hanagement

[i9z.168.32.0 | hsz.ase3z.255 | ss.255.2550

Dovich Lypes:

Dorminian KSX [¥] Broadcast discavery
Draeninion K

Deeninign KX101

Dreeminion S

ERIC

[P-Reach
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DHscovEr " Ster i
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Figure 12 Guided Setup — Device Discovery Results
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0.

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

In the table of discovered devices, select the device you want to add to CC-SG, and then click
Add. The Add Device panel opens. The Add Device panel is slightly different depending on
the type of device you are adding.

Add Device

@ Please provide values for the required device parameters.

Drevice type:
[Dominion KSx

Device nane:
I ennyI2-KSK

Dewvice IP or Hostname: TCP port number:
[Lez.165.32.60 | oo
Username: Password:

Heartbeat timeout {(sec):

1

Drescription:
Dominion KSX model RX440 ver, 3.22.5.3

Device Assaciations

Catagory : Element Apply To Nodes
US States and territories

o]0 || Apply | Cancel 1

Figure 13 Guided Setup — Add Device

You can change the Device name and Description by typing new information in the
corresponding fields.

Confirm that the IP address you assigned when you prepared the device to be added to CC-
SG displays in the Device |P or Hostname field, or type the correct address in the field if
necessary.

The TCP Port Number field will be populated automatically based on the device type.

Type the Username and Password you created when you prepared the device to be added to
CC-SG in the corresponding fields.

In the Heartbeat timeout field, type the number of seconds that should elapse before timeout
between the device and CC-SG.

If you are adding a Dominion SX device, check the L ocal access. Allowed checkbox if you
want to allow local access to the device. Clear the L ocal access: Allowed checkbox if you do
not want to allow local access to the device.

If you are manually adding a PowerStrip device, click the Number of ports drop-down arrow
and select the number of outlets the PowerStrip contains.

If you are adding an IPMI Server, type an Interval that is used to check for availability, and
an Authentication Method, which needs to match what has been configured on the IPMI
Server, in the corresponding fields.

If you want to configure all available ports on the device, check the Configure all ports
checkbox. CC-SG will add all ports on the device to CC-SG and create a node for each port.

In the Device Associations section at the bottom of the panel, click the drop-down arrow in
the Element column that corresponds to each Category you want to assign to the device, and
then select the element you want to associate with the device from the list.

=& Raritan.
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20.

21.

22.

23.

If you want the Element to apply to the device and to the nodes connected to the device,
check the Apply to Nodes checkbox.

If you want to add another device, click Apply to save this device, and then repeat the steps
in this section to add additional devices.

When you have finished adding devices, click OK. The Device Summary panel displays a
list of the devices that you added.

Click Continue to start the next task, Create Groups. Follow the steps in the next section.

Create Groups

The third task of Guided Setup is Create Groups. Create Groups allows you to define groups of
devices and groups of nodes and specify the set of devices or nodes included in each group.
Administrators can save time by managing groups of similar devices and nodes, rather than
managing each device or node individually.

Add Device Groups and Node Groups

L.

The Devices Groups Manager panel opens when you click Continue at the end of the
Device Setup task. You can also click Create Groups, and then click Add Devices Groups
in the Guided Taskstree view in the left panel to open the Devices Groups Manager panel.

In the Group name field, type a name for a device group you want to create.

There are two ways to add devices to a group, Select Devices and Describe Devices. The
Select Devices tab allows you to select which devices you want to assign to the group by
selecting them from the list of available devices. The Describe Devices tab allows you to
specify rules that describe devices, and the devices whose parameters follow those rules will
be added to the group.
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Select Devices

a.

b.

Click the Select Devicestab in the Add Devices Groups panel.

Device Groups Manager

@ Pleaze provide node group datails

Group name:

[sampleDevice Group |

Select Devices | Describe Devices |

Davices
Available: Selected:

Kenny3Z-kKx (Kenny32-KEx

| Bdd »
| € Remove

I | =T | Go |

Create Full Access Policy for Group

QK I Apply tl Cancel |

Figure 14 Guided Setup—Add Device Groups, Select Devices

In the Available list, select the device you want to add to the group, and then click Add
to move the device into the Selected list. Devices in the Selected list will be added to the

group.

If you want to remove a device from the group, select the device name in the Selected list,

and then click Remove.

You can search for a device in either the Available or Selected list. Type the search terms in

the field below the list, and then click Go.

Describe Devices

a.

Click the Describe Devices tab in the Add Devices Groups panel. In the Describe
Devices tab, you create a table of rules that describe the devices you want to assign to the

group.

Click the Add New Row icon @ to add a row to the table.

Double-click the cell created for each column to activate a drop-down menu. Select the
rule components you want to use from each list.

Check the Create Full Access Policy for Group checkbox if you want to create a policy
for this device group that allows access to all nodes and devices in the group at all times
with control permission.

If you want to add another device group, click Apply to save this group, and then repeat
the steps in this section to add additional device groups.

When you have finished adding device groups, click OK. The Nodes Group Manager
panel opens. You can also click Create Groups, and then click Add Node Groups in the
Guided Taskstree view in the left panel to open the Node Groups M anager panel.

=& Raritan.
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g. Inthe Group name field, type a name for a node group you want to create.

h. There are two ways to add nodes to a group, Select Nodes and Describe Nodes. The
Select Nodes section allows you to select which nodes you want to assign to the group by
selecting them from the list of available nodes. The Describe Nodes section allows you to
specify rules that describe nodes, and the nodes whose parameters follow those rules will
be added to the group.
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Select Nodes

a.

Click the Select Nodestab in the Add Nodes Groups panel.

Node Groups Manager
@ Please provide nade group details

Group name;

|sampletodeGroup |

Select Nodes | Describe Hodes

Hodes

Drevice name:

Available: Selected:
cc-ssn IPR-32-53

Serial Target 4

| Bdd >

| < Ramova

| o | I Go_ |
[] Create Full Access Palicy for Group

K ” Apply | Cancel ]

Figure 15 Guided Setup—Add Node Groups, Select Nodes

In the Available list, select the node you want to add to the group, and then click Add to
move the node into the Selected list. Nodes in the Selected list will be added to the group.

If you want to remove a node from the group, select the node name in the Selected list, and
then click Remove.

You can search for a node in either the Available or Selected list. Type the search terms in
the field below the list, and then click Go.

Describe Nodes

a.

Click the Describe Nodes tab in the Add Nodes Groups panel. In the Describe Nodes tab,
you create a table of rules that describe the nodes you want to assign to the group.

Click the Add New Row icon @ to add a row to the table.

Double-click the cell created for each column to activate a drop-down menu. Select the rule

components you want to use from each list. Please refer to Chapter 9: Policies for additional
information.

Check the Create Full Access Policy for Group checkbox if you want to create a policy for

this node group that allows access to all nodes in the group at all times with control
permission.

If you want to add another node group, click Apply to save this group, and then repeat the
steps in this section to add additional node groups.
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f.  When you have finished adding node groups, click OK. The Group Summary panel
displays a list of the groups that you added.

Group Summary
Group Name Group Type Palicy Name
TestEraun _Mnde Aecess TestGraup
TestDaviceGraup |Drevice Becess TestDeviceGroup
| Cantinue | I Exit |

Figure 16 Guided Setup--Group Summary
g. Click Continue to start the next task, User Management. Follow the steps in the next section.

User Management

The fourth task of Guided Setup is User Management. User Management allows you to select
the Privileges and Policies that govern the access and activities of groups of users. Privileges
specify which activities the members of the user group can perform in CC-SG. Policies specify
which devices and nodes the members of the user group can view and modify. Policies are based
on Categories and Elements. When you have created the user groups, you can define individual
users and add them to the user groups.

Add User Groups and Users

1. The Add User Group panel opens when you click Continue at the end of the Create Groups
task. You can also click User Management, and then click Add User Group in the Guided
Taskstree view in the left panel to open the Add User Group panel.

2. Inthe User group name field, type a name for the user group you want to create. User group
names can contain up to 32 characters.

3. Inthe Description field, type a description of the user group.

Click the Privileges tab, and then check the checkboxes that correspond to the Privileges, or
types of CC-SG activities, that you want to assign to the user group.
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5. In the Node Access section, you can specify whether you want the user group to have access
to In band and Out of band nodes, and to Power Management functions. Check the
checkboxes that correspond to the types of access you want to assign to the group.

Add User Group
@ Choose usergroup properties to add.

User Group Mame:

|sample User Group

Description:

k

Privileges | Device/Node Policies |  Active Directory Associations

Selected Frivilege
CC Setup And Cantral

Cevice Configuration And Upgrade Management
Device, Port and Mode Management

User Management

User Security Management

0]

CIEIE

MNode Accass
Selected l Privilege {
[+] Mode Gut-of-band Access
Mode In-band Access
|Mode Power Confrol

.

[v]
[v]

Figure 17 Add User Group--Privileges

6. Click the Policies tab.
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7.

10.

11.

12.

13.
14.

15.

16.

17.

18.

19.

In the All Palicies list, select the Policy that you want to assign to the user group then click
Add to move the Policy to the Selected Policies list. Policies in the Selected Policies list will
be assigned to the user group. Repeat this step to add additional policies to the user group.

Add User Group
@ Tiou should enter usergroup name befors continus,

User Group Name!

Draseription:

Privilages | DevicefNode Policles | Active Directory Associations ]

All Palicaes

. - - - Ciay(s
Palicy Davice Group Mode G... Permission Virftual... Time Sun | Mon | Tue “1[';“5 Thu | Fri Sat

Full Access ... &l Devicss  |all Nodes[Control  [Read-,. o000, [#] Wl Il [

Add Cralete A

Selected Policies

Policy Device G..|Hode Gr.. PermissionVirteal M. Time Cay(s)

Sun | Mom | Tus ‘Wed | Thu Fri Sak
Access ... Sample ... Contral Deny 00:00:0... | [#] || ¥l ] [#] [+ I¥]
BCORES ... Sample ... |[Contral  Deny 00:00:0... | [¥] [#] ¥l ¥l ¥ = [¥]

Figure 18 Add User Group-Policies

If you want to remove a policy from the user group, select the policy name in the Selected
Policieslist, and then click Remove.

If you want to associate remotely authenticated users with Active Directory modules, click
the Active Directory Associations tab. Check the checkbox that corresponds with each
Active Directory module you want to associate with the user group.

If you want to add another user group, click Apply to save this group, and then repeat the
steps in this section to add additional user groups.

When you have finished adding user groups, click OK. The Add User panel opens. You can
also click User Management, and then click Add User in the Guided Taskstree view in the
left panel to open the Add User panel.

In the Username field, type the name that the user you want to add will use to log in to CC-
SG.
Check the L ogin Enabled checkbox if you want the user to be able to log in to CC-SG.

Check the Remote Authentication checkbox only if you want the user to be authenticated by
an outside server, such as TACACS+, RADIUS, LDAP, or AD. If you are using remote
authentication, a password is not required. The New Password and Retype New Password
fields will be disabled when Remote Authentication is checked.

In the New Password and Retype New Password fields, type the password that the user will
use to log in to CC-SG.

Check the Force Password Change on Next Login if you want the user to be forced to
change the assigned password the next time the user logs in.

Check the Force Password Change Periodically checkbox if you want to specify how often
the user will be forced to change the password.

In the Expiration Period (Days) field, type the number of days that the user will be able to
use the same password before being forced to change it.

In the Email address field, type the user’s email address.

=& Raritan.
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20. Click the User Group drop-down arrow and select the user group to which you want to
assign the user from the list.

21. If you want to add another user, click Apply to save this user, and then repeat the steps in this
section to add additional users.

22. When you have finished adding users, click OK. The User Summary panel displays a list of
the user groups and users that you added.
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Chapter 4: Creating Associations

Associations

You can set up Associations to help organize the equipment that CC-SG manages. Each
Association includes a Category, which is the top-level organizational group, and its related
Elements, which are subsets of a Category. For example, you may have Raritan devices that
manage target servers in data centers in America, Asia Pacific, and Europe. You could set up an
Association that organizes this equipment by location. Then, you can customize the CC-SG to
display your Raritan devices and nodes according to your chosen Category—Location, and its
associated Elements— America, Asia Pacific, and Europe, in the CC-SG interface. The figure
below shows a custom view created using this example. You can customize the CC-SG to
organize and display your servers however you like.

Nodes | |sers Devices

Ellj RaritanAsmerica
-- 3 Linux
E- [ windows 2000
=8 |j Windows MT
B 2F HP Server 1393
B 2F HP Server 1394
B [ raritanasiaPacific
-- [ cisco Router
El Ij Cisco Switch
- B S5 KM Target 1
B [ HPAUX
B 3 Macos
= Ij Windows MT
Bl 5 TV KUM(Z)
I':'Ilj RaritanEurope
- 9 Cisco Router
- O] Macos
- [ Solaris
- [ Unix
- [ windows 2000
-] windows WT

Figure 19 CC-SG Association Example

Association Terminology

Read the following definitions to understand associations:

e Associations—are the relationships between categories, elements of a category, and nodes
and devices. For example, you want to associate the “Location” category with a device. You
should create associations first, or edit them later, before adding devices and ports in CC-SG.

e Category—is a variable that contains a set of values called Elements. An example of a
Category is Location, which may have elements such as “America,” and “Asia Pacific.”
Another example of a Category is “OS Type”, which may have elements such as “Windows”
or “Unix” or “Linux”. When you add devices to CC-SG, you associate this information with
them.

o Elements—are the values of a Category. For example, the “America” Element belongs to the
“Location” category.
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o Devices—are Raritan products such as Dominion KX, Dominion SX, Dominion KSX, IP-
Reach, Paragon II System Controller, Paragon I1 UMTS832 with USTIP, and others, that CC-
SG manages. These devices control the target systems, or nodes, that are connected to them.

o Nodes—are the target systems or servers that CC-SG can access and manage. In CC-SG, you
can click a node to access and manage the node via interfaces.

Associations--Defining Categories and Elements

Raritan devices and nodes are organized by categories and elements. Each category/element pair
is assigned to a device, a node, or both. Therefore, you need to define your categories and
elements before you add a Raritan device to CC-SG.

A category is a group of similar elements. For example, to group your Raritan devices by location,
you would define a category, Location, which would contain a set of elements, such as New York,
Philadelphia, and New Orleans.

Policies also use categories and elements to control user access to servers. For example, the
category/element pair Location/New York can be used to create a Policy to control user access to
servers in New York.

Other examples of typical Association configurations of Category and Elements are as follows:

CATEGORY ELEMENTS ‘
Location New York City, Philadelphia, New Orleans
OS Type Unix, Windows, Linux
Department Sales, IT, Engineering

Association configurations should be kept simple to accomplish server/node organizational
objectives and user access objectives. A node can only be assigned to a single element of a
category. For example, a target server cannot be assigned to both the Windows and Unix
elements of the OS Type category.

A useful approach to organizing your systems when servers are similar and need to be randomly
organized is the following:

CATEGORY ‘ ELEMENT
usergroupl usergroup Inode
usergroup2 usergroup2node
usergroup3 usergroup3node

As you add devices and nodes to CC-SG, you link them to your predefined categories and
elements. When you create node and device groups and assign policies to them, you will use your
categories and elements to define which nodes and devices belong in each group.
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How to Create Associations

There are two ways to create associations, Guided Setup and Association Manager.

e Guided Setup combines many configuration tasks into an automated interface. Guided Setup
is recommended for your initial CC-SG configuration. Once you have completed Guided
Setup, you can always edit your configurations individually. Please refer to Chapter 3:
Configuring CC-SG with Guided Setup for additional information.

e Association Manager only allows you to work with associations, and does not automate any
configuration tasks. Please refer to the Association Manager section on the following pages
for additional information.

Association Manager

Association Manager allows you to add, edit, or delete Categories and Elements.

Add Category

1. On the Associations menu, click Association.

Association Manager X

Cabegory

Category name: Department x |

Value type: [String

Applicable for: [Node

|
|
Add | Edit ” Delete I

Elements For Category
Enginearing
Fimanca
Human Resources
Publizhing
Add | Edit ” Celate I

Close I

Figure 20 Association Manager Screen
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2. Click Add in the Category panel to add a new category. The Add Category window appears.

A Add Category
Add Category
® Please enter a category name,

Cateqory name :I ]

Value type: |String r |
applicable for: |Both - |

| (a]%4 || Cancel |

Figure 21 Add Category Window

3. Type a category name in the Category Name field. Maximum length is 31 characters.
4. Click the Value Type drop-down arrow to select a value type of String or I nteger.

5. Click the Applicable For drop-down arrow to select the type of device this category applies
to: Device, Node, or Both.

6. Click OK to create the new category or Cancel to exit without creating. The new category
name appears in the Category Name field.

Edit Category

1. On the Associations menu, click Association.
Click the Category Name drop-down arrow and select the category you want to edit.

3. Click Edit in the Category panel of the screen to edit the category. The Edit Category
window appears.

-2 Edit Category

Edit Category

,f"i“‘*, Please provide category properties.
S

Category name:bepaltment |

applicable for: |r~.la:|de i |

Ok Cancel |

Figure 22 Edit Category Window

Type the new category name in Category Name field.

5. Click the Applicable For drop-down arrow to change whether this category applies to
Device, Node, or Both. Please note that a string value cannot be changed to an integer value,
and vice versa. If you must make this type of change, please delete the category, and add a
new one.

6. Click OK to save your changes. The updated category name appears in the Category Name
field.
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Delete Category

Deleting a category deletes all of the elements created within that category. The deleted category
will no longer appear in the Nodes or Devices trees once the screen refreshes or the user logs out
and then logs back into CC-SG.

1.
2.
3.

4.

On the Associations menu, click Association.
Click the Category Name drop-down arrow and select the category you want to delete.

Click Delete in the Category panel of the screen to delete the category. The Delete Category
window appears.

Click Yesto delete the category.

Add Element

L.

2.

On the Associations menu, click Association.

Association Manager X

rCategory
Category numc:[l:rupaﬂment =

WValue type: [=tring

hpplicable for: |[Node

|
|
Add ” Edit ” Delete |

rElements For Categary
Engineearing
Fimancsa
Human Resources
Publizhing
Add ” Edit ” Celate |

Close I

Figure 23 Association Manager Screen

Click the Category Name drop-down arrow and select the category to which you want to add
a new element.
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3. Click Add in the Elements For Category panel to add a new element. The Add Element
window appears.

Add Element x|

&dd Element
® Please enber an element valua,

Enter value for element:

K Cance]

Figure 24 Add Element Window

4. Type the new element name in the Enter Valuefor Element field.

5. Click OK to add the element or Cancel to exit the window. The new element appears in the
Elements For Category panel.

Edit Element

1. On the Associations menu, click Association Manager .
2. Click the Category Name drop-down arrow and select the category whose element you want
to edit.

3. Select the element to be edited from the Element For Category list, and then click Edit in
the Elements For Category panel. The Edit Element window appears.

Edit Element X
Edit Element
,(D Plaase provide element value.

Enter new value for element: Yellow

[reflow] |

Ok | Cancel| I

Figure 25 Edit Element Window

4. Type the new name of the element in the Enter New Value for Element field.

5. Click OK to update the element or Cancel to close the window. The new element name is
displayed in the Element For Category list.

Delete Element

Deleting an element removes that element from all associations, leaving association fields blank.
1. On the Associations menu, click Association.

2. Click the Category Name drop-down arrow and select the category whose element you want
to delete.
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3. Select the element to be deleted from the Element For Category list, and then click Delete
in the Elements For Category panel. The Delete Element window appears.

4. Click Yes to delete the element or NoO to close the window. The element name is removed
from the Element For Category list.

Note: Deleting an element removes the element from all device and node category associations,
leaving all pre-associated element fields blank.
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Chapter 5: Adding KVM and Serial Devices and
Device Groups

You must add Raritan KVM and Serial devices to CC-SG before you can use CC-SG to configure
and manage them.

If you want to add Raritan PowerStrip Devices that are connected to other Raritan devices to CC-
SG, please refer to Chapter 6: Configuring Power Control for details.

Note: To configure iLO/RILOE devices, IPMI devices, Dell DRAC devices, IBM RSA devices or
other non-Raritan devices, use the Add Node menu and add these items as an interface. Please
refer to Chapter 7. Configuring Nodes and I nterfaces for additional information.

The Devices Tab

Click the Devicestab to display the Devices tree.

Nodes Usars Devices

B B kenny-KSxa40

Admin

¢l Kenny-KSHd440 Power Supply

U3 KM Target 1

G5 VM Target 2

53 KM Target 4

=] _’i] Pav:-erpan.{r-.!inapaweritrip]

Ortlek_1
Crutlet_z
Cutlet_3
Crutlat_d
Ctlet_5
Cutlet_g
Cutlet_7
Crutler_g

B9 Serial Target 1

Serial Targat Z

B2 Serial Target 3

B2 zerial Targat 4

[ g Kenny-KXZ16

Figure 26 The Devices Tree

The Devices tab displays a set of devices and their configured ports. Ports are nested under the
devices they belong to. Devices with configured ports appear in the list with a + symbol next to
them. Click the + symbol to expand or hide the list of ports.

Right Click Options in the Device Tab

You can right-click a device or port in the Devices tab to display a menu of commands available
for the selected device or port.
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Device and Port Icons

For easier identification, KVM, Serial, and Power devices and ports have different icons in the
Devices tree. Hold the mouse pointer over an icon in the Devices tree to view a tool tip
containing information about the device or port.

ICON MEANING

Device available

KVM port available or connected

KVM port inactive

Serial port available

Serial port unavailable

Ghosted port (See Raritan’s Paragon II User Guide for details on
Ghosting Mode.)

gm0 |8 8|8 =

Device paused

fm | fip

Device unavailable

Power strip

Outlet port

Search for Devices

The Devices tab provides the ability to search for devices within the tree. Searching will only
return devices as results and will not include port names. The method of searching can be
configured through the My Profile screen described later in Chapter 8: Adding and Managing
Usersand User Groups.

To search for a device, at the bottom of the Devices Tree, type a search string in Search For
Device field, then press ENTER. Wildcards are supported in the search string:

WILDCARD DESCRIPTION

? Indicates any character.

[-] Indicates a character in range.

* Indicates zero or more characters.

For example:

EXAMPLE DESCRIPTION
KX? Locates KX1, and KXZ, but not KX17Z.
KX* Locates KX1, KX, KX1, and KX1Z.

KX[0-9][0-9]T | Locates KX95T, KX66T, but not KXZ and KX5PT.

Important! Many of the menu bar commands can be accessed by right-clicking
a Device or Port in the Devices tree and selecting a command from the
shortcut menu that appears.
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Device Profile Screen

When you click a device from the Devices tab, the Device Profile screen appears, displaying
information about the selected device.

| Hodes | Users

¥ Search For Davica

Devices

Device Profile: Dominion KX

& B ea-21-66 ,@ Please provide devies propertes 1o changs.
= & ee-p01
E_ KER-20F Device name:
B B kxateo [km116-83
& B kxi0na2 o — TR
P avice 1P or T rusmbeer;
E K:l:iiﬁlﬁa = o o el ial) 1 ol .L 5
SRR
B B eanzon [1#2as821.53 | 5000
= E KH-165 Submet muask: Default gateway:
B E sxe-aa [z55.255 2550 | 192.168.21.1
B B sxaz-sr Heartheak imeout [sech Encryption;
B E ssanaaz [6o0 ]
Diescription:

Firmwars Versicn:

Davice Assoceations

Catagory Ebamant

Lecafion

* London Baber Strast o

Apply To Hodes
]

QK I Cancal |

B
=]

Add a Device

Devices must be added to CC-SG before you can configure ports or add interfaces that provide
access to the nodes connected to ports. Add Device is used to add devices whose properties you

Figure 27 Devices Tab and Devices Profile

know and can provide to CC-SG.

If you want to add Raritan PowerStrip Devices that are connected to other Raritan devices to CC-
SG, please refer to Chapter 6: Configuring Power Control for details.

To add a device to CC-SG:

1. On the Devices menu, click Device Manager, and then click Add Device.

Add Device
T Please provide values for the required device parameters.
i p 4 2

Device type:

Dewice name:
[sx-01 ]

Device IP or Hostname: TCP port number:

[tez.168.10.10 | [soon ]

Username: Password:

|admin ‘

Heartbeat timeout (sec):

Description!

Local access:
allowed

Dominion S in Rack#l.

Configure all ports

Device Assaciations

Category Element

Apply To Nodes
Building Campus Drive v
Markey Area Australia -

US States and territories =] ]

J[aeety [ cancel

Figure 28 Add Device Screen

2. Click the Device Type drop-down arrow and then select the type of device you are adding
from the list. If you select Power Strip, you will see a slightly different Add Device screen.
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Adding a KVM or Serial Device

3.

10.
11.

12.

13.

14.

Type a name for the device in the Device name field. Number of characters permitted varies
by device. Hold your cursor over the field label to see the number of characters allowed in the
name.

Type the IP Address or Hostname of the device in the Device |IP or Hostname field. For
hostname rules, refer to Terminology/Acronyms in Chapter 1. Introduction.

Type the TCP communication port used to communicate with the device in the TCP port
number field. The default port number for most Raritan devices is 5000.

Type the name used to log onto this device in the Username field. The user must have
administrative access.

Type the password needed to access this device in the Password field. The user must have
administrative access.

Type the time (in seconds) that should elapse before timeout between the new device and CC-
SG in the Heartbeat timeout (sec) field.

If applicable, check Allowed under Local Access if you want to allow users to have direct
access to this device while it is managed by CC-SG.

(Optional) Type a short description of this device in the Description field.

Check Configure all ports if you want to automatically add all ports on this device to the
Devices tab, and create a Node for each port on this device in the Nodes tab. Corresponding
nodes and ports will be configured with matching names. If checked when the device is
added, a new node will be created for each port, and an out-of-band interface will be created
for that node.

A list of Categories and Elements can be configured to better describe and organize this
device and the nodes connected to it. Please refer to Chapter 4: Creating Associations for
additional information.

To configure Categories and Elements:

a. For each Category listed, click the Element drop-down menu, and then select the
element you want to apply to the device from the list. Select the blank item in the
Element field for each Category you do not want to use.

b. Ifyou want to assign the Element to the related nodes as well as the device, check the
Apply to Nodes checkbox.

If you do not see the Category or Element values you want to use, you can add more through
the Associations menu. Please refer to Chapter 4: Creating Associations for additional
information.

When you are done configuring this device, click Apply to add this device and open a new
blank Add Device screen that allows you to continue adding devices. Or, click OK to add this
device without continuing to a new Add Device screen.

If the firmware version of the device is not compatible with CC-SG, a message will alert you
and ask if you want to proceed. Click Yes to add the device to CC-SG. You can upgrade the
device firmware after adding it to CC-SG. Please refer to Upgrade Devices later in this
chapter.

Adding a PowerStrip Device

The process of adding a PowerStrip Device to CC-SG varies depending on which Raritan device
the powerstrip is connected to physically. Please refer to Chapter 6: Configuring Power
Controal for details.
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Discover Devices

Discover Devices initiates a search for all devices on your network. The search can automatically
detect all new and previously existing Raritan devices on your network, including Paragon II
System Controller, IP-Reach, Dominion KX, Dominion KX101, Dominion KSX, Dominion SX,
and eRIC units. After discovering the devices, you may add them to CC-SG if they are not
already managed.

1. On the Devices menu, click Discover Devices.

Discover Devices "

I.-"i-';l Please provide [P range.
b -
¥ Discover

From [P addrass:
L192.168.32.0

To IP address: M
| [192.168.32.258 2

Davice typas:

Dhomani o K SH

Dromaniom kK

Domaniom k10l

Dominion S¥

ERIC

[P-Reach

Paragon [1 System Contrallar

[¥] Broadeast discavery

[¥#] treiude 1PMI Agents

Drigcaver

Figure 29 Discover Devices Screen

2. Type the range of IP addresses where you expect to find the devices in the From Address
and To Address fields. The To Address should be larger than the From Address. Specify a
mask to apply to the range. If a mask is not specified, then a broadcast address of
255.255.255.255 is sent, which broadcasts to all local networks. To discover devices across
subnets, you must specify a mask.

3. Check Broadcast discovery if searching for devices on the same subnet on which CC-SG
resides. Uncheck Broadcast discovery to discover devices across different subnets.

4. To search for a particular type of device, select it in the list of Device types. By default, all
device types are selected. Use CTRL +click to select more than one device type.

5. Check IncludeIPMI Agentsif you want to find targets that provide IPMI power control.

6. Click Discover to start the search. At any time during the discovery, you can click Stop to
discontinue the discovery process. Discovered devices appear in a list.

IF Addiress DCravice Typa Davica Nama Managad Drescription
192.168.32.25 D omanion K5 [SRESH Hio Comanaon KSY model R¥440 ver, 5.22.5.3
192.1668.32.61 Dromanaod KSR Henny-REEad0 Tes Cromenand BEE model Rxd40 ver, 3.22.5.3

Caneel I

Figure 30 Discovered Devices List Window

To add one or more discovered devices to CC-SG, select the devices from the list, and then
click Add. The Add Device screen appears with some of the data already populated. If you
selected more than one device to add, you can click Previous and SKip at the bottom of the
screen to navigate through the Add Device screens for the devices you want to add.
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10.

11.

Rdd Device: Dominien KX x
el Pleais anber dewice uiarnama
Bewiee namie:
Do miifesase KK
Fewice IF or Hostname: TOP port numbern
(132160323 ] 5000
Wsernsme; Passmard:
Heartle st timesut {sech: Firmmare
p4disa |

Dieseriplion,

Doomnifees Bl madel DEE wer. 1.4.1.5.11

] Ceafigure all parts
Device Associstions

Catpgory Elernant Appdr To Nadai
US Shates nd ternbonss - ]

Fravious | | Saop | Cancel

Figure 31 Adding a Discovered Device

Type the user name and password (that were created specifically for CC-SG in the device) in
the Username and Password fields to allow CC-SG to authenticate the device when
communicating with it in the future. Select the Categories and Elements you want to apply
to the device. If you want a Category and Element to apply to the nodes connected to the
device, check the corresponding Apply to Nodes checkbox.

(Optional) Edit the Device Name, Heartbeat Timeout, Local Access (if available for the
device type), Description, Configure all ports, and Device Association fields.

When you are done configuring this device, click Apply to add this device and open the Add
Device screen for the next discovered device. Or, click OK to add this device without
continuing to the other discovered devices.

If the firmware version of a device is not compatible with CC-SG, a message will alert you
and ask if you want to proceed. Click Yes to add the device to CC-SG, or No to cancel the
operation. You can upgrade the device firmware after adding the device to CC-SG. Please
refer to Upgrade Devices later in this chapter for additional information.

Edit Device

You can edit a device to rename it and modify its properties.

1.

Click the Devicestab and select the device you want to edit.

=& Raritan.
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Figure 32 The Device Profile Screen

Type the new device properties in the appropriate fields on this screen. If necessary, edit the
Categories and Elements associated with this device.

Click OK to save your changes. A Device Updated Successfully message confirms that the
device has been modified.

Edit PowerStrip Device

You can edit a Managed PowerStrip device to rename it, modify its properties, and view outlet
configuration status.

1.
2.

Click the Devicestab and select the PowerStrip device you want to edit.

Type the new device properties in the appropriate fields on this screen. If necessary, edit the
Categories and Elements associated with this device.

Click the Outlet tab to view all outlets of this PowerStrip.

e If an outlet is associated with a node, you can click the Node hyperlink to open the Node
Profile.

e If an outlet is associated with a node, you can select the outlet, and then click Power
Control to open the Power Control screen for the associated node.

Click OK to save your changes. A Device Updated Successfully message confirms that the
device has been modified.

=V=
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Delete Device

You can delete a device to remove it from CC-SG management.

Important: Deleting a device will remove all ports configured for that device.
All interfaces associated with those ports will be removed from the nodes. If
no other interface exists for these nodes, the nodes will also be removed from
CC-SG.

1. Click the Devicestab and select the device you want to delete.
2. On the Devices menu, click Device Manager, and then click Delete Device.

Delete Device x

Device namei|[Dominian-Kx

Figure 33 Delete Device Screen

3. Click OK to delete the device. A Device Deleted Successfully message confirms that the
device has been deleted.

Note: You must first pause KSX devices before they can be successfully deleted from CC-SG. To
pause a KSX device, right-click the device in the Devices tab, and then click Pause Management.
Click Yes in the message that appears to confirm. The KSX device will restart. Once the device
has been paused, you can delete it from CC-SG.
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Configure Ports

If the ports of a device were not all automatically added by checking Configure all ports when
you added the device in the Add Device screen, you can use the Configure Ports screen to add
individual ports or a set of ports on the device to CC-SG. You must configure ports before any
Out-of-Band interfaces using those ports can be added to nodes.

Configure a Serial Port

1. Click the Devicestab and select a serial device from the Devices tree.
2. On the Devices menu, click Port Manager, and then click Configure Ports.

Configure Ports x
Diavece nsms: |I:e nny-ESX440 |
Ports
Rartan park 1D Part nmamie Park type Park status
.Ser_ 3 ”i—u:rle: Target 4 ”_*_'-.-e rial Port | :Hew | o gurs E
|soT2 |7 kvm | [rcwm Port | Inew ||__configure |
Salect all Claar All 1 i1 I

Figure 34 Configure Ports Screen

e Click a column header to sort the ports by that attribute in ascending order. Click the
header again to sort the ports in descending order.

==
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3. Click the Configure button that corresponds to the serial port you want to configure.

Configure Serlal Port x

_f"i Plesse saleck port progartias to sdd,

Part Praparisd

Port mame: Port Status: Av-adabilety:
Zeral Target 4 Up Idle
Rartan port [D: Port number:

Sar_3 IUnkmown

Daviee nsma: Davies type:

Kenny-KS 40

Device 1P or Hostriame:;

192.168.32.61

Node Mame:

Serial Target 4

Baud rate: ParityData bats;
None/s

Parity checl: Recv/Xmik pace:
] Enable [ msan/off

HW flaw contral:
[ Enable

ficoess Application:
Auto-Deteck =

Node Association: n'a

QK Cancsl

Figure 35 Configure Serial Ports Screen

4. Type a port name in Port Name field. For ease of use, name the port after the target that is
connected to the port.

5. Type a node name in the Node Name field to create a new node with an Out-of-Band
interface from this port. For ease of use, name the node after the target that is connected to
the port. This means that you will type the same name in the Port name and Node Name
fields.

6. Click the Access Application drop-down menu and select the application you want to use
when you connect to this port from the list. To allow CC-SG to automatically select the
correct application based on your browser, select Auto-Detect.

7. Click OK to add the port.

=V=
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Configure a KVM Port

1. Click the Devicestab and select a KVM device from the Devices tree.

2. On the Devices menu, click Port Manager, and then click Configure Ports.

Conflgure Ports x
Drevice name:lltnnf-ﬁxZiﬁ |
Parts
[ [p_Hxzesoo1_2  |[channel 3 |[uk Part [uruzed ||__configurs
[ [p_Hxzeso01_s  |[Channel 7 |[kum port lunused Configure |
[ [p_Hxzesoni_9  |[channel 10 |fkvK Port |Unused Carfigure |
| [F_HH?: EI:IIZI'li: Channel 13 lwM Port Unused Configure |
[ [p_Hxczesoos_13 |[channel 14 |fcum rert Unuged Configure |
O |F'_HK:'= EGUIT Channel 15 KA Port Unused Caornfigurs |
[ [p_Hxzesoo1_7 | [TW Channel & | kv port [Unused Configure
| seiect an Clgar Al L 111 || t I
[ | Cance| I

Figure 36 Configure Ports Screen

e Click a column header to sort the ports by that attribute in ascending order. Click the

header again to sort the ports in descending order.

3. Click the Configure button that corresponds to the KVM port you want to configure.

Configure KVM Port
[:D Flease salock port propertes to add.

Part Propartiss
Port name:

Availability:
|Ch¢nn ol 14

]

Part number:

Unkniown

Device type:

Rartan port I0:

F_HKZe5001_13

Device name:

Cevice IF or Hostname:

19216832 &3

Hode Mame:

Access Apphoaton:

|ﬁuto-Detert =

HNode Association: n'a

X

Cance| I

Figure 37 Configure KVM Port Screen

is connected to the port.

Type a port name in the Port Name field. For ease of use, name the port after the target that

5. Type a node name in the Node Name field to create a new node with an Out-of-Band
interface from this port. For ease of use, name the node after the target that is connected to

Z&Raritan.
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the port. This means that you will type the same name in the Port name and Node Name
fields.

6. Click the Access Application drop-down menu and select the application you want to use
when you connect to this port from the list. To allow CC-SG to automatically select the
correct application based on your browser, select Auto-Detect.

7. Click OK to add the port.

Edit Ports

You can edit ports to change the name or access application associated with existing configured
ports.

1. Click the Devicestab and select a port you want to edit.

Port Profile: EVM X
f I y Please seloct port properties to add,
LI

Fart Proparties

Port name: Port Status Avwailahility:
CC console {Cewn
Rartan port 10: Part number:
F_HKZeS001_10 |unknown
=) =
Device name: Crevice type:
Keanny-KX216 \Dominion KX

Access Apphoaton:

Auto-Detect i

HNode Associabion: CC congole

QK Cancel !

Figure 38 Ports Profile

Type a new name for the port in the Port Name field, if necessary.

3. Click the Access Application drop-down menu and select the application you want to use
when you connect to this port from the list. To allow CC-SG to automatically select the
correct application based on your browser, select Auto-Detect.

4. Click OK to save changes to the configured port.

=V=
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Delete Ports

Delete a port to remove the port entry from a Device.

Important: If you delete a port that is associated with a node, the associated
out-of-band KVM or Serial interface provided by the port will be removed from
the node. If the node has no other interfaces, the node will also be removed
from CC-SG.

1. Click the Devicestab and select a device whose ports you want to delete.
2. On the Devices menu, click Port Manager, and then click Delete Ports.

Delete Ports X
Ports
Cravecn Riarms i oo Rartan port 10 Park name 1 Port type
[ [keany-Kx216 [P_rrzesony_a hceassUSTIPLocal |
[ [Kenny-KSx440 |Ser_255 Admin | (5erial Port
[ [kenny-Kiz1e lp_ricze5001_10 cC console v port
[ [kenny-kix216 [P_HizeS0DL_11 Chanmel 12 - test | vm Part
O |K::m:r-"=x216 Wnknorn |r enny-EXILE Power Supply |[Pomer Supply Port
[ [kenny-ksxsan B [loum Target 1 | cvm Port
[ [Kenny-KSxdd0 = [M Target 2 | frvm Part
[ [Kenny-kS:a40 [soT3 [kevm Target a | frwm Port
O [minapowerstrip unkngmn |[crutter 2 | loutiet port ]
] |HinaPowerStrip Linkonown ||P_u_t_|t_l§_2 Outlet Port |
[ [HinaPawerStrip Unknown | [coutrae_3 Dutlet Port |
] [NinaPowerStrip Winknown | |[utier_a Quthet Part |
O] [MinaPawsrstrip unknown | [coutter_s Outlet Part |
] |MinaPowsrStrip Unknown | [coutlee_e Outlet Port |
O] |ninaPowsrstrip Unknown | [uttee_7 Dutlet Port |
] |NinaPowsrStrip Mhn bon o | ket B Cutlet Port |
O [kenny-kxz16 P_HK2e5001_0 |[P2sc-32:80 | beum pare |
selectall_ || clearan | b | ne |
! Cancel |

Figure 39 Delete Port Screen

3. Check the ports you wish to delete from the device.

4. Click OK to delete the selected port. A Port Deleted Successfully window confirms that port
has been deleted.

Device Management

Once a device has been added to CC-SG, several management functions besides configuring ports
can be performed.

Bulk Copy for Device Categories and Elements

The Bulk Copy command allows you to copy the assigned categories and elements from one
device to multiple other devices. Please note that categories and elements are the only properties
copied in this process.

1. Click the Devicestab and select a device from Devices tree.
2. On the Devices menu, click Device Manager, and then click Bulk Copy.

3. In the All Devices list, select the devices to which you are copying the categories and
elements of the device in the Device Name field.

4. Click > to add a device to the Selected Devices list.
5. To remove a device from the Selected Devices list, select the device, and then click <.

=& Raritan.
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6. Click OK to bulk copy. A Device Copied Successfully message confirms that device
categories and elements have been copied.

Upgrade Device

Upgrade Device allows you to download new versions of device firmware.
1. Click the Devicestab and select a device from the Devices tree.
2. On the Devices menu, click Device Manager, and then click Upgrade Device.

Upqrade Device X

Device name: |E<&nn:.--}=:s><4dl:l |

Firmware name:llF‘-Reach Upgrade, ver. 3.21.8 ~ |

Figure 40 Upgrade Device Screen

3. Click the Firmware Name drop-down arrow and select the appropriate firmware from the
list. Raritan or your reseller will provide this information.

4. Click OK to upgrade the device. Upgrading SX and KX devices takes about 20 minutes.

If the firmware version of the device is not compatible with CC-SG, a message will alert you
and ask if you want to proceed. Please refer to Chapter 2. Accessing CC-SG for additional
information. Click Y esto upgrade the device.

5. A Restart message appears. Click Yesto restart the device.
6. A Device Upgraded Successfully message confirms that the device has been upgraded.

Backup Device Configuration

You can back up all user configuration and system configuration files for a selected device. If
anything happens to the device, you can restore the previous configurations from CC-SG using
the backup file created. Each device may back up different component of the configuration.
Please refer to the User Guide for the device you want to back up for details.

1. Click the Devicestab and select the device you want to back up.

2. On the Devices menu, click Device Manager, Configuration, then click Backup.

Backup Device Configuration X

Device name: |I-:enn75.I S M40 |

Backup namc:l |

Description: | |

Figure 41 Backup Device Configuration Screen

3. Type a name in the Backup name field to identify this backup.
(Optional) Type a short description of the backup in the Description field.

5. Click OK to back up the device configuration. A Device Configuration Backed Up
Successfully message confirms that device configuration has been backed up.

Note: When you backup an SX 3.0.1 device, attached Power Strip configurations are not backed
up. If you restore the SX 3.0.1 device from the backup, you must reconfigure the Power Strips.

=& Raritan.
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Restore Device Configurations

About Restoring Device Configurations

The following device types allow you to restore a full backup of the device configuration.

o KX

e KSX

e KX101

e SX

e [P-Reach

KX2 devices allow you to choose which components of a backup you want to restore to the
device.

o Protected: The entire content of the selected backup file, except the network settings
(personality package), will be restored to the device.

e Full: The entire content of the selected backup file will be restored to the device.
e Custom: Allows you to restore Device Setting, User and User Group Settings, or both.

To Restore a Device Configuration (KX, KSX, KX101, SX, IP-
Reach)

You can restore a full backup configuration to KX, KSX, KX101, SX, and IP-Reach devices.
1. Click the Devicestab and select the device you want to restore to a backup configuration.
2. On the Devices menu, click Device Manager, Configuration, and then click Restore.

fwailable Backups
) Hame : Date S Time _Des—mph’c-n ) Dats ].l'ers_iun ) Sira
WEK-207 Backup 4.5.07 04052007 1%5:37:10 E... KEX-207 Backup 4.5.07 34.0.5.17 13509 B
Save to File Delete

Figure 42 Restore Device Configuration Screen

3. In the Available Backups table, select the backup configuration you want to restore to the
device.

Click OK.

5. When the Restart message appears, click Yes to restart the device. A Device Configuration
Restored Successfully message confirms that all data has been restored.

To Restore All Configuration Data Except Network Settings to a
KX2 Device

The Protected restore option allows you to restore all configuration data in a backup file, except
network settings, to a KX2 device.

1. Click the Devicestab and select the device you want to restore to a backup configuration.

=& Raritan.
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2. On the Devices menu, click Device Manager, Configuration, and then click Restore.

Available Backups

farme

K¥Z-53-121-backup

Restore Type

Hestors Cptions
] Davice Settings

@ pProtected (O Full

v]User and User Group Data

| qu.le # Tirnea | De_sl:rrp_un-n 1 Ciata Marsmn : Zire
O4/05/2007 14:14:09... [Backup of KXZ 53-121 2.0 BO&T B

Save to File I Dralete
Ol Cwstom

oK | Cancel I

Figure 43 Protected Restore

3. In the Available Backups table, select the backup configuration you want to restore to the

device.

4. 1Inthe Restore Type field, select Protected.

5. Click OK.

When the Restart message appears, click Yes to restart the device. A Device Configuration
Restored Successfully message confirms that all user and system configuration data has been

restored.

To Restore All Configuration Data to a KX2 Device

The Full restore option allows you to restore all configuration data in a backup file to a KX2

device.

1. Click the Devicestab and select the device you want to restore to a backup configuration.
2. On the Devices menu, click Device Manager, Configuration, and then click Restore.

Available Backups

farmie

EXZ-53-121-backup

Restore Type

Hestore Options
[¥] Cavica Seitings

TiProtected  ® Full

vl User and User Group Dats

| Ellulu.- { Tirnea L De?crrp.un-n i Ciata Warsman . Zire
04,/05/2007 14:14:09... Backup of KXZ 53-121 20 Bogr B

Save to File I Dalete
1 S wstom

[a]"s | Cancel I

Figure 44 Full Restore

3. In the Available Backups table, select the backup configuration you want to restore to the

device.

w s

Click OK.

In the Restore Type field, select Full.
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6. When the Restart message appears, click Yes to restart the device. A Device Configuration
Restored Successfully message confirms that all user and system configuration data has been
restored.

To Restore Only Device Settings or User and User Group Data to
a KX2 Device

The Custom restore option allows you restore Device Settings, User and User Group Data, or
both.

1. Click the Devicestab and select the device you want to restore to a backup configuration.
2. On the Devices menu, click Device Manager, Configuration, and then click Restore.

Availables Backups

Marmie | Dhate J/ Tirna | Cha = erupki cen Cixta Varsman Zire
KHZ-53-121-backup O04/05/2007 14:14:09... |Backup of KXZ 53-121 20 BosT B

Save to File I Dalete

Restore Type
Tiprotectad (DIFull @ Custom
Flestors Optians

V] Davics Settings

vl User and User Group Data

QK Cancel !

Figure 45 Custom Restore

3. In the Available Backups table, select the backup configuration you want to restore to the
device.

4. Inthe Restore Typefield, select Custom.

5. Inthe Restore Options field, select the components you want to restore to the device: Device
Settings, User and User Group Data.

6. Click OK.

7. When the Restart message appears, click Yes to restart the device. A Device Configuration
Restored Successfully message confirms that data has been restored.

To Copy Device Configuration

You can copy configurations from one device to another or multiple devices.

Note: Configuration can only be copied between Dominion SX units that have the same number
of ports.

1. Click the Devices tab and select the device whose configuration you wish to copy to other
devices from the Devices tree.

2. On the Devices menu, click Device Manager, Configuration, and then click Copy
Configuration.
3. If you have used the Backup Device option on this device, you can copy that configuration

instead by selecting From Saved Configuration and then selecting the configuration from
the saved configuration drop-down menu.
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4. Highlight the devices you want to copy this configuration to in the Available Devices column,
and then click the right arrow to move them to the Copy Configuration To column. The left
arrow moves selected devices out of the Copy Configuration To column.

5. Click OK to copy the configuration to the devices in the Copy Configuration To column.

When the Restart message appears, click Yes to restart the device. A Device Configuration
Copied Successfully to message confirms that the device configuration has been copied.
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Restart Device

Use the Restart Device function to restart a device.
1. Click the Devicestab and select the device you want to restart.
2. On the Devices menu, click Device Manager, and then click Restart Device.

Restart Device %

Dravice name:|[Kenny-KSHd440

Figure 46 Restart Device Screen

3. Click OK to restart the device. A Device Restart Successfully message confirms that the
device has been restarted.

Ping Device

You can ping a device to determine if the device is available in your network.
1. Click the Devicestab and select the device you want to ping.

2. On the Devices menu, click Device Manager, and then click Ping Device. The Ping Device
screen appears, showing the result of the ping.

Ping Device X

Dievice name: [erny-rsxaan ]

Device IP or Hostname:[192.168.32 61 |

Fing status: |nccessihle |

Figure 47 Ping Device Screen

Pause Management

You can pause a device to temporarily suspend CC-SG control of it without losing any of the
configuration data stored within CC-SG.

1. Click the Devicestab and select the device for which you want to pause CC-SG management.

2. On the Devices menu, click Device Manager, and then click Pause Management. The
device’s icon in the Device Tree will indicate the device’s paused state.

Resume Management

You can resume CC-SG management of a paused device to bring it back under CC-SG control.
1. Click the Devicestab and select the paused device from the Devices tree.

2. On the Devices menu, click Device Manager, and then click Resume Management. The
device icon in the Device Tree will indicate the devices active state.

=& Raritan.
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Device Power Manager

Device Power Manager is used to view the status of a PowerStrip device (including voltage,
current, and temperature) as well as manage all power outlets on a PowerStrip device. As
opposed to powering Nodes on and off individually, Device Power Manager provides a
PowerStrip-centric view of its outlets.

Before using the Device Power Manager, a physical connection needs to be made between a
PowerStrip and a Dominion SX or Dominion KSX unit. When you add the PowerStrip device,
you must define which Raritan device is providing the connection. This will associate it with the
Dominion SX serial port or with Dominion KSX dedicated power port that is providing
management of the PowerStrip.

1. Inthe Devices tree, select a PowerStrip device.

2. On the Devices menu, click Device Power Manager.

3. The outlets are listed in the Outlets Status panel. You may have to scroll to view all outlets.
4. Click the On or Off radio buttons for each outlet to power ON or power OFF the outlet.

5. Click Recycle to restart the device connected to the outlet.

Launch Admin

If available, the Launch Admin command will provide you access to the administrator interface
of the selected device.

1. Click the Devicestab and select the device whose administrator interface you want to launch.

2. On the Devices menu, click Device Manager, and then click Launch Admin. The
administrator interface for the selected device will appear.

Secure Gateway Users |m:u:|es Associations Reports  Access Admipistration
EH & | M | {;- Discover Devices | 5 - | &
Maodes | Users | Dewi : fg&dd Device B
Change Miew 4 Delete Device
7 g Dominion-kx [ — b Bull Copy u

5 5 Kenny32-Kex s Sl e (o \ |_| o L
5 Kenny32-K¥ Elrs o) \SAaEine Upgrade Device

& ThePowerstrip Configuration g’
Restart Device

Ping Device
Pause Management

Figure 48 Launch Admin for a KX Device
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Topological View

Topological View displays the structural setup of all the connected appliances in your
configuration.

1. Click the Devicestab and select the device whose topological view you want to see.

2. On the Devices menu, click Device Manager, and then click Topological View. The
Topological View for the selected device appears.

Topological ¥iew

Bl kenny-Kr216(id=1PRO_000DSOO0ZESD)
- IO admindid=admin)
¢ B8 Diagnostic(id=Serzs5_000DSD0O0ZESD)
=] g Kenny-Kx21e(id=P_HKZeS001)
i 0 pecessUSTIPLocal (id=F_HKZeS001_8)
: EE CC consolefid=P_HKEZe5001_10)
03 channel 100d=F_HKZ2es001_9)
i OE channel 12 - test{id=P_HK2e5001_11)
IO0F channel 15(id=P_HKzZesS001_172)
! EE Channel 14fid=P_HK2e5001_13)
i I0d channel 15(id=P_HKZeS001_14)
! EE Channel 16{id=P_HKZ2eS001_15)
i I0d channel 3(id=F_HKze5001_2)
B channel 7{id=P_HK2e5001_§)
o IO 1PR-32-59(id=P_HK2e5001_1)
- [ P2sC-32-50(id=P_HK2e5001_0)
i IO sniffer 1(id=P_HKZe5001_4)

Figure 49 Topological View

3. Navigate the Topological View in the same way you navigate the Devices tree. Click + or —
to expand or collapse the view.

Note: Until you Close the Topological View, this view will replace the Device Profile screen that
normally appears when a deviceis sel ected.

=& Raritan.



56 COMMANDCENTER SECURE GATEWAY ADMINISTRATOR GUIDE

Disconnect Users

Administrators can terminate any user's session with a device. This includes users who are
performing any kind of operation on a device, such as connecting to ports, backing up the
configuration of a device, restoring a device’s configuration, or upgrading the firmware of a
device.

Note: Firmware upgrades and device configuration backups and restores are allowed to
complete before the user's session with the device is terminated. All other operations will be
terminated immediately.

1. Click the Devicestab and select the device you want to disconnect one or more users from.
2. On the Devices Menu, click Device Manager, then Disconnect Users.

| Nodes | Users | Devices Disconnect users x

B B Kennysz-ksx
H Device Resource/Fort name Device User Name/CC User Ma... Login time

& Target 1 [Kenny3z-Kx P_HKZ2eS001_1/IPR-32-53 CCUSER/admin 2006-08-22 17:53:42

@8 serial Target 1
B B kennysz-kx
W8 cC console
i §E Channel &
E1pp-32-59
(i Kenny3z-Kx Power Su
2 lingoUsTIPLoGal
v B pzsc-sz-e0

1 3

Search For Device

Disconnest || Close

Figure 50 Disconnect Users

3. Select the users whose session you want to disconnect in the Disconnect user stable.
4. Click Disconnect to disconnect them from the device.

Note: For Dominion SX devices only, you can disconnect users who are directly logged onto the
device as well as those who are connected to the device via CC-G.

=4
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Viewing Devices

CC-SG offers different options for displaying devices in the Devices tab.

Tree View

Select Tree View to view devices in the Devices tree grouped in the default view. Selecting Tree

View will also return you to the standard view from a Custom View. Please refer to Custom

Views later in this chapter for additional information.

1. On the Devices menu, click Change View, and then click Tree View. The standard Tree
View of the Devices tree appears.

MNades Usars Devices

B B kenny-ksHadn

2 admin

i Kenny-KSHEd40 Power Supply

3 KM Target 1

GO EVM Target 2

L3 KM Target 4

2 _’i] PawarPart{NinaPawerstrip)

Gutlet_1]
Crutlat_z
Gutlet_3
Crutlet_d
Gutlet_5
Cutlet_g
Cutlet_7
Cutlet_g

B2 Serial Target 1

2 serial Target 2

B2 Serial Target 3

52 =erial Target 4

® g Kenny-KHZ16

Figure 51 Devices Tree Regular View Screen

Configured ports are nested under their parent devices. To change the way the ports are displayed,
click the Devices menu, then Port Sorting Options. Select By Port Name or By Port Status to
arrange the ports within their devices alphabetically by name or by availability status. Ports
arranged by status are sorted alphabetically within their connection status grouping. Devices will
also be sorted accordingly.

Custom View

You can customize the Devices tree by organizing devices to appear in a particular format. You
might want to view devices by Country, by Time Zone, or by any other option that helps you
differentiate between them. Please refer to Chapter 4: Creating Associations for additional
information on adding Categories to CC-SG.

1. Click the Devices tab.

=V=
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2. On the Devices menu, click Change View, then click Create Custom View.

Custom Yiew X

Custam View

Mame:|Default Wiew For Everyhody{Systermn Wide) =

Set Default | ‘ Add | | Edit | | Delete |

Custom Wiew Details

1s System Wide (System Wide wiew is applied for users that do not have "My Default" Custom Wiew set)

US States and territories

—
—

Category name: v|

| H Delete H Update |

| Set Current || Close |

Figure 52 Custom View Screen

3. To customize your view, click the Name drop-down arrow and select a custom view that has
already been saved in the database. Details of the View categories appear in the Custom
View Details field.

Click Set Current to arrange the Devices tree to reflect the selected custom view.

5. Click Set Default if you want the selected custom view to be displayed when logging into
CC-SG.

6. Check I's System Wide to make this the default view for all users who are not viewing their
own default Custom View.

Selecting a Custom View

To quickly change the current Device Tree view to an already established Custom View:

1. Click the Devices tab.

2. On the Devices menu, click Change View, and then select the name of the custom view
listed under Create Custom View. The Device Tree will change to the custom view selected

|ﬂndes Associations Reports Access  Administration

Discover Devices | @ - | ﬁ

Cevice Manager b
r Qreate Custom Wiew
Port Manager ]
Port Sorting Options MEgatiew 1
=l Tree View ]

Figure 53 Selecting a Custom View

Add a Custom View

1. Click the Devicestab.

2. On the Devices menu, click Change View, and then click Create Custom View.
3. Inthe Custom View panel, click Add. An Add Custom View window appears.

—=V=
=—
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4.

8.

Type a new custom view name, and then click OK or click Cancel to close the window. The
new view name appears in the Name field.

In the Custom View Details panel, click the drop-down arrow at the bottom of the panel.
This list contains categories that you can use to filter custom views. Select a detail from the
drop-down list, and then click Add to add the detail to the Custom View Details panel.
Select as many details as needed.

To re-order the details in the Custom User Details panel, select a detail and use the Up and
Down buttons to arrange details in the order you want devices sorted. To remove a detail
from the list, select the detail, and then click the Delete button in the Custom User Details
panel.

Click Update to update the custom view. A Custom View Updated Successfully message
confirms that the custom view has been updated.

Click Set Current to arrange the Devices tree to reflect the selected custom view.

Edit a Custom View

1.
2.
3.

8.

Click the Devicestab.

On the Devices menu click Change View, and then click Custom View.

Click the Name drop-down arrow in the Custom View panel and select the custom view to
be edited. Click Edit. An Edit Custom View window appears.

Type a new custom view name, and then click OK to confirm or Cancel to close window.

In the Custom View Details panel, click the drop-down arrow at the bottom of the panel.
This list contains categories that you can use to filter custom views. Select a detail from the

drop-down list, and then click Add to add the detail to the Custom View Details panel.
Select as many details as needed.

To re-order the details in the Custom User Details panel, select a detail and use the Up and
Down buttons to arrange details in the order you want devices sorted. To remove a detail
from the list, select the detail, and then click the Delete button in the Custom User Details
panel.

Click Update to update custom view. A Custom View Updated Successfully message
confirms that the custom view has been updated.

Click Set Current to arrange the Devices tree to reflect the selected custom view.

Delete Custom View

1.
2.

Click the Devices Tab.
On the Devices menu, click Change View, and then click Create Custom View.

Custom Yiew x

Custom View

Mame: Tree View{My Default) 'l

add l

Figure 54 Custom View Screen

Click the Name drop-down arrow in the Custom View panel and select the custom view to
be deleted.

Click the Delete button in the Custom View panel. A Delete Custom View window appears.
Click Yesto delete the custom view.
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Special Access to Paragon Il System Devices

Paragon Il System Controller (P2-SC)

Paragon II System Integration users can add their P2-SC devices to the CC-SG Devices tree and

configure them via the P2-SC Admin application from within CC-SG. Please refer to Raritan’s

Paragon | System Controller User Guide for additional information on using P2-SC Admin.

After adding the Paragon System device (the Paragon System includes the P2-SC device,

connected UMT units, and connected [P-Reach units) to CC-SG, it will appear in the Devices tree.

To access Paragon I System Controller:

1. Click the Device tab, and then select the Paragon II System Controller.

2. Right-click the Paragon II System Controller, and then click Launch Admin to launch the
Paragon II System Controller application in a new browser window. You can then configure
the PII UMT units.

3 Paragon Il System Controller Admin - Microsoft Internet Explorer
J File Edit ‘“iew Favorites Tools Help “ Links ”‘
- o= @ B o R
Back Fonward Stop Refresh  Home Search Favortes  Media  Histary b ail Print Edit Discuss Research  AIM
JAddlESS I@ http:/#192.168.22.8/cgi-bindpsaddmin.cgi?S essionl D =5 ession 2085 essionkep=rBEHkMNAM S T 0N ecd0RA %30 % 30 EPantNumber=5000& PAddress=192 158.2j @ED
| msn* - | || jo8each « #Highight | JOptions | (3 PopupsBlocked (3] + - Hotmal &8 Messaner ”H & Snaglt 121
= |
Session Users View Setup Help
HlalwEs =
PI=C
View By Channel || \ie
x|
Powver Strips:
200503.04 st 11:50:39 EST ;. User User logged in to System Controller Admin
For help press F1 -
[&] Applet Paragan!|SystemControllerddmin started ’7 ’7 ,7 |4 Intemet 4

Figure 55 Paragon Manager Application Window
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IP-Reach and UST-IP Administration

You can also perform administrative diagnostics on IP-Reach and UST-IP devices connected to
your Paragon System setup directly from the CC-SG interface.

After adding the Paragon System device to CC-SG, it appears in the Devices tree.
To access Remote User Station Administration:
1. Click the Device tab, and then select the Paragon |1 System Controller.

2. Right-click the Paragon 11 System Controller, and then click Remote User Station Admin.
The Remote User Station Admin screen appears, listing all connected IP-Reach and UST-IP
units.

3. Click the Launch Admin button in the row of the device you want to work with to activate
Raritan Remote Console and launch the blue device configuration screen in a new window.

ERaritan Remote Client - [ - IP-Reach at 192.168.21.11 :: Admin] = IDllI
#B Connection Tools  Wiew  Window 1= I

OlEmpemSEE -2 MEal e
=

Mame [IP-Reach 1

- Main Menu -

[C] Configure IP-Reac

[U] A r del

Press TAE to move to an option and ENTER to select the option.

]

I MMra ™ T T »

Figure 56 IP-Reach Administration Screen
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Device Group Manager

Use the Device Groups Manager screen to add device groups, edit device groups, and remove
device groups. When you add a new device group, you can create a full access policy for the
group. Please refer to Chapter 9: Policies for additional information.

Add Device Group

1. On the Associations menu, click Device Groups. The Device Groups Manager window
opens. Existing device groups display in the left panel.

I3 Raritan - CommandCener{R] Secure Gateway : Dewice Groups

Groups View Help

O&8 0 Servor ime: 16526 (GMT-05:00)

B Deviek Graups Dovice Growps Manager
Al Deevices
CC Super-User Device Growg
besk
test group

Soarch For Dewice Group

| |1 %aarch |

| wser: admin |

Figure 57 Device Groups Manager
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2. Click the New Group icon [3 in the toolbar. The Device Group: New panel displays.

Crevice Group : New

H Cidsice Group mame 8 amply

Graup name

Select Devices | Describe Devices
Devices
Available: Selected:

Channel 5
Draminion-Ex
Kennys2-KS5x
Kenny 3Z-KH
ThePowerStrip

Search for Device: Search for Device:

| | Go | | G0

[] treate Full Access Policy for Group

Cancsl

Figure 58 Device Group: New Panel, Select Devices Tab

In the Group name field, type a name for a device group you want to create.

There are two ways to add devices to a group, Select Devices and Describe Devices. The
Select Devices tab allows you to select which devices you want to assign to the group by
selecting them from the list of available devices. The Describe Devices tab allows you to
specify rules that describe devices, and the devices whose parameters follow those rules will
be added to the group.

Select Devices

Click the Select Devicestab in the Device Group: New panel.

In the Available list, select the device you want to add to the group, then click Add to move
the device into the Selected list. Devices in the Selected list will be added to the group.

If you want to remove a device from the group, select the device name in the Selected list,
and then click Remove.

You can search for a device in either the Available or Selected list. Type the search terms in
the field below the list, and then click Go.

=V=
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Describe Devices

a. Click the Describe Devices tab in the Device Group: New panel. In the Describe Devices
tab, you create a table of rules that describe the devices you want to assign to the group.

| celect Device: | Describe Devices

Prefix Category  Operator Element RBule Name |
|Devics Mame | | (Pulel
[Device Hame | 1 {Rulel

(&)
&
Short expression:

[Rl_-leu & Rulel | Walidats E

Normalized expression (Description):

View Devices I

[] create Full Access Policy for Group

Cancel |

Figure 59 Describe Devices Tab

b. Click the Add New Row icon @ to add a row to the table.

Double-click the cell created for each column to activate a drop-down menu. Select the rule
components you want to use from each list.

e Prefix — Leave this blank or select NOT. If NOT is selected, this rule will filter for
values opposite of the rest of the expression.

e Category — Select an attribute that will be evaluated in the rule. All categories you
created in the Association Manager will be available here.

e Operator — Select a comparison operation to be performed between the Category and
Element items. Three operators are available: = (is equal to), LIKE (used for find the
Element in a name) and <> (is not equal to).

e Element — Select a value for the Category attribute to be compared against. Only
elements associated with the selected category will display here (for example: if
evaluating a “Department” category, “Location” elements will not appear here).

e Rule Name- This is a name assigned to the rule in this row. It is not editable, it is used
for writing descriptions in the Short Expression field.

An example rule might be Department = Engineering, meaning it describes all
devices that the category “Department” set to “Engineering.” This is exactly what happens
when you configure the associations during an Add Device operation.

d. If you want to add another rule, click Add New Row, and then make the necessary
configurations. Configuring multiple rules will allow more precise descriptions by providing
multiple criteria for evaluating devices.

=V=
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c.

The table of rules only makes available criteria for evaluating nodes. To write a description
for the device group, add the rules by Rule Name to the Short Expression field. If the
description only requires a single rule, then simply type that rule’s name in the field. If
multiple rules are being evaluated, type the rules into the field using a set of logical operators
to describe the rules in relation to each other:

e & - the AND operator. A node must satisfy rules on both sides of this operator for the
description (or that section of a description) to be evaluated as true.

e | - the OR operator. A device only needs to satisfy one rule on either side of this operator
for the description (or that section of a description) to be evaluated as true.

e (and ) — grouping operators. This breaks the description into a subsection contained
within the parentheses. The section within the parentheses is evaluated first before the
rest of the description is compared to the node. Parenthetical groups can be nested inside
another parenthetical group.

For example: If you want to describe devices that belong to the engineering department,
create a rule that says Department = Engineering. This will become Rule0. Then
type Rule0 in the Short Expression field.

Another example: If you want to describe a group of devices that belong to the engineering
department, or are located in Philadelphia, and specify that all of the machines must have 1
GB of memory you need to start by creating three rules. Department = Engineering
(Rule0) Location = Philadelphia (Rulel) Memory = 1GB (Rule2).These rules
need to be arranged in relation to each other. Since the device can either belong to the
engineering department or be located in Philadelphia, use the OR operator, |, to join the two:
RuleO|Rulel. We will make this comparison first by enclosing it parentheses:
(RuleO|Rulel). Finally, since the devices must both satisfy this comparison AND
contain 1GB of memory, we use the AND connector, &, to join this section with Rule2:
(RuleO|Rulel) &Rule2. Type this final expression in the Short Expression field.

If you want to remove a row from the table, select the row, and then click the Remove

Selected Row icon |E| .

If you want to see the list of devices whose parameters follow the rules you have defined,
click View Devices.

Click Validate when a description has been written in the Short Expression field. If the
description is formed incorrectly, you will receive a warning. If the description is formed
correctly, a normalized form of the expression will appear in the Normalized Expression
field.

Click View Devices to see what nodes satisfy this expression. A Devices in Device Group
Results window will appear displaying the devices that will be grouped by the current
expression. This can be used to check if the description was correctly written. If not, you can
return to the rules table or the Short Expression field to make adjustments.

Check the Create Full Access Policy for Group checkbox if you want to create a policy for
this device group that allows access to all devices in the group at all times with control
permission.

If you want to add another device group, click Apply to save this group, then repeat the steps
in this section to add additional device groups. If you have finished adding device groups,
click OK to save this group and exit the Device Group: New panel.
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Edit Device Group

1. On the Associations menu, click Device Groups. The Device Groups Manager window

opens.
i3 Raritan - CommandCenter{R] Secure Gateway : Dewice Groups E:]Eﬁ-"k
Groups Wiew Help
O&8 0 Server ime: 16126 (GHT-05:00)
B- Device Groups Dovice Groups Manager
Al Deevices

O Super-Lser Device Groug
kosk
ket group

Swarch For Device Group
| 1 %aanch |

| wser: admin |

Figure 60 Device Groups Manager Screen

2. Existing device groups display in the left panel.. Select the Device Group whose name you
want to edit. The Device Group Details panel appears.

3. If you want to edit the device group name, type a new name for the device group in the
Group Name field.

4. Edit the device group’s included devices using the Select Device or Describe Devices tabs.
Please refer to Add Device Group in the previous section for additional information.

5. Click OK to save your changes.

—=V=

=& Raritan.



CHAPTER 5: ADDING DEVICES AND DEVICE GROUPS 67

Delete Device Group

1. On the Associations menu, click Device Groups. The Device Groups Manager window
opens.

i3 Raritan - CommandCenter{R] Secure Gateway : Dewice Groups
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Figure 61 Device Groups Manager Screen

2. Existing device groups display in the left panel. Select the device group you want to delete.
The Device Group Details panel appears.

3. On the Groups menu, click Delete.
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Figure 62 Delete Device Group Window
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4. The Delete Device Group panel appears. Click Delete.

L4 Raritan CommandCenler (K] Secure Gateway : Device Groups
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Figure 63 Delete Device Group Panel

5. Click Yesin the confirmation message that displays.
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Chapter 6: Configuring Power Control

In CC-SG, PowerStrips must be connected to one of the following devices:
e Dominion KX

e Dominion KX2

e Dominion SX 3.0

e Dominion SX 3.1

e Dominion KSX

e Paragon II System Controller (P2SC)

To configure PowerStrips in CC-SG , you must know which Raritan device the powerstrip is
connected to physically.

Process for Configuring Power Control in CC-SG

e Complete all physical connections between the device, the powerstrip, and the nodes that are
powered by the powerstrip. Please refer to the RPC Quick Setup Guide, Dominion PX Quick
Setup Guide, and CC-SG Deployment Guide for details on physical connections between
PowerStrips, devices, and nodes.

e Add the managing device to CC-SG. The procedure varies for different Raritan devices.
Please refer to the section that corresponds to the device to which the PowerStrip is connected:

e Configuring Power Strips Connected to KX, KX2, and P2SC
e Configuring Power Strips Connected to SX 3.0 and K SX
e Configuring Power Strips Connected to SX 3.1.

e Configure outlets.

e Associate each outlet with the node that it powers by adding a Managed PowerStrip
interface to the node.

Configuring PowerStrips Connected to KX, KX2, and P2SC

CC-SG automatically detects PowerStrips connected to KX and KX2 devices. You can perform
the following tasks in CC-SG to configure and manage PowerStrips connected to KX and KX2
devices.

e Add a PowerStrip Device Connected to a KX or KX2 Device
e Move a KX or KX2’s PowerStrip to a Different Port
e Delete a PowerStrip Connected to a KX or KX2 Device

Add a PowerStrip Device Connected to a KX, KX2, or P2SC Device

When you add a KX or KX2 device that is connected to a PowerStrip to CC-SG, the PowerStrip
is added automatically. The PowerStrip will display in the Devices tab, beneath the KX or KX2
device that it is connected to.

Move a KX, KX2, or P2SC’s PowerStrip to a Different Port

When you physically move a PowerStrip from one KX, KX2, or P2SC device or port to another
KX, KX2, or P2SC device or port, CC-SG automatically detects the PowerStrip and updates its
association to the correct device. You do not have to add the PowerStrip to CC-SG separately.

Note: When you physically remove a Power Strip from a P2SC port, but you do not connect it to
another port, CC-SG does not remove the PowerStrip from the old port. You must perform a
partial or full database reset of the UMT to which the PowerSrip is connected to remove the
Power Srip from the Devices tab. Please refer to the Raritan
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Delete a PowerStrip Connected to a KX, KX2, or P2SC Device

You cannot delete a PowerStrip connected to a KX or KX2 device from CC-SG. You must
physically disconnect the PowerStrip from the KX or KX2 device to delete the PowerStrip from
CC-SG. When you physically disconnect the PowerStrip from a KX or KX2 device, the
PowerStrip and all configured outlets disappear from the Devices tab.

Configuring PowerStrips Connected to SX 3.0 and KSX

You can perform the following tasks in CC-SG to configure and manage PowerStrips connected
to SX 3.0 or KSX devices.

Note: Power Strips must be physically connected to the Power Port of a KSX device.

e Add a PowerStrip Connected to an SX 3.0 or KSX Device
e Delete a PowerStrip Connected to an SX 3.0 or KSX Device
e Change a PowerStrip’s Device or Port Association (SX 3.0, KSX)

Add a PowerStrip Connected to an SX 3.0 or KSX device
1. Addthe SX 3.0 or KSX deviceto CC-SG.

2. On the Devices menu, click Device Manager, Add Device.

3. Select Power Strip from the Device type drop-down menu.
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[Kenny-ksrddn - [Pawerpart -]

Daccription:

[¥] Configure All Cutiets
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4 4
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Figure 64 Adding a PowerStrip device

3. Type a name for the PowerStrip in the Power Strip Name field. Hold your cursor over the
field to see the number of characters allowed in the name. Spaces are not permitted.

4. Click the Number of Outlets drop-down menu and select the number of outlets this
PowerStrip contains.

5. Click the Managing Device drop-down menu, and then select the SX 3.0 or KSX device that
is connected to this power strip.
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6. Click the Managing Port drop-down menu, and then select the port on the SX 3.0 or KSX
device to which this power strip is connected.

(Optional) Type a short description of this PowerStrip in the Description field

8. (Optional) Check Configure All Outletsif you want to automatically add each outlet on this
PowerStrip device to the Devices tab. If you don’t configure all outlets now, you can
configurethem later.

9. (Optional) For each Category listed, click the Element drop-down menu, and then select the
element you want to apply to the device from the list. Select the blank item in the Element
field for each Category you do not want to use. Please refer to Chapter 4: Creating
Associations for details.

10. When you are done configuring this PowerStrip, click Apply to add this device and open a
new blank Add Device screen that allows you to continue adding devices. Or, click OK to
add this Power Strip without continuing to a new Add Device screen.

Delete a PowerStrip Connected to an SX 3.0 or KSX Device

You can delete a powerstrip connected to an SX 3.0, KSX or P2SC device, even if the powerstrip
is still physically connected. If you disconnect the powerstrip from the SX 3.0, KSX or P2SC
device it is associated with, it will still appear in the devices tab beneath that device. If you want
to remove it from display, you must delete the powerstrip.

1. In the Devices tab, select the PowerStrip you want to delete.
2. On the Devices menu, click Device Manager, Delete Device.

3. Click OK to delete the PowerStrip. A Device Deleted Successfully message confirms that
the PowerStrip has been deleted. The PowerStrip icon is removed from the Devices tab.

Change a PowerStrip’s Device or Port Association (SX 3.0, KSX)
If a PowerStrip is physically moved from one SX 3.0 or KSX device or port to another SX 3.0 or
KSX device or port, you must change the association in the PowerStrip Profile in CC-SG.

1. In the Devices tab, select the PowerStrip that has been moved from one SX 3.0 or KSX
device or port to another.

2. Click the Managing Device drop-down menu, and then select the SX 3.0 or KSX device that
is connected to this powerstrip.

3. Click the Managing Port drop-down menu, and then select the port on the SX 3.0 or KSX
device to which this powerstrip is connected.

4. Click OK.

Configuring PowerStrips Connected to SX 3.1

You can perform the following tasks in CC-SG to configure and manage PowerStrips connected
to SX 3.1 devices.

e Add a PowerStrip Device Connected to a SX 3.1 Device
e Move an SX 3.1’s PowerStrip to a Different Port

e Delete a PowerStrip Connected to an SX 3.1 Device

Add a PowerStrip Device Connected to an SX 3.1 Device

The procedure for adding a powerstrip connected to an SX 3.1 device varies depending on
whether the SX 3.1 device has been added to CC-SG.

If the PowerStrip is connected to the SX 3.1 device, and the device has not been added to CC-SG yet:
1. Addthe SX 3.1 deviceto CC-SG.

2. CCSQG detects the PowerStrip and adds it automatically. The PowerStrip will display in the
Devices tab, beneath the SX 3.1 device that it is connected to.
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If the SX 3.1 device has already been added to CC-SG, and the PowerStrip is connected to the device
later:

1. Addthe SX 3.1 deviceto CC-SG.

Configurethe ports of the SX 3.1 device.

In the Devices tab, select the SX 3.1 device to which the PowerStrip is connected.
Click the + next to the device icon to expand the list of ports.

Right-click the SX 3.1 port that the PowerStrip is connected to, and select Add Powerstrip
from the pop-up menu.

A

6. Enter the number of outlets that the PowerStrip contains, and then click OK. The PowerStrip

Move an SX 3.1's PowerStrip to a Different Port

When you physically move a PowerStrip from one SX 3.1 device or port to another SX 3.1
device or port, you must delete the Power Strip from the old SX 3.1 port, and add it to the new

SX 3.1 port.

Delete a PowerStrip Connected to a SX 3.1 Device

You can delete a powerstrip connected to an SX 3.1 device, even if the powerstrip is still
physically connected. If you disconnect the powerstrip from the SX 3.1 device it is associated
with, it will still appear in the devices tab beneath that device. If you want to remove it from
display, you must delete the powerstrip.

1. Inthe Devicestab, select the PowerStrip you want to delete.
2. On the Devices menu, click Device Manager, Delete Device.

3. Click OK to delete the PowerStrip. A Device Deleted Successfully message confirms that
the PowerStrip has been deleted. The PowerStrip icon is removed from the Devices tab.

Configure Outlets on a PowerStrip

You must configure the outlets on a PowerStrip before you can associate each outlet with a node
by adding the Managed Powerstrip interface to the node.

There are three methods for configuring outlets:

To configure outlets from the PowerStrip profile

1. In the Devices tab, click the + next to the device that is connected to the PowerStrip to
expand all ports.

2. Select the PowerStrip whose outlets you want to configure.

3. Inthe Device Profile: PowerStrip screen, select the Outlets tab.

4. Select the checkbox for each outlet you want to configure, and then click OK.
5. The outlets will display beneath the PowerStrip icon in the Devices tab.

To configure outlets from the Configure Ports screen

1. In the Devices tab, click the + next to the device that is connected to the PowerStrip to
expand all ports.

2. Select the PowerStrip whose outlets you want to configure.
3. On the Devices menu, click Port Manager, and then click Configure Ports.
1. To configure multiple outlets with the default names shown in the screen, select the checkbox

for each outlet you want to configure, and then click OK to configure each outlet with the
default name.

2. To configure each outlet individually, click the Configur e button next to the outlet, and then
type a name for the outlet in the Port name field. Click OK to configure the port.
To delete an outlet

1. In the Devices tab, click the + next to the device that is connected to the PowerStrip to
expand all ports.
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2. Click the + next to the PowerStrip to expand all outlets.
3. On the Devices menu, click Port Manager, Delete Ports.
4. Select the checkbox for each outlet you want to delete, and then click OK to delete the outlet.
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Chapter 7. Configuring Nodes and Interfaces

This chapter discusses how to view, configure, and edit nodes and their associated interfaces.
Please refer to Raritan’s CommandCenter Secure Gateway User Guide for additional
information on connecting to nodes.

View Nodes

In CC-SG, you can view all nodes in the Nodes tree, and select a node to view its Node Profile.

Nodes Tree

When you click the Nodes tab, the Nodes tree displays the available nodes. Nodes are displayed
alphabetically by name, or grouped by their availability status. Nodes grouped by availability
status are sorted alphabetically within their availability grouping. To switch between sorting
methods, right-click the tree, click Node Sorting Options, then click By Node Name or By Node
Status.

Node Profile

Click a Node in the Nodes tree to open the Node Profile screen, which includes information
about the node, its interfaces, the default interface, and the categories and elements assigned to
the node. Nodes that support virtual media include an additional column that shows whether
virtual media is enabled or disabled.

Modes | Users | Devices | Node Profile b
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Figure 65 The Nodes Tab and Nodes Profile Screen

Node and Interface Icons

For easier identification, nodes have different icons in the Nodes tree. Hold the mouse pointer
over an icon in the Nodes tree to view a tool tip containing information about the node.

25 | Node available — the node has at least one interface that is up.
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L5 | Node unavailable — the node has does not have an interface that is up.

Nodes and Interfaces Overview

About Nodes

Each node represents a target that is accessible through CC-SG, either via In-Band (direct IP) or
Out-of Band (connected to a Raritan device) methods. For example, a node can be a server in a
rack connected to a Raritan KVM over IP device, a server with an HP iLO card, a PC on the
network running VNC, or a piece of networking infrastructure with a remote serial management
connection.

You can manually add nodes to CC-SG after you have added the devices to which they are
connected. However, nodes can also be created automatically, by checking the Configure all
ports checkbox on the Add Device screen when you are adding a device. This option allows CC-
SG to automatically add all device ports, and add a node and an out-of-band KVM or serial
interface for each port. You can always edit these nodes, ports, and interfaces later, as described
in this chapter. Please refer to Chapter 3: Configuring CC-SG with Guided Setup or Chapter
5: Adding Devices and Device Groups: Add a Device, for additional information.

Node Names

Node names must be unique. CC-SG will prompt you with options if you attempt to manually add
a node with an existing node name. When CC-SG automatically adds nodes, a numbering system
ensures that node names are unique.

About Interfaces

In CC-SG, nodes are accessed through interfaces. You must add at least one interface to each new
node. You can add different types of interfaces to a node to provide different kinds of access,
such as Out-of-Band KVM, serial, or power control, or In-Band SSH/RDP/VNC,
DRAC/RSA/ILO, depending on the node type.

A single node may have multiple interfaces, but it can only have one out-of-band serial or KVM
interface. For example, a PC running Windows Server 2003 may have an out-of-band KVM
interface through its keyboard, mouse, and monitor ports, and a power interface to manage the
outlet to which it is connected.

Important! Many of the menu bar commands described in this chapter can be
accessed by right-clicking a Node and selecting a command from the shortcut
menu that appears.
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Add Node

To add a new node to CC-SG:
1. Click the Nodes tab.
2. On the Nodes menu, click Add Node.

Node Profile X

,"'i"-, Please provide node properties.
W

Hode Name:

Crascription:

Interfaces

Type Namies Status il alkility Rantan Device

Default Interface:

MNode Associabions

Cabegory Element
Building
Lacabion
System Type
US States and territories

4 4 4 A

I| App | | Cancal

Figure 66 Add Node Screen

3. Type a name for the node in the Node Name field. All node names in CC-SG must be unique.
(Optional) Type a short description for this node under the Description field.

5. You must configure at least one interface. Click Add in the I nterfaces area of the Add Node
screen to add an interface. Please refer to the Add an Interface section below for additional
information on this procedure.

6. A list of Categories and Elements can be configured to better describe and organize this
node. Please refer to Chapter 4: Creating Associations for additional information.

e For each Category listed, click the Element drop-down menu, and then select the
element you want to apply to the node from the list. Select the blank item in the Element
field for each Category you do not want to use.

e If you do not see the Category or Element values you want to use, you can add more
through the Associations menu. Please refer to Chapter 4: Creating Associations for
additional information.

7. Click OK to save the node. The node will be added to the node list.

Add an Interface

1. For an existing node: click the Nodes tab, and then select the node to which you want to add
an interface. In the Node Profile screen that appears, click Add in the I nterfaces section.

If you are adding a new node: click Add in the I nterfaces section of the Add Node screen.
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The Add Interface Window appears.

2. Click the Interface Type drop-down menu and select the type of connection being made to
the node:

In-Band Connections

DRAC KVM: Select this item to create a KVM connection to a Dell DRAC server
through the DRAC interface. You will be required to configure a DRAC Power interface
afterwards.

RDP: Select this item to create a KVM connection to a node using Remote Desktop
Protocol (for example, the Remote Desktop Connection on a Windows server).

RSA KVM: Select this item to create a KVM connection to an IBM RSA server through
its RSA interface. You will be required to configure an RSA Power interface afterwards.
SSH: Select this item to create an SSH connection to a node.

VNC: Select this item to create a KVM connection to a node through VNC server
software.

iLO/RILOE KVM: Select this item to create a KVM connection to an HP server through
an iLO or RILOE interface.

Out-of-Band Connections

KVM: Select this item to create a KVM connection to a node through a Raritan KVM
device (KX, KX101, KSX, IP-Reach, Paragon II).

Serial: Select this item to create a serial connection to a node through a Raritan serial
device (SX, KSX).

Power Control Connections

DRAC: Select this item to create a power control connection to a Dell DRAC server.

IPMI: Select this item to create a power control connection to a node through an IPMI
connection.

Managed Power Strip: Select this item to create a power control connection to a node
powered through a Raritan PowerStrip.

RSA: Select this item to create a power control connection to an RSA server.

iLO/RILOE: Select this item to create a power control connection to an HP iLO/RILOE
server.

3. A default name will appear in the Name field depending on your selection. You can replace
this with a name of your choice if you want. This name will appear next to the interface in the
Nodes list.




CHAPTER 7: CONFIGURING NODES AND NODE GROUPS

79

For

connections:

ANl
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Username: Pazsword:
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Crascription:

i |
[ ] 4 Cancel I

Figure 67 Add Interface—In-Band iLO/RILOE KVM

iLO/RILOE power

Type the IP Address or Hostname for this interface in the | P Address/Hostname field.
If necessary, type a TCP Port for this connection in the TCP Port field.
Type a username for this connection in the User name field.
If necessary, type a password for this connection in the Password field.
Click OK add the interface to the node. You will be returned to the Add Node or Node

Profile screen.
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For Out-of-Band KVM, Out-of-Band Serial connections:

Add Interface
fE“u Plesss provide interface paramesters
s

Irterface Type

Cut-of-Band - Sarial = |
Applcation name: Raritan Davice Mame

[Mulsi Flatfarm Client *| [kenny-kSH4a0 |
Raritan Fart Name

|ﬁ|d|-||n - |

Baud rata; ParityDiata bets: Flaw contral:

|12illll ] INnne.l"B I [Nnne |
Drescription:

| =14 Cancel l

Figure 68 Configuring an Out-of-Band KVM Connection

1. Click the Application name drop-down menu and select the application you want to use to
connect to the node with the interface from the list. To allow CC-SG to automatically select
the application based on your browser, select Auto-Detect.

2. Click the Raritan Device Name drop-down menu and select the Raritan device providing
access to this node. Note, a device must be added to CC-SG first before appearing in this list.

3. Click the Raritan Port Name drop-down menu and select the port on the Raritan device
providing access to this node. The port must be configured in CC-SG before it will appear in
this list. On serial connections the Baud Rate, Parity and Flow Control values will populate
based on the port’s configuration.

4. Click OK add the interface to the node. You will be returned to the Add Node or Node
Profile screen.
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For Managed Power Strip connections:

2N Add Interface [El
Add Interface

I-’ E"‘. Pleass provide interface parameters
e

Interface Type

IF‘{I\'IE‘I‘ Contral - Managed Power Strip w I

Hame:

|P|: wer Control - Managed Power Strip Interface |

Managing Device Hanaging Port

|Ren'|'|--K‘SHﬂ€II:I 'l |Pﬂwl.-rP‘n|r'|: |

Pawer Strnp BMame Power Strp Cutlat Mame

[Powerstrip =] |outles_1 -|

Deseription:

I |
[ =14 Cancel I

Figure 69 Configuring a Managed Power Strip Power Control Interface

1. Click the Managing Device drop-down menu and select the Raritan device that the Power
Strip that provides power to the node is connected to. The device must be added to CC-SG.

2. Click the Power Strip Name drop-down menu and select the Power Strip that provides
power to the node. The power strip must be configured in CC-SG before it will appear in this
list.

3. Click the Power Strip Outlet Name and select the name of the outlet the node is plugged
into.

. (Optional) Type a description of this power control interface in the Description field.
5. Click OK add the interface to the node.

Note: When you create a Managed Power Strip interface that specifies a KX as the managing
device, the outlet you specify will be renamed with the associated node’ s name.
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For IPMI Power Control connections:

A Add Interface E|
Add Interface

{i) Please provide interface parameters

Interface Type

Power Cantrol - IPMI =

Mame:

|P|:n'-.ler Control - [PMI Interface

IP Address/Hostname: UCF Port:

[192.165.77.10 | | 623

Authertication: Check Interval (seconds):
|F‘aﬁswnrd ""| | EIZIEI|

Username: Password:

|a|:ln1in | |"‘*****‘ |

Description:
[TPMI interface] |

Ok Cancel |

Figure 70 Configuring an IPMI Power Control Interface

1. Type the IP Address or Hostname for this interface in the | P Address/Hostname field.
Type a UDP Port number for this interface in the UDP Port field.

Click the Authentication drop-down menu and select an authentication scheme for
connecting to this interface.

Type a check interval for this interface in the Check Interval (seconds) field.
Type a username for this interface in the Username field.

N

If necessary, type a password for this interface in the Password field.

Click OK add the interface to the node. You will be returned to the Add Node or Node
Profile screen.

NS » e

Results of Adding an Interface

After adding an interface, it will appear in the Interfaces table and the Default Interface drop-
down menu of the Add Node or Node Profile screen. You can click the drop-down menu to
select the default interface to use when making a connection to the node.

After changes to the Add Node or Node Profile screen are saved, the name of the interface(s)
will also appear on the Nodes list, nested under the node it provides access to.

When you add a Managed Power Strip interface that specifies a KX as the managing device, the
outlet you specify will be renamed with the associated node’s name.

=}
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Bulk Copy for Node Categories and Elements

The Bulk Copy command allows you to copy the assigned categories and elements from one node
to multiple other nodes. Please note that categories and elements are the only properties copied in
this process.

1. Click the Nodestab and select a node from Nodes tree.
2. On the Nodes menu, click Bulk Copy.

3. In the All Nodes list, select the nodes to which you are copying the categories and elements
of the node in the Node Name field.

Click > to add a node to the Selected Nodes list.
5. Toremove a device from the Selected Nodes list, select the node, and then click <.

6. Click OK to bulk copy. A Node Copied Successfully message confirms that node categories
and elements have been copied.

Connect to a Node

Once a node has an interface, you can connect to that node through the interface in a number of
ways. Please refer to Raritan’s CommandCenter Secure Gateway User Guide for additional
information.

Mode Profile b4

-"_i“\l Please provide node properties.
p

Mode Narme:

|'Serid| Target 3 ]

Description:
|Serid| node connected to kS:-cl

Interfaces
Type Hame Status B ailsbility Rartan Device
Qut-of-Band - Serial | Senal Target 3 Up 1dle Kenny-KS 440

Figure 71 Connecting to a Node's Configured Interface

1. Click the Nodes tab.
Select the node you want to connect to.
3. Inthe Interfacestable, click the name of the interface you want to connect with.

Alternatively:

1. In the Nodes tab, click the + symbol next to the node you want to connect to, expanding the
list of interfaces underneath it.

2. Double-click the name of the interface you want to connect with.

Edit an Interface

To edit an interface:

1. Click the Nodes tab.

2. Click the node with the interface you want to edit.

3. Inthe Interfacestable, select the row of the interface you want to edit.
4. Click Edit.
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Edit Interface §|

Edit Interface

|® Please provide interface parameters
| Interface Type

[out-of-Band - KuM

Mame: Application name:
[out-of-Band - KWM Interface | |Raritan Remote Client v|
Raritan Device Mame Raritan Port Name
|Kenn\,r32—K>< A | |Channe| 3 X |
Description:

[Channel number 3 on Kenny's K Device |

oK || Cancel |

Figure 72 Editing an Interface

5. You cannot change the type of the existing interface. You can change the | nterface Name,
Description, and the values of the other fields for this type. Please refer to the Add Interface
section above for additional information.

Delete an Interface

To delete an interface from a node:

1. Click the Nodes tab.

2. Click the node with the interface you want to delete.

3. Inthe Interfacestable, click the row of interface you want to delete.
4. Click Delete. You will be prompted to confirm your decision.

5. Click Yesto delete the interface.

Ping a Node

You can ping a node from CC-SG to make sure that the connection is active.
1. Click the Nodestab, and then select the node you want to ping.
2. On the Nodes menu, select Ping Node. The ping results appear in the screen.

Edit a Node

Existing nodes appear in the Nodes tab and can be edited. To edit a node:
1. Click the Nodestab, and then select the node you want to edit.

—=V=
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7.

Node Profile X
'/i\' Flzase provide node properties.

b=
Mode Name:
|Jay's Engineering Workstation |
Description:
|Jay's warkstation in the lab. Corner desk by the double doaors. Fedora Core 3

Interfaces

Tvpe Mame Status Availability
Qut-of-Band - KM |Out-of-Band - KWM Interface |up |Id|a
Add H Edit || Delete |

Default Interface

Cut-of-Band - KWM Interf... =

Mode Associations

Category Element

Department Engineering =
Locstion

Market Area

Memory 1 GhB

ServerTypes

Systen Type Linux =

[s]8 Cancel

Figure 73 Edit Node Screen

If you want, type a new name for the node in the Node Name field. All node names in CC-
SG must be unique.

(Optional) Type a new short description for this node under the Description field.

Click Add in the Interfaces area to add a new interface. Please refer to the Add Interface
section above for additional information on this procedure.

Select an existing node in the I nterfaces table, and then click Edit or Delete to edit or delete
that interface from the node. Please refer to the Edit an Interface or Delete an Interface
section above for additional information on this procedure.

A list of Categories and Elements can be configured to better describe and organize this
node. A category is a way to classify a node and an element is a specific value for that
classification. For example, if the node represents a PC belonging to the engineering
department, for a category called Department, one could select an element called Engineering.

To configure a Categories and Elements for the node:

a. For each Category in the list you want to assign a value to double-click the Element
field next to it. The field turns into a drop-down menu.

b. Click the drop-down menu and select the desired Element value. Select None if you do
not want to use this Category.

If you do not see the Category or Element values you desire, more can be added through the
Associations menu. Please refer to Chapter 4: Creating Associations for additional
information on creating Categories and Elements.

Click OK when you are done configuring the node.

Delete a Node

Deleting a node will remove it from the Nodes List. The node will no longer be available for
users to access and it will lose all of its previous interfaces and associations.

To delete a node:

L.

Click the Nodes tab to the left.

=V=
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2. Right-click the node you want to delete and select Delete Node. The Delete Node screen
appears displaying the name of the selected node.

Delete Node X

Mode Mame:[Serial Target 2

Figure 74 Deleting a Node

3. Click OK to delete the node or Cancel to exit without deleting.
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Chat

Chat provides a way for users connected to the same node to communicate with each other. You
must be connected to a node to start a chat session for that node. Only users on the same node
will be able to chat with each other.

To engage in a chat session:

1. Click the Nodestab to the left.

2. Right-click a node you are currently connected to and select Chat, then Start Chat Session if
no session has been created yet. A Chat session will be created.

£ port ChatJay's Engineering Workstation E“E|E|
Chat Users
[admin@19Z2.165.51.78]: Hello? Is anybody here? admin@19z.168.5:2
|It sounds kind of guiet.., | 1 4
| Send || Clear || Close |
Useradmin@19z.168.51.78

Figure 75 Chat Session for a Node

If a chat session is in progress, Right-click the node, select Chat, then Show Chat Session to
join the chat session.

The chat session window will appear with the message fields on the left and a list of users in
the chat session on the right.

3. Type a message in the new message (lower left) field and press the <Enter> key or click
Send. The message will appear in the chat (upper left) field for all users to see.

4. Click Clear to clear any message you have typed in the new message field but have not sent.
Clear will not clear the chat field.

5. Click the Close to leave or end the chat session.

You will be prompted if you want to close the chat session. Click Yes to close the chat
session for all participants, click No to exit the chat session but leave it running for others.

You can also close a chat session for all participants from the nodes tab. Right-click the node with
the chat session, select Chat, then End Chat Session.

Node Groups

Node groups allow administrators to create logical groups of nodes either arbitrarily or based on
their Categories and Elements for use in creating access policies. Please refer to Chapter 9:
Palicies for details on creating node groups and applying policies to groups.

The Node Groups window is available from the Nodes tab by right-clicking and selecting Node
Groups.
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Chapter 8: Adding and Managing Users and User
Groups

Users make up the individual users and administrators that connect to CC-SG in order to access
nodes and manage devices. User Groups are organizations that define a set of privileges for its
member users; users by themselves have no privileges. In general, all users must belong to a user
group.

CC-SG maintains its own centralized user list and user group list for authentication and
authorization, described in this chapter. When using external authentication schemes (for example,
RADIUS or Active Directory) users groups and policies still need to be created on CC-SG.
Configuring CC-SG to use external authentication is covered in Chapter 10: Remote
Authentication. Creating policies for access is covered in Chapter 9: Policies.

The Users Tree
Click the Users Tab to display the Users Tree.

= _; CC Super-User

admin
B _'; CC Users
Charlie
kenny
:; CizDeviceCTonfiglpgradeM
:_'; CCDevicePortModeMgmnt
:_'; CCEetupandControl
:_'; CCUserMamnt
:'; MoPrivileges
:’; System Administrators
:’; TestNumber0lZ2345678201
= _: Users Mot In Group
Mickey_Mouse
1 r

Search For User

Figure 76 The Users Tree

The Users Tree displays all of the User Groups and Users in CC-SG. Users are nested underneath
the User Groups they belong to. User Groups with users assigned to them appear in the list with a
+ symbol next to them. Click in the symbol will expand or hide their list of member users. Active
users, those currently logged in to CC-SG appear in bold.

The Users Tree provides the ability to search for users within the tree. The method of searching
can be configured through the My Profile screen described later in this chapter.
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Special User Groups

CC-SG is configured with three user groups by default: CC-Super User, System
Administrators, and CC Users.

CC Super-User Group

The CC Super-User group has full administrative and access privileges. Only one user can be a
member of this group. The default username is admin. You can change the default username.
You cannot delete the CC-Super User group. You cannot change the privileges assigned to the
CC-Super User group, add members to it, or delete the only user from the group. Strong
passwords are always enforced for the member of the CC-Super User group.

System Administrators Group

The System Administrators group has full administrative and access privileges. Unlike the CC-
Super User group, you can change the privileges and add or delete members.

CC Users Group

The CC Users group has in-band and out-of-band nodes access. You can change the privileges
and add or delete members.

Users Not in Group

Users Not In Group has no privileges and users cannot be created in or manually moved to this
group. Users are assigned to this group if they are removed from all of their existing User Groups.

Important! Many commands in this chapter cannot be selected unless the
appropriate User Group or User is first selected.

Many of the menu bar commands described in this section can be accessed by
right-clicking a User Group or User and selecting a command from the
shortcut menu that appears.
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Add User Groups

Creating user groups first will help you organize users when they are added. When a user group is
created, a set of privileges is assigned to the user group. Users that are assigned to that group will
inherit those privileges. For example, if you create a group and assign it the User M anagement
privilege, all users assigned to the group will be able to see and execute the commands on the
User Manager menu. Please refer to Appendix C: User Group Privileges for additional

information on what each privilege means.

Configuring user groups involves four basic steps:

e Name the group and give it a description.

e Select the privileges the user group will have.

e Select the interface types the user group can use to access nodes.

e Select policies that describe what nodes the user group can access.

To create a new user group:

1. On the Users menu, select User Group Manager, then Add User Group. The Add User

Group screen appears

Add Lser Group

r"ih"-_ Choose usergroup properties to sdd,

User Group Hanb:

Descrighon:

Frivileges | DaviceMods Policies Active Dwectory ASsociations

[oSeleeted . Privilegs
| |CC Setup And Contral
] |\Cawice Canfiguration And Upgrade Managament
'_ Uzar Managem=nt
| User Security Management
|Device, Fort and Node Management
MNode Aocess
Eelu_md Frivilage
] Hode Cut-of-band Acoess
¥] |Nede In-band Access
] :rh:..1¢ Power Cortral

I X Cancel

Figure 77 Add User Groups Screen

2. Type a name for the user group in the User Group Name field. User Group names must be

unique.

Click the Privilegestab.

S kW

(Optional) Type a short description for the group in the Description field.

Check the checkbox that corresponds to each privilege you want to assign to the user group.
Below the privileges table is the Node Access area with privileges for three kinds of node

access: Node Out of Band Access, Node I n-Band Access, and Node Power Control. Check
the checkbox that corresponds to each type of node access you want to assign to the user

group.
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7. Click the Device/Node Palicies tab. A table of policies appears.

Add User Group X
T Chesss uieragioup proparias i 544
Ly

User Group Kame:

."|.1:||||r| GEraup

Crsscriphion;
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Awarlsble Policies

Padicy Dervica Group. Node Group | Permission | Virbes! Hedia | Time (=)

Swun i Mon . Tue ; Wed | Thu | Fri i Sat
illow Ko Ports Mo Hodes Cootral Dany 00:00; [ 1 [ ZHN=ENCENG
Allow o5 Ports All Devices o5 Hodos Ceetral Dianiy oo | [l L Bl D Bl DB

Add ¥ Delete A |
Selpctod Polsies
ol wrup ’ Day(sh
T Davice Group Kode Grgup . Permisdion - Wetual Media Tima S L Mon | Tus | Wed | Thu. | e %k
Full Acgess .., All Gpvicas Ul Hadas Canbral Basd-write  G0;00:00 - ... | [#] [¥] [¥] o i [ []
Power Policy &1l Devices  Pomer Nodes Conbeol Deny onoozac - .| @ | b B | B[ =
0k I Apply | Caneel |

Figure 78 The Policies Tab on the Add User Group Screen

The All Policies table lists all the policies available on CC-SG. Each policy represents a rule
allowing or denying access to a group of nodes. Please refer to Chapter 9: Policies for more
information on policies and how they are created.

8. Inthe All Policieslist, select a policy that you want to assign to the user group, and then click
Add to move the policy to the Selected Policies list. Policies in the Selected Policies list will
allow or deny users access to the node (or devices) controlled by this policy.

9. Repeat this step to add additional policies to the user group.

10. If you want to simply allow this group to access all available nodes, select the Full Access
Policy in the Add Policies list, then click Add.

11. If you want to remove a policy from the user group, select the policy name in the Selected
Policies list, and then click Remove.

12. When you are done configuring policies for this group, click Apply to save this group and
create another, or click OK to save the user group without creating more. If you click Apply,
repeat the steps in this section to add user groups.

=V=

=& Raritan.
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Edit A User Group

Edit a User Group to change the existing privileges and policies for that group.

Note: You cannot edit the Privileges or Policies of the CC-Super User group and the Users not
in Group group.

To edit a group:

1
2
3
4.
5
6

10.

11.

12.

Click the Userstab to the left.

Click the user group in the Userstab. The User Group Profile appears.
(Optional) Type a new name for the user group in the User Group Name field.
(Optional) Type a new description for the user group in the Description field.
Click the Privilegestab.

Check the checkbox that corresponds to each privilege you want to assign to the user group.
Uncheck a privilege to remove it from the group.

In the Node Access area, click the drop-down menu for each kind of interface you want this
group to have access through and select Control.

Click the drop-down menu for each kind of interface you do not want this group to have
access through and select Deny.

Click the Policiestab. Two tables of policies will appear.

For each policy you want to add to the group, select policy in the All Policies, then click Add

to move the policy to the Selected Policies list. Policies in the Selected Policies list will
allow or deny users access to the node (or devices) controlled by this policy.

For each policy you want to remove from the user group, select the policy name in the
Selected Policies list, and then click Remove.

When you are done configuring policies for this group, click OK to save the changes to the
group or Cancel to exit without saving.
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Delete User Group

Deleting a User Group removes that group from CC-SG. Users in the deleted group will remain
in any other groups to which they have been assigned. If the users in the deleted group were not
in any other groups, they will be assigned to the Users Not in Group group, which does not have
any privileges assigned to it.

To delete a User Group:

1. Click the Userstab to the left.

2. Click the user group you want to delete in the UserStab.

3. On the Usersmenu, select User Group Manager, then Delete User Group.

Delete User Group 4

User group name:lCDpperhead Group

Figure 79 Deleting a User Group

4. Click OK to delete the User Group or Cancel to exit without deleting the group.
After clicking OK, a status message will appear to confirm the successful deletion of the group.

Add User

Add users to a group to assign the user access privileges in CC-SG. A User’s ability to access
nodes or manage devices will depend on what User Group they are added to.

To add a user:
1. Click the Userstab to the left.

2. Click the user group you want to add the user to in the Users tab (you cannot add a user
without selecting a group).

3. On the User smenu, select User Manager, then Add User.

Add User X
'/ij' Choose user properties to add,

Username:
‘CharlieSnake Login enabled [[] Remote authentication

New Password:

|********** | Strong passwords are required.

Retype Mew Password:

|********** |

[[] Farce Passwaord Change on Mext Lagin

[ Force Password Change Periodically

Expiration Period (Days): Date of Mext Password Change:

Email address:

|Char|ie s@exampleco.com

User Group{s):

Rattlesnake Group -

Figure 80 Adding a User

4. In the Username field, type the user name of the user you want to add. They will use this
name to log in to CC-SG.

5. Check Login Enabled if you want the user to be able to log in to CC-SG.

=& Raritan.
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6.

Check Remote Authentication only if you want the user to be authenticated by an external
server, such as TACACS+, RADIUS, LDAP, or AD. If you are using remote authentication,
a password is not required and the New Password and Retype New Password fields will be
disabled.

In the New Password and Retype New Password fields, type the password that the user will
use to log in to CC-SG.

Note: If strong passwords are enabled, the password entered must conform to the established
rules. The information bar at the top of the screen will display messages to assist with the
password requirements. Please refer to Chapter 13:. Advanced Administration for more
information on strong passwords.

8. Check Force Password Change on Next Login if you want to force the user to change the
assigned password the next time they log in.

9. Check Force Password Change Periodically if you want to specify how often the user will
be forced to change their password.

= If checked, in the Expiration Period (Days) field, type the number of days that
the user will be able to use the same password before being forced to change it.

10. In the Email address field, type the user’s email address. This will be used to send the user
notifications.

11. If you want to change the group you are adding this user to, click the User Groups drop-
down menu and select a new group.

12. When you are done configuring this user, click Apply to add this user and create another one,
or click OK to add the user without creating more. The users you create will appear in the
User s tab, nested underneath the user groups to which they belong.

Edit a User

To edit a user:

1.
2.
3.

Click the Userstab to the left.
Click the + symbol next to a User Group with the user you want to edit.
Click the user you want to edit. The User Profile appears.

Mo User Profile x
[} "i' Chonss user propesiss to sdi
4, Chrlis L Emayma
Ennny Charlie Login enabled Rarrgbe sutherbostan
aiallser
L ringkwiths Hew Password:
MoGrewsliear SAredey passmords are nol reguered.
: rhal Retype New Password:
LE
B svicacant s
=] it Force Passwend Changs on Kext Logs
=]
B ¥ Feroe Petsword Change Periodaeslly
B 3oL
4 waphmt Expration Penad (Days): Date of Neat Password Change:
4 MelliarSae
Emas addr
23
= harlg s mipla ghraritan. com
SYERUY ger Greupls):
L L Users, Spilem ASmanistralbars
L L
Swarch For User

Figure 81 Editing a Selected User
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Uncheck Login enabled if you want to prevent this user from logging in to CC-SG. Check
Login enabled if you want to allow this user to log into CC-SG.

Check Remote Authentication only if you want the user to be authenticated by an external
server, such as TACACS+, RADIUS, LDAP, or AD. If you are using remote authentication,
a password is not required and the New Password and Retype New Password fields will be
disabled.

In the New Password and Retype New Password fields, type a new password to change this
user’s password.

Note: If Strong Passwords are enabled the password entered must conform to the established
rules. The information bar at the top of the screen will assist with the password requirements.
Please refer to Chapter 13:. Advanced Administration for more information on Strong
Passwords.

7.

Check Force Password Change on Next Login if you want to force the user to change the
assigned password the next time they log in.

In the Email address field, type a new email address to add or change the user’s configured
email address. This will be used to send the user notifications.

When you are done editing this user click OK to save the changes to the user or Cancel to
exit without saving.

Note: You cannot edit a user to change what group they belong to. Please refer to Add User To
Group below for additional information.

Delete User

Deleting a user completely removes the user from CC-SG. This is useful for removing accounts
that are no longer needed.

To delete a user:

1.

2.
3.
4

Click the Userstab to the left.

Click the + symbol next to a User Group with the user you want to delete.
Click the user you want to delete.

On the User smenu, select User Manager, then Delete User.

Delete User X

Username [GeorgeDust

Warning: this command will delete this user from CommandCenter permanently!

Figure 82 Deleting a User

Click OK to permanently delete the user from CC-SG, or click Cance to exit without
deleting the user.

Note: This command delete all instances of a user, even if they exist in multiple user groups.
Please refer to Delete User From Group below if you want to just remove the user from a group.
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Assign Users To Group

Use this command to assign an existing users to a group they currently do not belong to. Users
assigned in this way will be added to their new group while still existing in any group they were
previously assigned to. To move a user, use this command in conjunction with Delete User From
Group described below.

To assign a user to a group:

1. Click the Userstab to the left.

2. Click the User Group you want to assign users to.

3. On the Usersmenu, select User Group Manager, then Assign Users To Group.

Assign Users to Group X
'fi\' Assign Users To Group
h =

User group name: |Test Group 7

Users not in group

CharliesSnake backup

> |
COMSYs b charlie
<«

Users in group

lese
MrTest
ninauser

oK || Cancel

Figure 83 Add Users To Group Screen

4. Users who are not assigned to the target group appear in the Users not in group list. Select
the users you want to add from this column, and then click the > button to move them to the
Usersin group list.

5. Click the >> button to move all users not in the group to the Usersin group list.

6. To remove people from the target group, select the users you want to remove in the Usersin
group list, and then click the < button.

Click the << button to remove all users from the Usersin group list.

8. When all the users have been moved to the appropriate column, click OK. The users in the
Usersin group list will be added to the selected User Group.

Delete Users From Group

This command removes a selected user from the group they are selected under. This command
will not remove the user from any other groups and will not delete the user from CC-SG.

To delete a user from a group:

1. Click the Userstab to the left.

2. Click the + symbol next to a User Group you want to remove the user from.

3. Click the user you want to remove.

=& Raritan.
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4. On the Users menu, click User Manager, then Delete User From Group. The Delete User
appears displaying the user and the group they will be removed from.

Delete User From Group x

User group narne:|Systern Administratars |

Username: [charliesnake |

Figure 84 Deleting a User From A Group

5. Click OK to delete the user from the group or click Cancel to exit without removing the user.

Note: If you delete a user from a group and they do not belong to any other groups, the user will
be added to Users Not In Group group.

Other User and User Group Functions

My Profile

My Profile allows all users to view details about their account, change some details and
customize usability settings. It is the only way for the admin account to change the account
name.

To edit your profile:

1. On the Secure Gateway menu, click My Profile. The Change My Profile screen appears,
displaying details about your account.

Change My Profile b4
,Cij, Supply new information for your profile,

Username:

[ninauser O

Change Password

Old Password:

oot ot

Mew Password:

Retype Mew Password:

ok ot o et of ok et

O

Expiration Period {Days):

Email address:

‘nlna.user’@axample‘com

User Groupfs):

Date of Mext Password Change:

10/06/2006

Font Size:

Medium - 11 =

‘CC Users

Search Preference
@ Filter by Search Results

O Find Matching String

Ok Cancel

Figure 85 My Profile Screen

2. If you are signed in on the admin account, you can type a new name in the Username field
to change the name of your account.

3. Check Change Password if you want to change your password.

=& Raritan.
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a. Type your current password in the Old Password field.

b. Type your new password in the New Password field. A notice will appear if Strong
Passwords are required.

c. Type your new password again in the Retype New Password field.

4. Type a new address in the Email address field to add or change the address CC-SG will use
to send you notifications.

5. Click the Font Size drop-down menu to adjust the font size the standard CC-SG client
displays at.
6. Inthe Search Preference area, select a preferred method to search nodes, users and devices.

o Filter by Search Results — Allows the use of wildcards and will limit the display of
nodes, users or devices to all names that contain the search criteria.

e Find Matching String — Does not support the use of wildcards and will highlight the
closest match in the nodes, users or devices as you type. The list will be limited to those
items that contain the search criteria after clicking Sear ch.

7. When you are done editing your profile click OK to save the changes or Cancel to exit
without saving.

Logout Users

This command can be used to log active users out of CC-SG. It can also be used to log out all
active users of a User Group.

To log out users:
1. Click the Userstab to the left.
2. Click the + symbol next to the User Groups with users you want to log out.

3. Click the user you want to log out. To log out multiple users, hold the Shift key, and then
click additional users.

4. On the Users menu, select User Manager, then Logout User(s). The Logout Users screen
appears with the list of selected users.

5. Click OK to log the users out of CC-SG or Cancel to exit without logging the users out.

To log out all users of a User Group:
1. Click the Userstab to the left.

2. Click the User Group with users you want to log out. To log out multiple groups of users,
hold the Shift key, and then click additional groups.

3. On the Users menu, select User Group Manager, then Logout Users. The Logout Users
screen appears with a list of active users from the selected groups.

4. Click OK to log the users out of CC-SG or Cancd to exit without logging the users out.
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Bulk Copy for Users

To

save time, Bulk Copy can be used to clone one user’s privileges and policies to a number of

other existing users by moving them to the same User Groups as the selected user. To perform a
Bulk Copy:

1.

2.
3.
4

0 © =N

Click the Userstab to the left.

Click the + symbol next to a User Group with the user you want to copy.
Click the user you want to copy.

On the User smenu, select User Manager, then Bulk Copy.

Bulk Copy X
(& Select users far bulk copy

i .

U

Username:[CharlieSnake

all Users

Selected Users

charlie
lese

admin
backup
Catalyst ninauser

»
COMSYS Testl
«

MrTest
Testz

Ok || Cancel

Figure 86 Bulk Copy Screen

In the All Users list select the users that will be adopting the privileges and polices of the
user in the User name field.

Click the > button to move a user name to the Selected Userslist.

Click the >> button to move all users into the Selected User s list.

To remove a user from the Selected User slist, select the user click the < button.
Click the << button to remove all users from the Usersin group list.

. Click OK to copy user properties. Copied users will be moved from their existing groups to

the groups of which the selected user is a member.

=V=
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Chapter 9: Policies and Node Groups

Controlling Access Using Policies

Configuring policies to provide user access to nodes is optional, but central to making effective
use of CC-SG’s ability to control access.

If you want to give all users access to all nodes, simply assign the Full Access Policy to all user
groups. If you want to have more control over user access to nodes you will need to create
policies to define rules for access. Like privileges, policies are assigned to user groups to apply
those access rules to the users in the group.

If you completed Guided Setup (Please refer to Chapter 3: Configuring CC-SG with Guided
Setup), a number of basic policies may already have been created. Now, you may want to apply
these policies to existing user groups. If you have not used Guided Setup or created the desired
policies you will want to follow the directions below. You will:

e Create Node Groups to organize the nodes you want to create access rules for.

e Create Device Groups if you want to create access rules for Raritan devices providing
interfaces to nodes.

e Create a policy for a node or device specifying when access to that node or device can occur.

e Apply the policy to a user group.

Policy Summary

The following diagram is a visual representation of how to implement security with CC-SG:

CC-5G knows Association

infe about each Nede, such as

OSE ‘Windom“ a“d E E E E E E E E E NOdes
Site= “Dallas™

Define Node Groups with

beoalean rules, using Associations

as parameters

el et Cisco Boxes in All Windows All Dell Node
with the rule: Miami Servers Servers Groups
(Vendor="Cisca") & (Site= “Miami")

Policies dictate which User Groups .
have access to which Node Groups Policies
Assign Users to User Groups; Networkin NOC Outs d u

if appropriate, each User can L . L Ol.! 1= .
belong to multiple User Groups Group Admins Dell Service Org Groups

VAR TN RN A 4 X

o i % i i % i i
ensures that Users are logged, Users
auditable, and secure

Figure 87 Policy Summary
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Node Groups

Node groups are used to organize nodes into a set. This group will then become the basis for a
policy either allowing or denying access to this particular set of nodes. Nodes can be grouped
arbitrarily or by a set of common attributes.

If you used Guided Setup to create categories and elements for nodes, some means to organize
nodes along common attributes have already been created. CC-SG automatically creates default
access policies based on these elements. Please refer to Chapter 4: Associations for more details
on creating categories and elements.

To view existing node groups:

On the Associations menu, click Node Groups. The Node Groups Manager window
displays. A list of existing node groups is displayed on the left, while details about the
selected node group displays in the main panel.

Groups Miew window Help
=% - Server time: 10:47 (GMT-05:00)
B Mode Groups Node Group : Engineering Nodes

-+ 1 3B Modes - X X
1U Rack Nodes ICD Please provide node group details

-+ 2 GB Nodes
- 2U Rack Nodes
-4 GB Modes
- 4l Rack Nodes
532 Wb Nodor [ Select nodes | Describe Nodes
= mny Darn Group I want
- dsia Pacific Modes
- fustralia Nodes
- blue Modes

CC Super-User Mode Group
- chicago MNodes
- Cocoa Puffs Modes

Corn Pops Modes c
- elmo Nodes =g
-~ Europe Modes Iil
- Finance Modes Short expression:
-~ Human Resources Nodes R
- Lucky Charms Modes |RUIED Hilldate |
- medford Nodes Normalized expression {Description):

Group name:

|Enginearing Modes

Prefix Category Qperator Element Rule Name
|Department | = |Enginaering ‘Ru\eD

MY Group Cepartment = Engineering
- Mew Orleans Modes

- new york Modes
Mew York Nodes
- Morth America Nodes

Search For Node Group | Wiew Nodes |

| search | -
1

4

Ready | User:admin |

Figure 88 The Node Group Manager

1. A list of existing node groups is displayed on the left. Click a node group to view the details
of the group in the node group manager.
If the group was formed arbitrarily, the Select Nodes tab will be displayed showing a list of
nodes in the group and a nodes not in the group.

If the group was formed based on common attributes, the Describe Nodes tab will be
displayed showing the rules that govern selection of the nodes for the group.

2. To search for a node in the node group list, type a string in the Search field at the bottom of
the list, and then click Search. The method of searching is configured through the My Profile
screen. Please refer to Chapter 8: Usersand User Groups for additional information.

=& Raritan.
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3. If viewing a group based on attributes, click View Nodes to display a list of nodes currently
in the Node Group. A Nodes In Node Group window will appear displaying the nodes and
all their attributes.

A Nodes in Node Group Results @

Mode Mame — Department Location  Market &..) Memory ... System T...5...U... t...
Jay's Engineering Workstation | |Engineering | | |1 GE | |Linux | |
| Save | | Print | | Close |

Figure 89 Nodes in a Group Based on Attributes

Add Node Groups

To add a new Node Group:

1. On the Associations menu, click Node Group. The Node Groups Manager window
displays.
On the Groups menu, select Add. A template for a node group will appear.

3. Inthe Group name field, type a name for a node group you want to create.

There are two ways to add nodes to a group, Select Nodes and Describe Nodes. The Select
Nodes method allows you to arbitrarily assign nodes to the group by selecting them from the list
of available nodes. The Describe Nodes method allows you to specify rules that describe nodes;
nodes that match the description will be included in the group.

=}

=& Raritan.
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Select Nodes

Node Group : New

'fi\' Please provide node group details
b=

Group name:
|Lab nodes

Select Nodes | Describe Nodes
Nodes

Device name:

Available: Selected:

Access Local Port Target Admin

CC-55H lay's Engineering Warkstation
IPR-32-59 Zerial Target 1
P2sC-32-60 Serial Target 2

Add >
< Remave

Search for Node: Search for Node:
| e | | |G |

Create Full Access Policy for Group

Add || Cancel

Figure 90 Adding Nodes Using Select Nodes

Click the Select Nodes tab.

Click the Device Name drop-down menu and select a device if you want to filter the
Availablelist to only display nodes with interfaces from that device.

In the Available list, select the nodes you want to add to the group, and then click Add to
move the node into the Selected list. Nodes in the Selected list will be added to the group.

If you want to remove a node from the group, select the node name in the Selected list, and
then click Remove.

You can search for a node in either the Available or Selected list. Type the search terms in
the field below the list, and then click Go

If you want to create a policy that allows access to the nodes in this group at any time, check
Create Full Access Policy For This Group.

When you are done adding nodes to the group, click Add to create the node group. The group
will be added to the list of Node Groups on the left.

=V=
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Describe Nodes

Node Group : New
If"i\l Flease provide node group details
p

Group name:

[complex Group

Zelect Nodes | Describe Nodes

Prefix Category Qperator Element Rule Mame
Department = Engineering Ruled
Location = Philadelphia Rulel
Memoty = 1 GE Rulez

=
*a
Short expression:

|(Ru|eD|RuIel)&RuIeZ || alidate |

Mormalized expression {(Description):
( [ Department = Engineering OR Location = Philadelphia ) AMD Memory = 1 GB )

‘ View Modes ‘

[] create Full Access Policy for Group

| add ‘| Cancel ‘

Figure 91 Describing a Node Group With Multiple Rules

Click the Select Nodes tab.

2. Click Add New Row to add a row in the table for a new rule. Rules take the form of an
expression which can be compared against nodes.

3. Double-click each column in the row to turn the appropriate cell into a drop-down menu, then
select the appropriate value for each component:

Prefix — Leave this blank or select NOT. If NOT is selected, this rule will filter for
values opposite of the rest of the expression.

Category — Select an attribute that will be evaluated in the rule. All categories you
created in the Association Manager will be available here. Also included are Node
Name and | nterface.

Operator — Select a comparison operation to be performed between the Category and
Element items. Three operators are available: = (is equal to), LIKE (used for find the
Element in a name) and <> (is not equal to).

Element — Select a value for the Category attribute to be compared against. Only
elements associated with the selected category will display here (for example: if
evaluating a “Department” category, “Location” elements will not appear here).

Rule Name- This is a name assigned to the rule in this row. You cannot edit these values.
Use these values for writing descriptions in the Short Expression field.

An example rule might be Department = Engineering, meaning it describes all
nodes that the category “Department” set to “Engineering.” This is exactly what happens
when you configure the associations during an Add Node operation.

—=V=—
=—
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4. 1If you want to add another rule, click Add New Row again, and make the necessary
configurations. Configuring multiple rules will allow more precise descriptions by providing
multiple criteria for evaluating nodes.

5. If you want to remove a rule, highlight the rule in the table, and then click Remove Row.

The table of rules only makes available criteria for evaluating nodes. To write a description
for the node group, add the rules by Rule Name to the Short Expression field. If the
description only requires a single rule, then simply type that rule’s name in the field. If
multiple rules are being evaluated, type the rules into the field using a set of logical operators
to describe the rules in relation to each other:

e & - the AND operator. A node must satisfy rules on both sides of this operator for the
description (or that section of a description) to be evaluated as true.

e | - the OR operator. A node only needs to satisfy one rule on either side of this operator
for the description (or that section of a description) to be evaluated as true.

e (and ) — grouping operators. This breaks the description into a subsection contained
within the parentheses. The section within the parentheses is evaluated first before the
rest of the description is compared to the node. Parenthetical groups can be nested inside
another parenthetical group.

For example: If you simply want to describe nodes that belong to the engineering department,
create a rule that says Department = Engineering, this will become Rule0. Then
simply type Rule0 in the Short Expression field.

Another example: If you want to describe a group of nodes that belong to the engineering
department, OR are located in Philadelphia, and specify that all of the machines must have 1
GB of memory you need to start by creating three rules. Department = Engineering
(Rule0) Location = Philadelphia (Rulel) Memory = 1GB (Rule2).These rules
need to be arranged in relation to each other. Since the node can either belong to the
engineering department or be located in Philadelphia, use the OR operator, |, to join the two:
RuleO|Rulel. We will make this comparison first by enclosing it parentheses:
(RuleO|Rulel). Finally, since the nodes must both satisfy this comparison AND contain
1GB of memory, we use the AND connector, &, to join this section with Rule2:
(RuleO|Rulel) &Rule2. Type this final expression in the Short Expression field.

7. Click Validate when a description has been written in the Short Expression field. If the
description is formed incorrectly, you will receive a warning. If the description is formed
correctly, a normalized form of the expression will appear in the Normalized Expression
field.

8. Click View Nodes to see what nodes satisfy this expression. A Nodes in Node Group
window will appear displaying the nodes that will be grouped by the current expression. This
can be used to check if the description was correctly written. If not, you can return to the
rules table or the Short Expression field to make adjustments.

9. If you know you want to create a policy that allows access to the nodes in this group at any
time, check Create Full Access Policy For This Group.

10. When you are done describing the nodes that belong in this group, click Add to create the
node group. The group will be added to the list of Node Groups on the left.
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Edit Node Group

Edit a node group to change the membership or description of the group. To edit a node group:

1.

4.

On the Associations menu, click Node Group. The Node Groups Manager window
displays.

Click the node you want to edit in the Node Group List to the left. The details of that node
will appear in the Node Groups window.

Refer to the instructions in the Select Nodes or Describe Nodes sections above for details on
how to configure the node group.

Click Edit when you are done editing the Node Group.

Delete Node Group

1.

On the Associations menu, click Node Group. The Node Groups Manager window
displays.

Click the node you want to delete in the Node Group List to the left.

On the Groups menu, click Delete.




108 COMMANDCENTER SECURE GATEWAY ADMINISTRATOR GUIDE

Device Groups

Device groups operate in a similar fashion to Node Groups, except that Device Groups are used
to organize Raritan devices into sets for management by policies.

Please refer to Chapter 5: Adding Devices and Device Groups, Device Group Manager for
additional information.

Policy Manager

Once your node groups and device groups have been created, they can become the basis for
creating a policy—a rule that states whether users can or cannot access the nodes or devices in the
group, and what times and days of the week the rule is in effect, and whether users have virtual
media permissions to nodes connected to virtual media-enabled devices, such as KX II. Please
refer to Support for Virtual Media for additional information.

Add Policy

To create a policy:
1. On the Associations menu, click Policies. The Policy Manager window displays.

Policy Manager x
Folicy Name:
|.|1c|:ess. Mull Nodes -
Add Edit | | Clate |
Policy
Device group: Nede group:
[Nu:r Group Selected - | |Nu:- Group Selected i
Days: Start timea: End time:
[custam ~| Dbo:noiood  [a:seisel
Monday Tuesday
[] Wednesday [#] Thursday
Friday
Saturday Sunday
Dewice/Node Access Permission Virtual Media Permission
® Control O Wiew O Deny CiRead-write O Read-only & Deny

Figure 92 Policy Manager

2. Click Add. A dialog window appears requesting a name for the policy.

I ]

Add Policy X

Add Policy

@ Flzase enter policy name.

Enter policy name:

|Weekend Wworkers Policy|

| o]’ || Cancel

Figure 93 Adding a Policy
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3. Type a name for the new policy in the Enter policy name field.
4. Click OK. The new policy will be added to the Policy Name list in the Policy Manager
screen.

5. Click the Device Group drop-down arrow, and select the Device Group this policy governs
access to.
Click the Node Group drop-down arrow and select the Node Group this policy governs
access to.
If the policy will cover only one type of group, only select a value for that group.

6. Click the Days drop-down arrow, and then select which days of the week this policy covers:
All days, Weekday (Monday through Friday only) and Weekend (Saturday and Sunday
only), or Custom (select specific days).

a. Select Custom to select your own set of days. The individual day checkboxes will
become enabled.

b. Check the checkbox that corresponds to each day you want this policy to cover.

7. 1Inthe Start Time field, type the time of day this policy goes into effect. The time must be in
24-Hour format.

8. In the End Time field, type the time of day this policy ends. The time must be in 24-Hour
format.

9. In the Device/Node Access Permission field, select Control to define this policy to allow
access to the selected node or device group for the designated times and days. Select Deny to
define this policy to deny access to the selected node or device group for the designated times
and days.

10. If you selected Control in the Device/Node Access Permission field, the Virtual Media
Permission section will become enabled. In the Virtual Media Permission field, select an
option to allow or deny access to virtual media available in the selected node or device
groups for the designated times and days:

» Read-Write allows both read and write permission to virtual media
= Read-only allows only read permission to virtual media
= Deny denies all access to virtual media

11. Click Update to add the new policy to CC-SG, and then click Yes in the confirmation
message that appears.

Note: If you create a policy that denies access (Deny) to a hode group or device group, you also
must create a policy that allows access (Control) for the selected node group or device group.
Userswill not automatically receive Control rights when the Deny policy is not in effect.

Edit a Policy

When you edit a policy, the changes do not affect users who are currently logged in to CC-SG.
The changes will go into effect at the next login. If you need to make sure that your changes go
into effect sooner, first enter Maintenance Mode, and then edit policies. When you enter
Maintenance Mode, all current users are logged off of CC-SG until you exit Maintenance Mode,
when users can login again. Please refer to Chapter 12: System Maintenance, Maintenance
M ode for additional information.

To edit a policy:
1. On the Associations menu, click Policies. The Policy Manager window displays.

2. Click the Policy Name drop-down arrow, and then select the policy you want to edit from the
list.

3. (Optional) To edit the name of the policy, click Edit. An Edit Policy window appears. Type
a new name for the policy in the field, and then click OK to change the name of the policy.

=& Raritan.
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4. Click the Device Group drop-down arrow, and select the Device Group this policy governs
access to.

Click the Node Group drop-down arrow and select the Node Group this policy governs
access to.

If the policy will cover only one type of group, only select a value for that type.

5. Click the Days drop-down arrow, and then select which days of the week this policy covers:
All (everyday), Weekday (Monday through Friday only) and Weekend (Saturday and
Sunday only), or Custom (select specific days).

a. Select Custom to select your own set of days. The individual day checkboxes will
become enabled.

b. Check the checkbox that corresponds to each day you want this policy to cover.

6. Inthe Start Time field, type the time of day this policy goes into effect. The time must be in
24-Hour format.

7. In the End Time field, type the time of day this policy ends. The time must be in 24-Hour
format.

8. In the Device/Node Access Permission field, select Control to define this policy to allow
access to the selected node or device group for the designated times and days. Select Deny to
define this policy to deny access to the selected node or device group for the designated times
and days.

12. If you selected Control in the Device/Node Access Permission field, the Virtual Media
Permission section will become enabled. In the Virtual Media Permission field, select an
option to allow or deny access to virtual media available in the selected node or device
groups for the designated times and days:

» Read-Write allows both read and write permission to virtual media
» Read-only allows only read permission to virtual media
= Deny denies all access to virtual media

9. Click Update to save the changes to the policy, and then click Yes in the confirmation
message that appears.

Delete a Policy

To delete a policy:
1. On the Associations menu, click Policies. The Policy Manager window displays.

2. Click the Policy Name drop-down arrow, and then select the policy you want to delete from
the list.

3. Click Delete, and then click Yesin the confirmation message that appears.

Support for Virtual Media

CC-SG provides remote virtual media support for nodes connected to virtual media-enabled KX
II devices. For detailed instructions on accessing virtual media, please refer to the Dominion KX
IT User Guide. Please refer to Policy Manager: Add a Policy in this guide for instructions on
creating policies to assign virtual media permission to user groups in CC-SG.

What is Virtual Media?

Virtual Media (VM) provides a method in which target servers can access remote media from the
client and file servers. Virtual media emulates the function of a mass storage device without
physically being connected to the target server. Media mounted on the client machine is
accessible (i.e., essentially mounted virtually) by the target device. The target server then has
access to the remote media and can read from and write to that media as if it were physically
connected to the server. The media includes internal and USB-mounted CDs and DVD drives,
USB mass storage devices, PC hard drive and remote drives, and ISO images (disk images).

=& Raritan.
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Virtual Media provides the ability to perform most tasks remotely including: transferring files,
running diagnostics, installing or patching applications, rebooting the target server across the
network using a boot file accessed from the client, or even complete installation of the operating
system. This expanded KVM control eliminates most trips into the data center, saves time and
money, thus making Virtual Media a very powerful feature.

Applying Policies To User Groups

Policies must be assigned to a User Group before they take effect. Once a policy is assigned to a
User Group, the members of the group will have their access governed by that policy. Please refer
to Chapter 8: Adding and Managing Users and User Groups for additional information on
assigning policies to a user group.
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Chapter 10: Configuring Remote Authentication

Authentication and Authorization (AA)

Users of CC-SG can be locally authenticated and authorized on the CC-SG or remotely
authenticated using the following supported directory servers:

e Microsoft Active Directory (AD)

e Netscape’s Lightweight Directory Access Protocol (LDAP)
e TACACS+

e RADIUS

Any number of remote RADIUS, TACACS+, and LDAP servers can be used for external
authentication. For example, you could configure three AD servers, two iPlanet (LDAP) servers,
and three RADIUS servers.

Only AD can be used for remote authorization of users.

Flow for Authentication

When remote authentication is enabled, authentication and authorization follow these steps:
1. The user logs into CC-SG with the appropriate user name and password.
2. CC-SG connects to the external server and sends the user name and password.

3. User name and password are either accepted or rejected and sent back. If authentication is
rejected, this results in a failed login attempt.

4. If authentication is successful, authorization is performed. CC-SG checks if the user name
entered matches a group that has been created in CC-SG or imported from AD, and grants
privileges per the assigned policy.

When remote authentication is disabled, both authentication and authorization are performed
locally on CC-SG.

User Accounts

User Accounts must be added to the authentication server for remote authentication. Except when
using AD for both authentication and authorization, all remote authentication servers require that
users be created on CC-SG. The user’s username on both the authentication server and on CC-SG
must be the same, although the passwords may be different. The local CC-SG password is used
only when remote authentication is disabled. Please refer to Chapter 8: Adding and Managing
Users and User Groups for additional information on adding users who will be remotely
authenticated.

Note: If remote authentication is used, users have to contact their Administrators to change their
passwords on the remote server. Passwords cannot be changed on CC-SG for remotely
authenticated users.
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Distinguished Names for LDAP and AD

Configuration of remotely authenticated users on LDAP or AD servers requires entering user
names and searches in Distinguished Name format. The full DN format is described in REC2253.
For the purposes of this document, you need to know how to enter Distinguished Names and in
what order each component of the name should be listed.

Specifying a Distinguished Name for AD should follow this structure, but you do not have to
specify both common name and or ganization unit:

common name (cn), organizational unit (ou), domain component (dc)

Specifying a DN for Netscape LDAP and eDirectory LDAP should follow this structure:

user id (uid), organizational unit (ou), organization (o)

Username

When  authenticating CC-SG  users on an AD  server by  specifying
cn=administrator ,cn=user s,dc=xyz,dc=com in username, if a CC-SG user is associated with
an imported AD group, the user will be granted access with these credentials. Note that you can
specify more than one common name, organizational unit, and domain component.

Base DN

You also enter a Distinguished Name (DN) to specify where the search for users begins. Enter a
DN in the Base DN field to specify an AD container in which the users can be found. For
example, entering: ou=DCAdmins,ou=IT,dc=xyz,dc=com will search all users in the
DCAdminsand I T organizational units under the Xyz.com domain.

Specify Modules for Authentication and Authorization

Once you have added all the external servers as modules in CC-SG (see sections below for
instructions on adding AD, LDAP, TACACS+, and RADIUS modules), you specify whether you
want CC-SG to use each of them for either authentication, authorization, or both.

1. On the Administration menu, click Security. When the Security Manager screen appears,
click the General tab. All configured external authentication and authorization servers
display in the External AA Servers section.

2. For each server, check the Authentication checkbox if you want CC-SG to use the server for
authentication of users.

3. For each server, check the Authorization checkbox if you want CC-SG to use the server for
authorization of users. Only AD servers can be used for authorization.

4. Click Update to save your changes.
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Establish Order of External AA Servers

In the General tab, you can set the order in which CC-SG will query the configured external AA
servers. If the first checked option is unavailable, CC-SG will try the second, then the third, and
so on, until it is successful.

1. On the Administration menu, click Security. When the Security Manager screen appears,
click the General tab.

Sedurity Manager
i) Pirare provide ganeral security information
General | Lagin Sethigs [ Pamal Cgrthiate AL |
Seoure Gabeway Client Connections
Regurs AES Encrypticn betwesn Chent and Sarver Browsar Connechion Profocals (Requires restart)
Key Length SSH Server Pa: EHTTP
= ] iz HTTPE/55L
Extmrnal Ah Sarvers
Mama Type Agthanticatasn Autharizatan
- : ' e =]
Ll al®
RADIUS Modisls 1 RADIUS —I
| agd. || Edit.. || oot |

Figure 94 Security Manager General tab

2. The External AA Servers section lists all authentication and authorization options available in
CC-SG. Select a name from the list, and then click the up and down arrows to prioritize the
sequence of engagement.

3. Click Update to save your changes.

AD Configurations

Add AD Module to CC-SG

CC-SG supports authentication and authorization of users imported from an AD domain
controller, without requiring that users be defined locally in CC-SG. This allows users to be
maintained exclusively on the AD server. Once your AD server is configured as a module in CC-
SG, CC-SG can query all domain controllers for a given domain. You can synchronize your AD
modules in CC-SG with your AD servers to ensure that CCSG has the most current authorization
information on your AD user groups.

Important: Create appropriate AD user groups and assign AD users to them
before starting this process. Also, make sure that you have configured the CC-
SG DNS and Domain Suffix in Configuration Manager. Please refer to Chapter
13: Configuration Manager for additional information.

To add an AD module to CC-SG:

1. On the Administration menu, click Security. The Security Manager screen appears,
displaying the General tab.

2. Click Add... to open the Add Module window.
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Figure 95 Add Module

3. Click the Module Type drop-down menu and select AD from the list.

Type a name for the AD server in the Module name field. The maximum number of
characters is 31. All printable characters may be used. The module name is optional and is
specified only to distinguish this AD server module from any others that you configure in
CC-SG. The name is not connected to the actual AD server name.

5. Click Next to proceed. The General tab opens.

AD General Settings

In the General tab, you add the information that allows CC-SG to query the AD server.

—=V=
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Figure 96 AD General Settings

Type the AD domain you want to query in the Domain field. For example, if the AD domain
is installed in the xyz.com domain, type Xyz.com in the Domain field. CC-SG and the AD
server you want to query must be configured either on the same domain or on different
domains that trust each other.

Note: CC-SG will query all known domain controllers for the domain specified.

2.

Type the IP address of the DNS server in the DNS Server |P Address field. Or, check Use
default CC-SG DNS checkbox to use the DNS configured in the Configuration Manager
section of CC-SG. Please refer to Chapter 13: Configuration Manager for additional
information.

Check Anonymous Bind if you want to connect to the AD server without specifying a
username and password. If you use this option, ensure that the AD server allows anonymous
queries.

Note: By default, Windows 2003 does NOT allow anonymous queries. Windows 2000 servers do
allow certain anonymous operation whose query results are based on the permissions of each
object.

4.

If you are not using anonymous binding, type the username of the user account you want to
use to query the AD server in the User name field. Use one of the following formats. The
format required will depend on your AD version and configuration:

A user named User Name with a login name UserN in the raritan.com domain could be entered as:

= cn=UserName,cn=users,dc=Raritan,dc=com
=  UserName@raritan.com
= Raritan/UserName

=& Raritan.
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Note: The user specified must have permission to execute search queries in the AD domain. For
example, the user may belong to a group within AD that has Group scope set to Global, and
Group type set to Security.

5. Type the password for the user account you want to use to query the AD server in the
Password and Confirm Password fields.

6. Click Test Connection to test the connection to the AD server using the given parameters.
You should receive a confirmation of a successful connection. If you do not see a
confirmation, review the settings carefully for errors and try again.

7. Click Next to proceed. The Advanced tab opens.

AD Advanced Settings

1. If you want to configure advanced settings, click the Advanced tab.
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Figure 97 AD Advanced Settings

2. Type the port number on which the AD server is listening. The default port is 389. If you are
using secure connections for LDAP (step 3, below) you may need to change this port. The
standard port for secure LDAP connections is 636.

3. Check Secure Connection for LDAP if you want to use a secure channel for the connection.
If checked, CC-SG uses LDAP over SSL to connect to AD. This option may not be supported
by your AD configuration.

4. Specify a Base DN (directory level/entry) under which the authentication search query will
be executed. CC-SG can do a recursive search downward from this Base DN.

EXAMPLE DESCRIPTION

dc=raritan,dc=com The search query for the user entry
will be made over the whole directory

—=V=
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8.

structure.

cn=Administrator s,cn=Users,dc=raritan,dc=com | The search query for the user entry
will be performed only in the
Administrators sub-directory (entry).

Type a user’s attributes in Filter so the search query will be restricted to only those entries
that meet this criterion. The default filter is objectclass=user, which means that only entries
of the type user are searched.

Specify the way in which the search query will be performed for the user entry. If you check
Use Bind, CC-SG attempts to connect, or bind, to AD directly with the username and
password supplied in the applet. However, if a username pattern is specified in Bind
username pattern, the pattern will be merged with the username supplied in the applet and
the merged username will be used to connect to the AD server.

For example, if you have cn={0},cn=Users,dc=raritan,dc=com and TestUser has been
supplied in the applet, then CC-SG uses cn=TestUser,cn-Users,dc=raritan,dc=com to
connect to the AD server. Only check Use Bind when the user logging in from the applet has
permissions to perform search queries in the AD server.

Check Use Bind After Search to use the username and password you specified in the
General tab to connect to the AD server. The entry is searched in the specified Base DN and
is found if it meets the specified filtering criterion and if the attribute “samAccountName” is
equal to the username entered in the applet. Then, a second connection, or bind, is attempted
using the username and password supplied in the applet. This second bind assures that the
user provided the correct password.

Click Next to proceed. The Groups tab opens.

AD Group Settings

In the Groups tab, you can specify the exact location from which you want to import AD user
groups.

Important: You must specify Group settings before you can import groups from AD.

1.

Click the Groupstab.
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Figure 98 AD Group Settings

2. Specify a Base DN (directory level/entry) under which the groups, containing the user to be
authorized, will be searched.

EXAMPLE DESCRIPTION

dc=raritan,dc=com The search query for the user in the
group will be made over the whole
directory structure.

cn=Administrators,cn=Users,dc=raritan,dc=com | The search query for the user in the
group will be performed only in the
Administrators sub-directory (entry).

3. Type a user’s attributes in Filter so the search query for the user in the group will be
restricted to only those entries that meet this criterion. For example, if you specify
cn=Groups,dc=raritan,dc=com as the Base DN and (0objectclass=group) as the Filter, then
all entries that are in the Groups entry and are of type group will be returned.

4. Click Next to proceed. The Truststab opens.

AD Trust Settings

In the Trusts tab, you can set up trust relationships between this new AD domain and any existing
domains. A trust relationship allows resources to be accessible by authenticated users across
domains. Trust relationships can be incoming, outgoing, bidirectional, or disabled. You should set
up trust relationships if you want AD modules that represent different forests in AD to be able to

access information from each other. The trusts you configure in CC-SG should match the trusts
configured in AD.

1. Click the Trusts tab. If you have configured more than one AD domain, all other domains are
listed in the Truststab.

—=V=
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2. For each domain in the Trust Partner column, click the Trust Direction drop-down menu,
and then select the direction of trust you want to establish between the domains. Trust
directions are updated in all AD modules when you make changes to one AD module.

e Incoming: information will be trusted coming in from the domain. In the figure
above, AD Module 2 would trust information coming in from AD Module 1

e Qutgoing: information will be trusted going to the selected domain. In the figure
above, AD Module 1 would trust information coming in from AD Module2.

e Bidirectional: information will be trusted in both directions from each domain.
e Disabled: information will not be exchanged between the domains.

3. Click Apply to save your changes, and then click OK to save the AD module and exit the
window.

4. The new AD module appears in the Security Manager screen, under External AA Servers.
Check the Authentication checkbox if you want CC-SG to use the AD module for
authentication of users. Check the Authorization checkbox if you want CC-SG to use the
AD module for authorization of users.

5. Click Update to save your changes.

Edit AD Modules

Once you have configured AD modules, you can edit them at any time.
1. On the Administration menu, click Security.
2. Select the AD module you want edit, and then click Edit.

3. Click each tab in the Edit Module window to view the configured settings. Make changes as
needed. Please refer to the previous sections on AD General Settings, AD_Advanced
Settings, AD Group Settings, and AD Trust Settings for additional information.

4. Ifyou change the connection information, click Test Connection to test the connection to the
AD server using the given parameters. You should receive a confirmation of a successful
connection. If you do not see a confirmation, review the settings carefully for errors and try
again.

5. Click OK to save your changes. You must synchronize the AD user groups you changed, or
you can synchronize all AD modules to synchronize all groups and users in all modules.
Please refer to Synchronize AD User Groups and Synchronize All AD Modules for
additional information.

Import AD User Groups

You must specify Group settings in the AD module before you can import groups from the AD
server. Please refer to AD Group Settings on page 119. After making a change to imported
groups or users, you must synchronize the AD user groups you changed so that the imported
groups are mapped to the appropriate groups on AD, and synchronize all AD modules to
synchronize all groups and users in all modules. Please refer to Synchronize AD User Groups
and Synchronize All AD M odules for additional information.

You can import nested groups from AD.

Note: Make sure that you have configured the CC-SG DNS and Domain Suffix in Configuration
Manager before attempting to import AD user groups. Please refer to Chapter 13: Configuration
Manager for additional information.

1. On the Administration menu, click Security.
2. Select the AD module from which you want to import AD user groups.
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3. Click Import Groups... to retrieve a list of user group values stored on the AD server. If any

of the user groups are not already on the CC-SG, you can import them here and assign them
an access policy.

2 Import Groups
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Figure 100 Importing Groups from AD Server

Check the checkboxes next to the groups you want to import to CC-SG. Click a column
header to sort the list of user groups by the information in that column. Imported user group
names can include up to 64 characters. To search for user groups, type a search string in the
Search for User Group field, and then click Go. Click Select all to select all user groups for
import. Click Deselect all to deselect all selected user groups.

In the Policies column, click the field and then select a CC-SG access policy from the list to
assign the policy to the selected group. These policies should already be created, please refer
to Chapter 9: Policies and Node Groups for additional information.

Click Import to import the selected user groups.

To check that the group was imported properly and to view the privileges of the group just
imported, click the Users tab, then select the imported group to open the User Group Profile
screen. Verify the information in the Privileges and Device/Node Palicies tab. Click the
Active Directory Associations tab to view information on the AD module associated with
the user group.
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Synchronize AD User Groups

When you synchronize AD user groups, CC-SG retrieves the groups for the selected AD module,
compares their names with the user groups that have already been imported from AD, and
identifies the matches. CC-SG will present the matches and allow you to select which groups in
AD you want to associate with CC-SG. This does not update user access information in CC-SG—
it only maps the group names from AD to CC-SG.

If you have made changes to users or groups in AD, you should synchronize all AD modules to
make sure CC-SG has the latest information. CC-SG synchronizes all AD modules once per day.
Please refer to Set AD Synchronization Time, below, for additional information.

1. On the Administration menu, click Security.
2. Select the AD module whose user groups you want to synchronize with the AD server.

Extermal AA Sarvars
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Figure 101 Synchronize AD User Groups

3. Click Synchronize AD User Groups.

4. A confirmation message will appear when all imported user groups in the selected module
have been successfully synchronized.

Synchronize All AD Modules

When you synchronize all AD modules, CC-SG retrieves the user groups for all configured AD
modules, compares their names with the user groups that have been imported into CC-SG, and
refreshes the CC-SG local cache. The CC-SG local cache contains all domain controllers for each
domain, all user groups for all modules, and the user information for the known AD users. If user
groups have been deleted from the AD modules, CC-SG removes them from its local cache as
well. This ensures that CC-SG has the most current AD user group information.

You should synchronize all AD Modules whenever you add or delete a user in AD, or change
user permissions in AD.

1. You must enter Maintenance Mode before you can synchronize all AD modules. All users
will be logged off CC-SG while it is in Maintenance Mode. On the System Maintenance
menu, click Maintenance M ode, and then click Enter Maintenance M ode.

2. In the Enter Maintenance Mode screen, type the message that will display to users who will
be logged off CC-SG, and the number of minutes that should elapse before CC-SG enters
maintenance mode in the corresponding fields, and then click OK.

3. Click OK in the confirmation dialog box.

A second confirmation message will display when CC-SG enters maintenance mode. Click
OK.

5. Once CC-SG is in maintenance mode, on the Administration menu, click Security.
Click Synchronize all AD Modules.

Synchranizaton af all AD Modules

AD Syncronizateen Teme

'.l'-\.:-'I:E.l'_ll'lI:'

Update Syncronization Time ESynchromze all A0 Modules
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Figure 102 Synchronization of All AD Modules

7. A confirmation message will appear when all AD modules have been successfully
synchronized.

8. To exit Maintenance Mode, on the System Maintenance menu, click Maintenance Mode,
and then click Exit Maintenance M ode.

9. In the screen that appears, click OK. A second confirmation message will display when CC-
SG exits maintenance mode. Click OK.

Set AD Synchronization Time

By default, CC-SG will synchronize all configured AD modules at 23:30 each day. You can
change the time at which this automatic synchronization occurs.

1. On the Administration menu, click Security.

2. 1In the AD Synchronization Time field at the bottom of the screen, click the up and down
arrows to select the time at which you want CC-SG to perform the daily synchronization of
all AD modules.

Synchrarmzabon af all AD Module:

AD Syhcronizabon Tema

16:43:00 —

Update Syncronization Time Synchromze all AD Modules

Figure 103 Synchronization of All AD Modules
3. Click Update Synchronization Timeto save your changes.

AD Configuration—Upgrade from CC-SG 3.0.2

If you have upgraded CC-SG from 3.0.2 to 3.1, you must reconfigure your AD modules before
any of your AD users can login to CC-SG. CC-SG 3.1 requires a DNS and Domain Name to be
specified for each AD module. This configuration allows CC-SG to query all domain controllers
for a given domain.

Important: CC-SG will still be in Maintenance Mode after upgrading to 3.1.
Therefore, you must login with the CC Super-User account to perform this
action. The default CC Super-User account for systems upgrading from 3.0.2 is
ccroot/raritanO.

To reconfigure AD modules:
1. On the Administration menu, click Security.
2. Select the AD module you want edit, and then click Edit.

3. Inthe General tab, type the DNS and Domain Name for the AD module in the corresponding
fields. Please refer to AD General Settings for additional information.

4. Click Test Connection to test the connection to the AD server using the given parameters.
You should receive a confirmation of a successful connection. If you do not see a
confirmation, review the settings carefully for errors and try again.

5. Click OK to save your changes.

6. If you want to configure Advanced settings, Group settings, or Trust settings, click the
corresponding tab to view options. Please refer to the previous sections on AD _Advanced
Settings, AD Group Settings, and AD Trust Settings for additional information. Click OK
to save your changes in these tabs.
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7. Repeat these steps to reconfigure all AD modules.

8. Once you have reconfigured all AD modules, you can synchronize your imported AD user
groups with the AD servers. Please refer to Synchronize AD User Groups for additional
information.

9. After you have synchronized each modules AD user groups, you should synchronize all AD
modules. Please refer to Synchronize All AD Modules for additional information.
Depending on your AD configuration, the synchronization process may take up to 30 seconds
per domain controller. If any domain controllers are offline during synchronization, the
process may take longer.

Note: Please refer to the following sections to familiarize yourself with how CC-SG 3.1 handles
synchronization of AD user groups. Synchronize All AD Modules and Set AD _Synchronization
Time. For instructions on generating a report containing information about AD user groups,
please refer to Chapter 11: Generating Reports, AD User Group Report.

Add LDAP (Netscape) Module to CC-SG

Once CC-SG starts and a username and password are entered, a query is forwarded either through
CC-SG or directly to the LDAP server. If the username and password match those in the LDAP
directory, the user is authenticated. The user will then be authorized against the local user groups
on the LDAP server.

1. On the Administration menu, click Security. The Security Manager screen appears,
displaying the General tab.

2. Click Add... to open the Add Module window.

4 Add Module
Add Module

@ Flease enter a module name.

Module Type: |LDQP - ]

Module Nams:| ]

[
| erevious Hewt H ) 1| Cancal

Figure 104 Add LDAP Module

3. Click the Module Type drop-down menu and select LDAP from the list.
4. Type a name for the LDAP server in the M odule name field.
5. Click Next to proceed. The General tab opens.
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LDAP General Settings

L.

Click the General tab.

Add Module

I:B Please provides module propertiss

Haduls N-s--'ne:lLD.l‘l':' Module 1 |

Haduls Type: [LL'm"r' |

General | Advanced | Certificats

Ganaral Propertss
1P Address Hostmame: _1‘?2.'.':‘3.1'.1 10
Porti [185
[] Sscura Connacson far LDAP
(] Ananymaus Bind
Usar name: .u.d-.\:lrn mi o & s ‘|I':trd'bal"i.ou-_|:

Password:

Confirm Passmord: T

Directory Search for Users

Bace DN: |ow=administrators ousTopologyManager

Filtar: (objectclass =person)|

Test Connectian

Pravigus I k | Ok | Cancal ]

Figure 105 LDAP General Settings

Type the IP address or hostname of the LDAP server in the | P AddressHostname field. For
hostname rules, please refer to Terminology/Acronymsin Chapter 1: Introduction.

Type the port value in the Port field. The default port is 389.
Check Secure Connection for LDAP if using a secure LDAP server.

Check Anonymous Bind if your LDAP server allows anonymous queries. You do not need
to enter a user name and password with anonymous binding.

Note: By default, Windows 2003 does NOT allow anonymous queries. Windows 2000 servers do
allow certain anonymous operations, whose query results are based on the permissions of each
object.

6.

If you are not using anonymous binding, type a username in the User name field. Type a
Distinguished Name (DN) to specify the credentials used to query the LDAP server. For DN,
enter the common name, organizational unit, and domain. For example, type
uid=admin,ou=Administrator s,ou=T opologyM anagement,0o=NetscapeRoot. Separate the
values with commas but do not use spaces before or after the comma. The value themselves
can include spaces, such as Command Center.

Type the password in the Password and Confirm Password fields.

To specify where the search for users begins, enter a Distinguished Name in Base DN. For
example, ou=Administrators,ou=T opologyM anagement,o=NetscapeRoot, searches all
organizational units under the domain.

To narrow searching to only particular types of objects, type a value in the Filter field. For
example, (objectclass=per son) will narrow searching to only person objects.

—=V=

=& Raritan.



128

COMMANDCENTER SECURE GATEWAY ADMINISTRATOR GUIDE

10. Click Test Connection to test the LDAP server using the given parameters. You should

11.

receive a confirmation of a successful connection. If not, review the settings carefully for
errors and try again.

Click Next to proceed to the Advanced tab to set advanced configuration options for the
LDAP server.

LDAP Advanced Settings

1.

o

Click the Advanced tab.

D Add Module
Add Module

,/i * Please provide madule properties.

LS

Module Hame:[LDAP Maduls 1 |

Module Typs: [LDAR |

| Genersl | Advanced | cCortficate ]

I
Passwords

Cibase &4

(® Plain Text

Default Digest: [MDS -|

Drirectory Search for Users

User Attribute: |P::.‘mnt1-:n-e |

Group Membership Attmbute: ||1'5r|'-l.' arof ]

Cther

Bind username pattenmn: ]

[J use bind

E Us® bind after search

Test Connection

Previous . | QK 1 Cancel l

Figure 106 LDAP Advanced Settings

Click the radio button for Base 64 if you want the password to be sent to the LDAP server
with encryption. Click the radio button for Plain Text if you want the password to be sent to
the LDAP server as plain text.

Click the Default Digest drop-down menu and select the default encryption of user
passwords.

Type the user attribute and group membership attribute parameters in the User Attribute and
Group Membership Attribute fields. These values should be obtained from your LDAP
directory schema.

Type the bind pattern in the Bind User name Pattern field.

Check Use bind if you want CC-SG to send the username and password entered at login to
the LDAP server for authentication. If Use Bind is not checked, CC-SG will search the
LDAP server for the user name, and if found, will retrieve the LDAP object and locally
compare the associated password with the one entered.

On some LDAP servers, the password cannot be retrieved as part of the LDAP object. Check
Use bind after search to instruct CC-SG to bind the password to the LDAP object again and
send it back to the server for authentication.

Click OK to save your changes.
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9. The new LDAP module appears in the Security Manager screen, under External AA Servers.
Check the Authentication checkbox if you want CC-SG to use the LDAP module for
authentication of users.

10. Click Update to save your changes.
Sun One LDAP (iPlanet) Configuration Settings

If using a Sun One LDAP server for remote authentication, use this example for parameter
settings:

PARAMETER NAME SUN ONE L DAP PARAMETERS

IP Address/Hostname <Directory Server |P Address>
User Name CN=<Valid user id>

Password <Password>

BaseDN 0O=<Organization>

Filter (obj ectclass=per son)

Passwor ds (Advanced Screen) Plain Text

Password Default Digest (Advanced) SHA

Use Bind unchecked

Use Bind After Search Checked

OpenLDAP (eDirectory) Configuration Settings

If using an OpenLDAP server for remote authentication, use this example:

PARAMETER NAME OPEN L DAP PARAMETERS

IP Address/Hosthname <Directory Server |P Address>

User Name CN=<Valid user id>, O=<Or ganization>
Password <Passwor d>

User Base O=accounts, O=<Organization>

User Filter (obj ectclass=per son)

Passwor ds (Advanced screen) Base64

Password Default Digest (Advanced) Crypt
UseBind Unchecked
Use Bind After Search Checked

)
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Add a TACACS+ Module

CC-SG users who are remotely authenticated by a TACACS+ server need to be created on the

TACACS+ server and on CC-SG. The user name on the TACACS+ server and on CC-SG must

be the same, although the passwords may be different. Please refer to Chapter 8: Adding and

Managing Users and User Groups for additional information on adding users who will be

remotely authenticated.

1. On the Administration menu, click Security. The Security Manager screen appears,
displaying the General tab.

2. Click Add... to open the Add Module window.

‘3 Add Module X

Add Module
,® Please provide module properties,

Module Type: [TACACS+ -

Module Name:iTACﬂCS-} Module 1 |

MNext H Cancel

Figure 107 Add TACACS+ Module

3. Click the Module Type drop-down menu and select TACACS+ from the list.
4. Type a name for the TACACS+ server in the Module name field.
5. Click Next to proceed. The General tab opens.
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TACACS+ General Settings

1. Type the IP address or hostname of the TACACS+ server in the |P Address’Hostname
Name field. For hostname rules, please refer to Terminology/Acronyms in Chapter 1:
Introduction

3 Add Module ()
Add Module

If’i Flease provide module properties,

Module Name: ETACACS-E— Module 1
Module Type: [racacs+
IF Address/Hostname:|localhost

Port number: 49

Authentication port:  [y01
Shared key: s

Shared key confirm:  |FrEsss]

Previous Mext || QK || Cancel

Figure 108 TACACS+ General Settings

2. Type the port number on which the TACACS+ server is listening in the Port Number field.
The default port number is 49.

Type the authentication port in the Authentication Port field.
Type the shared key in the Shared Key and Shared key confirm fields.
Click OK to save the changes.

The new TACACS+ module appears in the Security Manager screen, under External AA
Servers. Check the Authentication checkbox if you want CC-SG to use the TACACS+
module for authentication of users.

7. Click Update to save your changes.

S kW
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Add a RADIUS Module

CC-SG users who are remotely authenticated by a RADIUS server need to be created on the

RADIUS server and on CC-SG. The user name on the RADIUS server and on CC-SG must be

the same, although the passwords may be different. Please refer to Chapter 8: Adding and

Managing Users and User Groups for additional information on adding users who will be

remotely authenticated.

1. On the Administration menu, click Security. The Security Manager screen appears,
displaying the General tab.

2. Click Add... to open the Add Module window.

A Add Module X]

Add Module

(7 Please provide module properties.

G

Module Type: [RADIUS - |

Module Mame: RADIUS Module 1 |

| Pre... |I Mext ik ' Zan...

Figure 109 Security Manager Add Module Screen

3. Click the Module Type drop-down menu and select RADIUS from the list.
4. Type a name for the RADIUS server in the M odule name field.
5. Click Next to proceed. The General tab opens.

—=V=
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RADIUS General Settings

L.

A

8.

Click the General tab.

<A Add Module

Add Module

,-"i:} Please provide module properties.

Module Name: [RADIUS Module 1 |
Module Type: RADIUS i

IP Address/Hostname:192.132.12.12

Part number: 1812
Shared key: — |FheEEs

Shared key confirm: |[s+e+=4

Previous | | | O | Cance|

Figure 110 Specifying a RADIUS Server

Type the IP address or hostname of the RADIUS server in the |P AddressHostname field.
For hostname rules, please refer to Terminology/Acronymsin Chapter 1: I ntroduction.

Type the port number in the Port Number field. The default port number is 1812.
Type the authentication port in the Authentication Port field.

Type the shared key in the Shared Key and Shared key confirm fields.

Click OK to save the changes.

The new RADIUS module appears in the Security Manager screen, under External AA
Servers. Check the Authentication checkbox if you want CC-SG to use the RADIUS
module for authentication of users.

Click Update to save your changes.

Two-Factor Authentication Using RADIUS

By using an RSA RADIUS Server that supports two-factor authentication in conjunction with an
RSA Authentication Manager, CC-SG can make use of two-factor authentication schemes with
dynamic tokens.

In such an environment, the user logs into CC-SG by first typing their username in the Username
field. Then the user types their fixed password, followed by the dynamic token value in the
Password field.

Configuration of the RADIUS server and Authentication manager to enable this is beyond the
scope of this document to provide. Configuration of CC-SG is identical to standard RADIUS
remote authentication described above. CC-SG should be configured to point at the RADIUS
server. Please refer to Appendix F: Two-Factor Authentication for additional information.
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Chapter 11: Generating Reports

Reports can be sorted by clicking on the column headers. Click a column header to sort report
data by the values in that column. The data will refresh in ascending order alphabetically,
numerically, or chronologically. Click the column header again to sort in descending order.

You can resize the column width in all reports. Hold your mouse pointer on the column divider in
the header row until the pointer becomes a double-headed arrow. Click and drag the arrow to the
left or right to adjust column width.

The sorting value and column width you use becomes the default report view the next time you
log in and run CC-SG reports. For all reports, you can double-click a row to view further details
of the report.

Note: In all reports, use CTRL+click to deselect a highlighted row.

Audit Trail Report

The Audit Trail report displays audit logs and access in CC-SG. It captures actions such as
adding, editing, or deleting devices or ports, and other modifications.

CC-SG maintains an Audit Trail of the following events:

e When CC-SG is launched

e  When CC-SG is stopped

e  When a user logs on CC-SG

e  When a user logs off CC-SG

e  When a user starts a node connection

1. On the Reports menu, click Audit Trail.

Audit Trail b 4

Legs Fitter
Start date: [10/24/2007 16:11:14 = End date:{10/24/2007 16:16:14 —

Message: |

Username |
User IP addrass:|

Figure 111 Audit Trail Screen

2. Set the date range for the report in the Start Date and End Date fields. Click each
component of the default date (month, day, year, hour, minute, second) to select it, and then
click the up and down arrows to reach the desired number.

3. You can limit the data that the report will contain by entering additional parameters in the
M essage, Username, and User | P address fields.

e Ifyou want to limit the report by the message text associated with an activity, type the text in
the M essage field.

e If you want to limit the report to a particular user’s activities, type the user’s username in the
Username field.

e Ifyou want to limit the report to a particular IP address’s activities, type the user’s IP address
in the User | P address field.
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4. Click OK to run the report. The report is generated, displaying data about activities that
occurred during the designated time period that also comply with any additional parameters
specified.

auwdit Trall X
Ko, Diate . User | User [P Address Hessage i

'._:‘I]l'l.'-' 10,24 a8 16:32:42 EDT | admin _1,"-‘." 168.50.72 _l'l.uu g Trail Bgpsrt ganarsted frgmm Thy Aug 25 ... &

2_:|:|n:' i0,24 a% 16:30:01 EDT admin _1,"-!." 168.50.72 _huu E Trail Bgpert genarated frgm Tus Ot 15 ..,

F2007.10,24 4% 16:16:21 EDT adrmn  |192.168.50.72 Usar ademon weth [P sddrass 192,168.50.72 tha...

-I:.‘I]"'-'-' 10,24 8% 16:00:40 EQT  admin :1."‘.‘ 166.50.78 :I.':-'.'l admin with [P addrads 192.168.50,73 log..

SLE007.10.24 st 16:00:0 EDT (admin  |192.168.50.72  [User admin with [P address 192, 168.50.72 log..

G2007.10.24 st 15:33:40 EDT | (Wser adrmin weth [P addrass 192.168.50.176 bo..

FROOT.10.24 a1 15: 33 sdmin_ |192.168.50.176  User sdmin with [P address 192.168.50.176 bo.,

SE007.10.24 1 1533 admin_ |192.168.50.176  |User & with [P addrass 193.168.500176 k..

SLE0O7.10.24 H 15: 33 | Wsar admin with [P addrads 192.168.500176 bo..
10 2007.10.24 st 15:2 sdmin |192.168.50.72  [VeewStored Reports repart genaratad
11/ 2007.10.24 a8 15: sdmin_ |192.168.50.72  User sdmin with [P address 192.168.50.73 trie...
AT Z007.10.24 a1 15: admin_ |1%2.168.50.176  [User admin eth [P address 193,168,50,176 ...
132007.10.24 st 14:47 sdmin 19216850176  User sdmin with [P address 192 168.50.176 In...
14/ 2007.20.24 ot 11:43: admin 19216855017  User sdrmun with [P address 192.168.50.176 bo.,
15 2007.10,24 ot 11:43: admin 19216850176  User sdmin with [P address 192.168.50.176 bo.,
LE2007.10.24 a8 1141 admin_ |1%2.168.50.72  [User admin eith [P address 193,168,50.72 lo9.,
1T2007.10.24 st 11:47 sdmin_ |192.168.50.72  [Tadkd ratriaved by filter,
1E2007.10.24 ot 11:13: admin (192168550176  |User sdmin with [P address 192 168.50.176 tr...
1% 2007.10.24 ot 11:11 06 E admin_ |192.168.50.176 |Actessed Devites Report genarated
S02007.10.24 a8 1111 x4 E sdmin__ |1%2.168.50.176  [Errar Log Report gansrated from Wed 0o 24 ..,
212007.10.24 st 11:1 sdmin_ |192.168.50.176  Audi® Trail Repert genarsted from Wed Ot 24...
ST 2007.10.24 ot 11:20: sdmin 19216850176  Actsssed Dawvites Repork generated Naxt
ZH2N0P.10.24. a0 11:08:03 EDT. admin. . [122.168.50.176. Accessed Davioas Regort asnsarated =]

Hansge Report Data... | Clear Close |

Figure 112 Audit Trail Report

e Click Next or Previousto navigate through the pages of the report.

e Click Manage Report Data... to save or print the report. Click Save to save the records that
are displayed in the current report page to a CSV file or click Save All to save all records.
Click Print to print the records that are displayed in the current report page or Print All to
print all records.

e Click Clear to clear the log files used in the report.
e Click Closeto close the report.

Error Log Report

CC-SG stores error messages in a series of Error Log files, which can be accessed and used to
help troubleshoot problems.

1. On the Reportsmenu, click Error Log.

Error Log =

Logs Filter
Start date: L2007 17:39: 30 = End dates10/24/2007 174438 =
Message:
UM Tl

User IF address:

Figure 113 Error Log Screen

2. Set the date range for the report in the Start Date and End Date fields. Click each
component of the default date (month, day, year, hour, minute, second) to select it, and then
click the up and down arrows to reach the desired number.

3. You can limit the data that the report will contain by entering additional parameters in the
M essage, Username, and User |P address fields.

e If you want to limit the report by the message text associated with an activity, type the text in
the M essage field.

e Ifyou want to limit the report to a particular user’s activities, type the user’s username in the
User name field.
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If you want to limit the report to a particular IP address’s activities, type the user’s IP address
in the User | P address field.

Click OK to run the report. The report is generated, displaying data about activities that
occurred during the designated time period that also comply with any additional parameters
specified.

Error Log X
M (=l - Mawr . User IR Address Merrage g i
1/2006.10.18 at 16:07:50...| |192.168.51.86  |User sdmin with [P sddress 192.168.51.86 tried to ... =
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7|2006.10.17 ak 14:07:26...| |192.168.58.52  |User sdmin with [P sddress 192.168.58.52 tried to ...
8[2006.10.17 at 09:35:10..| |192.168.50.62  [User sdmin with [P addross 1921685062 tried to ..
AT006.10,17 ak 0% 36:50...| 11921655090 (User sdmin with [F sddress 192,166,50.90 tried to ..
10/2006.10.17 ak 0% 36:34...| |192.168.50.90  |Uszer sdmin with [P sddress 192.168.50.90 tried to ...
11(2006.10.17 at 09:25:30..| |192.168.51.20  [User sdmin with [P address 192.168.51.21 tried to ..
12[2006.10,17 ak 0%; 28:10...| L9E165.51,21  [User sdmin with [P sddress 192,166.51.21 tried 10 ..,
13/2006.10.16 at 156: 34:51...| |192.168.50.1T6  |User charlie with [F sddress 192.160.50.176 treed t..
14/2006.10.16 at 16:34:51...) 192.168.50.176  |User charlie’ with 1P address 192.068.50.176 tried...
15/2006.10, 106 ak 16:06:45...| 1192 166.51.90  (User sdmin with [P sddress 192,166,51.91 tried 1o ...
16/2006.10.16 ak 16:06:45...| |192.168.51.90  |User sdmin with [P sddress 192.168.51.91 tried to ...
17/2006.10.16 at 16:06:25...| |192.168.51.91 (User sdmin with [P sddress 192.168.51.91 tried to ...
18/ 2006.10,06 ak 13: 25:04.,.| 71234, 200,69  User Comays with [P sddress 31.224.200.6%9 tred 1.,
19)2006.10.16 ak 13:24:40...| |T1-2dd 20069  [User Comsys with [P address 71.224.200.69 tried t..,
20/2006.10.16 at 06:28:03...| |1219.134.26.39 |User remokeacess with 1P addrecs 219.134.26.39 1...
21| 2006.10. 146 ak 06: 26:03...| 1219134, 26,39 (User Comays with [P sddress 219.134.26.39 tred t...
222006 10.16 ot 08: 2547, 21%.134.26.09 User Comsys with [P sddress 21%.1%3,26.99 kried ...
23(2006.10.16 ak 06:25:43...] [219.134.76.39  |User Comsys with [F address 219.134.26.39 tried t... = Hoxt i
| manage Report Data... | Close ! Close |

Figure 114 Error Log Report

Click Next or Previousto navigate through the pages of the report.

Click Manage Report Data... to save or print the report. Click Save to save the records that
are displayed in the current report page to a CSV file or click Save All to save all records.
Click Print to print the records that are displayed in the current report page or Print All to
print all records.

Click Clear to clear the log files used in the report.
Click Close to close the report.

Access Report

Run the Access report to view information about accessed devices and ports, when they were
accessed, and the user who accessed them.

1.

On the Reports menu, click Accessed Report.

Access Report x

Logs Filter
Start date: [10/24/2007 17:58:07 - end date:[L0f24/2007 18:03:07

MesFage:

LraveDs nasme:

|
[
Port name: [
|
{

Lisennsme:

LIL AL L

User IP addrass

Figure 115 Access Report Screen

2. Set the date range for the report in the Start Date and End Date fields. Click each

component of the default date (month, day, year, hour, minute, second) to select it, and then
click the up and down arrows to reach the desired number.
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3. You can limit the data that the report will contain by entering additional parameters in the
M essage, Device name, Port name, Username, and User | P addr ess fields.

e [fyou want to limit the report by the message text associated with an activity, type the text in
the M essage field.

e If you want to limit the report to a particular device, type the device name in the Device
name field.

e If you want to limit the report to a particular port, type the port name in the Port name field.

e [fyou want to limit the report to a particular user’s activities, type the user’s username in the
Username field.

e If you want to limit the report to a particular IP address’s activities, type the user’s IP address
in the User | P address field.

4. Click OK to run the report. The report is generated, displaying data about access that
occurred during the designated time period that also complies with any additional parameters
specified.

Access Report X
sl r Dvice Part Usas Lo Mpor IR AddoRss | MESER0E o
2(2007.20.20 at L. [Kenny32-BH | AccessUSTIPLocal  ®ephart 152.168.51.38 Connection expired &
10/2007.20.20 at 1... [Kenny32-608  [AccessUSTIPLecal  ladmin 1%2.168.50.176 Connectich sspired
11;2IJIII TA0L20 &t 1. [Kenny32-EX L-ﬁ.r\c\es:-LlSTlPLnral .udlnln ‘192.163.50.1?6 Coannechon axpirad
12(2007.00.20 at L... [Kenny32-BX  AccessUSTIPLocal ¥ephart 1%2.168.51.38 Connechon expired
AZ(ZO0T.A0,20 at 4. [Kenny3d-s  AccessUSTIPLocal  Keophart 192.168.51.38 Cannection sxpired
1;rgz|:m T 00 &t 1. [Kenny32-Ei L-ﬁ.r\c\e:-s-LISTIPLnral .K:phart Il‘}2.163.51.3ﬂ Connechon expired
12(2007.00.20 &t L... [Kenny32-BX  AccessUSTIPLocal  ¥ephart 192.158.51.38 Cannechon expired
19/2007.20.20 at 1., [Kenny32-0d  |AccessUSTIPLocal  Charke 192.168.50.176 Connechon axpired
2I:Ii2l:llil TA020 &t 1., [Kennyd2-EK L-"'-E':'.‘:-E-USHPLDFH .l:h-:rﬂ': ‘1'?2.115-3.59.1'-‘6 Cannscton expired
ZE(Z007.20.20 at L. [Kenny32-KX  AccessUSTIPLocal admin 192.168.50.62 Coannechon expired
25200740020 at Q... [Kenny32-E4 |IPR-32-59 admun 192.168.50.90 Connechion sxpired
265200 TA019 at 2. [Kennyd2-Ex 1 ‘ﬂdlﬁln ‘192.1{-3.50.9& Coannsction expired
ZTZ007.20.19 at Z... [Kenny32-6X acimin 192.168.50.90 Coannechon gxpired
2920074019 at 2., [Kenny32-d  [TngalUSTIPLocal admuh 192.168.50.90 Connecioh axpirad
GG:ZDU{-.‘.I.U.I? it L. [Eenny32-se le-;.:-u‘s'rtm_nul ‘tharﬂ': ‘1'}2.163.50.11‘6 Connaction expired
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SQIZO0NE.A0L1T At ... [Kenny32E  |hagalSTIPLAeal admih 192.168.51.91 Connectioh sxpirad
SIEZEIM-.!I.U.I? at L. |Kennyd2-EX  [lingoUSTIPLocal ‘tharﬂ': ‘192.163.5&1?6 Connecton expired
532006 20,17 at L. [Kenny32-6K -InnquJETI:FLm:aI Charkie 1%2.168.50.176 Coannechion expired
54/2006.10.17 at 1... [Kenny32-E¥  |ngalUSTIPLocal Charke 192.168.50.176 Connection expirad |
ﬁ'SEZUﬂl[-.lﬂ.ld- at O, [Kenny32-BX  (PIEC-32-00 jcomsys ‘!-6-.1 3x.247 4 iZonnechon expirad
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Figure 116 Access Report

e Click Next or Previousto navigate through the pages of the report.

e Click Manage Report Data... to save or print the report. Click Save to save the records that
are displayed in the current report page to a CSV file or click Save All to save all records.
Click Print to print the records that are displayed in the current report page or Print All to
print all records.

e Click Clear to clear the log files used in the report.
e Click Closeto close the report.
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Availability Report

The Availability Report displays the status of all connections, showing devices by name and IP
address. This report gives you the full accessibility picture for all devices on your system, and
supplies information that could be useful for troubleshooting.

1. On the Reports menu, click Availability Report. The Availability Report is generated.

Availability Report x
Dravice Hame IF Addrass Status
BannyIo-Kx 192.168.32.63 ACTo 5 sibile
Domininn-kX 1%2. 1683237 A ooas sible
Channel 5 Unkenawn
ThesPowarStng Ui kong e
Eennyd2-KE 1%2.160,32.41 Accassible
Manage Report Data,, Cloze

Figure 117 Availability Report

e Click Manage Report Data... to save or print the report. Click Save to save the records that
are displayed in the current report page to a CSV file or click Save All to save all records.
Click Print to print the records that are displayed in the current report page or Print All to
print all records.

e Click Closeto close the report.
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Active Users Report

The Active Users report displays current users and user sessions. You can select active users from
the report and disconnect them from CC-SG.

1. On the Reports menu, click Users, and then click Active Users. The Active Users report is

generated.
Active Uisers X
Lignr Hama Agaig Timg Raguiter Time Ramote fd... Bamobe ... Server Mods Laqin Typa. Ci...
shail 007.10124 at 18:08:25 EOT |2007.10.24 st 18:05:25 EOT 192.168.50... 192, 168.,.. 192, 1&0.32 ... iim| Client
shail 710024 st T.10.24 at 18:10:29 EDT 192.168.50 Htm| Cliend
hail T.10.2d st 18 T.10.24 at 10:16:47 EDT 192.168.50 | Clisnd
shail 10024 =t 10:19: 1024 ot 10:19:348 ELT 192.1408.50 il Slient
shail 10,34 st 18 710,24 i it Client
admin 7.10004 st 16:16:10 EDT [2007,10.24 G Clisnt
admin 07,1024 st 10:08:02 EOT [2007.10.24 Ci Clinnt
Mansge Repor Dats.. ] Cloge ]

Figure 118 Active Users Report

e To disconnect a user from an active session in CC-SG, select the user name you want to
disconnect, and then click L ogout.

e Click Manage Report Data... to save or print the report. Click Save to save the records that
are displayed in the current report page to a CSV file or click Save All to save all records.
Click Print to print the records that are displayed in the current report page or Print All to
print all records.

e Click Closeto close the report.
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Locked Out Users Report

The Locked Out Users report displays users who are currently locked out of CC-SG because they
made too many unsuccessful login attempts. You can unlock users from this report. Please refer

to Chapter 13: Advanced Administration, Lockout Settings for additional information on
lockout settings.

1. On the Reports menu, click Users, and then click L ocked Out Users.

Lockout Report X

Locked-out users

Lzar Last known 1P address Lockaut Sat Lackout End
ninakwitka 192.168.50.72 2007-10-25 17:23:28.572 2007-10-25 17:28:28.572

Cancel

Figure 119 Locked Out Users Report

e To unlock a user who has been locked out of CC-SG, select the user name you want to unlock,
and then click Unlock User. An

e Click Cancel to close the report.
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User Data Report

The User Data report displays certain data on all users in the CC-SG database.

1. On the Reports menu, click Users, and then click User Data. The All Users’ Data report is

generated.
Al Users' Data X
oo Usar Name | Phara L Enrablad _Password Ex.... Growps oo Privileges = Ermvail _ o Usar Typa
shail trus 7 CC Usery MNode Out-af-.,, 4has |sranne ., (local
ninakvitks trus System Adm... CC Setup ... nina kvites@. .. local
Mickey_Mouse Trye rinckey@dism,, .| remate
Hetalp true System Adm... CC Setup &n...|hetsl.patel@r...local
lasallser trus CC Usmrs Mode Cut-af-...|elizabeth.lelli... local
Kephart true CClserSecy... User Secumt... [craig kephar... [local
Charlis s Systam Adm,., ©C Setup An... chasles, mala,.. [lacal
COMSYS true System Adm... OC Setup &ni... local
Mikay T Systaim Adm,., (CC Setup An... Il
testn true remote
UsarDaviCon.,. Trus CCOmvicaCo, ., |[Devics Cond... local
MrUzerMgmnt trye CllbsarMgmnt Wser Manage... local
UserSetupla., irue CoSetupAnd,., OO Setup An... Iocal
Dbl trus HoPriwileges local
Mrilserses irus COLsarSacy,.. Ussr Secunt,., loeal
tast trye Eystemn bddm... CC Setup dn... local
e stl irus System Adm,., ©C Setup &n.,, Igeal
tactl? trys System bdm... OO Setup &n... local
NoGrouplser trug CT Users Mode Ouaof_,. local
admin trus 100 CC Supsr-User CC Setup An., lacal
MrioGroup true Iocal
Kedfiny trys System Adm.. OO Setup An.. lacal
Manags Report Data... Close
Figure 120 All Users’ Data Report

e The User Name field displays the user names of all CC-SG users.

e The Phone field displays the user’s dial back telephone number, which is only applicable for
users of CC-SG G1 systems that include a modem.

e The Enabled field displays true if the user is able to log in to CC-SG, or false if the user is
not able to log in to CC-SG, based on whether the Login Enabled checkbox is checked in the
User Profile. Please refer to Chapter 8: Adding and Managing Users and User Groups,
Add User for additional information.

e The Password Expiration field displays the number of days that the user can use the same
password before being forced to change it. Please refer to Chapter 8: Adding and
Managing Users and User Groups, Add User for additional information.

e The Groups field displays the user groups that the user belongs to.

e The Privileges field displays the CC-SG privileges assigned to the user. Please refer to
Appendix C: User Group Privileges for additional information.

e The Email field displays the email address for the user, as specified in the User Profile.

e The User Type field displays local or remote, depending on the user’s access method.

e Click Manage Report Data... to save or print the report. Click Save to save the records that
are displayed in the current report page to a CSV file or click Save All to save all records.
Click Print to print the records that are displayed in the current report page or Print All to
print all records.

e Click Closeto close the report.

==

=& Raritan.



CHAPTER 11: GENERATING REPORTS 143

Users in Groups Report

The Users In Group report displays data on users and the groups with which they are associated.

1. On the Reports menu, click Users, and then click Users In Groups. The Users In Groups
report is generated.

Users In Groups X
Ugar Group Namg Ugar Mama
O Super-Lser -
sdrmin
CC Users
Charle
Kenny
HaGroupliser
lesellser
oy Ak vtk &
shail
Lask

CCDeviceConfigUpgradeMgmnt

UsarDiay Canhglp
CChevicePorthodedgmet 0 feeeceeeeeenes
CoSeupAndTentedd Jesceseseessas

COUsEMegmet 0 fessssssasssas

COUserS@curdgMgmst  Jessesssesssas
Kephiart
Mrllsersec

L e I e —

P Pevilege s R — -

Manage Raport Dats., Close

Figure 121 Users In Groups Report

e (Click Manage Report Data... to save or print the report. Click Save to save the records that
are displayed in the current report page to a CSV file or click Save All to save all records.
Click Print to print the records that are displayed in the current report page or Print All to
print all records.

e Click Closeto close the report.
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Group Data Report

The Group Data report displays user group, node group, and device group information. View user
groups by name and description, view node groups by name, and view device groups by name, all
in one screen.

1.

On the Reports menu, click Users, and then click Group Data. The Groups report is
generated.

Groups X
Lhaar Group MNams Group Dagcrpingn Ervileges Palicas

CC Super-User Do Mot Crelete CC Setup And Caontrol, De... me

CC Usars Command Canter Users Wode Out-of-band Access, ... Full Access Policy _|

CCOevwiceConfigUpgrade... Device Configuration &nd ... =

CChevicePorthodeMgmnt Device, Port and Node Ma... |

CCSetupAnd Contral CC Setup And Control _| -

Manage Report Data... |

Mods Group Harme Full Ruls String
all Nodes Hode Mame LIKE % ) =
Mradmin -
Server Room Horth |
Server Room South
engineering Nodes Departmant = enginearing L™
Manage Report Data... |
Dt Graup Nama Fuill Rulé Strfid
All Dewices Device Name LIKE % me
CC Super-User Device Group Device Name LIKE % |
DeviceGroupl _|
Mradmin |
HinaDeviceGraup ™
Hanage Report Data... Close |

Figure 122 Groups Report

Click Manage Report Data... to save or print the report section. Click Save to save the
records that are displayed in the current report page to a CSV file or click Save All to save all
records. Click Print to print the records that are displayed in the current report page or Print
All to print all records.

Click Closeto close the report.

Click the ... button next to a row to display either the policies associated with the user group,
the list of nodes that satisfy the node group rule, or the list of devices that satisfy the device
group rule.

AD User Group Report

The AD User Group report displays all users in groups that were imported into CC-SG from
Active Directory servers that have been configured for both authentication and authorization. The
report does not include users who were added locally, via CC-SG, to the AD user groups.

1.
2.

On the Reports menu, click Users, and then click AD Users Group Report.

The AD Server list includes all AD servers that have been configured on CC-SG for both
authentication and authorization. Check the checkbox that corresponds to each AD server you
want CC-SG to include in the report.

In the AD User Groups section, the Available list includes all user groups that were
imported into CC-SG from the AD servers you checked in the AD Server list. Select the user
groups you want to include in the report, and then click Add to move the user groups to the
Selected list.
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4. Click Apply. The AD User Group report is generated.

AD User Group Beport X

¥ &0 User Group Beport

AD SeruiBr AD User Groups
[ oedule vailable: elected:
[¥] A0 Module 1 Ao ailabs Selected
.__J AD Heduls 2 AL SaFvar Ugar group | A Sarvar ey group

Al Module 1 System Admin.. . AD Moduls 1 TestGroupll
AL Maodule 1 systarn tast

. Apply

| Serser User group Liser |
Al Badule 1 TostGroupll §-1-5-21-2350 9505 T0- 3P0 90655 0- 302461, ..
AD Madule 1 TosbGroupl i Togtlisaril
AD Module 1 TestGroupll Testllserll

Marnsgs Raport Data... ] Clage 1

Figure 123 AD User Group Report

e Click Manage Report Data... to save or print the report section. Click Save to save the
records that are displayed in the current report page to a CSV file or click Save All to save all
records. Click Print to print the records that are displayed in the current report page or Print
All to print all records.

e Click Closeto close the report.

Asset Management Report

The Asset M anagement report displays data on devices currently managed by CC-SG.

1. On the Reports menu, click Devices, and then click Asset Management Report. The Asset
M anagement report is generated for all devices.

2. If you want to filter the report data by device type, click the Device type drop-down arrow,
select a device type from the list, and then click Apply. The report is generated again with the
selected filter applied.

Hszed Management X
W Fter

Déveds Ly

Al 8 i Appy

Davics Hama Dazenphion Device Type 1P Agdrans TLF Part Wrgan Farigl cumber

Hangge Regart Dats | Rafresh Clasa

Figure 124 Asset Management Report

e Devices whose versions do not comply with the Compatibility Matrix will display in red text
in the Device Name field.

e Click Manage Report Data... to save or print the report section. Click Save to save the
records that are displayed in the current report page to a CSV file or click Save All to save all
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records. Click Print to print the records that are displayed in the current report page or Print
All to print all records.

e Click Refresh to generate a new report. The report may take several minutes to generate,
based on the size of your system configuration.

e Click Closeto close the report.

Node Asset Report

The Node Asset report displays node name, interface name and type, device name and type, and
node group for all nodes under CC-SG management. You can also filter the report to include only
data about nodes that correspond to a specified node group, interface type, device type, or device.

1. On the Reports menu, click Nodes, and then click Node Asset Report. The Node Asset
Report screen displays.

Node Asset Report x
¥ fliltar
= &ll Hodes Davicas
Node Graup: Availsble: Selected:

| | Channel 5

Irtarfacs Tvpa: KennydZ-KSH 1
KannydZ-Kx

| | ThePowerStrip - 1

Ciawics Group:

Apply |

Figure 125 Node Asset Report Screen

2. Click the radio button that corresponds to the filtering criteria you want to apply to the report,
All Nodes, Node Group, Device Group, or Devices.

e If you selected Node Group, Interface Type or Device Group, click the corresponding
drop-down arrow, and then select a parameter from the list.

e If you selected Devices, select the devices in the Available list whose node assets you
want to include in the report, and then click Add to move them to the Selected list.

=V=

=& Raritan.



CHAPTER 11: GENERATING REPORTS

147

3. Click Apply to generate the report. The Node Asset Report generates.

Mode Asset Report
¥ Filter
= all Nedes Devices
' Mode Group: Available: Selected:
|eng.nennm; Hodes | Channel 5
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in-band same add. ..In-band - ILEYRIL... |In-Band - WORIL... [Mr&dmin, 4 HNodes L) L
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Manage Report Dats... Claose

Figure 126 Node Asset Report

e Click Manage Report Data... to save or print the report. Click Save to save the records that
are displayed in the current report page to a CSV file or click Save All to save all records.
Click Print to print the records that are displayed in the current report page or Print All to

print all records.
e Click Closeto close the report.

Active Nodes Report

The Active Nodes report includes the name and type of each active interface, the current user, a
timestamp, and the user IP address for each node with an active connection. You can view the

active nodes list and disconnect nodes from this report.

1. On the Reports menu, click Nodes, and then click Active Nodes. The Active Nodes report

generates if there are currently active nodes.

Rifive Nodes Report

User Hsms Inberfacs

sdmin

Hode
_I-"."'| Targat 1

Dievice Cisbe/Timee Opaned . Ussr [P Address
EannyJ-KEX | Tws Mew OF 18:19:07 192 068,50- 151

Manage Report ks, . |

Type

|Dut-of-Band - EVM Interdface Out-af-Band - KYH

Close

Figure 127 Active Nodes Report

e To disconnect a node from a current session, select the node you want to disconnect, and then

click Disconnect.

e Click Manage Report Data... to save or print the report. Click Save to save the records that
are displayed in the current report page to a CSV file or click Save All to save all records.
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Click Print to print the records that are displayed in the current report page or Print All to
print all records.

e Click Closeto close the report.

Node Creation Report

The Node Creation report lists all node creation attempts, both successful and unsuccessful,
within a specified timeframe. You can specify whether you want to see all node creation attempts,
or only those that are potential duplicate nodes.

1. On the Reports menu, click Nodes, and then click Node Creation. The Node Creation
screen displays.

Node Creation Report x

DatesTime Entarval

Date: Time: Erd Diake: Tirm#: Potential Duplicates Only

F T | 1106 DG 163
S 2006 16:27 11065200 16:32 Aoply

Py & CrateTime of Crastion Craatad By Radul

Figure 128 Node Creation Report Screen

2. Set the date range for the report in the Start Date and End Date fields. Click each
component of the default date (month, day, year, hour, minute, second) to select it, and then
click the up and down arrows to reach the desired number.

3. Check the Potential Duplicates Only checkbox to limit the report to only those nodes that
have been flagged as potential duplicates.

4. Click Apply. The Node Creation report is generated.

Mode Creation Report X
Dratey/Time Interval
Start Date: Time: End Date:  Time: Potential Duplicatss Only
a/n62o0eE s [LufosizonsE e e
Hods Dated Tomes of Creation created By Result
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200&.10.408 at 11:32:04 EDT AT SUCCESS
2006.10.18 4t 11:32:04 EDT T ESS
0061018 at 11:32:=04 EDT AT ESS
2006.10.13 at 0R:-32:54 EDT Eliat ] ] SUCCESS
2006.10.11 ak 18:46:03 EDT i SUCCESS
S $006.10.11 at 15:11:05 EOT adimar SWCCESS
16# Server L006,10.11 ok 13:07:54 EOT admin SUCCESS
HF MLIT0 Server H006.10.11 at 12:31:30 EOT admin SUWCCESS
wnknow Eualin interface H006.10.10 at 17:22:40 EOT adiman SUCCESS
LG Card on an HP Sarver HO06.10.10 at 17:15:00 EOT admin SWCCESS
Serial Target 1 S00S.10.00 gt 14:24:58 EOT admir SUMCCESS
IPR-32-89 H006.10.10 ot 08:37:22 EOT admin SUCCESS
lingol S TIPLoC 2006.10.00 at 9:37:21 EOT adman SUCCESS
F25C-32-60 2006.10.10 at 0r:37:21 EDOT & drmar SUCCESS
Manage Report Diats... ] Close

Figure 129 Node Creation Report

e The Result field displays Success, Failed, or Potential Duplicate to describe the outcome of
the node creation attempt

e Click Manage Report Data... to save or print the report section. Click Save to save the
records that are displayed in the current report page to a CSV file or click Save All to save all
records. Click Print to print the records that are displayed in the current report page or Print
All to print all records.

e Click Closeto close the report.
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Query Port Report

The Query Port Report displays all ports according to port status.
1. On the Reports menu, click Ports, and then click Query Port.

Duery Paort

¥ Fiter
Saledd port stabus:
CJan
(m

Forts

] Avvailabln [ Busy

) Uneay ailabie [ unused

[} Shew Ghosted Ports

Figure 130 Query Port Screen

2. 1In the Select port status section, check the checkboxes that correspond to the port statuses
you want to include in the report. Checking more than one checkbox and clicking Apply will
display ports with all statuses that are selected.

PORT STATUS DEFINITION

All All port statuses.

New Port is available (physical connection to target server is in
place), but the port has not been configured.

Unused Port is unavailable (physical connection to target server is not
in place) and the port has not been configured.

Available Port has been configured and connection to port is possible.

Unavailable Connection to port is not possible since the device is down and
unavailable.

Busy A user is connected to this port.

3. Check the Show Ghosted Ports checkbox in conjunction with one or more port statuses to
display ports that have the selected port status in addition to being ghosted. A ghosted port
can occur when a CIM or target server is removed from a Paragon system or powered off
(manually or accidentally). Refer to Raritan’s Paragon Il User Manual for additional

information.
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4. Click Apply to generate the report.
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Figure 131 Query Port Report

e Click the arrow icons at the bottom right of the report to navigate through multiple page
reports.

e Click Configurenext to a New or Unused port in the report to configure it.
e Click Closeto close the report.

Active Ports Report

The Active Ports report displays out-of-band ports that are currently in use. You can view the
active ports list and disconnect ports from this report.

1. On the Reports menu, click Ports, and then click Active Ports. The Active Ports report is

generated.
Active Ports X
Ackive Sessions
Lo Mger | Devie | | allowsd |
sdmin |KennydE-KEK |Serial Target 1 [Tue how OF 18:1...[Tue hov 0F 18:... [192,160.50,151 (st of -Band
| Mamage Report Daka... I| CHEonn adt Cloge

Figure 132 Active Ports Report
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e To disconnect a port from a current session, select the port you want to disconnect, and then
click Disconnect.

e Click Manage Report Data... to save or print the report. Click Save to save the records that
are displayed in the current report page to a CSV file or click Save All to save all records.
Click Print to print the records that are displayed in the current report page or Print All to
print all records.

e Click Closeto close the report.

Scheduled Reports

Scheduled Reports displays reports that were scheduled in the Task Manager. All Scheduled
Reports can be viewed in HTML format. Please refer to Chapter 13: Advanced Administration
for additional information.

1. On the Reportsmenu, click Scheduled Reports.

2. Click Get Reports to view the entire list of all scheduled reports that were created by all
owners. By default, all reports that were scheduled from one hour ago until the current time
are displayed.

3. To filter the reports displayed, you can select a particular Report Type, such as Active Ports
Report, or Report Owner, or change the start and end dates in the Reports generated
between fields by clicking each component of the default date (month, day, year, hour,
minute, second) to select it, and then click the up and down arrows to reach the desired
number. You can enter a Report Name to filter on the name—enter a phrase or partial phrase
of the name; matches are case in-sensitive and wildcards are not allowed.

Click Get Reportsto view the filtered list.
5. To view an individual report, highlight the report in the list, and then click Show Report.

Click Closeto close the report.

CC-NOC Synchronization Report

The CC-NOC Synchronization report lists all targets, along with their IP addresses, that the CC-
SG subscribes to and that are monitored by a CC-NOC given a particular discovery date. Any
new targets that are discovered in the configured range are displayed here as well. Please refer to
Add a CC-NOC in Chapter 13: Advanced Administration for details. You can also purge
targets from the CC-SG database from this report.

1. On the Reports menu, click CC-NOC Synchronization.

CC-NOC Synchronization k4

Filtar
Last Digcovered Date: 0&/07/Z006 =

et Targets

Targets Dicovarad
Hams HostlIF Address Last Discovered Dute CC-M0C [F Address

Cloze

Figure 133 CC-NOC Synchronization Report
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2. Selecta Last Discovered Date, and then click Get Targets. The targets that were discovered
on or earlier than the L ast Discovered Date are displayed under Tar gets Discover ed.

e If you want to purge a target from the CC-SG database, select the target you want to purge,
and then click Purge.

e If you want to purge the entire list of targets from the CC-SG database, click Purge All.

e Click Manage Report Data... to save or print the report. Click Save to save the records that
are displayed in the current report page to a CSV file or click Save All to save all records.

Click Print to print the records that are displayed in the current report page or Print All to
print all records.
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Chapter 12: System Maintenance

About Maintenance Mode

Maintenance mode restricts access to CC-SG so that an administrator can perform various
operations without disruption. Operations can be performed from the GUI or from an SSH
command line interface via clients, such as Putty or OpenSSH Client. Please refer to Chapter 13:
Advanced Administration, SSH Access for additional information.

Current users, except the administrator who is initiating Maintenance Mode, are alerted and
logged out after the configurable time period expires. While in Maintenance Mode, other
administrators are allowed to log into CC-SG, but non-administrators are prevented from logging
in. An SNMP trap is generated each time CC-SG enters or exits Maintenance Mode.

Note: Maintenance Mode is only available on standalone CC-SG units and not in a cluster
configuration. Upgrade CC-SG is disabled until you enter Maintenance Mode.

Scheduled Tasks and Maintenance Mode

Scheduled tasks cannot execute while CC-SG is in Maintenance Mode. Please refer Chapter 13:
Advanced Administration, Task Manager for additional information on scheduled tasks. When
CC-SG exits Maintenance Mode, scheduled tasks will be executed as soon as possible.

Entering Maintenance Mode

To enter Maintenance Mode:

1. On the System Maintenance menu, click M aintenance Mode, and then click Enter
Maintenance M ode.

Enter Malntenance Mode x

i Flaase sobar brasdosst maseage aod bmegut in margtes (beSwaen O and 30] to the moment when CommasdCectar wmil arter myicbans~ce mads .

Brosdoast message! [The CommandCaner server is aroerng mantensnos mids. A1 users wil be logged ot
Erner mamlehants mé=ds after {ma): S

Figure 134 Enter Maintenance Mode

2. Type a Broadcast message or accept the default that is provided. This message will display
to all logged in users to warn them that they will be logged off once CC-SG enters
maintenance mode.

3. Enter a time (in minutes) in the Enter maintenance mode after (min) field. This is the
amount of time CC-SG will wait before entering maintenance mode. The time can be
between O and 30 minutes, a time of O means that Maintenance Mode is starting immediately.

4. Click OK.

Exiting Maintenance Mode

To exit Maintenance Mode:

1. On the System Maintenance menu, click Maintenance M ode.
2. Click Exit Maintenance Mode.

3. Click OK to exit Maintenance Mode.

A message will display indicated CC-SG has exited Maintenance Mode. All users will now be
able to access CC-SG normally.
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Backup CC-SG

Best practice is to enter Maintenance Mode before backing up CC-SG.

1.

On the System M aintenance menu, click Backup.

Backup name:

Backup CommandCenter

'/i\' Click OK to make a backup copy of CommandCenter database!
<

Pre adding Back-Up

Description:

Back up made before adding 10 new KX Devices

Backup Type

Protocal:
@FP O

Hostname:

O standard @ Full O Customn

Backup Options

Backup to Remote Location

SFTP

Port Number {leave empty if you want to use the default port):

[t9z.168.15.32 || |

Username:

Password:

|Backupaccess

Directory:

QK Cancel

[ ]
them in

Figure 135 Backup CommandCenter Screen

Type a name for this backup in the Backup Name field.

(Optional) Type a short description for the backup in the Description field.

Select a Backup Type.

Custom — Allows you to specify which components to add to the backup by checking

the Backup Options area below. Check each of the following to include them in

the backup.

(@)

@)

Data — CC-SG configuration, Device and Node configuration and User Data.
(Standard)

L ogs — Error logs and event reports stored on CC-SG

CC-SG firmware files — Stored firmware files used for updating the CC-SG
server itself.

Device firmware files — Stored firmware files used for updating Raritan devices
managed by CC-SG.

Application files— Stored applications used by CC-SG to connect users to nodes.

Full — Creates a backup of all Data, L ogs, firmware and Application Files stored on CC-

SG. This produces the largest sized backup files.

Standard — Only creates a back up of critical Data on CC-SG. This backup includes CC-

SG configuration information, Device and Node configurations and User configurations.
This produces the smallest sized backup file.

5.

(Optional) If you want to save a copy of this backup file to an external server, check Backup

to Remote L ocation.

a.

Select a Protocol used to connect to the remote server, either FTP or SFTP

b. Type the IP address or hostname of the server in the Hostname field.

=& Raritan.
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C.

6.

If you are not using the default port for the selected protocol (FTP: 21, SFTP: 22) type the
communications port used in the Port Number field.

Type a username for the remote server in the User name field.
Type a password for the remote server in the Password field.

In the Directory field, specify the directory used to store the backup on the remote server.
You must specify the absolute path to the directory.

Click OK.

A success message will appear to confirm CC-SG backup. The backup file is saved in the CC-SG
file system, and if specified in the Backup to Remote L ocation field, to a remote server as well.
This backup can be restored at a later time.

Restore CC-SG

L.

On the System Maintenance menu, click Restore. The Restore CommandCenter screen
appears with a table of back up sessions available to CC-SG. The table also lists the type of
backup, the date of the backup, the description, what CC-SG version it was made from and
the size of the backup file.

Restore CommandCenter x
Available Backups
Name Type Drate Cescription Data Version Size
weekly backup |Custom |Mon Oct 16 12:54:22 E... |backup of critical infor... [3.1.0.2.2 |215kB
weekly backup |Custom [Thu Oct 18 19:20:09 E... [backup of eritical infor... [3.1.0.2.2 [245kB
| Upload ‘ ‘ Zave to File ‘ | Delete
Restore Type
O O o
Restore Options
O O O
O O
Restore after {min):
(R
Broadcast message:
CommandCenter will be restored,
Close

Figure 136 Restore CommandCenter Screen

If you want to restore from a backup stored off of the CC-SG system, you will first need to
upload it to make it available. Click Upload. An open dialog screen appears. You can retrieve
the file from anywhere on your client’s network.

a. Browse for the backup file, and select it in the dialog window.

b. Click Open to upload this file to CC-SG.

c.  When complete, the back-up file will appear in the Available Backups table.
Select the backup you wish to restore from the Available Backupstable.

If applicable, select what kind of restore you wish to perform from this backup:

Standard — Only restores critical Data to CC-SG. This includes CC-SG configuration
information, Device and Node configurations and User configurations.

Full — Restores all Data, Logs, firmware and Application Files stored in the backup file.
This requires that a full backup was made for the file.

=& Raritan.
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e Custom — Allows you to specify which components of the backup to restore to CC-SG by
checking them in the Restore Options area below. Check each of the following to include
them in the restore:

a. Data— CC-SG configuration, Device and Node configuration and User Data.
b. Logs-— Error logs and event reports stored on CC-SG

c. CC firmware files — Stored firmware files used for updating the CC-SG server
itself.

d. Device firmware files — Stored firmware files used for updating Raritan devices
managed by CC-SG.

e. Application files— Stored applications used by CC-SG to connect users to nodes.

5. Type the number of minutes, from 0-60, that CC-SG will wait before performing the restore
operation in the Restor e after field. This allows users time to complete their work and log off.

6. In the Broadcast Message field, type a message to notify other CC-SG users that a restore
will occur.
7. Click Restore.

After clicking Restore, CC-SG will wait for the time specified in the Restore after field before
restoring its configuration from the selected backup. When the restore occurs, all other users will
be logged off.

Saving and Deleting Backup Files

You can also save and delete backups stored on the CC-SG system from the Restore
CommandCenter screen. Saving backups allows you to maintain a copy of the backup file on
another PC, while deleting backups that are no longer needed can save space on the CC-SG.

To Save a backup
1. From the Available Backupstable, select the backup you want to save to your PC.
2. Click Saveto File. A Save dialog appears.

Save In: ||j Desktap 52 | @ I@ |E| EE. E

d cc30 Ijtast

3 co-Covers for Al Padkowski[C] test TIDT
3 cHT

9 forco

CF iview

T Mew Test HTML Cleanup

[ sxppr

3 Termp waorkPLan Dir

File Mame:  |backup_16_10_z006_12_54_22_223 jar.rfo| |

Files of Type: |pr File 'l

Save Cancel

Figure 137 Saving a Backup File

3. Specify a location to save your CC-SG backup file, then click Save. The backup file will be
copied to you client PC.

==
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To Delete a backup
1. From the Available Backupstable, select the backup you want to delete.
2. Click Delete. A confirmation dialog appears.

3. Click OK to delete the backup from the CC-SG system or Cancel to exit without deleting.
Once deleted, the file backup file will be removed from the CC-SG.

Note: Saving and restoring can be used to move a backup from one CC-SG unit to another.
Saving and deleting can be used to maintain a secure archive of CC-SG backups without storing
the full archive on the system.

Reset CC-SG

Use the Reset CommandCenter command to purge CC-SG database data. This will not reset
system configuration data, such as the IP address of CC-SG. The following actions will be taken:
reset CC-SG database, reset SNMP configuration, reset to default firmware, load default
firmware into CC-SG database, and reset the Diagnostic Console to default values.

1. On the System Maintenance menu, click Reset.

Reset CommandCenter X

@ Flease erter password,

Pasdvwards |

Bresdcast mass aqu::n::.rr.m.md\:rm--' databaie will be reset to faciory dedaid.
Reset after (min): 0

Figure 138 Reset CC-SG Screen

Type your CC-SG password.
3. Either accept the current Broadcast message or edit to create one of your own.

Type the number of minutes, from 0-60, that CC-SG will wait before performing the reset
operation in Reset after (min). Default is 0, which will reset the CC-SG unit immediately.

5. Click OK to reset your CC-SG unit. A success message will appear to confirm the reset.

Important: Using the Reset command will purge the database of CC-SG. All
Devices, Nodes, Ports, and Users will be removed. Authentication is also reset
to the Local DB. You should back up CC-SG before using Reset.

Restart CC-SG

The restart command is used to restart the CC-SG software. Restarting CC-SG will log all active
users out of CC-SG.

Note: Restart will not cycle power to the CC-SG. To perform a full reboot you will need to access
the Diagnostic Console or the power switch on the unit itself.

1. On the System Maintenance menu, click Restart.

Restart CommandCenter X

@ Please antar password and timesout toe confirm CommandCenter rastart,

Passward: [ |
Broadeast messaae:}cawmar\dcmth will be rastarted, I
Restart after {min): | I

Figure 139 Restart Screen
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2. Type your password in the Password field.

3. Accept the default message or type a warning message to display to any users currently
online in the Broadcast message field (for example, you might give users a brief time period
to finish their tasks in CC-SG or tell them why you are restarting the system). All users will
be disconnected when you restart CC-SG.

4. Type the number of minutes, from 0-60, that CC-SG will wait before it restarts in the Restart
after (min) field.

5. Click OK to restart CC-SG or Cancel to exit the screen without restarting. Once you restart
CC-SG, your Broadcast Message appears.

6. Click OK to restart CC-SG. CC-SG will restart, and be ready for use.
Upgrade CC-SG

The upgrade command is used to upgrade CC-SG's firmware to a newer version. To upgrade CC-
SG, you should first have the latest firmware file saved to your client PC. Firmware files can be
found in the Support section of the Raritan Website here:

http://www.raritan.com/support/sup upgrades.aspx

It is recommended that you first back up CC-SG before upgrading.

Note: If you are operating a CC-SG cluster, you must remove the cluster first and upgrade each
node separately.

1. On the System Maintenance menu, click Maintenance Mode, then Enter Maintenance
Mode to place CC-SG in Maintenance Mode. You will not be able to upgrade CC-SG
without performing this action. Please refer to the Maintenance M ode section of this chapter
for additional information.

2. Once CC-SG is in maintenance mode, on the System M aintenance menu, click Upgrade.

Upgrade CommandCenter x

Lucation:l Browse
—

Figure 140 Upgrade CC-SG Screen

3. Click Browse, navigate to and select the CC-SG firmware file, and then click Open.
Click OK to upload the firmware file to CC-SG.

5. After the firmware file is uploaded to CC-SG, you will receive a success message. This
indicates that CC-SG has received the file and has begun the upgrade process. All users will
be disconnected from CC-SG at this time. Click OK to exit CC-SG and allow it to restart.

6. You must wait approximately 8 minutes while CC-SG restarts. Close your browser window,
and then clear your browser cache.

7. After 8 minutes, open a new browser window and launch CC-SG. On the Help menu, click
About Raritan Secure Gateway. In the window that appears, check the version number to
verify that the upgrade was successful. If the version has not upgraded, repeat the previous
steps. If upgrade was successful, proceed to the next step.

8. CC-SG will still be in Maintenance M ode, which means that most users cannot login. To
exit Maintenance Mode, on the System Maintenance menu, click Maintenance Mode, and
then click Exit Maintenance Mode. Click OK.
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Shut Down CC-SG

These are the recommended methods for Administrators to shut down CC-SG. Shutting down
CC-SG shuts down the CC-SG software, but it does not power off the CC-SG unit.

1. On the System Maintenance menu, click Shutdown CommandCenter.

Shutdowsn CommandCenter X
,-"i"‘-, Please anter passward and timeout te confirm CommandCenter shutdown,
W

Pagsward: | |
Broadeast massage: CommandCanter will be chut dewn, |
Shutdown after {rmin): |

Figure 141 Shutdown CC-SG Screen

Type your password in the Password field.

3. Accept the default message or type a message to display to any users currently online in the
Broadcast message field (for example, you might give users a brief time period to finish
their tasks in CC-SG and tell them when they can expect the system to be functional again).
All users will be disconnected when you shutdown CC-SG.

4. Type the number of minutes, from 0-60, that should pass before CC-SG shuts down in the
Shutdown after (min) field.

5. Click OK to shut down CC-SG or Cancel to exit the screen without shutting down. Once you
shut down, the CC-SG login window appears.

Note: After CC-SG shuts down, all users are logged out and redirected to the login screen. Users
cannot log back in until you restart CC-SG as described in the next section.

Restarting CC-SG after Shutdown

After shutting down CC-SG, use one of these two methods to restart the unit:

1. Use the Diagnostic Console. Please refer to Diagnostic Console in Chapter 13: Advanced
Administration for additional information.

2. Recycle the power to your CC-SG unit.
End CC-SG Session

Log Out

To exit CC-SG at the end of a session, or to refresh the database in case you or another user have
made changes while you were logged in, log off from CC-SG entirely, then log in again.

1. On the Secure Gateway menu, click L ogout. The L ogout window appears.

2. Click Yes to log out of CC-SG or No to close the window. Once you log out, the CC-SG
login window appears.

3. Logon to CC-SG again, or click Exit to shut down CC-SG completely.

Exit CC-SG

If at any time you want to exit CC-SG, you can exit.
1. On the Secure Gateway menu, click Exit. The Exit window appears.
2. Click Yesto exit CC-SG or No to close the Exit window and continue working.
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Chapter 13: Advanced Administration

Guided Setup

Guided Setup steps an administrator through some of the most common tasks on CC-SG:
creating associations, setting up Raritan devices, creating user groups and creating users. For
information on running Guided Setup, please refer to Chapter 3: Configuring CC-SG With
Guided Setup.

Message of the Day Setup

The Message of the Day feature allows Secure Gateway administrators to provide a message
viewable by all users when they login. In order to configure the message of the day,
administrators must have the CC Setup and Control privilege.

Message of the Day Setup x

[ pisplay Message of the Day for all Users
® Message of the Day Content: Font Name: Font Size:
irelcome to CommandCenter Secure Gateway Verdana i | EI
‘arious components of this Diagnostic Console provide:

1.) system status display, For assistance, contact Rartian at

2.} initial system configuration, and support@raritan.com
3.0 emergency repair, 500-724-5090

() Message of the Day File:

oK H Clear || Cancel

Figure 142 Configuring the Message of the Day

1. On the Administration menu, click M essage of the Day Setup.

2. (Optional) Check Display Message of the Day for All Usersif you want the message to be
displayed to all users after they log in.

3. Select Message of the Day Content if you want to type a message in CC-SG, or select
M essage of the Day File if you want to load the message from an existing file.

If you select M essage of the Day Content:
a. Type a message in the dialog box provided.
b. Click the Font Name drop-down menu and select a font to display the message in.
c. Click the Font Size drop-down menu and select a font size to display the message in.
If you select M essage of the Day File:
a. Click Browse to browse for the message file.
b. Select the file in the dialog window that opens, and then click Open.
c. Click Preview to review the contents of the file.
4. Click OK to save your settings to CC-SG.
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Application Manager

The Application Manager provides an interface for administrators to add access applications to
CC-SG and set the default application for accessing nodes on Raritan devices.

1. On the Administration menu, click Applications.

Application Manager X

(D Please provide application properties
\

Applications | Default applications

Applications
application name:
Multi Platform Client -]

T T

Application Fils
Date Last Updated: Hew Application Fils:

[08/15/2006 Il I Browse
Upload

Details

Owner name: Company:

Version:

B.6.25.6 [J1n-Band application:

Application template: Application type:

MPC Default [par tFrame) # Managed by ©C / Open in new window

Figure 143 Applications Tab of the Application Manager

Adding and Deleting Applications

Click the Applicationstab of the Application Manager to add or delete an application.

Adding an Application:

1. Click Add in the Applications section of the Applications tab. The Add Applications dialog
window appears.

2 Add Application 3

Add Application

'KE\' Please enter application name.
o

Application name:
[Test access Client |

Use Application for Interfaces and Port Types
Available: Selected:
Dominion KSX : Serial | = Dominion K3 @ KM
Dominion K101 @ KYM Dominion Kx @ KM
Dominion S¥ ¢ Serial
Dominion ¥ : Serial Add >
IP-Reach : K\.-'Iﬂ R
IP-Reach : Serial
Paragon I System Conk
P‘arauon II System CDI:t T

[s]8 Cancel

Figure 144 Adding an Application

Type a name for the application in the Application Name field.

3. Select the Raritan devices the application will function with from the Available list, and then
click Add to add them to the Selected list. After the application is added, the devices in the
Selected list will be able to select this application for access. If a device provides both KVM
and serial access the device is listed twice, once for each method.

4. To remove devices from use with the application, select the device in the Selected list, and
then click Remove.

=V=
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5. Click OK when the necessary devices have been selected to work with the application. An
Open dialog window will appear.

6. In the Open dialog window, browse for the location of your application file (usually a .jar
or .cab file), select the file, and then click Open.

The selected application will then be loaded on to CC-SG.

Deleting an Application:

1. Select an application from the Application Name drop-down menu in the Applications
section of the Applications tab. Details about the selected application will appear in the
Details area of the tab.

Click Delete to delete the selected application. A confirmation dialog will appear.
3. Click Yesto confirm or No to cancel without deleting the application.

Default Applications

Click the Default Applications tab to view and edit the current default applications for various
Interfaces and Port Types. Applications listed here will become the default choice when
configuring a node to allow access through a selected interface.

Application Manager x

(i\ Please provide application mappings
U

Applications | Default Applications

Interface and Part Types Applications

Cell DRAC : KWM
Dominion KEX & KM Raritan Remote Client

Dominion KSX : Serial Raritan Remote Client
Dominion KX KUM R.aritan Remate Client
Dominion KX101 ; KYM Raritan Remote Client
Dominien S¥ : Serial Auto-Detect
Cominion % : Serial Auto-Detect

ERIC : KVH
iLO/RILOE : Power
1P-Reach : KWl Raritan Remote Client
1P-Reach : Serial Raritan Remote Client
Paragon 11 System Controller : Ky¥M Raritan Remote Client
Paragon II System Contraller : Serial R.aritan Remate Client
RDP

RS KUM
=3H

VNG

Figure 145 A List of Default Applications

To edit the default application of an Interface or Port Type:
1. Select the row for an Interface or Port Type.

2. Double-click the Application listed on that row. The value becomes a drop-down menu. Note
that grayed-out values are not editable.

3. On the drop-down menu, select a default application to use when connecting to highlighted
Interface or Port Type. If you select Auto-Detect, CC-SG will auto-detect the application
based on the client browser.

4. After all default applications have been configured, click Update to save your selection to
CC-SG.

—=V=
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Firmware Manager

CC-SG stores firmware for Raritan devices in order to update the devices under its control. The
firmware manager is used to upload and delete device firmware files to and from CC-SG.

Upload Firmware

This command allows you to upload different versions of firmware to your system. When new
firmware versions become available, they are posted on the Raritan website.

1. On the Administration menu, click Firmware.

Firmware Manager X

Firmwares

Firmware name:|Dominion KX Upgrade, ver, 1,3.0.5.11 v|

Details

Version:  [L3.0.5.11 |

Date: [po/12/2008 |
|
|

Uploaded by:lccRoot

Device type: |D0mini0n o

Close

Figure 146 Firmware Manager Screen

2. Click Add to add a new firmware file. A search window appears.

2 Open 3
Look In: ||j Desktop - ‘ I@ |§| |E| EE.IE
Ij cc3l
T iview
3 Mew Falder

3 New Test HTML Cleanup
3 PocI weekend Testing
[ test TIDY

3 wrn

File Name: | ‘

Files of Type: |RFD File V‘

Cpen Cancel

Figure 147 Firmware Search Window

3. Click the Look In drop-down arrow and navigate to locate the firmware file in your system.
When you find the firmware, select it, and then click Open. Once added, the firmware name
will appear in the Firmwar e Name field of the Firmware Manager.
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Delete Firmware

1. On the Administration menu, click Firmware.

2. Click the Firmware Name drop-down arrow and select the firmware to be deleted.
3. Click Delete. The Delete Firmwar e window appears.

4. Click Yesto delete the firmware or NoO to close the window.

Configuration Manager

The Configuration Manager contains many of the CC-SG core settings:
e Network Setup

e Logs

e Inactivity Timer

e Time/Date

e Connection Mode

e Device Settings

e SNMP Configuration.

About Network Setup

CC-SG offers two modes for network setup:
e Primary/Backup mode
e Active/Active mode

CC-SG also allows either Static or DHCP-assigned IP addresses. Please refer to Recommended
DHCP Configurationsfor CC-SG for best practices on using DHCP with your CC-SG.

About CC-SG LAN Ports

A CC-SG provides two main LAN ports: Primary LAN and Secondary LAN. Primary/Backup
and Active/Active modes require you to connect the CC-SG LAN ports in different ways.

Please refer to the tables below to check the locations of the Primary and Secondary LAN ports
on your CC-SG model.

G1 LAN Ports

M ODEL PRIMARY LAN NAME PRIMARY LAN SECONDARY LAN SECONDARY LAN

LOCATION NAME L OCATION

Gl LANO Right LAN port LANI Left LAN port

V1 LAN Ports

M ODEL PriMARY LAN NAME PrIMARY LAN SECONDARY LAN SECONDARY LAN
L OCATION NAME LOCATION

V1 LANI Left LAN port LAN2 Right LAN port

E1 LAN Ports

M ODEL PRIMARY LAN NAME PrRIMARY LAN SECONDARY LAN SECONDARY LAN
L OCATION NAME LOCATION
El Not labeled. Top LAN port in Not labeled. Bottom LAN port
set of 2 ports in in set of 2 ports in
center of unit back center of unit back
panel panel
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What is Primary/Backup mode?

Primary/Backup mode allows you to use two CC-SG LAN ports to implement network failover
and redundancy. In this mode, only one LAN port is active at a time.

Please refer to About CC-SG L AN Ports for the locations of the Primary LAN and Secondary
LAN ports on each CC-SG model.

gﬂﬂﬂflen!s

CC Cluster

F

Primary LAN— & | a— Secondary LAN I = I

Figure 148 Primary/Backup Network

If the Primary LAN is connected and receiving a Link Integrity signal, CC-SG uses this LAN port
for all communications. If the Primary LAN loses Link Integrity, and Secondary LAN is
connected, CC-SG will failover its assigned IP address to the Secondary LAN. The Secondary
LAN will be used until the Primary LAN returns to service. When the Primary LAN is back in
service, CC-SG automatically reverts to using the Primary LAN.

As long as one LAN connection is viable, a client should not notice any disruption in service
during a failure.

Setup for Primary/Backup mode

When implementing Primary/Backup mode for your CC-SG network:

e Both CC-SG LAN ports must be attached to the same LAN sub-network.

e (Optional) You can attach each LAN port to a different switch or hub on the same
subnetwork for reliability.

—=V=
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To configure Primary/Backup mode in CC-SG

1. On the Administration menu, click Configuration.

2. Click the Network Setup tab.

Helrork 'lﬂllll.i“:.'.p | il-:H.:.l--'I 'l." | TirmeTata ] Cenhithos Hede [ Dhevala #6THOH I'ﬁ.‘ll |
Figure 149 Network Setup Panel—Primary/Backup

3. Select Primary/Backup mode.

4. Type the CC-SG hostname in the Host name field. Please refer to Chapter 1
Terminology/Acronyms for hostname rules. When you click Update Configuration to save
the configuration, the Host name field will be updated to reflect the Fully-Qualified Domain
Name (FQDN) if a DNS and domain suffix have been configured.

5. Click the Configuration drop-down arrow and select either DHCP or Static.

DHCP:

e If you choose DHCP, the Primary DNS, Secondary DNS, Domain Suffix, IP address, Subnet
mask, and Default gateway fields will be automatically populated (if your DHCP server is
configured to provide this information) once you save this network setup and restart CC-SG.

e  With the information the DHCP server provides, CC-SG registers itself dynamically with the
DNS server if it accepts dynamic updates.

e Please refer to Recommended DHCP Configurationsfor CC-SG for details.

Static:

If you choose Static, type Primary DNS, Secondary DNS, Domain Suffix, IP address, Subnet
mask, and Default gateway in the appropriate fields.

6.

Click the Adapter Speed drop-down arrow and select a line speed from the list. Make sure
your selection agrees with your switch’s adapter port setting.

If you selected Auto in the Adapter Speed field, the Adapter Mode field is disabled, with
Full Duplex selected automatically. If you specified an Adapter Speed other than Auto, click
the Adapter M ode drop-down arrow and select a duplex mode from the list.

Click Update Configuration to save the network setup.

Your changes will not take effect until CC-SG restarts.

Click Restart Now if you want to automatically restart CC-SG now.
Click Restart Later if you would like to manually restart CC-SG later.

Click Cancdl to return to the Network Setup panel without saving your changes. You must
click Update Configuration, then click Restart Now or Restart Later to save your changes.

Note: If CC-SG is configured with DHCP, you can access CC-SG via the hostname after a
successful registration with the DNS server.

=& Raritan.
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What is Active/Active mode?

Active/Active mode allows you to use CC-SG to manage devices and nodes that are on two
separate networks. In this mode, CC-SG manages traffic between the two separate I[P domains.
Active/Active mode does not offer failover. If either LAN connection fails, users won’t have
access.

Please refer to About CC-SG L AN Ports for the locations of the Primary LAN and Secondary
LAN ports on each CC-SG model.

Note: Clustering cannot be configured when using Active/Active mode.

Devices, Clients, and Modes

| +—— Primary LAM

CPP
Metwork

- |
- |

Figure 150 Active/Active Network

Setup for Active/Active mode

When implementing Active/Active mode for your CC-SG network:

e Each CC-SG LAN port must be connected to a different sub-network.

e Raritan devices must be connected to the Primary LAN only.

e Clients and nodes may be connected to either the Primary LAN or the Secondary LAN.
[ ]

Specify at most one Default Gateway in the Network Setup panel in CC-SG. Use Diagnostic
Console to add more static routes if needed. Please refer to Editing Static Routes on page
216 for details.

To configure Active/Active mode in CC-SG
1. On the Administration menu, click Configuration.
2. Click the Network Setup tab.

Helwork Setup | Leds | Tranctrrty Forer | Time/Dabs | Cranumon Rede | Bavees HETLGE !S.rn-u'l

| - . 2
Hestnamal  [CommardCenterlacakloman

Sacendary WS 1923605000

Comain Suthn Jocsdoms n

O PrimaryBackus mode & Acton/h s mads
Configrstions  [Saahc '.{ﬁr-l'n;l.w"-l:-" [Eaatic —
IP addrepr;  [192.068.33.003 1P pddrass 193,188, 20.51

Sxbirenl mank

| Subnet mank:  |L55.055.0554

Defouk gatemay {192.060.30.026 B B

Afaptar ppard [1....:. = | Adapter spaed: [Rorg -

Rgaptar made:  [Tull Quples Agapher made:  [Ful Cuples
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Figure 151 Network Setup Panel—Active/Active

Select Active/Active mode.

Type the CC-SG hostname in the Host name field. Please refer to Chapter 1
Terminology/Acronyms for hostname rules. When you click Update Configuration to save
the configuration, the Host name field will be updated to reflect the Fully-Qualified Domain
Name (FQDN) if a DNS and domain suffix have been configured.

Configure the Primary LAN in the left column, and the Secondary LAN in the right column:

Click the Configuration drop-down arrow and select either DHCP or Static.

DHCP:

If you choose DHCP, the Primary DNS, Secondary DNS, Domain Suffix, IP address, Subnet
mask, and Default gateway fields will be automatically populated (if your DHCP server is
configured to provide this information) once you save this network setup and restart CC-SG.

With the information the DHCP server provides, CC-SG registers itself dynamically with the
DNS server if it accepts dynamic updates.

Please refer to Recommended DHCP Confiqurations for CC-SG for details.

Static:

8.

If you choose Static, type Primary DNS, Secondary DNS, Domain Suffix, [P address, and
Subnet mask in the appropriate fields.
Specify only one Default gateway, not both.

Click the Adapter Speed drop-down arrow and select a line speed from the list. Make sure
your selection agrees with your switch’s adapter port setting.

If you selected Auto in the Adapter Speed field, the Adapter Mode field is disabled, with
Full Duplex selected automatically. If you specified an Adapter Speed other than Auto, click
the Adapter M ode drop-down arrow and select a duplex mode from the list.

Click Update Configuration to save the network setup. CC-SG will restart.

Recommended DHCP Configurations for CC-SG

Review the following recommended DHCP configurations. Make sure that your DHCP server is
set up properly before you configure CC-SG to use DHCP.

Configure the DHCP to statically allocate CC-SG’s IP address.

Configure the DHCP and DNS servers to automatically register the CC-SG with the DNS
when the DHCP allocates an IP address to CC-SG.

Configure the DNS to accept un-authenticated Dynamic Domain Name System (DDNS)
registration requests from CC-SG.
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Log Configuration

From the Logs tab you can configure CC-SG to report to external logging servers. You can
configure what level of messages is reported in each of the logs.

Configuring Logging Activity:

1. On the Administration menu, click Configuration.
2. Click the Logstab.

Configuration Manager X

'/i\' Please provide log configuration,
A=

| Metwork Setup | Log@s | Inactivity Timer ‘ Time/Date | Connection Mode | Device settings ‘ SHMP |

Syslog

Primary Server
Server address: [192.168,99.101 |
Level To fﬂrward:‘INFO '|

Secondary Server
Server address: | |

Level To fﬂrward:‘OFF '|

CommandCenter Log

Level To fﬂrward:‘DEBuG '|

| Purge H Update Configuration

Figure 152 Configuration Manager Logs Screen

3. To assign an external log server for CC-SG to use, type the IP address into the Server
Address field under Primary Server.

4. Click the Level to Forward drop-down arrow and select an event severity level. All events
of this level or higher will be sent to the logging server.

5. To configure a second external log server, repeat steps 3 and 4 for the fields under Secondary
Server.

6. Under CommandCenter Log, click the Level to Forward drop-down menu and select a
severity level. All events of this level or higher will be reported in CC-SG’s own internal log.

7. When you are done configuring logs, click Update Configuration to save the settings to CC-
SG.

=V=
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Purging CC-SG’s Internal Log:

The Logs tab can also be used to clear CC-SG’s log of events. This command only clears CC-
SG’s log of events, it will not purge events recorded by external logging servers.

1.
2.
3.

4.

On the Administration menu, click Configuration.
Click the L ogs tab.

Click Purge at the bottom of the screen. A dialog window will appear asking for
confirmation.

Click Yesto clear CC-SG’s log of events.

Note: The Audit Trail and Error Log reports are based off of CC-SG’s internal log. If you purge
CC-SG'sinternal log, these two reports will also purge their data.

Inactivity Timer Configuration

Use this screen to configure how long a session can remain active before being logged out.

1.
2.

3.
4,

On the Administration menu, click Configuration.
Click the Inactivity Timer tab.

Configuration Manager X

‘/i\, Please enter inactivity imeout
A

Metwork Setup | Logs | Inactivity Timer| Time/Date | Connection Maode | Device setfings | SNMP

Inactivity time (in secunds):‘lEDD

Figure 153 Inactivity Timer Tab

Type the desired time limit for inactivity (in seconds) in the I nactivity Time field.
Click Update Configuration to save the settings to CC-SG.
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Time/Date Configuration

CC-SG’s Time and Date must be accurately maintained to provide credibility for its device-
management capabilities.

Important! The Time/Date configuration is used when scheduling tasks in Task
Manager. Please refer to Chapter 13: Advanced Administration, Task Manager
for additional information. The time set on the client may be different than the
time set on CC-SG.

Only the CC Super-User and users with similar privileges can configure Time and Date.

1. On the Administration menu, click Configuration to open the Configuration Manager
screen.

2. Click the Time/Date tab.

Configuraiion Manager =
oy Flease prowids TemaDats se

Neteail Setep | Logd | Inectioty Tener | TomefDate | Sonseton Mede | Devce semsgs | skml

18 e 0 2 32 1 Tima rone GMT-05:00) USE stem

Update Corifiguration

Figure 154 Configuration Manager Time/Date Screen

a. To set the date and time manually: Date—click the drop-down arrow to select the
Month, use the up and down arrows to select the Year, and then click the Day in the
calendar area. Time—use the up and down arrows to set the Hour, Minutes, and
Seconds, and then click the Time zone drop-down arrow to select the time zone in which
you are operating CC-SG.

b. To set the date and time via NTP: Check the Enable Network Time Protocol
checkbox at the bottom of the window, and then type the IP addresses for the Primary
NTP server and the Secondary NTP server in the corresponding fields.

Note: Network Time Protocol (NTP) is the protocol used to synchronize the attached computer’s
date and time data with a referenced NTP server. When CC-SG is configured with NTP, it can
synchronize its clock time with the publicly available NTP reference server and maintain correct
and consistent time.

3. Click Update Configuration to apply the time and date changes to CC-SG.
4. Click Refresh to reload the new server time in the Current Time field.
5. On the Maintenance menu, click Restart to restart CC-SG.
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Note: Changing the time zone is disabled in a cluster configuration.

Modem Configuration

Use this screen to access a CC-SG G1 from a client machine over a dial-up connection. This
method of accessing CC-SG can be used in emergency situations.

Note: A modemis not available and cannot be configured on the V1 or E1 platforms.

Configure CC-SG

1. On the Administration menu, click Configuration. When the Configuration Manager screen
appears, click the Modem tab.

Configuration Manager

:’l:\ Please pravide Madem settings.
W

| Bletwork Setup | Lags | Inactivity Timer | Time/Dats | Modem | Connection Mode Device settings | SHMP |

Server address-i0.00.1
Client address: 10.0.0.2

Cliont phone: _

Update Configuration |

Close

Figure 155 Configuration Manager Modem Screen

. Type the IP address of the CC-SG in the Server Address field.
3. Type the IP address of the client that will dial into CC-SG in the Client Addr ess field.

If you are using call-back dialing, type the call-back number that CC-SG dials to connect to
the client in the Client Phone field.

5. Click Update Configuration to save the modem information.

Configure the Modem on Client PC

Connect a phone line to the CC-SG G1, which has a built-in modem. Optionally, remove the
LAN cables.

On the client that will be dialing in, connect a modem to the client machine, for example, a
Windows XP machine. Connect a phone line to the client modem. Restart the client machine and
the connected modem is discovered as new hardware. Install the modem on the client as follows,
which assumes a Windows XP client machine:

1. Select Control Panel - Phone and Modem Options.

=& Raritan.
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2. Click the M odems tab.

Phone and Modem Options. ‘EHZ‘

Dialing Rules ‘ Moderms ‘Advanced|

E@ The fallowing modems are installed:

Maodem Aftached To
L Conexant D110 MDC W x Modem

[ Add. H Remowve H Propetties

Figure 156 Modems Tab

3. Click Properties.
4. Click the Advanced tab.

ydem Properties

| Driwver [ Fesources || FPower Management |
! Genersl | hodem | Diagnaostics Advanced
Extra Settings

Extra initialization commands:

atdc ‘

Figure 157 Extra Initialization Commands

5. Type an initialization command in Extra initialization commands that will be used by your
modem to set the “Carrier detection” flag. For example, type at& ¢ for a SoftK56 Data Fax
modem. This is necessary to tell Windows not to close the started Modem connection process
when the modem connection is closed from the other (dialed-in) side. Click OK to save the

settings.

Configure the Dial-Up Connection

The following procedure illustrates creating an inbound dial-up connection to CC-SG from a
Windows XP client machine:

1. On the start menu, click My Network Places.
2. Right-click in the window and select Properties.

Z&Raritan.
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3. Under Network Tasks in the Network Connections window, click Create a new
connection.

""3, Network Connections

File Edit View Favorites Tools  Ads

b

€ (=] ljﬁ p Search

Network Tasks

Create a new Cconnection

& Change Windows
Firewall settings

Figure 158 Create a New Connection

4. Click Next, Connect to the network at my workplace, Dial-up connection.
5. Type a name for CC-SG, for example CommandCenter.

New Connection Wizard
- g
Connection Name
Specify a name for this connection to vour workplace.

Type aname for this connection in the following box.

Company Name

CommandCenter

Faor example, you could type the name of your workplace arthe name of a sener you will
connectto.

Figure 159 Connection Name

6. Type the phone number used to connect to CC-SG, and then click Next. This is NOT the dial-

back number that was configured as the Client phone under the Modem tab in
Configuration Manager on CC-SG.

News Connection Wizard \

Phone Number to Dial
YWhat is the phone number you will use to make this connection?

Type the phone number below.
Fhone number:
| |

You might need to include & "1" ar the area code, ar both. If you are not sure you
need the extra numbers, dial the phone number on your telephone. Ifyou hear a
madem saund. the number dialed is carrect.

Figure 160 Phone Number to Dial
A smart card is not necessary to dial into CC-SG. If you are not using one, click Do not use
my smart card for this connection, and then click Next.

In the next screen, typically click My use only in the next screen to make the connection
available only to yourself.

Click Finish in the last screen to save the connection settings.

Z&Raritan.
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Configure the Call-back Connection

If the CC-SG uses a call-back connection, you need to use a script file that is described below. To
supply the script file for call-back:

1. On the Start menu, click My Network Places.

2. Click view network connections under Network Tasks.

3. Right-click the CommandCenter connection, and then click Properties.
4. Click the Security tab.

General | Options | Security | Networking | Advanced

Security options
(®) Typical (recommended setings)
Walidate my identity as follows:

Allow unsecured password hd

(_:'Advanced (custom settings)

Interactive logon and scripting
Shaow terminal wincow

Run script: tingsigayleiMy Documentsical-backscp
’ Edit.. ] ’ Browse... ]
I QK l I Cancel ]

Figure 161 Specify Dial-up Script

5. Click the Show terminal window.

6. Click Run script, and then click Browse to enter the dial-up script, for example, call-
back.scp.

7. Click OK.

Call-back Script File Example:
proc main

delay 1

waitfor "ogin:"
transmit "ccclient"M"
waitfor "client:"
transmit "dest"M"
waitfor "callback."
transmit "ATH"M"
waitfor "RING"
transmit "ATA"M"
waitfor "CONNECT"
waitfor "ogin:"
transmit "ccclient"M"
endproc

—=V=—
=—
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Connect to CC-SG with Modem

To connect to CC-SG:

1. On the start menu, click My Network Places.

2. Click view network connectionsunder Network Tasks.
3. Double-click the CommandCenter connection.

‘r Network Connections

Fle Edit “iew Favorites Tools

e Back - O

Network Tasks

Advanced Help

¥ Pseach [ Fo\del% A

~| Dial-up A

CommandCenter
Disconnected, Firewalled
— L Conexant D110 MDC V.9% Modem

E Create a new connection

& Change Windows
Firewall settings

Figure 162 Connecting to CC-SG

4. Type a username of ccclient and password of cbupass.

Connect CommandCenter

User name:

Password: | |

[]Sawve this user name and passward for the following users:

e he only

Anyone who uses this camputer

sl [1-201 v

[ Dial ] [ Cancel ] [ Froperies ] [ Help ]

Figure 163 Entering username and password

5. If not filled in already, enter the phone number used to connect to CC-SG. This is NOT the
dial-back number.

6. Click Dial. If using call-back, the modem will dial CC-SG and then CC-SG will dial your
client PC.

Z=Raritan.
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7. If Show terminal window was checked as described in section Configure the Call-back
Connection earlier in this chapter, then a window similar to the one below will be displayed:

Afier Dialulemiinal i

Done Cancel

Figure 164 After Dial Terminal

8. Wait 1 or 2 minutes and in a supported browser, enter the IP address of CC-SG that was
configured as the Server address under the Modem tab in Configuration Manager on CC-
SG and login to CC-SG.
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Connection Modes: Direct and Proxy

About Connection Modes

CC-SG offers three connection modes: Direct, Proxy, and Both, which is a combination of Direct
and Proxy.

Direct mode allows you to connect to a node or port directly, without passing data through CC-
SG. Direct mode generally provides faster connections.

Proxy mode allows you to connect to a node or port by passing all data through CC-SG. Proxy
mode increases the load on your CC-SG server, which may cause slower connections. However,
proxy mode is recommended if you are more concerned about the security of the connection. You
only need to keep the CC-SG TCP ports (80, 443, and 2400) open in your firewall.

Both mode allows you to configure CC-SG to use a combination of Direct mode and Proxy mode.
In Both mode, Proxy mode is the default, but you can configure CC-SG to use Direct mode when
connections are made using client IP addresses in specified ranges.

To Configure Direct Mode for All Client Connections

1. On the Administration menu, click Configuration.
2. Click the Connection Mode tab.

Configuration Manager x

(] ) Pleass select 2 connection made,
()

| MNetwork Setup ‘ Logs ‘ Inactivity Timer ‘ Time/Date | Connection Mode | Device settings | SHMP

® Direct mode O Proxy mode O Both

Net Address Met Mask

‘ H H 3k G ER e |

Figure 165 Connection Modes

3. Click the Direct moderadio button.
4. Click Update Configuration.

To Configure Proxy Mode for All Client Connections

1. On the Administration menu, click Configuration.
2. Click the Connection M ode tab.

3. Click the Proxy mode radio button.

4. Click Update Configuration.




180 COMMANDCENTER SECURE GATEWAY ADMINISTRATOR GUIDE

To Configure a Combination of Direct Mode and Proxy Mode

When you configure CC-SG to use a combination of Direct mode and Proxy mode, Proxy mode
will be the default connection mode, and Direct mode will be used for the client I[P addresses you
specify.

1. On the Administration menu, click Configuration.

2. Click the Connection Mode tab.

Configuration Manager

(’i\‘ Please select a connection mode,
h -

| Network Setup ‘ Logs ‘ Inactivity Timer | Time/Date | Connection Mode | Device settings | SHMP

® Direct mode O Proxy mode O Both

Met Address Met Mask

| ‘ | ‘ Update Configuration |

Figure 166 Configuration Manager Connection Screen — Direct Mode

3. Click the Both radio button.

In the Net Address and Net Mask fields, specify the client IP address range that should
connect to nodes and ports via Direct mode, and then click Add.

5. Click Update Configuration.
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Device Settings
1. On the Administration menu, click Configuration.
2. Click the Device Settingstab.

Configuration Manager x

I»’i\, Please provide devices default port and heartbeat information.
NS/

[ Wetwork Setup | Logs | Inactivity Timer | Time/Date | Connection Made | Device settings | snmp

Device Trpe Deefault Part
Dominian KX S000

IPMI Server 623

Dominian KSH S000

IP-Reach s000

Dominian KX101 S000

Dominion S+ Sa0n

Faragon II System Controller S000

Heartheat (sec): 500 |

Update Configuration

Figure 167 Configuration Settings Device Settings Screen

3. To update device Default Port, select a Device Type in the table and double-click the Default
Port value. Type the new Default Port value and press the Enter key.

4. To update device timeout duration, double-click the Heartbeat (sec) value at the bottom of the
screen. Type new timeout duration for this device.

5. Click Update Configuration to save the new device values. A success message will appear
to confirm the update of all associated device settings.

SNMP

Simple Network Management Protocol allows CC-SG to push SNMP traps (event notifications)
to an existing SNMP manager on the network. Only a CC-SG Administrator trained in handling
an SNMP infrastructure should configure CC-SG to work with SNMP.

CC-SG also supports SNMP GET/SET operations with third-party enterprise Management
Solutions, such as HP OpenView. To support the operations, you must provide SNMP agent
identifier information such as these MIB-II System Group objects: sysContact, sysName, and
sysLocation. Refer to RFC 1213 for details. These identifiers provide contact, administrative, and
location information regarding the managed node.

MIB Files

Because CC-SG pushes its own set of Raritan traps, you must update all SNMP managers with a
custom MIB file that contains Raritan SNMP trap definitions. Please refer to Appendix D:
SNMP Traps. This custom MIB file can be found on the CD included with your CC-SG unit and
also under Firmwar e Upgrades on http://www.raritan.com/support.

Configuring SNMP in CC-SG
1. On the Administration menu, click Configuration.
2. Click the SNMP tab.

=V=
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10.

Configuration Manager X

,/i\, Please, provide SHMP configuration settings
=

Network Setup ‘ Logs | Inactivity Timer | Time/Date | Connection Mode | Device settings | SNMP
Agent Configuration

Wersion: 4

1P Address: 192.168.32.58 System Desc: Raritan Computer; CommandCenter Secure Gateway; Version 3.1.0.1.7; CC-SG-W1 HW

Part: System Contact: | ]
Read-Only Community: System Name: | |
Read-Write Community System Location: [ |

i AR N e |

Traps Configuration

[JEnable SMMP Traps

Trap Sources

Se\e_:ted Mame Description

v ccDevicellpgrade CC SecureGateway has upgraded the firmware 0., &

[v] colmagelpgradeResults CC Secure Gateway Image Upgrade results

[¥] cclmagelparadesStarted CC Secure Gateway Image Upgrade started

[v] cclncompatibleDeviceFirmware CC Secure Gateway detected device with incomp...

[v] coleafilodesvailable CC Secure Gateway detected leaf node reachable

= R e e e e T R O R e e
Trap Destinations

Host Fort Mersion Community

Trap Destination Hast: \ |Por’t: \162 \
Community: [ | version: [w1 =]

Update Trap Configuration

Figure 168 Configuration Settings Device Settings Screen

To identify the SNMP agent running on CC-SG to a third-party enterprise Management
Solutions, provide agent information under Agent Configuration. Type a Port for the agent
(default is 161). Type a Read-Only Community string (default is public), and Read-Write
Community string, (default is private). Multiple community strings are allowed; separate
them with a comma. Type a System Contact, System Name, and System Location to
provide information regarding the managed node.

Click Update Agent Configuration to save the SNMP agent identifier information.

Under Traps Configuration, check the box marked Enable SNMP Traps to enable sending
SNMP traps from CC-SG to a SNMP host.

Check the checkboxes before the traps you want CC-SG to push to your SNMP hosts:

Under Trap Sources, there is a list of SNMP traps grouped into two different categories:
System Log traps, which include notifications for the status of the CC unit itself, such as a
hard disk failure, and Application Log traps for notifications generated by events in the CC
application, such as modifications to a user account. To enable traps by type, check the boxes
marked System Log and Application Log. Individual traps can be enabled or disabled by
checking their corresponding checkboxes Use Select All and Clear All to enable all traps or
clear all checkboxes. Refer to the MIB files for the list of SNMP traps that are provided.
Please refer to M1B Files for additional information.

Type the Trap Destination Host IP address and Port number used by SNMP hosts in the
Trap Destinations panel. Default port is 162.

Type the Community string and Version (vl or v2) used by SNMP hosts in the Trap
Destinations panel.

Click Add to add this destination host to the list of configured hosts. To remove a host from
the list, select the host, and then click Remove. There is no limit to the number of managers
that can be set in this list.

When SNMP traps and their destinations are configured, click Update Trap Configuration.

Cluster Configuration

A CC-SG cluster uses two CC-SG nodes, one Primary node and one Secondary node, for backup
security in case of Primary CC-SG node failure. Both nodes share common data for active users
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and active connections, and all status data is replicated between the two nodes. The primary and
secondary nodes in a cluster must be running the same version of software, on the same version
of hardware (G1, V1, or El). Unless defined by the user, CC-SG will assign a default name to
each cluster node.

Devices in a CC-SG cluster must be aware of the IP of the Primary CC-SG node in order to be
able to notify the Primary node of status change events. If the Primary node fails, the Secondary
node immediately assumes all Primary node functionality. This requires initialization of the CC-
SG application and user sessions and all existing sessions originating on the Primary CC-SG node
will terminate. The devices connected to the Primary CC-SG unit will recognize that the Primary
node is not responding and will respond to requests initiated by the Secondary node.

Note: In a cluster configuration, only the Primary CC-SG communicates with CC-NOC.
Whenever a CC-SG becomes primary, it sends its IP address, in addition to the IP address of the
Secondary CC-SG, to CC- NOC.

Create a Cluster

In the event of a failover, the administrator should send an email to all CC-SG users, notifying
them to use the IP address of the new Primary CC-SG node.

Important: It is recommended to backup your configuration on both nodes
before setting up a cluster configuration.

Note: A CC-SG must be running its network ports in Primary/Backup mode in order to be used
for clustering. Clustering will not work with an Active/Active configuration. Please refer to About
Network Setup in this chapter for additional information.

Set Primary CC-SG Node
1. On the Administration menu, click Cluster Configuration.
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Click Discover CommandCenters to scan and display all CC-SG appliances on the same

subset as the one you are currently using. Alternatively, you can add a CC-SG, perhaps from
a different subnet, by specifying an IP address in CommandCenter address in the bottom of
the window, and then clicking Add CommandCenter.

Cluster Configuration

®

e Cluster Mame |
192 ,168,52.56

192,163.32.56
192.168.32.24

clusterl®2.168.32.56

This CommandCanter is nok a member of any cluster, To create a cluster with this CommandCenter as the primary
node click the Create Clustar bulton, To oreate a cluster with another CommandCenter a5 the primary node click
the Dizcover CommandCenters button, salect & CommandCentar to be the prmary node {ona that s not alresdy
part of ancther cluster}), and then click the Create Cluster button.

destate | CommandGenter vession |
|Standalone
_Frim.gr',-

Standalone

x

31.0.2.6
30.2.5.6
30.2.5.6

192.168.32.123

Standalone

3.0.0.2.1%

1921603288

Standalons

12215

192.168.32.155

Standalons

|3.1.0.2.5

Chuster Management

CommandCenter address: | ||

“ Discover CommandCentars J

Clustar Name: [ ]

Backup username: |

| Password:|

Create Cluster

I Join “Backug

Hode I I

Clate

Figure 169 Cluster Configuration Screen

Type a name for this cluster in Cluster Name. If you do not provide a name now, a default

name will be provided, such as cluster 192.168.51.124, when the cluster is created.

Click Create Cluster.

Click Yes when prompted if you want to continue. The CC-SG you are currently using will

become the Primary node and a default name will be provided unless you previously entered

a name in the Cluster Name field.

Cluster Configuration

©

another chuster), and then dick the Create Cluster button.

Thiz CommandCeanter is & member of cluster: NanaTestCluster. To create & new cluster click the Discover
CommandCenters button, select a CommandCenter to be the primary node {one that is not already part of

| Cluster Hame Mods Addrass Hade State CammandCentear varsion
HinaTestCluster 192.168.32.58 Primary J1.0.24
clustarl92. 148,12 56 192.1608.32.54 Primary 3,0.2.5.4
192.168.32.34 Standalons 30,256
192.168.32.123 Standalone 3.0.0.2.15
192.168.32.85 Standslons 2.01.51
192 168,532,155 Standalons F.1.00.2.5
Cluster Management
CommandCanter address: | |' Add CommandC || Discovar CommandCenkers !
Cluster Hame: MinaTestClustor |
Backup usernam: [ | Passwaord: | |
Remove Cluster E Jain “Backup® Node “ Adyancad I

Figure 170 Cluster Configuration — Primary Node Set

Z&Raritan.



CHAPTER 13: ADVANCED ADMINISTRATION 185

Set Secondary CC-SG Node

1. Click Discover CommandCenters to scan and display all CC-SG appliances on the same
subset as your one you are currently using. Alternatively, you can add a CC-SG, perhaps
from a different subnet, by specifying an IP address in CommandCenter address in the
bottom of the window. Click Add CommandCenter.

Note: Adding a backup CC-SG from a different subnet or network may avoid issues affecting a
single network or physical location.

2. To add a Secondary Node, or backup CC-SG node, select a CC-SG unit with Standalone
status from the Cluster Configuration table. The version number must match the primary
node’s version.

3. Type a valid user name and password for the backup node in the Backup username and
Password fields.

Click Join “Backup” Node.

5. A confirmation message will appear. Click Yes to assign Secondary status to the selected
node, or click No to cancel.

Important! Once you begin the Join process, do not perform any other
functions in CC-SG until the Join process has completed as indicated in step 6,
below.

6. After you click Yes, CC-SG will restart the newly selected Secondary node. This process can
take several minutes. When restart is complete, a confirmation message appears on your
screen.

7. On the Administration menu, click Cluster Configuration to view the updated Cluster
Configuration table.

Note: If the Primary and Secondary Nodes |ose communication with one another, the Secondary
Node will assume the role of the Primary Node. When connectivity resumes, you may have two
Primary Nodes. You should then remove a Primary Node and reset it as a Secondary Node.

Remove Secondary CC-SG Node

1. To remove Secondary Node status from a CC-SG unit and reassign it to a different unit in
your configuration, select the Secondary CC-SG Node in the Cluster Configuration table, and
then click Remove “Backup” Node.

2. When the confirmation message appears, click Yesto remove Secondary Node status, or
click No to cancel.

Note: Clicking Remove “Backup” Node removes the designation of Secondary Node. It does not
delete the Secondary CC-SG unit from your configuration.

Remove Primary CC-SG Node

1. To remove Primary Node status from a CC-SG unit and reassign it to another unit in your
configuration, select the Primary CC-SG Node in the Cluster Configuration table, and then
click Remove Cluster.

2. When the confirmation message appears, click Yesto remove Primary Node status, or click
No to cancel.
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Note: Clicking Remove Cluster does not delete the Primary CC-SG unit from your configuration;
it simply removes the designation of Primary Node. Remove Cluster is only available when no
backup nodes exist.

Recover a Failed CC-SG Node

When a node fails and failover occurs, the failed node will recover in Waiting status.
1. Select the Waiting node in the Cluster Configuration table.
2. Add it as a backup node by clicking Join “Waiting” Node.

3. A confirmation message will appear. Click Y esto assign Secondary status to the selected
node, or click No to cancel. If you click Yes, you will need to wait for the secondary node to
restart just as with Join “Backup” Node.

Note: Once a node isin Waiting statusit can be started in Standalone mode or Backup mode.

Set Advanced Settings

To configure advanced settings of a cluster configuration:
1. Select the Primary node just created.
2. Click Advanced. The Advanced Settings window appears.

Advanced Settings Fz]

Advanced Settings

Heartbeat settings

Time interval: i |seconds {min.S5, max. 20)

Failure Threshold: i3_| consecutively missed heartbeats,
Recover After: El consecutive heartheats,

K | | Cancel

Figure 171 Cluster Configuration Advanced Settings

3. For Timelnterval, enter how often CC-SG should check its connection with the other node.

Note: Setting a low Time Interval will increase the network traffic generated by heartbeat checks.
Also, clusters with nodes located far apart from each other may want to set higher intervals.

4. For Failure Threshold, enter the number of consecutive heartbeats that must pass without a
response before a CC-SG node is considered failed.

5. For Recover After, enter the number of consecutive heartbeats that must successfully be
returned before a failed connection is considered recovered.

6. Click OK to save the settings.

Note: Changing the time zoneis disabled in a cluster configuration.

==
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Configure Security

The Security Manager is used to manage how CC-SG provides access to users. Within Security
Manager you can configure authentication methods, SSL access, AES Encryption, strong
password rules, lockout rules, the login portal, certificates, and access control lists.

Remote Authentication

Please refer to Chapter 10: Configuring Remote Authentication for detailed instructions on
configuring remote authentication servers.

About CC-SG and AES Encryption

You can configure CC-SG to require AES 128 encryption between your client and the CC-SG
server. When AES encryption is required, all users must access CC-SG using an AES-enabled
client. If AES encryption is required, and you try to access CC-SG with a non-AES browser, you
will not be able to connect to CC-SG.

Check Your Browser for AES Encryption

If you do not know if your browser uses AES, check with the browser manufacturer.

You may also want to try navigating to the following web site using the browser whose
encryption method you want to check: https://www.fortify.net/ssicheck.html. This web site will
detect your browser’s encryption method and display a report. Raritan is not affiliated with this
web site.

Requiring AES Encryption between Client and CC-SG

In Security Manager, you can configure CC-SG to require AES-encryption for sessions between
the client and the CC-SG server.

1. On the Administration menu, click Security.

2. 1Inthe General tab, check the Requires AES Encryption between Client and Server check
box.

3. A message appears to alert you that your clients must use AES encryption to connect to CC-
SG once this option is selected. Click OK to confirm.

4. The Key Length field displays 128. 128-bit encryption will be required between your client
and the CC-SG server.

5. The Browser Connection Protocol field displays HTTPS/SSL selected.
6. Click Update to save your change.
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Configuring Browser Connection Protocol: HTTP or HTTPS/SSL

In Security Manager, you can configure CC-SG to use either regular HTTP connections from
clients, or to require HTTPS/SSL connections. You must restart CC-SG for changes to this
setting to take effect.

1. On the Administration menu, click Security.

2. In the General tab, click the HTTP or HTTP/SSL radio button to select the Browser
Connection Protocol you want clients to use when connecting to CC-SG.

Security Manager
i
T = =

General Lagin Sethigs Portal Cartdrate IP-ACL

Sacure Gatewsy Clisnt C

Regure AES Encryptisn b wet Chert and Sarver Browsar Connechon Frotoool: (Reguires restart)
K&y Length SEH Server Port: = HTTP
128 2z HTTPE/5SL

Figure 172 Secure Client Connections
3. Click Update to save your changes.

Setting the Port Number for SSH Access to CC-SG

In Security Manager, you can set the port number you want to use for SSH access to CC-SG.
Please refer to SSH Accessto CC-SG, later in this chapter, for additional information.

1. On the Administration menu, click Security.

2. 1In the General tab, type the port number for accessing CC-SG via SSH in the SSH Server
Port field.

3. Click Update to save your change.

Login Settings

The Login Settings lets you configure the Strong Password Settings and L ockout Settings.
1. Onthe Administration menu, click Security.
2. Click the Login Settings tab.

General | Login Settings | Portsl | Certificate | IP-ACL
Strong Password Settings

Strong Passwords Required for All Users

Maximum Password Length: Password History Depth: Password Expiration Frequency (Days):
e -]

Strong Password Requirements:

Passwords must contain at least one lower case |etter
Passwords must contain at least one upper case letter
Passwords must contain at least one number

[ Passwards must contain at lzast one special character

Lockout Settings

Failed Login Atternpts (1-100: Lockout Strategy
Lockout Enabled @ Lockout far Period (@il i) i Al A
Lockout Notification Email: Lackout Period (1-1440 Minutes):

\ B |

Administrator's Telephaone:

Allow Concurrent Logins per Username

Super User Systen Administrators All Other Users

Update

Figure 173 Login Settings
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Strong Password Settings

Strong password rules require users to observe strict guidelines when creating passwords, which
makes the passwords more difficult to guess and, in theory, more secure. Strong passwords are
not enabled in CC-SG by default. In order to use strong passwords, administrators must first
check Strong Passwords Required For All Users.

Note: A strong password that includes all strong password requirements is always required for
the CC Super-User.

Once enabled, administrators can edit the fields in the Strong Password Settings area to customize
their password rules. At minimum, all strong passwords must be configured with the following
criteria:

e Minimum Password Length — All passwords must contain a minimum number of characters.
Click the drop down menu and select the minimum length of passwords.

e Password History Depth — Click the drop down menu and select how many previous
passwords are kept in the history. While in the history, users will not be able to reuse a
password when asked to choose a new one. For example, if Password History is set to 5,
users cannot reuse any of their last 5 passwords.

e Password Expiration Frequency — All passwords must expire after a set number of days.
Click the drop down menu and select the number of days passwords remain valid. After a
password expires, users will be asked to choose a new password the next time they log in.

In addition, any four contiguous characters in the user name and the password cannot match.

Under Strong Password Requirements, the administrator can configure password rules to
require a number of extra items:

e Passwords must contain at least one lower case letter.
e Passwords must contain at least one upper case letter.
e Passwords must contain at least one number.

e Passwords must contain at least one special character (for example, an exclamation point or
ampersand).

When you are done configuring strong password rules, click Update to save the settings. All
selected rules are cumulative, that is all passwords must meet every criteria that the administrator
configures. After configuring strong password rules, all future passwords must meet these criteria
and all existing users will need to change their passwords at their next logins if the new criteria
are stronger than the previous criteria.. Strong password rules apply only to user profiles stored
locally. Password rules on an authentication server must be managed by the authentication server
itself.

Raritan suggests using the M essage of the Day feature to provide advanced notice to users when
the strong password rules will be changing and what the new criteria are.
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Lockout Settings

Administrators can lock out CC-SG, CC-NOC users, and SSH users after a specified number of
failed login attempts. This feature applies to users who are authenticated and authorized locally
by CC-SG and does not apply to users who are remotely authenticated by external servers. Please
refer to Chapter 10: Configuring Remote Authentication for additional information. Failed login
attempts due to insufficient user licenses also do not apply.

Note: By default, the admin account is locked out for five minutes after three failed login
attempts. For admin, the number of failed login attempts before lockout and after lockout is not
configurable.

To configure user Lockout:
1. Check Lockout Enabled.

2. The default number of failed login attempts before a user is locked out is 3. You can change
this value by entering a number from 1 to 10.

3. Choose a Lockout Strategy:

a. Ifyou choose Lockout for Period, specify the period of time, in minutes, the user will be
locked out before they can login again. The default number is 5 minutes, but you can
specify anywhere from 1 minute up to 1440 minutes (24 hours). After the time expires,
the user can login again. At any time during the lockout period, an administrator can
override this value and allow the user to log back into CC-SG.

b. If you choose Lockout Until Admin Allows Access, users are locked out until an
administrator allows them to log back in. To unlock a user, please refer to Chapter 11:
Generating Reports for additional information.

4. Type an email address in Lockout notification email so notification is sent to the address
informing the recipient that lockout has occurred. If the field is blank, notification is not sent.

5. Type a phone number in Administrator’s Phone if the administrator needs to be contacted.
6. Click Update to save configuration settings.

Allow Concurrent Logins per Username
These settings permit more than one concurrent session on CC-SG with the same Username.

1. Check Super User if you want to allow more than one simultaneous connection to CC-SG
under the admin account.

2. Check System Administrators if you want to allow concurrent logins with accounts under
the System Administrator s user group.

3. Check Other Usersif you want to allow concurrent logins with all other accounts.
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Portal

Portal settings allow administrators to configure a logo and an access agreement to greet users
when they access a client. To access the Portal settings:

1. Onthe Administration menu, click Security.
2. Click the Portal tab.
Security Manager X
,fi\, This panel allows you to manage the Electronic Banner and Restricted Service Agresment.
L
[ General | Login settings | Portal [ Certificate | 1P-acL |
Logo
Logo File: Preview Logo:
[cr\Documents and Settings\Dennis\My Documentsiloge.gif | [—
== .
reien_|  SERaritan.
When you're ey to take contret®
Restricted Service Banner
Require Acceptance of Restricted Service Banner
@ Restricted Service Banner Message: Font: Size:
I accept the terms and conditions under this agreement] Verdana - \ El
O Restricted Service Banner File:
'
Clear Update
Figure 174 Portal Settings
Logo

A small graphic file can be uploaded to CC-SG to act as a banner on the login page. The
maximum size of the logo is 998 by 170 pixels. To upload logo:

1.
2.
3.

4.

Click Browse in the L 0go area of the Portal tab. An Open dialog appears.
Select the graphic file you want to use as your logo in the dialog, and then click Open.

If desired, click Preview to preview the logo. The selected graphic file will appear to the
right.

Click Update to save your Logo changes to CC-SG.

Restricted Service Agreement

A message can be configured to appear to the left of the login fields on the login screen. This is
intended for use as a Restricted Service Agreement, or a statement users agree to upon accessing
the CC-SG. A user’s acceptance of the Restricted Service Agreement is noted in the log files and
the audit trail report.

1.

Check Require Acceptance of Restricted Service Agreement to require users to check an
agreement box on the login screen before they are allowed to enter their login information.

Select Restricted Service Agreement Message if you want to enter the banner text directly.

a. Type an agreement message in the text field provided. The maximum length of the text
message is 10,000 characters.

b. Click the Font drop-down menu and select a font to display the message in.
c. Click the Size drop-down menu and select a font size to display the message in.

Select Restricted Service Agreement Message File if you want to load a message from a
text (.TXT) file.
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a. Click Browse. A dialog window appears.

b. In the dialog window, select the text file with the message you want to use, and then click
Open. The maximum length of the text message is 10,000 characters.

c. Click Preview if you want to preview the text contained in the file. It will appear in the
banner message field above.

3. Click Update to save your Restricted Service Banner changes to CC-SG.

After your Logo and Restricted Service Agreement settings have been updated, they will appear
on the login screen the next time a user accesses a client.

Lagin

a3t o

Restricted Service Agreement

[ accept the terms and conditions under this
sgresment. P toamdid

Figure 175 Login Portal With Restricted Service Agreement

Certificate

Options in this window can be used to generate a certificate signing request (also CSR or
certification request). A CSR is a message sent from an applicant to a certificate authority to
apply for a digital identity certificate. Before creating a CSR, the applicant first generates a key
pair, keeping the private key secret. The CSR contains information identifying the applicant (such
as a directory name in the case of an X.509 certificate), and the public key chosen by the
applicant.

Note: The button at the bottom of the screen will change from Export to Import to Generate,
depending on which certificate option is selected.

1. On the Administration menu, click Security.

=V=
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2. Click the Certificate tab.

Security Manager
(= This panel allows you to manage certificats.

w

[ Genera | | Login settings | Partal | Certificate [ 1p-acL

(® Export current certificate and private key
O Import pasted certificate and private key
O Generate certificate signing request

O Generate self signed certificate

Certificate

Private Key

A file: [ | Password: | |

Figure 176 Security Manager Certificate Screen

Export Current Certificate and Private Key

Click Export current certificate and private key. The certificate appears in the Certificate
panel and the private key appears in Private Key panel. Copy the text of the Certificate and
Private Key and submit it by clicking Export.

Generate Certificate Signing Request

The following explains how to generate a CSR and a private key on CC-SG. The CSR will be
submitted to the Certificate Server who will issue a signed certificate. A root certificate will also
be exported from the Certificate Server and saved in a file. The signed certificate, root certificate,
and private key will then be imported.

1. Click Generate Certificate Signing Request, and then click Generate. The Generate
Certificate Signing Request window appears.

=V=

=& Raritan.
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2. Type the requested data for the CSR into the fields.

Generate Certificate Signing Request

Generate Certificate Signing Request
® Please provide cartificats details,

Cartificate Datails

Privats Key Bit Strength: [10z4 -
Certificate Yalidity Period (in days): [385 |
Common Name: I-.-vww.raritan.cu:-m |
{demain name, for example, www yoursitename com)
Country Hame (2 lethers): s |
Srate/Province Mame: T |
Locality: Eomerset |
Organization: Rartan, Ine. |
Oraanization Unik: TechSuppart ]
Email Address: chorn plefrantanlcam |

o] 4 I | Cancal |

Figure 177 Generate Certificate Signing Request Screen

3. Click OK to generate the CSR or Cancel to exit the window. The CSR and Private Key
appear in the corresponding fields of the Certificate screen.

Certificate Reguest
----- BEGIM CERTIFICATE REQUEST----- F.
MITBZJCCAUMCAQAWGERC ZAIBGNYBATTAIVTMOEwCOYDY QOIEWIOS JERMASGALUE
BxMIUZHZHIzZXQxFiaUBgNVBAoTDY I heml0 i d sIElUT y4x FDASBaNVBASTC LRI
EhTdxXBwb3I0MRgwFgTDUQODEWIIdIcucmPyaXR hbiSibZ0x[jAgBokghkiGow0E
COEWEZVATW lwb GV AcmPy aRhbiSjb20wgZ aw DOTIKe ZThveNAQERB JADGTDAMIG]
Ao GBACRMOIIsT+IUNENLOAD QIR HITTOLOD+ )3/ eV AgZeHsgs ClaBET OhkZ]cfU
SsQFEcy x+e GOFEUMfzORCpdPnCmSghDywHNIIWIgDdmyY pTRIVNGED SUYIOFS C4 2y
H3197 cEbg sS4 Z0sFacuMLYhURXWhx 084 LSNr U DiDFpSQaldklAgMBAAGgADANE kg
hkiG o DB AQOFAADBaOBOE ev/ v CTUBE rvnHLZEVL M+ 2Riv 7N VHL OO Ve a Y Hep
alalmkrzRASSUPas1 AT 3SR TasnE ¥iGnenw TSR TaiTAnhdty 7R NRvaRAR RS

Private Key

----- BEGIN RSA PRIVATE KEV----- a
Proc-Type: 4 ENCRYPTED
CEK-Info: DES-EDE3-CBC,203FEFBOACAGCACS

qFenD2eyR+epl e+ KeNIFDZ2wkKsBlaVIZnaeiTDEVho e8I 2V G jerHnESYEB DA
DGk Wegwit+rarEGRtogZsbucjOHG EwPUMESPdhmiEEL s dgZho/nkaAxUP B Y
aGREsHAILxZnhxd kELBUQ s qOHAS TEbglp 3kulQRGOhapaPtnb: DLEUURQAROETH
23va+GEWFDv+F OB IWE/ ymNAR ZZE0FCPaIZ 05+ v LBes BbESicql hanoge? mEMp
M e LVYEFE I LY Mw CIER ZUkdlmm 01 VA ELLwe M2 DM rFLb & sV us 1 20D6HC HHERg
AP AT Bl vl anbar bl Fe Tl Aiab Tal-e1m snd 1S40 Lanesydl mdnTedl s Tofainsims

Figure 178 Certificate Request Generated

4. Using an ASCII editor such as Notepad, copy and paste the CSR into a file and save it with
a .cer extension.

5. Using an ASCII editor, for example, Notepad, copy and paste the Private Key into a file and
save it as a text file.

6. Submit the CSR file (.cer) saved in Step 4. to the Certificate Server to obtain a signed
certificate from the Server.

7. Download or export the root certificate from the Certificate Server and save it to a file with
a .cer extension. This is a different certificate from the signed certificate that will be issued
by the Certificate Server in the next step.

8. Once you receive the signed certificate from the Certificate Server, click Import pasted
certificate and private key.
==
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9. Copy and paste the signed certificate into the Certificate Request field. Paste the Private Key
that was saved previously into the Private Key field.

10. Click Browse next to CA file: and select the root certificate file that was saved in Step 6.

11. Type raritan in the Password field if the CSR was generated by CC-SG. If a different
application generated the CSR, use the password for that application.

Note: If the imported certificate is signed by a root and subroot CA (certificate authority), using
only a root or subroot certificate will fail. To resolve this, copy and paste both root and subroot
certificate into one file and then import it.

Generate Self Signed Certificate Request

Click the Generate Self Signed Certificate option button, and then click Generate. The
Generate Self Signed Certificate window appears. Type the data needed for the self-signed
Certificate into the fields. Click OK to generate the certificate or Cancel to exit the window. The
Certificate and Private Key will appear encrypted in the corresponding fields of the Certificate
screen.

Generate Certificate Signing Reguest El
Generate Certificate Signing Request
® Please provide cartificats details,

Cartificate Datails

Private Key Bit Strength: [10z4 -
Certificate Validity Period (in days): 65 |
Common Name: WL Faritan . com |

{domain name, for example, www yoursitename com)

Country Hame (2 lethers): us |
Srate/Province Mame: T |
Locality: Somersek |
Organization: Rartan, Ine. ]
Crganization Unik: [TechSuppart ]
Email Address: ez ample@rantan] com |

o] 4 I | Cancal |

Figure 179 Generate Self Signed Certificate Window

IP-ACL

This feature restricts access to CC-SG based on IP addresses. Specify an IP-access control list
(IP-ACL) by entering an IP address range, the group to which it applies, and an Allow/Deny
privilege.

1. On the Administration menu, click Security.

—=V=
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2. Click the IP-ACL tab.

| Gereral | Login Sethngs | Portal | Certificats | IP-ALL
Ancass Control List

Starting 1P Ending 1P [t Ackion

Starting 1P Ending IF Graup Action

= Al Grgupd s - [|Alksw w

] J Update Configuration ]

Figure 180 Security Manager IP-ACL Screen

3. To change the order of the line items in the Access Control List, select the line item, and
then click Up or Down. Connecting users will be allowed or denied according to the first rule
that applies (from top to bottom).

4. To add a new item to the list, specify a range to apply the rule to by typing the starting IP
value in the Starting | P field, and the ending IP value in the Ending I P field.

5. Click the Group drop-down arrow to select a group to apply the rule to.

6. Click the Action drop-down arrow and choose to Allow or Deny the group access to the IP
range.

Click Add to add the new rule to the Access Control List.
8. To remove any line item, select it, and then click Remove.
Click Update Configuration to update your system with the new access control rules.

=& Raritan.
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Notification Manager

Use Notification Manager to configure an external SMTP server so notifications can be sent from
CC-SG. Notifications are used to email reports that have been scheduled, email reports if users
are locked out, and to email status of failed or successful scheduled tasks. Please refer to Task
M anager, later in this chapter for additional information. After configuring the SMTP server, you
can elect to send a test email to the designated recipient and notify the recipient of the result of
the test.

To configure an external SMTP server:

L.

10.
11.

12.

On the Administration menu, click Notifications.

Maotification Manager %
@ Plesse, provide SMTP configuration parameters

[+] Enable SMTP Naotification

SMTP MNotificstion Details

SMTP host: |m ail.raritan.com
SMTP port: 25

Account name: |u:,-:||-:,cnse
Pazcword: |‘”'“‘“‘“

o

Re-enter Password:

From®: ||:c-sg@ra*|tan.u::.m

Sending retrigs: |2

Sending retry interval { minutes ]:|1

[Juse 5L
* The domain should be & valid MX record for which the SMTP host can relay messages,

i .
| Test Configuration Update Configuration |

Figure 181 Notification Manager

Check the Enable SM TP Notification checkbox.

Type the SMTP host in the SMTP host field. For hostname rules, please refer to
Terminology/Acronymsin Chapter 1. Introduction.

Type a valid SMTP port number in the SMTP port field.

Type a valid account name that can be used to log in to the SMTP server in the Account
name field.

Type the account name’s password in the Password and Re-enter Password fields.
Type a valid email address that will identify messages from CC-SG in the From field.

Type the number of times emails should be re-sent should the send process fail in the
Sending retries field.

Type the number of minutes, from 1-60, that should elapse between sending retries in the
Sending retry interval (minutes) field.

Check Use SSL if you want emails to be sent securely using Secure Sockets Layer (SSL).

Click Test Configuration to send a test email to the SMTP account specified. You should
check to make sure that the email arrives.

Click Update Configuration to save your changes.

—=V=

=& Raritan.
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Task Manager

Use Task Manager to schedule CC-SG tasks on a daily, weekly, monthly, or yearly basis. A task
can be scheduled to run only once or periodically on a specified day of the week and at a
specified interval. For example, you could schedule device backups to occur every three weeks on
Fridays, or schedule a particular report to be emailed to one or more recipients every Monday.

Note: Task Manager uses the server time that is set on CC-SG for scheduling — not the time on
your client PC. The server timeis displayed in the upper right corner of each CC-SG screen.

Task Types

These tasks can be scheduled:

e Backup CC-SG

e Backup Device Configuration (individual device or device group)
e Copy Device Configuration (individual device or device group)

e Group Power Control

e Power Management (Power On/Off/Recycle Outlet ports)

e Purge Logs

e Restart Device (does not apply to device groups)

e Restore Device Configuration (does not apply to device groups)

e Upgrade Device Firmware (individual device or device group). Note that the firmware should
be made available before scheduling this task.

e Generate all reports (HTML or CSV format)

Scheduling Sequential Tasks

You may want to schedule tasks sequentially to confirm that expected behavior occurred. For
example, you may want to schedule an Upgrade Device Firmware task for a given device group,
and then schedule an Asset Management Report task immediately after it to confirm that the
correct versions of firmware were upgraded.

Email Notifications for Tasks

Upon completion of a task, an email message can be sent to a specified recipient. You can specify
where and how the email is sent, such as if it is sent securely via SSL, in the Notification
Manager. Please refer to Notification Manager, earlier in this chapter, for additional
information.

Scheduled Reports

Reports that are scheduled are sent via email to the recipients that you specify.
All reports that have a Finished status are stored on CC-SG for 30 days. You can view the

finished reports in HTML format by selecting Scheduled Reports on the Reports menu. Please
refer to Chapter 11: Generating Reports, Scheduled Reports for additional information.
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Schedule a New Task

To schedule a new task:
1. On the Administration menu, click Tasks. The Task Manager screen appears

I8iarmms bnne

View Tasks l

Name Operation Status Last Execution.. Mext Executio.... Description Owner

New I g Close

Task Manager X
Filter
Crastion data: Task operstiomn: Task status: Task awner:
" T=1[ 1 FRFRG a8 L
From: |11/10/2006 = |Backup CommandCenter Scheduled || -
| | rirakwiths
= |Backup Device Configuration Pending ||
Ta: 124 — | Hrichard
— 1MEJJE-'_|EE-J:-:‘ Drevica Configuration Rousfufing Eis"-al
i il 1
|Power Management Finished ||
| || kestuser

Figure 182 Task Manager

Click New.

3. In the Main tab, type a name (1-32 characters, alphanumeric characters or underscores, no

spaces) and description for the task.
Click the Task Data tab.

5. Click the Task Operation drop-down menu and select the task to be scheduled, such as
Upgrade Device Firmware, from the list. Note that the fields requiring data will vary
according to the task selected. Please refer to the following sections for details on each task:

e Backup CC-SG

e Backup Device Configuration

e Copy Device Configuration

e  Group Power Control: Please refer to the CC-SG User Guide.

e Power Management: Please refer to the CC-SG User Guide.

e Purgelogs

e Restart Device

o Restore Device Configuration (does not apply to device groups)

e Upgrade Device Firmwar e (individual device or device group). Note that the firmware

should be made available before scheduling this task.
e Generateall reports
6. Click the Recurrencetab.

7. 1Inthe Period field, click the radio button that corresponds to the period of time at which you

want the scheduled task to recur.

e Once Use the up and down arrows to select the Start time at which the task should

begin.

=V=

=& Raritan.
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10.

e Periodic: Use the up and down arrows to select the Start time at which the task should
begin. Type the number of times the task should be executed in the Repeat Count field.
Type the time that should elapse between repetitions in the Repeat Interval field. Click
the drop-down menu and select the unit of time from the list.

e Daily: Click the radio button next to Every day if you want the task to repeat 7 days per
week. Click the radio button next to Every weekday if you want the task to repeat each
day from Monday through Friday.

e  Weekly: Use the up and down arrows to select how many weeks should elapse between
task executions, then check the checkbox next to each day on which the task should recur
each week that it runs.

e Monthly: Type the date on which the task should execute in the Days field, and then
check the checkbox next to each month in which the task should recur on the specified
date.

e Yearly: Click the drop-down menu and select the month in which the task should execute
from the list. Use the up and down arrows to select the day in that month on which the
task should execute.

For Daily, Weekly, Monthly, and Yearly tasks, you must add a start and end time for the
task in the Range of recurrence section. Use the up and down arrows to select the Start at
time and Start date. Click the radio button next to No end date if the task should recur as
specified indefinitely. Or, click the radio button next to End date, and then use the up and
down arrows to select the date at which the task should stop recurring.

Click the Retry tab.
If a task fails, CC-SG can retry the task at a later time as specified in the Retry tab. Type the
number of times CC-SG should retry to execute the task in the Retry count field. Type the

time that should elapse between retries in the Retry Interval field. Click the drop-down
menu and select the unit of time from the list.

Important: If you are scheduling a task to upgrade SX or KX devices, set the
Retry Interval for more than 20 minutes, because it takes approximately 20
minutes to successfully upgrade these devices.

11.
12.

13.

Click the Notification tab.

You can specify email addresses to which a notification should be sent upon task success or
failure. By default, the email address of the user currently logged in is available. User email
addresses configured in the User Profile. Please refer to Chapter 8: Adding and Managing
Users and User Groups for additional information. To add another email address, click Add,
type the email address in the window that appears, and then click OK. By default, email is
sent if the task is successful. To notify recipients of failed tasks, check the On Failure
checkbox.

Click OK to save the task.

View a Task, Details of a Task, and Task History

To view a task:

1.
2.

On the Administration menu, click Tasks.

To search for tasks, use the up and down buttons to select the date range you want to search.
You can filter the list further by selecting one or more (CTRL +click) tasks, status, or owner
from each list. Click View Tasksto view the list of tasks.

To delete a task, select the task, and then click Delete.

Note: You cannot delete a task that is currently running.

=& Raritan.
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e To view the history of a task, select the task, and then click Task History.
e To view details of a task, double-click a task.

e To change a scheduled task, select the task, and then click Edit to open the Edit Task
window. Change the task specification as needed, and then click Update. Please refer to
Create a New Task, earlier in this chapter, for tab descriptions.

e To create a new task based on a previously configured task, select the task you want to copy,
and then click Save Asto open the Save As Task window. The tabs are populated with the
information from the previously configured task. Change the task specifications as needed,
and then click Update. Please refer to Schedule a New Task for tab descriptions.

Note: If atask is changed or updated, its prior history no longer applies and the * Last Execution
Date” will be blank.

CommandCenter NOC

Adding a CommandCenter NOC (CC-NOC) to your setup will expand your target management
capabilities by providing monitoring, reporting, and alert services for your serial and KVM target
systems. Please refer to Raritan’s CommandCenter NOC documentation for additional
information on installing and operating your CC-NOC appliance.

Important: In the following procedure, passcodes are generated. You must
provide these passcodes to the CC-NOC administrator, who must configure
them in CC-NOC within five minutes. Avoid transmitting the passcodes over
email or other electronic means to avoid a possible interception by automated
systems. A phone call or exchange of written codes between trusted parties is
better protection against automated interception.

Add a CC-NOC

Note: To create a valid connection, the time settings on both the CC-NOC and CC-SG should be
synchronized. The best method of achieving this synchronization is to use a common NTP
(Network Time Protocol) server. For this reason, the CC-NOC and CC-SG are required to be
configured to use an NTP server.

1. On the Access menu, click CC-NOC Configuration.
2. Click Add.
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3.

Select a software version of CC-NOC you want to add, and then click Next. Version 5.1 has
fewer integration features than 5.2 and later, and only requires adding a name and an IP
address. For additional information on CC-NOC 5.1, please refer to
www.raritan.com/support. Click Product Documentation, and then click
CommandCenter NOC.

Add €C-NOC Configuration &
Add CC-NOC Configuration

/?} CCNOC Mame field is emphy.

=

HMain Properties

CC-NOC Name: |

CC-NOC IP.-‘HI:-:-tnrne:l

Synchromzatan Proparbas

IF Range From: |

1P Range To: |

ESynchronization T |-'|e:[_'¢-1_ 4228 |—

Heartbeat Properties

Heartbeat Interval (seconds): d.ljljl—-:-—-
Failed Heartbeat Attemnpts {Z-4) :|+-
Pravious E Cancal |

Figure 183 Add CC-NOC Configuration Screen

4. Type a descriptive name for the CC-NOC in the Name field. Maximum length is 50

alphanumeric characters.

Type the IP address or hostname of the CC-NOC in the CC-NOC | P/Hostname field. This is
a required field. For hostname rules, please refer to Terminology/Acronyms in Chapter 1:
Introduction.

To retrieve daily information on targets in the CC-NOC database, type a discovery range in
the P Range From and I P Range To fields. This IP range represents the range of addresses
CC-SG is interested in and instructs CC-NOC to send events for these devices to CC-SG.
This range is related to the discovery range that is configured in the CC-NOC. Please refer to
Raritan’s CommandCenter NOC Administrator Guide for details. Type a range, keeping
the following rules in mind:

I P ADDRESS RANGE DESCRIPTION

If CC-SG range entered here is a subset of | ...then, CC-NOC returns all known target
the range configured in CC-NOC... device information within this range.

If CC-SG range entered here includes a | ...then, CC-NOC returns all known target
partial list (non-null intersection) of the | device information within the intersecting
range configured in CC-NOC... range.

If CC-SG range is a superset of the range | ...then, CC-NOC returns all known target
configured in CC-NOC... device information within this range.
Essentially, CC-NOC returns targets that are
defined in the CC-NOC range.

If CC-SG range does not overlap the | ...then, CC-NOC will not return any target
range configured in CC-NOC... device information at all.

=& Raritan.
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To stop CC-NOC from monitoring a device, it can be unmanaged. Please refer to the
CommandCenter NOC Administrator Guide for additional information.

Note: Use the CC-NOC Synchronization Report to view targets that the CC-SG is subscribing to.
The report also displays any new targets that have been discovered by CC-NOC. Please refer to
Chapter 11. Generating Reports, CC-NOC Synchronization Report for additional information.

7. Specify a Synchronization Time to schedule when the target information is retrieved from
the CC-NOC database. This will refresh the databases as targets are discovered or become
unmanaged. The default is the current time as set on the client machine. You may want to
schedule synchronization during an off-peak time so synchronization will not affect the
performance of other processes.

8. For Heartbeat Interval, enter how often, in seconds, CC-SG sends a heartbeat message to
CC-NOC. This confirms if CC-NOC if still up and available. Default is 60 seconds. Valid
range is 30-120 seconds. Normally, this does not have to be changed.

9. For Failed Heartbeat Attempts, enter the number of consecutive heartbeats that must pass
without a response before a CC-NOC node is considered unavailable. Default is 2 heartbeats.
Valid range is 2-4 heartbeats. Normally, this does not have to be changed.

10. Click Next.

11. Either copy and paste the passcodes into CC-NOC fields if you are the CC-NOC
administrator, or submit the two passcodes to the CC-NOC administrator. As documented in
the CommandCenter NOC Administrator Guide, the CC-NOC administrator will then
enter the passcodes in CC-NOC, which initiates an exchange of security certificates.

Important: To increase security, you must enter the passcodes in CC-NOC
within five minutes after they are generated on CC-SG. This will minimize the
window of opportunity for intruders to breach the system with a brute-force
attack. Avoid transmitting the passcodes over email or other electronic means
to avoid a possible interception by automated systems. A phone call or
exchange of written codes between trusted parties is better protection
against automated interception.

12. Once the certificate exchange process is complete, a secure channel has been established
between CC-NOC and CC-SG. The CC-NOC data will be copied to CC-SG. Click OK to
complete the process. If the process does not complete within 5 minutes, it times out and data
is not saved in CC-SG and any stored certificates are deleted. Retry the procedure again—go
to Step 1. in Add a CC-NOC on page 201.

Note: CommandCenter NOC can only be added to standalone or primary node CC-SG servers.

Edit a CC-NOC

1. On the Access menu, click CC-NOC Configuration.
2. Highlight a CC-NOC in the list, and then click Edit.

3. Change the configuration as needed. Please refer to the previous section, Add a CC-NOC,
for additional information fields.

Launch CC-NOC

To launch CC-NOC from CC-SG:

1. On the Access menu, click CC-NOC Configuration.

2. Inthe CC-NOC Configuration screen, select an available CC-NOC.
3. Click Launch. This will connect you to a configured CC-NOC.
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Delete a CC-NOC

To remove and unregister a CC-NOC in CC-SG, do the following.
1. On the Access menu, click CC-NOC Configuration.

2. Select the CC-NOC you want to delete from CC-SG, and then click Delete. You are
prompted to confirm the deletion.

3. Click Yesto delete the CC-NOC. A CC-NOC Deleted Successfully message confirms that
CC-NOC has been deleted.
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SSH Access to CC-5G

Use Secure Shell (SSH) clients, such as Putty or OpenSHH Client, to access a command line
interface to SSH (v2) server on CC-SG. Only a subset of CC-SG commands is provided via SSH
to administer devices and CC-SG itself.

The SSH client user is authenticated by the CC-SG in which existing authentication and
authorization policies are applied to the SSH client. The commands available to the SSH client
are determined by the permissions for the user groups to which the SSH client user belongs.

Administrators who use SSH to access CC-SG cannot logout a CC Super-User SSH user, but are
able to log out all other SSH client users, including System Administrators.

To access CC-SG via SSH:

1. Launch an SSH client, such as Putty.

2. Specify the IP address of the CC-SG and specify 22 for the port, and open the connection.
You can configure the port for SSH access in Security Manager. Please refer to Security
Manager earlier in this chapter for additional information.

3.  When prompted, log in with your CC-SG username and password.

A shell prompt appears. Type ISto display all commands available. You can type ? or help to
display descriptions and format for typing all commands.

£*192.168.32.58 - PuTTY
login a=: admin
admind 19z .

Welcome to

d

li=stports

more
restartooc restartdevic restoredevice
shutdowncco : =1
1l upgradedevice user list
[CommandCenter adimin] § I

Figure 184 CC-SG Commands via SSH
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SSH Commands

The following table describes all commands available in SSH. You must be assigned the
appropriate privileges in CC-SG to access each command.

COMMAND

DESCRIPTION

activeports

List active ports.

activeusers

List active users.

backup device <[-host <host>] | [-id <device id>]> backup name [descriptionl]

Backup device configuration.

clear

Clear screen.

connect [-d <device name>] [-e <escape char>] <[-i <interface id>] | I[-n
<port name>] | [port idl>

Establish a connection to a serial port. If <port name> or <device name> contains spaces it
should be surrounded by quotes.

copydevice <[-b <backup id>] | [source device host]> target device host

Copy device configuration

disconnect <[-u <username>] [-p <port id>] [-id <connection id>]>

Close port connection.

entermaint minutes [message]

Place CC-SG in maintenance mode.

exitmaint

Remove CommandCenter from maintenance mode.

grep search term

Search text from piped output stream.
help

View help screen.

listbackups <[-id <device id>] | [hostl>

List available device configuration backups.

listdevices

List available devices.

listfirmwares [[-id <device id>] | [hostl]]

List firmware versions available for upgrade.

listinterfaces [-id <node id>]

List all interfaces.

listnodes

List all nodes.

listports [[-id <device id>] | [hostl]]
List all ports.

logoff [-u <username>] message

Logoff user

1s

List commands

—=V=
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more [-p <page size>]

Make paging

pingdevice <[-id <device id>] | [host]>

Ping device

restartcc minutes [messagel

Restart CC-SG

restartdevice <[-id <device id>] | [host]>

Restart device

restoredevice <[-host <host>] | [-id <device id>]> [backup idl

Restore device configuration

shutdowncc minutes [message]

Shutdown CC-SG.

ssh [-e <escape char>] <[-id <device id>] | [host]l>

Open SSH connection to an SX device

su [-u <user name>]

Change a user.

upgradedevice <[-id <device_id>] | [hostl]>

Upgrade device firmware

exit

Exit SSH session.

Typing the command followed by the -h switch displays help for that command, such as
listfirmwares -h.

Command Tips

The following describes several nuances of the SSH commands:

For commands that pass an IP address, such as upgradedevice, you can substitute the
hostname for an IP address. For hostname rules, please refer to Terminology/Acronyms in
Chapter 1: Introduction.

The copydevice and restartdevice commands apply only to some Raritan devices, for example,
Dominion SX. IPMI servers, generic devices are not supported by these commands.
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Create an SSH Connection to an SX Device

You can create an SSH connection to an SX device to perform administrative operations on the
device. Once connected, the administrative commands supported by the SX device are available.

Note: Before you connect, ensure that the SX device has been added to the CC-SG.

1. Type listdevices to ensure the SX has been added to CC-SG.

e e e e e R e B T

=
[

Figure 185 Listing Devices on CC-SG

2. Connect to the SX device by typing ssh -id <device id> . For example, using the figure
above as an example, you can connect to SX-229 by typing ssh -id 1370.

£ 192.168.51.124 - PuTTY

[CommandCenter < t]s ssh -1d

..Buthenticated.

Figure 186 Access SX Device via SSH
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Use SSH to Connect to a Node via a Serial Out of Band Interface

You can use SSH to connect to a node through its associated serial out-of-band interface. The
SSH connection is in proxy mode.

1. Type listinterfaces to view the node ids and associated interfaces.

& 192.168.32.58 - PuTTY

liscintecfa

I 4E- 1 L

Figure 187 Listinterfaces in SSH

2. Type connect -i <interface id> to connect to the node associated with the interface.

£ 197 168.32 58 - PuTTY

Figure 188 Connecting to a Node via a Serial Out-of-Band Interface

3. Once connected to the node, type the default Escape keys of ‘~* followed by a dot .’ At the
prompt that displays, you can enter specific commands or aliases as described below:

COMMAND ALIAS DESCRIPTION
quit q Terminates connection and returns to SSH prompt.
get_write gw Gets Write Access. Allows SSH user to execute

commands at target server while browser user can only
observe proceedings.

get_history gh Gets History. Displays the last few commands and results
at target server.

send_break sb Sends Break. Breaks the loop in target server initiated by
browser user.

help ?,h Prints help screen.

Exit a Session

To exit the entire SSH connection to CC-SG, type exit.
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Diagnostic Console

The Diagnostic Console is a standard, non-graphical interface that provides local access to CC-
SG. It can be accessed from a serial or KVM port, or from Secure Shell (SSH) clients, such as
PuTTY or OpenSSH Client.

Two logins are provided—one is status, which gives access to the Status Console, and the other
is admin, which gives access to the Administrator Console. All login usernames and passwords
are case-sensitive.

About Status Console

In the default configuration, the Status Console does not require a password. Typing status at the
login prompt displays the current system information. You can use the Status Console to
ascertain the health of CC-SG, the various services CC-SG uses, and the attached network.

About Administrator Console

The default username/password for the Administrator Console is admin/raritan. The admin
account allows you to set some initial parameters, provide initial networking configuration, debug
log files, and perform some limited diagnostics and restarting CC-SG. The Diagnostic Console
admin account is separate and distinct from the CC Super User admin account and password
used in the CC-SG administrator’s Director Client and the html-based Access Client. The same or
different passwords may be used for both accounts. Changing one of these passwords does not
affect the other.

Note: If accessing Diagnostic Console via SSH, the Status Console and the Administrator
Console inherit the appearance settings that are configured in your SSH client and keyboard
bindings, which may not agree in all aspects with this documentation.

Accessing Diagnostic Console via VGA/Keyboard/Mouse Port

1. Attach a VGA monitor plus PS2 keyboard and mouse to the rear of the CC-SG unit.
2. Press RETURN to display a login prompt on the screen.

Unauthorized access prohibited: all access and activities not explicitly
authorized by management are unauthorized. All activities are monitored
and logged. There is no privacy on this system. Unauthorized access and

activities or any criminal activity will be reported to appropriate
authorities.
CommandCenter login: _

Figure 189 Login to Diagnostic Console

Accessing Diagnostic Console via SSH

1. Launch a SSH client, such as PuTTY, on a client PC that has network connectivity to the CC-
SG.

2. Specify the IP address, or IP hostname (if CC-SG has been registered with a DNS server) of
the CC-SG, and specify 23 for the port.

3. Click the button that allows you to connect. A window opens, prompting you for a login.
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Accessing Status Console
A password is not required to access the Status Console, but password usage can be enforced.
1. At the login prompt, type status. The read-only Status Console appears.

iMon Dec 11 EST

IRl Message of the Day:

i iCommandCenter Secure Gateway

Centralized access and control for your global IT infrastructure

System Information:

Host Name : CommandCenter.localdomain

CC-5G Version : 3.1.8.5.1 Model : CC-3G-VU1

CC-3G Serial # : ACC658BARBI Host ID :  H@8384856F118
Server Information:

CC-5G Status  Up DB Status :  Responding

Web Status : Responding-sUnsecured

Cluster Status : standalone Cluster Peer : HNot Configured
Network Information:

Dev Link Auto Speed Duplex IPAddr Rx Pkts T¥ Pkts
eth@ yes on 188Mbs  Full 192.168.8.192 55285 11
ethl no on Unknown?! Unknown?

Help: <F1> Exit: <ctl+f}> or <ctl+C>i

Figure 190 Status Console

e This screen dynamically displays information about the health of the system and whether CC-
SG and its sub-components are working.

e The time in the upper-right corner of the screen is the last time at which the CC-SG data was
polled.

¢ Information on this screen updates approximately every 5 seconds.

e Type CTRL-L to clear the current screen and reload with updated information. You can
update the screen a maximum of once per second.

e Pressing CTRL-Q or CTRL-C to exit the screen.

e The Status Console does not accept any other inputs or screen navigation. All other inputs are
ignored.

The following table describes the statuses for CC-SG and the CC-SG database:

STATUS DESCRIPTION

CC-SG Status: Up CC-SG is available.

CC-SG Status: Down CC-SG may be in the process of rebooting. If the
Down status is continual, try restarting CC-SG.

CC-SG Status: Restarting CC-SG is in the process of restarting.

DB Status: Responding CC-SG’s database is available.

DB Status: Down CC-SG may be in the process of rebooting.

=4
=—

=t=Raritan
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Accessing Administrator Console

Note: All information displayed in the Administrator Console is static. If the configuration
changes through the CC-SG GUI or the Diagnostic Console, you must re-login to Administrator
Console after the changes have taken effect to view themin Administrator Console

1. At the login prompt, type admin.

2. Type the CC-SG password. The default password is raritan. On first login, this password
expires, and you must choose a new one. Type this password and when prompted, type a new
password. Please refer to Diagnostic Console Passwor ds (Admin) for information on setting
password strength.

3. The main Administrator Console screen appears.

File Operation

CC-3G Administrator Console: Welcome:
Welcome to the Administration (Admin) section of the Diagnostic Console

The menus in this area will let you:
- Do initial system set-up ~» installation.
- Configure and control Diagnostic Services.
- Preform emergency repairs.
- Collected some diagnostic information.

There are more navigation aids in the Admin Console.
The top title bar offers you a series of menus and sub-menus.

Short-cut to this menu bar is <ctl+X> (or using your mouse).

Help: <F1> »» Exit: <ctl+Q> or <ctl+C> ~~ Menus (Top-bar): <ctl+Xx>

Figure 191 Administrator Console

Navigating Administrator Console

The following table provides the various navigation means within the Diagnostic Console menus.
For some sessions, the mouse may also be used to navigate. However, the mouse may not work in
all SSH clients or on the KVM console.

PRESS To
CTRL+C or CTRL+Q To exit Diagnostic Console.

CTRL+L Clear screen and redraw the information
(but the information itself is not updated
nor refreshed).

TAB Move to next available option.

SPACE Select current option.

ENTER Select current option.

ARROW Move to different fields within an option.
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Editing Diagnostic Console Configuration

The Diagnostic Console can be accessed via the serial port (COM1), VGA/Keyboard/Mouse
(KVM) port, or from Secure Shell (SSH) clients. For each port type, you can configure whether
or not status or admin logins are allowed, and whether field support can also access Diagnostic
Console from the port. For SSH clients, you can also configure which port number should be used,
as long as no other CC-SG service is using the desired port.

To edit Diagnostic Console configuration:

1. On the Operation menu, click Diagnostic Console Config.

2. Determine how you want the Diagnostic Console configured and accessible. There are three
Diagnostic Console Access mechanisms: Serial Port (COM1), KVM Console, SSH (IP
network). The Diagnostic Console offers three services: Status Display, Admin Console,

Raritan Field Support. This screen allows the selection of which services are available via the
various access mechanisms.

3. Type the port number you want to set for SSH access to Diagnostic Console in the Port field.
The default port is 23.

Important: Be careful not to completely lockout all Admin or Field Support
access.

File Operation

CC-3G Administrator Console: Diagnostic Console Configuration:
This screen lets you configure what Diagnostic Console Services
(Status, Admin and Raritan Field Support) are available via what
Aiccess Methods or Ports (Serial Console, KUM port, 3SH).

[MHote: Be careful not to lock out access to Admin Console.l

Ports: Raritan Access:
erial |EEeE]EEATES [X]1 Admin [X]1 Field Support
[X]1 Status [X]1 Admin [X]1 Field Support
[X]1 Status [X]1 Admin [ 1 Field Support| Port: [23

Help: <F1> », Exit: <ctl+Q> or <ctl+C> »~ Menus (Top-bar): <ctl+X>

Figure 192 Edit Diagnostic Console Configuration

4. Click Save.

Editing Network Interfaces Configuration (Network Interfaces)

In Network Interface Configuration, you can perform initial setup tasks, such as setting the
hostname and IP address of the CC-SG.

1. Click Operation, Network | nterfaces, and then click Network I nterface Config.

g
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2.

10.

If the network interfaces have already been configured, you will see a Warning message
stating that you should use the CC-SG GUI (administrator’s Director Client) to configure the
interfaces. If you want to continue, click YES.

File Operation

CC-3G Administrator Console: Network Interface Configuration:
Hostname: [CommandCenter.localdomain
Domain Suffix: [localdomain
Primary DNS: [ 1 Secondary DN3: [

Mode: <o> Primary-Backup
< > Activesnctive

Configuration: DHCP Configuration: < » DHCP
<o> STATIC <o> STATIC

IP Address: [192.168.8.192 1 IP Address: [
Netmask: [255.255.255.08 1 HNetmask: [
Gateway: [ 1 Gateway: [
Adapter Speed: <o> AUTO Adapter Speed: <o> AUTO
Adapter Duplex: <o> FULL Adapter Duplex: <o> FULL

< Save >

Help: <F1> », Exit: <{ctl+{}> or <ctl+C> ~~/ Menus (Top-bar): <ctl+X>

Figure 193 Editing Network Interfaces

Type your hostname in the Host Name field. After you save, this field will be updated to
reflect the Fully-Qualified Domain Name (FQDN), if known. For hostname rules, please refer
to Terminology/Acronymsin Chapter 1: Introduction.

In the M ode field, select either Primary/Backup Mode or Active/Active Mode. Please refer
to About Network earlier in this chapter for details.

In the Configuration Field, select either DHCP or Static.

— If you choose DHCP and your DHCP server has been configured appropriately, the DNS
information, the domain suffix, IP address, default gateway and subnet mask will be
automatically populated once you save, and you exit and re-enter Admin Console.

— If you choose Static, type an IP Address (required), Netmask (required), Default
Gateway (optional), Primary DNS (optional) and Secondary DNS (optional), and
Domain Name in Domain Suffix (optional).

— Even if DHCP is being used to determine the IP configuration for an interface, a properly
formatted | P addr ess and Netmask must be provided.

In the Adapter Speed select a line speed. The other values of 10, 100, and 1000 Mbps are on
a scrollable list (where only one value is visible at any given time) and the T keys are used
to navigate to them. Press the SPACEBAR key to select the option displayed.

If you did not select AUTO for Adapter Speed, click Adapter Duplex and use the 4T keys
to select a duplex mode (FULL or HALF) from the list, if applicable. While a duplex mode

can be selected at any time, it only has meaning and takes effect when Adapter Speed is not
AUTO.

Repeat these steps for the second network interface if you selected Active/Active M ode.

Select Save. CC-SG will restart, logging off all CC-SG GUI users and terminating their
sessions. A Warning screen will be presented informing of the impending network
reconfiguration and associated CC-SG GUI user impact. Select <Y ES> to proceed.

System progress can be monitored in a Diagnostic Console Status Screen. On the KVM port,
another terminal session can be selected by typing <AL T>+<F2> and logging in as status.
You may return to the original terminal session by typing <ALT>+<F1>. There are six
available terminal sessions on <F1> through <F6>.

=& Raritan
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Ping an IP Address (Network Interfaces)

Use ping to check that the connection between CC-SG computer and a particular IP address is
working correctly.

Note: Some sites explicitly block ping requests. Verify that the target and intervening network
allow pings before assuming that thereis a problem.

1. Click Operation, Network | nterfaces, and then click Ping.

2. Enter the IP address or hostname (if DNS is appropriately configured on the CC-SG) of the
target you want to check in the Ping Target field.

3. (Optional) Select:

OPTION ‘ DESCRIPTION
Show other received ICMP | Verbose output, which lists other received ICMP packets in
packets addition to ECHO RESPONSE packets. Rarely seen.
No DNS Resolution Does not resolve addresses to host names.
Record Route Records route. Sets the IP record route option, which will
store the route of the packet inside the IP header.
Use Broadcast Address Allows pinging a broadcast message.
Adaptive Timing Adaptive ping. Interpacket interval adapts to round-trip

time, so that effectively not more than one unanswered
probes present in the network. Minimal interval is 200 msec.

4. (Optional) Type values for how many seconds the ping command will execute, how many
ping requests are sent, and the size for the ping packets (default is 56, which translates into 64
ICMP data bytes when combined with 8 bytes of ICMP header data). If left blank, defaults
will be used.

5. Click Ping in the bottom right-hand corner of the window. If the results show a series of
replies, the connection is working. The time shows you how fast the connection is. If you see
a "timed out" error instead of a reply, there is a breakdown somewhere between your
computer and the domain. In this case, the next step is to perform a traceroute — see the next
section.

6. Press CTRL+C to terminate the ping session. The system prompts with a “Return?” before
returning to the Diagnostic Console (so that any output can be viewed and analyzes ass
appropriate).

Note: Pressing CTRL+Q displays a statistics summary for the session so far and continues to
ping the destination.

Using Traceroute (Network Interfaces)

Traceroute is often used for network troubleshooting. By showing a list of routers traversed, it
allows you to identify the path taken from your computer to reach a particular destination on the
network. It will list all the routers it passes through until it reaches its destination, or fails to and
is discarded. In addition to this, it will tell you how long each 'hop' from router to router takes.
This can help identify routing problems or firewalls that may be blocking access to a site.

To perform a traceroute on an IP address or hostname:
1. Click Operation, Network I nterfaces, then Traceroute.

2. Enter the IP address or hostname of the target you wish to check in the Traceroute Target
field.
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3. (Optional) Select:

OPTION ‘ DESCRIPTION
Verbose Verbose output, which lists received ICMP packets other
than TIME EXCEEDED and UNREACHABLE:s.
No DNS Resolution Does not resolve addresses to host names.
Use ICMP (vs. normal UDP) Use ICMP ECHO instead of UDP datagrams.

4. (Optional) Type values for how many hops the traceroute command will use in outgoing
probe packets (default is 30), the UDP destination port to use in probes (default is 33434),
and the size for the traceroute packets. If left blank, defaults will be used.

5. Click Traceroutein the bottom right-hand corner of the window.
Press CTRL+C or CTRL+Q to terminate the traceroute session. A Return? prompt appears;

press ENTER to return to the Traceroute menu. The Return? prompt also appears when
Traceroute terminates due to “destination reached” or “hop count exceeded” events occur.

Editing Static Routes (Network Interfaces)

In Static Routes, you can view the current IP routing table and modify, add, or delete routes.
Careful use and placement of static routes may actually improve the performance of your network,
allowing you to conserve bandwidth for important business applications and may be useful for
Active/Active network settings where each interface is attached to a separate IP domain-see
section About Network in Chapter 13: Advanced Administration for additional information.
Click with the mouse or use the TAB, arrow keys to navigate and press the Enter key to select a
value.

To view or change static routes:
1. Click Operation, Network Interfaces, and then click Static Routes.

2. The current IP routing table is displayed. You can add a host or network route, or delete a
route. The Refresh button updates the routing information in the above table.

File Operation

Gateway MNetmask Interface Flags
255.255.255.0 =thi U

Figure 194 Editing Static Routes
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Viewing Log Files (Admin)

You can view one or more log files simultaneously via LogViewer, which allows browsing
through several files at once, to examine system activity.

To view log files:

1. Click Operation, Admin, then System L ogfile Viewer.

2. The Logviewer screen is divided into 4 main areas (see screen below):

o List of Logfiles currently available on the system. If list is longer than the display
window, the list can be scrolled using the arrow keys.

e Logfile List sort criteria. Logfiles can be shown sort by their Full File Name, the most
recently changed logfile or by the largest logfile size.

e Viewer Display options (details below).
e Export/ View selector.

3. Click with the mouse or use the arrow keys to navigate and press the SPACEBAR key to
select a log file, marking it with an X. You can view more than one log file at a time.

File Operation

Figure 195 Selecting Log Files to View

The Logfile list is only updated when the associated list becomes active (e.g., user enters the
logfile list area) or when a new Sort by option is selected. File names are either preceded by a
timestamp indicating how recently the logfile has received new data or the file size of the logfile.
Timestamps are s = seconds, m = minutes, h = hours and d - days. File sizes are B > Bytes,
K - Kilo (1000) Bytes, M > Mega (1,000,000) Bytes and G> Gigabytes. When the Sort By
options is either Full Name or Recent Change, timestamps are used, and file sizes are used for
File Sizes.

g
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The “Sort Logfile list by:” window is a set of radio-button (e.g., mutually exclusive) and controls
the order of how logfiles are displayed in the “Logfile to View” window.

OPTION DESCRIPTION

Individual Windows Display the selected logs in separate sub-windows.
Merged Windows Merge the selected logs into one display window.
Initial Buffer Sets initial buffer or history size. 5000 is default. This

system is configured to buffer all the new information that
comes along.

Remember Selected Items If this box is checked, the current logfile selections (if
any) will be remembered. Otherwise, selection is reset
each time a new Logfile list is generated. This is useful if
you want to step thorough files.

Use Default Color Scheme If this box is checked, some of the logfiles will be viewed
with a standard color scheme. Note: multitail commands
can be used to change the color scheme once the logfile(s)
are being viewed.

Use Default Filters If this box is checked, some of the logfiles will have
automatic filters applied.

Export This option packages up all the selected logfiles and
makes them available via Web access so that they can be
retrieved and forwarded to Raritan Technical Support.
Access to the contents of this package is not available to
customer. Exported logfiles will be available for up to 10
days, and then the system will automatically delete them.

View View the selected log(s).

When View is selected with Individual Windows, the LogViewer displays:

EL>+<h>: help 118KB 2006/12/13 15:32

arit

14617]: =

01] ./messages *Press F1/<CTRL>+<h> for help® 935KB - 2006/12/13 15:32:5

02] sg/httpd/access log Fl/<CTRL>+<h>: help 53BKB - 2006/12/13 15:32:54

Figure 196 Selecting Log Files to View

4. While viewing log files, type g, CTRL-Q or CTRL+C to return to the previous screen.
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5. [If desired, you can change colors in a log file to highlight what is important. Type C to change
colors of a log file and select a log from the list if you have chosen to view several.

Figure 197 Changing Colors in Log Files

6. Type i for info to display system information.

Note: System load is static as of the start of this Admin Console session — use the TOP utility to
dynamically monitor system resources.

-=*% MultiTail 4.2

‘multitail/

Figure 198 Displaying Information

7. If desired, you can filter the log file with a regular expression. Type € to add or edit a regular
expression and select a log from the list if you have chosen to view several.

winds

MO0 =g osslcoﬁsole.log

01

Figure 199 Adding Expressions in Log Files

=& Raritan
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8. Type a to add a regular expression. For example, if you want to display information on the
WARN messages in sg/jboss/console.log log file, enter WARN and select match.

Note: This screen also shows the Default Filter Scheme for console.log, which removes most of
the Java heap messages.

u._u._l; Edit, selete, Wuit, move [Bow
nv Unloading class |Full GC | [GC

Figure 200 Specifying a Regular Expression for a Log File

9. Select F1 to get help on all LogViewer options. Pressing CTRL+C and CTRL+Q terminates
this LogViewer session.

=& Raritan
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Restarting CC-SG (Admin)

You can restart CC-SG, which will log off all current CC-SG users and terminate their sessions to
remote target servers.

Important: It is HIGHLY recommended to restart CC-SG in the CC-SG GUI
instead, unless it is absolutely necessary to restart it here. Please refer to
Restart CC-SG in Chapter 12: System Maintenance for additional information.
Restarting CC-SG in Diagnostic Console will NOT notify CC-SG GUI users that
it is being restarted.

To restart CC-SG:
1. Click Operation, Admin, and then click CC-SG Restart.

2. Either click Restart CC-SG Application or press ENTER. Confirm the restart in the next
screen to proceed.

File oOperation

will provide a
ation.]

Figure 201 Restarting CC-SG in Diagnostic Console
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Rebooting CC-SG (Admin)

This option will reboot the entire CC-SG, which simulates a power cycle. Users will not receive a
notification. CC-SG, SSH, and Diagnostic Console users (including this session) will be logged
off. Any connections to remote target servers will also be terminated.

To reboot CC-SG,
1. Click Operation, Admin, and then click CC-SG System Reboot.

2. Either click REBOOT System or press ENTER to reboot CC-SG. Confirm the reboot in the
next screen to proceed.

File Operation

imulating a

em and t
i 114

Figure 202 Rebooting CC-SG in Diagnostic Console
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Powering Off the CC-SG System (Admin)

This option will power down the entire CC-SG. Users will not receive a notification. CC-SG,
SSH, and Diagnostic Console users (including this session) will be logged off. Any connections
to remote target servers will also be terminated. The only way to power the CC-SG unit back on
is to press the power button on the front panel of the unit.

To power off the CC-SG:
1. Click Operation, Admin, and then click CC-SG System Power OFF.

2. Either click Power OFF the CC-SG or press ENTER to remove AC power from the
CC-SG. Confirm the power down operation in the next screen to proceed.

File Operation

Figure 203 Power Down CC-SG in Diagnostic Console

Resetting CC-SG GUI Admin Password (Admin)

This option will reset the password for the admin account CC-SG GUI user to the documented
factory default value.

Note: Thisis not the password for the Diagnostic Console admin user. Please refer to DiagCon
Passwords below for information about changing this account’s password.
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To reset the CC-SG GUI admin password:
1. Click Operation, Admin, and then click CC-SG ADMIN Password Reset.

2. Either click Reset CC-SG GUI Admin Password or press ENTER to change the admin
password back to factory default. Confirm the password reset in the next screen to proceed.

File oOperation

unt of the

< Reset CC-3G GUI Admin Password >[I

Figure 204 Admin Password Reset for CC-SG GUI in Diagnostic Console

Resetting CC-SG Factory Configuration (Admin)

This option will reset all or parts of the CC-SG system back to their factory default values. All
active CC-SG users will be logged off without notification, and SNMP processing will stop. It is
highly recommended that CC-SG be placed in Maintenance Mode prior to initiating this
operation. If possible, reset CC-SG from within the administrator’s Director Client, rather than
from the Diagnostic Console. The Director Client Reset option can perform all functions listed
here, except for resetting Network values.

1. On the Operation menu, click Admin, and then click Factory Reset. The following
screen with seven Reset Options appears.

File oOperation

Database Reset

nalit

Figure 205 Reset CC-SG Factory Configuration
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OPTION DESCRIPTION

Full CC-SG Database Selecting this option completes removes the existing CC-SG
Reset Database and builds a new version from scratch loading it with all
the Factory Default values.

Preserve CC-SG This option is only valid and effective if the previous option is also
Personality during Reset | selected. As the CC-SG Database is rebuilt (in the previous option),
the following values are migrated to the new version of the
database (if they can be read and are available; otherwise default
values will be used). An attempt to keep the following information
is made. Default value in brackets.

= Secure Communication [unsecured] between PC Clients and
CC-SG

= Strong Password Check [off] select if strong password
enforcement is enabled.

= Direct vs. Proxy Connections [Direct] selects if PC clients use
direct or proxy connections to Out-of-Band nodes
= Inactivity Timer [1800] the time before idle sessions log out

=  Modem Setting [10.0.0.1/10.0.0.2/<none>] the setting for the
modem Server IP Address, Client IP Address, and callback
phone number.

Network Reset This option sets the networking back to Factory Defaults:
=  Host name = CommandCenter
= Domain name = localdomain
=  Mode = Primary/Backup

= Configuration = Static

= [P Address = 192.168.0.192

= Netmask = 255.255.255.0

=  Gateway = <none>

=  Primary DNS = <none>

= Secondary DNS = <none>

=  Adapter Speed = Auto

SNMP Reset Resets SNMP configuration to Factory Defaults
= Port: 161

=  Read-only Community: public

= Read-write Community: private

= System Contact, Name, Location: <empty>
= SNMP Trap Configuration

=  SNMP Trap Destinations

Firmware Reset Removes uploaded Firmware files and restores the default versions
into filesystem repository. Does not change the CC-SG DB.

Install Firmware into CC- | Loads Firmware files found in the filesystem-based repository into
SG DB the CC-SG DB.

Diagnostic Console Reset | Restores Diagnostic Console to Factory Configuration, Account
Settings and Defaults

=& Raritan.
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Diagnostic Console Passwords (Admin)

This option provides the ability to configure the strength of passwords (status and admin) and
allows you to configure password attributes, such as, the setting maximum number of days that
must lapse before you need to change the password, which should be done via the Account
Configuration menu. The operation in these menus only applies to Diagnostic Console accounts
(status and admin) and passwords — it has no effect on the regular CC-SG GUI accounts or
passwords.

Password Configuration

1. Click Operation, Admin, DiagCon Passwords, and then click Password Configuration.

2. In the Password History Depth field, type the number of passwords that will be remembered.
The default setting is 5.

File Operation

nLEN: [9
. [—_L

Figure 206 Configuring Password Settings
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3. Select either Regular, Random, or Strong for the admin and status (if enabled) passwords.

PASSWORD SETTING DESCRIPTION

Regular These are standard. Passwords must be longer than 4 characters
with few restrictions. This is the system default password
configuration.

Random Provides randomly generated passwords. Configure the

maximum password size in bits (minimum is 14, maximum is
70, default is 20) and number of retries (default is 10), which is
the number of times you will be asked if you want to accept the
new password. You can either accept (by typing in the new
password twice) or reject the random password. You cannot
select your own password.

Strong Enforce strong passwords. Retries is the number of times you
are prompted before an error message is issued. DiffOK is how
many characters can be the same in the new password relative to
the old. MinLEN is the minimum length of characters required
in the password. Specify how many Digits, Upper-case letters,
Lower-case letters, and Other (special) characters are required in
the password. Positive numbers indicate the maximum amount
of “credit” of this character class can be accrued towards the
“simplicity” count. Negative numbers implies that the password
MUST have at least that many characters from this given class.
Thus, numbers of -1 means that every password must have at
least one digit in it.

Account Configuration

By default, the status account does not require a password, but you can configure it to require
one. Other aspects of the admin password can be configured and the Field Support accounts can
be enabled or disabled.

1. To configure accounts, click Operation, Admin, DiagCon Passwords, and then click
Account Configuration.

2. 1In the screen that appears, you can view the settings for each account, Status, Admin, FS1
and FS2.

File Operation

nt. Settings:

configuration >

Figure 207 Configuring Accounts
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This screen is split into three main areas:
e The top displays read-only information about the accounts on the system.

e The middle section displays the various parameters related and pertinent to each ID, along
with a set of buttons, to allow the parameters to be updated or new passwords provided for
the accounts.

e The final area restores the password configuration to Factory Defaults (or how the system
was initially shipped).

3. If you want to require a password for the Status account, select Enabled underneath it.
For the Admin and Statusaccounts, you can configure:

SETTING DESCRIPTION

User \ User Name (Read-only). This is the current user name or ID for this account.

Last Changed (Read-only). This is the date of the last password change for this
account.

Expire (Read-only). Tells the day that this account must change its password.

Mode A configurable option if the account is disabled (no login allowed), or

enabled (authentication token required), or access is allowed and no
password is required. (Do not lock out both the Admin and FS1
accounts at the same time, or you cannot use Diagnostic Console.)

Min Days The minimum number of days after a password has been changed
before it can be changed again. Default is O.

Max Days The maximum number of days the password will stay in affect.
Default is 99999.

Warning The number of days that warning messages are issued before the

password expires.

Max # of Logins The maximum number of concurrent logins the account will allow.
Negative numbers indicate no restrictions (-1 is the default for status
login). O means no one can log in. A positive number defines the
number of concurrent users who can be logged in (2 is the default for
admin login).

UPDATE Saves any changes that have been made for this ID.

New Password Enter a new password for the account.

Displaying Disk Status (Utilities)

This option displays status of CC-SG disks, such as size of disks, if they are active and up, state
of the RAID-1, and amount of space currently used by various file systems.

To display disk status of the CC-SG:

1. Click Operation, Utilities, and then click Disk Status.
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2. Either click Refresh or press Enter to refresh the display. Refreshing the display is especially
useful when upgrading or installing, and you want to see the progress of the RAID disks as
they are being rebuilt and synchronized.

File Operation

md0

Figure 208 Displaying Disk Status of CC-SG in Diagnostic Console

Note: The disk drives are fully synchronized and full RAID-1 protection is available when you see
a screen as shown above. The status of both md0 and md1 arraysare [UU]).

Displaying Top Display (Utilities)

This option displays the list of processes and their attributes that are currently running on CC-SG,

as well as overall system health.

1. To display the processes running on the CC-SG, click Operation, Utilities, and then click
Top Display.

2. View the total running, sleeping, total number, and processes that have stopped.

Figure 209 Displaying CC-SG Processes in Diagnostic Console
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3. Type h to bring up an extensive help screen for the top command. The standard F1 help key
is not operational here. To return to the Admin Console, type CTL+Q or CTL+C.

Displaying NTP (Network Time Protocol) Status (Utilities)
This option displays the status of the NTP time daemon if it is configured and running on CC-SG.
To display status of the NTP daemon on the CC-SG:

1. Click Operation, Utilities, and then click NTP Status Display.

2. The NTP Daemon can only be configured in the CC-SG administrator’s Director Client. If
NTP is not enabled and configured properly, the following will be displayed:

File Operation

dministrator z: NTP Status:

NTE Daemc

Figure 210 NTP not configured in CC-SG GUI

3. If NTP is properly configured and running on the CC-SG, a display similar to this should be
generated:

File oOperation
2. NTP Status:

.181 at

Figure 211 NTP running on the CC-SG GUI

4. Selecting Refresh will update the information on this page.
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Serial Admin Port

The serial admin port on CC-SG can be connected directly to a Raritan serial device, such as
Dominion SX or KSX.

You can connect to the SX or KSX via the IP address using a terminal emulation program, such
as HyperTerminal or PuTTY. Set the baud rate in the terminal emulation program to match the
SX or KSX baud rate.

ey U —

Figure 214 Serial Admin Port on E1

About Terminal Emulation Programs

HyperTerminal is available on many Windows OS. HyperTerminal is not available on Windows
Vista.

PuTTY is a free program you can download from the internet.

=V=
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Appendix A: Specifications (G1, V1, and E1)

G1 Platform

General Specifications

Form Factor 1U

Dimensions (DxWxH) 22.17x 17.32” x 1.75” 563mm x 440mm x 44mm

Weight 24.071b (10.92kg)

Power Redundant, hot-swappable power supplies, auto-
sensing 110/220 V —2.0A

Mean Time Between Failure (MTBF) 38,269 hours

KVM Admin Port (DB15 + PS2 Keyboard/Mouse)

Serial Admin Port DB9

Console Port N/A

Hardware Specifications

Pr ocessor Intel® Pentium® 111 1 GHz
Memory 512 MB

Network I nterfaces

(2) 10/100 Ethernet (RJ45)

Hard Disk & Controller

(2) 40-GB IDE @7200 rpm, RAID 1

CD/ROM Drive

CD/ROM 40x Read Only

Environmental Requirements

OPERATING

Humidity 20% - 85% RH
Altitude Operate properly at any altitude between 0 to 10,000
feet, storage 40,000 feet (est.)
Vibration 5-55-5 HZ, 0.38mm, 1 minutes per cycle; 30 minutes
for each axis (X, Y, Z)
Shock N/A

NON-OPERATING

Temperature 0-30degC;32—-104 degF
Humidity 10% - 90% RH
Altitude Operate properly at any altitude between 0 to 10,000
feet, storage 40,000 feet (est.)
Vibration 5-55-5 HZ, 0.38mm, 1 minutes per cycle; 30 minutes
for each axis (X, Y, Z)
Shock N/A
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V1 Platform

General Specifications

Form Factor

1U

Dimensions (DxWxH)

24.217x 19.09” x 1.75” 615mm x 485mm x 44mm

Weight

23.801b (10.80kg)

Power

Single Supply (1 x 300 watt)

Operating Temperature

1001- 3507 (5001- 9517)

Mean Time Between Failure
(MTBF)

36,354 hours

KVM Admin Port

(DB15 + PS2 or USB Keyboard/Mouse)

Serial Admin Port

DB9

Console Port

(2) USB 2.0 Ports

Hardware Specifications

Pr ocessor AMD Opteron 146
Memory 2 GB

Network Interfaces

(2) 10/100/1000 Ethernet (RJ45)

Hard Disk & Controller

(2) 80-GB SATA @ 7200 rpm, RAID 1

CD/ROM Drive

DVD-ROM

Environmental Requirements

OPERATING

Humidity 8% - 90% RH
Altitude Operate properly at any altitude between
0 to 10,000 feet, storage 40,000 feet (Estimated)
Vibration 5-55-5 HZ, 0.38mm, 1 minutes per cycle;
30 minutes for each axis(X,Y,Z)
Shock N/A

NON-OPERATING

Temperature -4007 - +6001 (-4001-14007)
Humidity 5% - 95% RH
Altitude Operate properly at any altitude between
0 to 10,000 feet, storage 40,000 feet (Estimated)
Vibration 5-55-5 HZ, 0.38mm, 1 minutes per cycle;
30 minutes for each axis (X,Y,Z)
Shock N/A

=& Raritan.
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E1l Platform

General Specifications

Form Factor

2U

Dimensions (DxWxH)

27.057x 18.7” x 3.46”—687 mm x 475 mm x 88 mm

Weight

44.09 Tbs—20 kg

Power

SP502-2S Hot-Swappable 500W 2U power supply

Operating Temperature

0~50 degree C

Mean Time Between Failure
(MTBF)

53,564 hours

KVM Admin Port

PS/2 keyboard and mouse ports, 1 VGA port

Serial Admin Port

Fast UART 16550 serial port

Console Port

(2) USB 2.0 Ports

Hardware Specifications

Processor (2) AMD Opteron 250 2.4G 1MB processors
Memory 4GB

Network I nterfaces

Intel PRO/1000 PT Dual Port Server Adapter

Hard Disk & Controller

(2) WD740ADFD SATA 74GB 10K RPM 16MB cache

CD/ROM Drive

DVD-ROM

Environmental Requirements

OPERATING

Humidity 5-90%, non-condensing
Altitude Sea level to 7,000 feet
Vibration 10 Hz to 500 Hz sweep at 0.5 g constant
acceleration for one hour on each of the
perpendicular axes X, Y, and Z
Shock 5 g for 11 ms with a 'z sine wave for each of the

perpendicular axes X, Y, and Z

NON-OPERATING

Temperature -40-70 degree C

Humidity 5-90%, non-condensing

Altitude Sea level to 40,000 feet

Vibration 10 Hz to 300 Hz sweep at 2 g constant acceleration

for one hour on each of the perpendicular axes X,
Y,and Z

—v=
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Shock 30 g for 11 ms with a % sine wave for each of the
perpendicular axes X, Y, and Z

=& Raritan.
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Appendix B: CC-SG and Network Configuration

Introduction

This appendix discloses network requirements (addresses, protocols and ports) of a typical CC-
SG (CC-SG) deployment. It includes information about how to configure your network for both
external access (if desired) and internal security and routing policy enforcement (if used). Details
are provided for the benefit of a TCP/IP network administrator, whose role and responsibilities
may extend beyond that of a CC-SG administrator and who may wish to incorporate CC-SG and
its components into a site’s security access and routing policies.

As depicted in the diagram below, a typical CC-SG deployment may have none, some, or all of
the features, for example, a firewall or a Virtual Private Network (VPN). The tables that follow
disclose the protocols and ports that are needed by CC-SG and its associated components, which
are essential to understand especially if firewalls or VPNs are present in your network and access
and security policies are to be enforced by the network.

Executive Summary

In the sections below, a very complete and thorough analysis of the communications and port
usage by CC-SG and its associated components is provided. For those customers who just want to
know what ports to open on a firewall to allow access to CC-SG and the targets that it controls,
the following ports should be opened:

Port Protocol  Purpose
Number
I 80 | TCP HTTP Access to CC-SG
443 TCP HTTPS (SSL) Access to CC-SG
8080 TCP CC-SG <-> PC Client
2400 TCP Node Access (Proxy Mode & In-Band Access)
5000 TCP Node Access (Direct Mode)
51000' TCP SX Target Access (Direct Mode)

This list can be further trimmed:
e Port 80 can be dropped if all access to the CC-SG is via HTTPS addresses.

e Ports 5000 and 51000 can be dropped if CC-SG Proxy mode is used for any connections from
the firewall(s).

Thus, a minimum configuration only requires three (3) ports [443, 8080, and 2400] to be opened
to allow external access to CC-SG.

In the sections below, the details about these access methods and ports are provided along with
configuration controls and options.

" These ports need to be opened per Raritan device that will be externally accessed. The other
ports in the table need to be opened only for accessing CC-SG.
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cC Clientsg

Raritan Device

Out-of-Band Node Access In-Band Access

Figure 215 CC-SG Deployment Elements

ZERaritan.
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CC-SG Communication Channels
The communication channels are partitioned as follows:
e (CC-SG > Raritan Devices

e (CC-SG < CC-SG Clustering (optional)

e (CC-SG « Infrastructure Services

e C(lients «» CC-SG

e Clients < Targets (Direct Mode)

e C(Clients <> Targets (Proxy Mode)

e C(lients <> Targets (In-Band)

e (CC-SG « CC-NOC

For each communication channel, the tables in the sections that follow:

e Represents the symbolic |P Addresses used by the communicating parties. These addresses
have to be allowed over any communication path between the entities.

e Indicates the Direction in which the communication is initiated. This may be important for
your particular site policies. For a given CC-SG role, the path between the corresponding
communicating parties must be available and for any alternate re-route paths that might be
used in the case of a network outage.

e Provides the Port Number and Protocol used by CC-SG.

e Indicates if the port is Configurable, which means the GUI or Diagnostic Console provides a
field where you can change the port number to a different value from the default listed due to
conflicts with other applications on the network or for security reasons.

CC-SG and Raritan Devices

A main role of CC-SG is to manage and control Raritan devices (for example, Dominion KX,
KSX, etc.). Typically, CC-SG communicates with these devices over a TCP/IP network (local,
WAN, or VPN) and both TCP and UDP protocols are used as follows:

Communication Direction Protocol | Configurable?
CC-SG — Local Broadcast 5000 UDP yes
CC-SG — Remote LAN IP 5000 UDP yes
CC-SG — Raritan Device 5000 TCP yes
Raritan Device — CC-SG 5001 UDP no

CC-SG Clustering

When the optional CC-SG clustering feature is used (that is, two CC-SG units are inter-connected
and function as one unit), the following ports must be available for the inter-connecting sub-
networks. {If the optional clustering feature is not used, none of these ports need to be made
available in the network.}




240 COMMANDCENTER SECURE GATEWAY ADMINISTRATOR GUIDE

Each CC-SG in the cluster may be on a separate LAN. However, the inter-connection between
the units should be very reliable and not prone to periods of congestion.

Communication Direction Port Protocol Configurable?
Number

CC-SG — Local Broadcast| 10000 UDP no

CC-SG — Remote LAN IP| 10000 UDP no

CC-SG « CC-SG 5432 TCP no

CC-SG & CC-SG 8732 TCP no

CC-SG « CC-SG 3232 | TCP no

Access to Infrastructure Services

The CC-SG can be configured to use several industry-standard services like DHCP, DNS, and
NTP. In order for CC-SG to communicate with these optional servers, these ports and protocols
are used:

Communication Direction  Port Protocol Configurable?
Number

DHCP Server — CC-SG 68 UDP no

CC-SG — DHCP Server 67 UDP no

NTP Time Server « CC-SG 123 UDP no

CC-SG — DNS 53 UDP no

PC Clients to CC-SG

PC Clients connect to the CC-SG in one of these three modes:
e Web/Java Applet CC-SG GUI interface
e (CC-SG Command Line Interface via SSH

e (CC-SG Diagnostic Console

Web access via the CC-SG GUI is the primary means for users and administrators to connect to
CC-SG. The other two modes, CLI and Diagnostic Console, are less frequently used. These
modes require the following networking configuration:

Communication Direction  Port Protocol Configurable?
Number
Client — CC-SG GUI 443 TCP no
Client - CC-SG GUI 80 TCP no
Client — CC-SG GUI 8080 TCP no
Client - CC-CLI SSH 22 TCP yes
Client — CC Diagnostic 23 TCP yes
Console

=& Raritan.
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PC Clients to Nodes

Another significant role of CC-SG is to connect PC clients to various nodes. These nodes can be
serial or KVM console connections to Raritan devices (called Out-of-Band connections). Another
mode is to use In-Band access (IBA) methods, for example, Virtual Network Computer (VNC),
Windows Remote Desktop (RDP), or Secure Shell (SSH).

Another facet of PC client to target communication is whether:

e The PC client connects directly to the target (either via a Raritan device or In-Band access),
which is called Direct M ode.

e Or, if the PC client connects to the target through CC-SG, which acts as an application
firewall and is called Proxy Mode.

Communication Direction Port Protocol ~ Configurable?
Number

Client — CC-SG via Proxy 2400 TCP no

— Target (on CC-SG)

Client — Raritan Target 5000 (on device) TCP yes

(Direct Mode)

Client — Dominion SX — 51000 TCP yes

(Direct Mode)

CC-SG & Client for IPMI, iLO/RILOE, DRAC, RSA

Another significant role of CC-SG is to manage third-party devices, such as iLO/RILOE, Hewlett
Packard’s Integrated Lights Out/Remote Insight Lights Out servers. Targets of an iLO/RILOE
device are powered on/off and recycled directly. Intelligent Platform Management Interface
(IPMI) servers can also be controlled by CC-SG. Dell DRAC and RSA targets can also be
managed by CC-SG.

Communication Direction Port Protocol Configurable
Number

CC-SG — IPMI 623 UDP no

CC-SG — iLO/RILOE (uses| 80 or 443 | UDP no

HTTP ports)

CC-SG — DRAC 80 or 443 | UDP no

CC-SG — RSA 80 or 443 | UDP no

CC-SG & SNMP

Simple Network Management Protocol (SNMP) allows CC-SG to push SNMP traps (event
notifications) to an existing SNMP manager on the network. CC-SG also supports SNMP
GET/SET operations with third-party Enterprise Management Solutions, such as HP OpenView.

Communication Direction Port Protocol  Configurable?|
Number

SNMP Manager — CC-SG 161 UDP yes

CC-SG — SNMP Manager 162 UDP yes

=& Raritan.
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CC-SG & CC-NOC

CC-NOC can optional appliance that can be deployed in conjunction with CC-SG. CC-NOC is a
Raritan network-monitoring appliance that audits and monitors the status of servers, equipment,
and Raritan devices that CC-SG manages.

Communication Direction Port Protocol Configurable?

Number
CC-SG < CC-NOC 9443 TCP no

CC-SG Internal Ports

CC-SG uses several ports for internal functions and its local firewall function blocks access to
these ports. However, some external scanners may detect these as “blocked” or “filtered”.
External access to these ports is not required and can be further blocked. The ports currently in
use are:

1088, 1098, 2222, 4444, 4445, 8009, 8083 and 8093

In addition to these ports, CC-SG may have a couple of TCP and UDP ports in the 32xxx (or
higher) range open. External access to these ports is not required and can be blocked.

CC-SG Access via NAT-enabled Firewall

If the firewall is using NAT (Network Address Translation) along with possibly Port Address
Translation (PAT), then Proxy mode should be used for all connections that use this firewall.
Moreover, the firewall must be configured for external connections to Ports 80(non-SSL)/443
(SSL)?, 8080 and 2400 to be forwarded to CC-SG (since the PC Client will initiate sessions on
these ports).

All In-Band Access (IBA) connections use the CC-SG as the Proxy connection and no additional
configuration is required. Out-of-Band Access (OBA) connections using the firewall must be
configured on the Setup =» Configuration Manager =» Connection Mode menu to use Proxy
mode. This way, CC-SG will connect to the various targets (either IBA or OBA) on behalf of the
PC Client requests. However, the CC-SG will terminate the PC Client to Target TCP/IP
connection that comes through the firewall.

? It is not recommended to run non-SSL traffic through a firewall.

p-—
=—
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Security and Open Port Scans

As part of the CC-SG Quality Assurance process, several open port scanners are applied to the
product and Raritan makes certain that its product is not vulnerable to these known attacks. All
the open or filtered/blocked ports are listed in the above sections. Some of the more common

€Xposures are:

IssuelD?

CVE-1999-0517
CVE-1999-0186
CVE-1999-0254
CVE-1999-0516

Synopsis
snmp (161/UDP) - the community
name of the remote SNMP server can
be guessed.

Comment

Default CC-SG SNMP community name is
“public”. Users are encouraged to change this to
the site-specific value (Setup =» Configuration
Manager = SNMP menu). Please refer to the
CC-SG Administrator Guide for more
additional information.

CVE-2000-0843

The remote telnet server shut the
connection abruptly when given a
long username followed by a
password.

Traditionally, port 23 is used for telnet services.
However, CC-SG uses this port for SSH V2
Diagnostic Console sessions. Users may change
the port and/or completely disable Diagnostic
Console from using the SSH Access method.
Please refer to the CC-SG Administrator
Guide for more additional information.

CVE-2004-0230

The remote host might be vulnerable
to a sequence number approximation
bug, which may allow an attacker to
send spoofed RST packets to the
remote host and close established
connections.

The underlying TCP/IP protocol stack used by
CC-SG has not been shown to be susceptible to
this exposure.

CVE-2004-0079
CVE-2004-0081
CVE-2004-0112

The remote host is using a version of
OpenSSL which is older than 0.9.6m
or 0.9.7d.

The following patches have been applied to
OpenSSL, therefore removing this exposure:

e RHSA-2004:120
e RHSA-2005:830.
e RHSA-2003:101-01

3 CVEs can be found on http://cve.mitre.orq.
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Appendix C: User Group Privileges
MENU > SUB-MENU MENU ITEM ‘ EII?EI(\D/IIJIIEZIE DESCRIPTION
Secure Gateway Thismenu isavailablefor all users.
My Profile None*
Message of the Day None*
Print None*
Logout None*
Exit None*
Users Thismenu and the User tree are available only for userswith the
User Management privilege.
> User Manager > Add User User Management
(Editing users) User Management | Via User Profile
> Delete User User Management
> Delete User from User Management
Group
> Logout User(s) User Management
> Bulk Copy User Management
> User Group > Add User Group User Management
Manager
(Editing user groups) | User Management | Via User Group Profile
> Delete User Group User Management
> Assign Users to User Management
Group
> Logout Users User Management
Devices Thismenu and the Devicestreeisavailable only for userswith any

one of thefollowing privileges:
Device, Port and Node M anagement
Device Configuration and Upgrade M anagement

Discover Devices

Device, Port and
Node

Management
> Device Manager > Add Device Device, Port and
Node
Management
(Editing devices) Device, Port and Via Device Profile

Node
Management

> Delete Device

Device, Port and
Node
Management

=& Raritan.
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REQUIRED

DESCRIPTION
PRIVILEGE

MENU > SUB-MENU MENU ITEM ‘

> Bulk Copy Device, Port and
Node
Management

> Upgrade Device Device
Configuration and
Upgrade
Management

>> Configuration >> Backup Device
Configuration and
Upgrade
Management

>> Restore Device
Configuration and
Upgrade
Management

>> Copy Device
Configuration Configuration and
Upgrade
Management

> Restart Device Device, Port and
Node
Management or
Device
Configuration and
Upgrade
Management

> Ping Device Device, Port and
Node
Management or
Device
Configuration and
Upgrade
Management

> Pause Management | Device, Port and
Node
Management or
Device
Configuration and
Upgrade
Management

> Device Power Device, Port and
Manager Node
Management

> Launch Admin Device, Port and
Node
Management or
Device
Configuration and

—=V=
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MENU > SUB-MENU

MENU ITEM

REQUIRED
PRIVILEGE

Upgrade
Management

DESCRIPTION

> Launch User Station
Admin

> Disconnect Users

Device, Port and
Node
Management or
Device
Configuration and
Upgrade
Management

> Topological View

Device, Port and
Node
Management

> Change View

> Create Custom View

Device, Port and
Node
Management or
Device
Configuration and
Upgrade
Management

> Tree View

Device, Port and
Node
Management or
Device
Configuration and
Upgrade
Management

> Port Manager

> Connect

Device, Port and
Node
Management

> Configure Ports

Device, Port and
Node
Management

> Bookmark Port

Device, Port and
Node
Management

> Disconnect Port

Device, Port and
Node
Management

> Bulk Copy

Device, Port and
Node
Management

> Delete Ports

Device, Port and
Node
Management

> Port Sorting

> By Port Name

Device, Port and

—=V=
oy
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MENU > SUB-MENU

Options

MENU ITEM

REQUIRED
PRIVILEGE

Node
Management or
Device
Configuration and
Upgrade
Management

DESCRIPTION

> By Port Status

Device, Port and
Node
Management or
Device
Configuration and
Upgrade
Management

Nodes

Thismenu and the Nodes treeis available only for userswith any one
of thefollowing privileges:

Device, Port and Node M anagement
Node I n-Band Access
Node Out-of-Band Access

Node Power Control

Add Node

Device, Port and
Node
Management

(Editing Nodes)

Device, Port and
Node
Management

Via the Node Profile

Delete Node

Device, Port and
Node
Management

<interfaceName>

In-Band Access or

Out-of-Band
Access

Disconnect

In-Band Access or

Out-of-Band
Access

Power Control

Power Control

Group Power Control

Power Control

> Node Sorting
Options

> By Node Name

Any of the
following:

Device, Port and
Node
Management or

In-Band Access or

Out-of-Band
Access or

Power Control
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MENU > SUB-MENU

MENU ITEM

> By Node Status

REQUIRED
PRIVILEGE

Any of the
following:

Device, Port and
Node
Management or

Node In-Band
Access or

Node Out-of-Band
Access or

Node Power
Control

DESCRIPTION

> Chat

> Start Chat

Node In-Band
Access or

Node Out-of-Band
Access or

Node Power
Control

> Show Chat Session

Node In-Band
Access or

Node Out-of-Band
Access or

Node Power
Control

> End Chat Session

Node In-Band
Access or

Node Out-of-Band
Access or

Node Power
Control

> Change View

> Create Custom View

Any of the
following:

Device, Port and
Node
Management or

Node In-Band
Access or

Node Out-of-Band
Access or

Node Power
Control

> Tree View

Any of the
following:

Device, Port and
Node
Management or

Node In-Band

=
g
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‘ REQUIRED

DESCRIPTION
PRIVILEGE

MENU > SUB-MENU MENU ITEM

Access or

Node Out-of-Band
Access or

Node Power
Control

Associations Thismenu isavailable only for userswith the User Security
Management privilege

> Associations User Security Includes ability to add,
Management modify and delete.

> Device Group User Security Includes ability to add,
Management modify and delete.

> Node Group User Security Includes ability to add,
Management modify and delete.

> Policies User Security Includes ability to add,
Management modify and delete.

Reports Thismenu isavailablefor all users.

Audit Trail CC Setup and
Control

Error Log CC Setup and
Control

Access Report Only available to users in the System
Administrators group

Availability Report Device, Port and
Node
Management or
Device
Configuration and
Upgrade
Management

> Users > Active Users User Management

> Locked Out Users CC Setup and
Control

> User Data To view all user
data: User
Management

To view your own
user data: None

> Users in Groups User Management

> Group Data User Security
Management

> AD Users Group CC Setup and

Report Control or User
Management
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REQUIRED
M ENU > SUB-MENU MENU ITEM PRIVILEGE DESCRIPTION
> Devices Asset Management Device, Port and
Node
Management
> Nodes > Node Asset Report | Device, Port and
Node
Management
> Active Nodes Device, Port and
Node
Management
> Node Creation Device, Port and
Node
Management
> Ports > Query Port Device, Port and
Node
Management
> Active Ports Device, Port and
Node
Management
Scheduled Reports CC Setup and
Control
CC-NOC CC Setup and
Synchronization Control
Access
CC-NOC CC Setup and
Configuration Control

Administration

Thismenu isavailable only for userswith one of the following

privilege(s):

CC Setup and Controal

Combination of Device, Port and Node M anagement, User

Management, and User Security M anagement

Guided Setup All of the following:
Device, Port and Node Management, User
Management, and User Security Management
Message of the Day CC Setup and
Setup Control
Applications CC Setup and
Control
Firmware CC Setup and
Control
Configuration CC Setup and
Control
Security CC Setup and
Control

=V
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REQUIRED
M ENU > SUB-MENU MENU I TEM ‘ PRIVILEGE DESCRIPTION
Notifications CC Setup and
Control
Tasks CC Setup and
Control
Compatibility Matrix | Device
Configuration and
Upgrade
Management
System
Maintenance
Backup CC Setup and
Control
Restore CC Setup and
Control
Reset CC Setup and
Control
Restart CC Setup and
Control
Upgrade CC Setup and
Control
Shutdown CC Setup and
Control
> Maintenance > Enter Maintenance CC Setup and
Mode Mode Control
> Exit Maintenance CC Setup and
Mode Control
View None*
Window None*
Help None*

*None means that no particular privilege is required. Any user who has access to CC-SG will be

able to view and access these menus and commands.

=V

=& Raritan.




APPENDIX D: SNMP TRAPS

253

Appendix D: SNMP Traps

CC-SG provides the following traps:

SNMP TRAP DESCRIPTION

ccUnavailable CC-SG application is unavailable
ccAvailable CC-SG application is available
ccUserLogin CC-SG user logged in
ccUserLogout CC-SG user logged out

ccPortConnectionStarted

CC-SG session started

ccPortConnectionStopped

CC-SG session stopped

ccPortConnectionTerminated

CC-SG session terminated

cclmageUpgradeStarted

CC-SG image upgrade started

cclmageUpgradeResults

CC-SG image upgrade results

ccUserAdded New user added to CC-SG
ccUserDeleted User deleted from CC-SG
ccUserModified CC-SG user has been modified

ccUserAuthenticationFailure

CC-SG user authentication failure

ccLanCardFailure CC-SG detected a LAN Card Failure
ccHardDiskFailure CC-SG detected a hard disk failure
ccLeafNodeUnavailable CC-SG detected a connection failure to a leaf node
ccLeafNodeAvailable CC-SG detected a leaf node that is reachable

cclncompatibleDeviceFirmware

CC-SG detected a device with
firmware

incompatible

ccDeviceUpgrade

CC-SG has upgraded the firmware on a device

ccEnterMaintenanceMode

CC-SG entered Maintenance Mode

ccExitMaintenanceMode

CC-SG exited Maintenance Mode

ccUserLockedOut

CC-SG user has been locked out

ccDeviceAddedAfterCCNOCNotification

CC-SG has added a device after receiving a
notification from CC-NOC

ccScheduledTaskExecutionFailure

The reason why the execution of a scheduled task
failed

ccDiagnosticConsoleLogin

User has logged into the CC-SG Diagnostic Console

ccDiagnosticConsoleLogout

User has logged out of the CC-SG Diagnostic
Console

ccNOCAvailable CC-SG has detected that CC-NOC is available
ccNOCUnavailable CC-SG has detected that CC-NOC is unavailable
ccUserGroupAdded A new user group has been added to CC-SG
ccUserGroupDeleted CC-SG user group has been deleted
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ccUserGroupModified

CC-SG user group has been modified

ccSuperuserNameChanged

CC-SG Superuser password has changed

ccSuperuserPasswordChanged

CC-SG Superuser password has changed

ccLoginBannerChanged

CC-SG login banner has changed

ccMOTDChanged

CC-SG Messsage of the Day (MOTD) has changed
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Appendix E: Troubleshooting

e To launch CC-SG from your web browser, it requires a Java plug-in. If your machine has an
incorrect version, CC-SG will guide you through the installation steps. If your machine does
not have a Java plug-in, CC-SG cannot automatically launch. In this case, you must uninstall
or disable your old Java version and provide serial port connectivity to CC-SG to ensure
proper operation.

e Ifthe CC-SG applet does not load, check your web browser settings.
— In Internet Explorer: Ensure Java (Sun) is enabled.

— Open Java Plug-in in Control Panel, and adjust the settings for your browser.

e If you have problems adding devices, ensure the devices have the correct firmware versions.

e If the network interface cable is disconnected between the device and CC-SG, wait for the
configured heartbeat minutes, and then plug the network interface cable back in. During the
configured heartbeat period, the device operates in standalone mode and can be accessed
through RRC, MPC, or RC.

e If you receive an error message that states your client version is different from the server
version and that behavior may be unpredictable, you should restart and empty the cache of
your browser.

Client Browser Requirements

For a complete list of supported browsers and platforms, please refer to the Compatibility
Matrix on http://www.raritan.com/support. On the Support page, click Firmware Upgrades,
and then click CommandCenter Secure Gateway.
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Appendix F: Two-Factor Authentication

As part of CC-SG RADIUS based remote authentication, CC-SG can be configured to point to a
RSA RADIUS Server which supports two-factor authentication via an associated RSA
Authentication Manager. CC-SG acts as a RADIUS client and sends user authentication requests
to RSA RADIUS Server. The authentication request includes user id, a fixed password, and a
dynamic token code.

Supported Environments

The following RSA Two-Factor Authentication components are known to work with CC-SG.
e RSA RADIUS Server 6.1 on Windows Server 2003

e RSA Authentication Manager 6.1 on Windows Server 2003

e RSA Secure ID SID700 hardware token.

Earlier RSA product versions should also work with CC-SG, but they have not been verified.

Setup Requirements

Proper configuration of an RSA RADIUS Server and RSA Authentication manager is beyond the
scope of this guide. Please consult the RSA documentation for additional information.

Note, however, that the following procedures must be completed:
Import Tokens

Create a CC-SG user and assign a token to the user.

Generate a user password.

Create an Agent Host for the RADIUS server.

Create an Agent Host (type: Communication Server) for CC-SG.
Create a RADIUS CC-SG client.

A e

Known Issues

The RSA RADIUS “New PIN” mode that requires a challenge password/PIN will not work.
Instead, all users in this scheme must be assigned fixed passwords.
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Appendix G: FAQs

QUESTION ANSWER

General

What is CC-SG?

CC-SG is a network management device for aggregating and
integrating multiple servers and network equipment typically
deployed in a datacenter and which are connected to a Raritan
IP-enabled product.

Why would I need CC-SG?

As you deploy more and more datacenter servers and devices,
their management becomes exponentially complex. CC-SG
allows a systems administrator or manager to access and manage
all servers, equipment, and users from a single device.

What is CommandCenter
NOC?

CommandCenter NOC is a network monitoring device for
auditing and monitoring the status of servers, equipment and
Raritan devices that CC-SG provides access to.

Which Raritan products
does CC-SG support?

CC-SG supports all Dominion products
- Raritan’s KVM over IP products - Dominion KX and KX II
- Raritan’s Secure Console Server products - Dominion SX

- Raritan’s Remote office management products - Dominion
KSX CC-SG also supports Paragon II when used with the
optional IP user stations.

How does CC-SG integrate
with other Raritan

CC-SG uses a unique and proprietary search and discovery
technology that identifies and connects to selected Raritan

Products? devices with a known network address. Once CC-SG is
connected and configured, the devices connected to CC-SG are
transparent, and operation and administration is extremely
simple.

Is PDA access possible? Yes, as long as the PDA has a Java-enabled browser and

supports 128-bit (or lower strength for some geographies) SSL
encryption. Call Raritan Tech Support for further information.
No testing has been done in this area.

Is the status of CC-SG
limited by the status of the
devices which it proxies?

No. Because CC-SG software resides on a dedicated server,
even if a device being proxied by the CC-SG is turned off, you
will still be able to access CC-SG.

Can I upgrade to newer
versions of CC-SG
software as they become
available?

Yes. Contact your authorized Raritan sales representative or
Raritan, Inc. directly.

How many nodes and/or
Dominion units and/or IP-
Reach units can be
connected to CC-SG?

There is no specified limit to the number of nodes and/or
Dominion and/or IP-Reach units that can be connected, but the
number is not limitless: the performance of the processor and the
amount of memory on the hosting server will determine how
many nodes can actually be connected.

Is there any way to
optimize the performance
of Microsoft Internet
Explorer if it is my
preferred web browser?

To improve the performance of Microsoft IE when accessing the
console, disable the “JIT compiler for virtual machine enabled,”
“Java logging enabled,” and “Java console enabled” options. On
the main menu bar, select Tools > Internet Options >

Advanced. Scroll down until you see the above items and make
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QUESTION ANSWER

| sure that they are not checked.

What do I do if I am unable
to add a console/serial port
to CC-SG?

Assuming the console/serial device is a Dominion, ensure that
the following conditions are met:

- The Dominion unit is active.

- The Dominion unit has not reached the maximum number of
configured user accounts.

Which version of Java will
Raritan’s CC-SG be
supporting?

For server and client side minimum Java requirements, please
refer to the Compatibility Matrix on
http://www.raritan.com/support. Click Firmware Upgrades
and then CommandCenter Secure Gateway.

An administrator added a
new node to the CC-SG
database and assigned it to
me, how can I see it in my
Nodes tree?

To update the tree and see the newly assigned node, click the
Refresh shortcut button on the toolbar. Remember that
refreshing CC-SG will close all of your current console sessions.

How will the Windows
desktop be supported in the
future?

Accessing CC-SG from outside the firewall can be achieved by
configuring the right ports on the firewall. The following ports
are standard ports:

80: for HTTP access via web browser

443: for HTTPS access via web browser

8080: for CC-SG server operations

2400: for Proxy mode connections

5001: for IPR/DKSX/DKX/ P2-SC event notification

If there is firewall between two cluster nodes, the following
ports should be opened for cluster to be worked properly:

8732: for cluster nodes heartbeat
5432: for cluster nodes DB replication

What are some design
guidelines for large-scale
systems? Any constraints or
assumptions?

Raritan provides two models for server scalability: the
datacenter model and the network model.

The datacenter model uses Paragon to scale to thousands of
systems in a single datacenter. This is the most effective and
cost-efficient way to scale a single location. It also supports the
network model with IP-Reach and the IP User Station (UST-IP).

The network model scales through use of the TCP/IP network
and aggregates access through CC-SG, so users don’t have to
know IP addresses or the topology of access devices. It also
provides the convenience of single sign-on.

Authentication

How many user accounts
can be created for CC-SG?

Check your licensing restrictions. There is no specified limit to
the number of user accounts that can be created for CC-SG, but
the number is not limitless. The size of the database, the
performance of the processor, and the amount of memory on the
hosting server will determine how many user accounts can
actually be created.

Can [ assign specific node

Yes, if you have Administrator permissions. Administrators
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access to a specific user?

have the ability to assign specific nodes per user.

If we had more than 1,000
users, how would this be
managed? Do you support
Active Directory?

CC-SG works with Microsoft Active Directory, Sun iPlanet or
Novell eDirectory. If a user account already exists in an
authentication server, then CC-SG supports remote

authentication using AD/TACACS+ /RADIUSLDAP
authentication.

What options are available
for authentication with
directory services and
security tools such as
LDAP, AD, RADIUS, etc.

CC-SG permits local authentication as well remote
authentication.

Remote authentication servers supported include: AD,
TACACS+, RADIUS, and LDAP.

Security

Sometimes when [ try to
log on, I receive a message
that states my “login is
incorrect” even though I am
sure [ am entering the
correct username and
password. Why is this?

There is a session-specific ID that is sent out each time you
begin to log on to CC-SG. This ID has a time-out feature, so if
you do not log on to the unit before the time-out occurs, the
session ID becomes invalid. Performing a Shift-Reload
refreshes the page from CC-SG. Or, you may close the current
browser, open a new browser, and log on again. This provides
an additional security feature so that no one can recall
information stored in the web cache to access the unit.

How is a password secure?

Passwords are encrypted using MD5 encryption, which is a one-
way hash. This provides additional security to prevent
unauthorized users from accessing the password list.

Sometimes I receive a “No
longer logged in” message
when I click any menu in
CC-SG, after leaving my
workstation idle for a
period of time. Why?

CC-SG times each user session. If no activity happens for a pre-
defined period of time, CC-SG logs the user out. The length of
the time period is pre-set to 60 minutes, but it can be
reconfigured. It is reccommended that users exit CC-SG when
they finish a session.

As Raritan has root access
to server, this may
potentially cause issue with
government bodies. Can
customers also have root
access or can Raritan
provide a method of
auditability /
accountability?

No party will have root access to server once the unit is shipped
out of Raritan, Inc.

Is SSL encryption internal
as well as external (not just
WAN, but LAN, t00)?

Both. The session is encrypted regardless of source, LAN or
WAN.

Certificate Request?

Does CC-SG support CRL | No.
List, that is, LDAP list of

invalid certificates?

Does CC-SG support Client | No.
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Accounting

The event times in the
Audit Trail report seem
incorrect. Why?

Log event times are logged according to the time settings of the
client computer. You can adjust the computer’s time and date
settings.

Can audit/logging abilities
track down who switched
on or off a power plug?

Direct power switch-off is not logged, but power control through
CC-SG can be logged to audit logs.

Performance

As a CC-SG Administrator,
I added over 500 nodes and
assigned all of them to me.

Now it takes a long time to

log on to CC-SG.

When you, as Administrator, have many nodes assigned to you,
CC-SG downloads all information for all nodes during the
logging process, which slows the process considerably. It is
recommended that Administrator accounts used primarily to
manage CC-SG configuration/settings do not have many nodes
assigned to them.

What is the bandwidth
usage per client?

Remote access to a serial console over TCP/IP is about the same
level of network activity as a telnet session. However, it is
limited to the RS232 bandwidth of the console port itself, plus
SSL/TCP/IP overhead.

The Raritan Remote Client (RRC) controls remote access to a
KVM console. This application provides tunable bandwidth
from LAN levels down to something suitable for a remote dial-
up user.

Grouping

Is it possible to put a given
server in more than one
group?

Yes. Just as one user can belong to multiple groups, one device
can belong to multiple groups.

For example, a Sun in NYC could be part of Group Sun:
"Ostype = Solaris" and Group New York: "location = NYC"

What impact to other usage
that would be blocked
through the active usage of
the console port, for
example, some UNIX
variants not allowing admin
over network interfaces?

A console is generally considered a secure and reliable access
path of last resort. Some UNIX systems allow root login only on
the console. For security reasons, other systems might prevent
multiple logins, so that if the administrator is logged in on the
console, other access is denied. Finally, from the console, the
administrator can also disable the network interfaces when/if
necessary to block all other access.

Normal command activity on the console has no greater impact
than the equivalent command run from any other interface.
However, since it is not dependent upon the network, a system
that is too overloaded to be able to respond to a network login
may still support console login. So, another benefit of console
access is the ability to troubleshoot and diagnose system and
network problems.

How do you recommend
the issue of CIMs being
moved / swapped at the
physical level with changes
to the logical database?

Each CIM includes a serial number and target system name. Our
systems assume that a CIM remains connected to its named
target when its connection is moved between switches. This
movement is automatically reflected in the system configuration
and is propagated to CC-SG. If, instead, the CIM is moved to
another server, an administrator must rename it.
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I nter oper ability

How does CC-SG integrate
with Blade Chassis
products?

CC-SG can support any device with a KVM or serial interface
as a transparent pass-through.

To what level is CC-SG
able to integrate with 3rd
party KVM tools, down to
3rd party KVM port level
or simply box level?

3 party KVM switch integration is typically done through
keyboard macros when the 3™ party KVM vendors do not
publicize the communications protocols for the 3™ party KVM
switches. Depending on the capability of the 3™ party KVM
switches, the tightness of integration will vary.

How would I mitigate the
restriction of four
simultaneous paths through
any IP-Reach box,
including the roadmap for
the potential 8-path box?

Currently, the best possible implementation is to aggregate IP-
Reach boxes with CC-SG. In the future, Raritan plans to
increase simultaneous access paths per box. These plans have
yet to complete development as other projects have taken
priority, but we welcome comments about the market demand
and use cases of an 8-path solution.

Authorization

Can authorization be
achieved via
RADIUS/TACACS/

LDAP?

LDAP and TACACS are used for remote authentication only,
not authorization.

User Experience

Regarding console
management via network
port or local serial port (for
example, COM2): What
happens to the logging,
does CC-SG capture local
management or is this lost?

Logging on to CC-SG through the CC-SG console itself is the
same as gaining the root privilege of the operating system
(Linux) upon with CC-SG is running. Syslog will record such
event, but what the user types at the CC-SG console itself will
be lost.
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Appendix H: Keyboard Shortcuts

The following keyboard shortcuts can be used in the Director Client.

OPERATION KEYBOARD SHORTCUT

Refresh F5
Print panel Ctrl +P
Help F1
Insert row in Associations table Ctrl +1

255-80-5140-00
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