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Copyright and Trademark Information

This document contains proprietary information that is protected by copyright. All rights reserved.
No part of this document may be photocopied, reproduced, or translated into another language
without express prior written consent of Raritan, Inc.

© Copyright 2006 Raritan, CommandCenter, RaritanConsole, Dominion, and the Raritan
company logo are trademarks or registered trademarks of Raritan, Inc. All rights reserved. Java is
a registered trademark of Sun Microsystems, Inc. Internet Explorer is a registered trademark of
Microsoft Corporation. Netscape and Netscape Navigator are registered trademarks of Netscape
Communication Corporation. All other marks are the property of their respective owners.

FCC Information

This equipment has been tested and found to comply with the limits for a Class A digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a commercial installation. This equipment generates, uses, and can
radiate radio frequency energy and if not installed and used in accordance with the instructions,
may cause harmful interference to radio communications. Operation of this equipment in a
residential environment may cause harmful interference.

Japanese Approvals
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Raritan is not responsible for damage to this product resulting from accident, disaster, misuse,
abuse, non-Raritan modification of the product, or other events outside of Raritan’s reasonable
control or not arising under normal operating conditions.

c € CUS 1F61
I.T.E.

LISTED

For assistance in the North or South America, please contact the Raritan Technical Support Team
by telephone (732) 764-8886, by fax (732) 764-8887, or by e-mail tech@raritan.com

Ask for Technical Support — Monday through Friday, 8:00am to 8:00pm, Eastern.

For assistance around the world, please see the last page of this guide for
regional Raritan office contact information.
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Safety Guidelines
To avoid potentially fatal shock hazard and possible damage to Raritan equipment:
e Do not use a 2-wire power cord in any product configuration.
e Test AC outlets at your computer and monitor for proper polarity and grounding.

e Use only with grounded outlets at both the computer and monitor. When using a backup
UPS, power the computer, monitor and appliance off the supply.

Rack Mount Safety Guidelines
In Raritan products which require Rack Mounting, please follow these precautions:

e Operation temperature in a closed rack environment may be greater than room
temperature. Do not exceed the rated maximum ambient temperature of the appliances
(please see Appendix A in the CC-SG Administrator Guide for additional information).

e Ensure sufficient airflow through the rack environment.
e Mount equipment in the rack carefully to avoid uneven mechanical loading.
e Connect equipment to the supply circuit carefully to avoid overloading circuits.

e Ground all equipment properly, especially supply connections, such as power strips
(other than direct connections), to the branch circuit.
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CHAPTER 1: INTRODUCTION 1

Chapter 1: Introduction

This document is intended for users who have been granted the Nodes Access privilege and have
access to particular nodes that are attached to Raritan devices or IPMI servers. With the Nodes
Access privilege, you can connect to nodes, control power to nodes, create custom views, search
for nodes, and use node chat to talk to other users who are connected to the same node. The
Active Nodes and User Data reports are also available.

Prerequisites

Before connecting to a node and managing nodes, the nodes need to be configured as well as the
application that is used to connect to the node. Please see Raritan’s CommandCenter Secure
Gateway Administrator Guide for additional information.

Terminology/Acronyms

Terms and acronyms found in this document include:

e iLO/RILOE—Hewlett Packard’s Integrated Lights Out/Remote Insight Lights Out servers
that can be managed by CC-SG. Targets of an iLO/RILOE device are powered on/off and
recycled directly.

e In-band Access—using the TCP/IP network to correct or troubleshoot a node in your
network. You can access KVM and Serial devices via these in-band applications:
RemoteDesktop Viewer, SSH Client, VNC Viewer.

e IPMI Servers (Intelligent Platform Management Interface)—servers that can be controlled
by CC-SG.

e Qut-of-band Access—using applications such as Raritan Remote Client (RRC), Raritan
Console (RC), or Multi-Platform Client (MPC) to correct or troubleshoot a KVM or serial
managed node in your network.

e Ports—are connection points between a Raritan Device and a node. Ports exist only on
Raritan devices and identify a pathway from that device to a node.

o Nodes—are the target systems, such as servers, desktop PCs, or other networked equipment,
that CC-SG users can access.

New 3.1 Features

These features are now available in CC-SG 3.1:

Note: Click the page number to navigate to the feature’s description.

FEATURE LOCATION ‘
Improved Java GUI—CC-SG Director Client Page 4
HTML-based client—CC-SG Access Client Page 6
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CHAPTER 2: ACCESSING CC-SG 3

Chapter 2: Accessing CC-SG

You can access CC-SG in two ways, each described in this chapter:

e Through a browser. CC-SG supports numerous Web browsers (please see the
Compatibility Matrix on http://www.raritan/support and click Firmware Upgrades then
CommandCenter Secure Gateway for a complete list of browsers and platforms). CC-SG
offers two browser-based access options, a CC-SG Director Client and a CC-SG
Access Client.

e Through a thick client: You can install a Java Web Start thick client on your client
computer. The thick client functions exactly like the browser-based Java client.

Note: Multiple users can be connected simultaneously, using any client.

Before You Begin

CC-SG is accessed via a web browser from a user’s PC. Please verify the following.

JRE

The browser must have the correct version of Java Runtime Environment installed for full
functionality. To check the version you are using:

1. Open Control Panel.
2. Click Add or Remove Programs.

3. Verify that your Java version is compatible with your CC Secure Gateway release. Please
refer to the Compatibility Matrix on http://www.raritan.com/support. Click Firmware
Upgrades, then CommandCenter Secure Gateway, then Compatibility Matrix.

To upgrade to the correct JRE version, go to http://java.sun.com/products/archive.

Disable Pop-up Blockers

The client PC and the browser should have all pop-up blockers disabled as well as any firewall
software such as XP SP2 that is enabled by default.

To disable pop-up blockers in the PC:
1. Open Control Panel.

Click Internet Options.

Click the Privacy tab.

Clear the Block Pop-ups checkbox.
Click Apply, and then click OK.

ok~ N
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Browser-Based Access via the CC-SG Director Client

1. Using a supported Internet browser, type the URL of the CC-SG, and then type /admin:
https://<IP address>/admin. For example, https://10.0.3.30/admin. You are warned if you
are using an unsupported Java Runtime Environment version on your machine. From the
window that pops up, select whether you want to download the correct JRE version from the
CC-SG server (if available), download it from the Sun Microsystems web site, or continue
with the incorrect version, and then click OK.

2. With the correct JRE version (or if you continue with an incorrect version) the Login window
appears.

=& Raritan.

shatus;

Figure 1 CC-SG Director Client Login Screen

3. If the CC-SG Administrator has enabled the Restricted Service Agreement, read the
agreement text, and then check the 1 Understand and Accept the Restricted Service
Agreement checkbox.

4. Type your Username and Password, and then click Log In.
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5. Upon valid login, the CC-SG application window appears. The menu bar and tool bar, which
contain commands for operating CC-SG are at the top of the screen. The Nodes tab displays
the Nodes selection tree. The central panel is where operation screens appear.

o

=i=Raritan. CommandCenter® Secure Gateway

Secure Gateway Hodes Beports Yiew Windom Melp

o MR = &k - Server time: 09:48 (GMT-05:00)
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4f [N-Band same Sddress &S
of IPR-32-5% The Superuser of this CommandCentar Securs

f Kephart IEME Tast iSateway can modify this message by going to
o Kophart 1ML Tast Fudminisration>Message of the Day Setup

CommandCentar Sedure Gabeway
Centralized access and comtrol for your ghobal
[T infrastructure”

EEEEHEEEEEEE

4f KUM Target 1
af KVM Target 2
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of UNux
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& Sunlikra

&1 Wil .

BEEEEHE

Search For Node
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Figure 2 CC-SG Director Client Home Screen

=&=Raritan.



6 COMMANDCENTER SECURE GATEWAY USER GUIDE

Browser Based Access via the CC-SG Access Client

1. Using a supported Internet browser, type the URL of the CC-SG: https://<IP address>. For
example, https://10.0.3.30. The login screen appears.

—
—r—

==Raritan.
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Lag In MeceSFAEY CO dnsure 1ns stabilicy, availavilicy, and

zecurity,

2. This system say be accessed by suchorized wsers only.
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Figure 3 Access Client Login Screen

2. If the CC-SG Administrator has enabled the Restricted Service Agreement, read the
agreement text, and then check the I Understand and Accept the Restricted Service
Agreement checkbox.

3. Type your Username and Password.

4. Click Log In.

=& Raritan.
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5. Upon valid login, the CC-SG Access Client’s Home screen appears.
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Figure 4 CC-SG Access Client's Home Screen

Possible Error Message in Internet Explorer

If you are using Internet Explorer, and you have access to a large number of nodes, you may see
the following error message while CC-SG loads:

A script on this page is causing Internet Explorer to run slowly. If it continues to run, your
computer may become unresponsive. Do you want to abort the script?

This warning message occurs when a script is taking longer than the default time to run. Please
click No in the warning message to continue running the script. Depending on your particular
client and server speeds, and the amount of data loading, the message may recur.

You can change the default time that Internet Explorer will allow a script to run. Please refer to
Microsoft Knowledge Base article 175500 for instructions.

If you experience a similar message in Firefox, please refer to Firefox documentation for
resolution.

=& Raritan.
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Thick Client Access

The CC-SG thick client allows you to connect to CC-SG by launching a Java Web Start
application instead of running an applet through a web browser. The advantage of using the thick
client instead of a browser is that the client can outperform the browser in terms of speed and
efficiency.

Install the Thick Client

1.

To download the thick client from CC-SG, launch a web browser and type this URL:
http(s)://<IP_address>/install where <IP_address> is the IP address of the CC-SG.

If a security warning message appears, click Start to continue the download.

If your client computer is running Java version 1.4, a Desktop Integration window appears.
If you want Java to add a shortcut icon for the thick client to your desktop, click Yes.

When the download is complete, a new window in which you can specify the CC-SG IP
address appears.

¥ CommandCenter

CommandCenter
{ I } Flease enter Command Center IF addrass.
L

1P to conmect [192.168.53.111 |
¥ | Sacure Sockat Layer (S5L1)

Show debug pane

start | ciose |

Figure 5 Thick Client IP Specification Window

Type the IP address of the CC-SG unit you want to access in the IP to Connect field. Once
you have connected, this address will be available from the IP to Connect drop-down list.
The IP addresses are stored in a properties file that is saved to your desktop.

If the CC-SG is configured for secure browser connections, you must check the Secure
Socket Layer (SSL) checkbox. If the CC-SG is not configured for secure browser
connections, you must clear the Secure Socket Layer (SSL) checkbox. This setting must be
correct or the thick client will not be able to connect to CC-SG.

e To check the setting in CC-SG: On the Administration menu, click Security. In the
General tab, look at the Browser Connection Protocol field. If the HTTPS/SSL option
is selected, then you must check the Secure Socket Layer SSL checkbox in the thick
client’s IP address specification window. If the HTTP option is selected, then you must
clear the Secure Socket Layer SSL checkbox in the thick client’s IP address
specification window.

Click Start.

a. A warning message appears if you are using an unsupported Java Runtime Environment
version on your machine. Follow the prompts to either download a supported Java
version, or continue with the currently installed version.

The login screen appears, and the thick client looks and behaves just like the browser-based
Java client. If the Restricted Service Agreement is enabled, read the agreement text, and then
check the I Understand and Accept the Restricted Service Agreement checkbox.

=& Raritan.
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9. Type your Username and Password in the corresponding fields, and then click Login to
continue.

Use the Thick Client

Once the thick client is installed, there are 2 different ways to access it on your client computer.
These are determined by the Java version you are using.

a. Javal.4.x

If your client computer is running Java version 1.4.x and you clicked Yes in the Desktop
Integration window when you installed the thick client, you can double-click the shortcut icon
on your desktop to launch the thick client and access CC-SG. If you do not have a shortcut icon,
you can create one at any time: search your client computer for AMcc.jnlp, and create a shortcut
to that file.

b. Javalb
If your client computer is running Java version 1.5, you can:
a. Launch the thick client from the Java Control Panel’s Java Application Cache Viewer.

b. Use the Java Control Panel’s Java Application Cache Viewer to install a shortcut icon on
your desktop for the thick client.
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Accessing a Serial Interface for the First Time

To access a remote node that is connected via a serial interface, click the Nodes tab and select the
interface. If the node is configured for a console application, a Security Warning appears,
indicating that the console applet is a signed applet from Raritan Systems. Click Yes and the
console appears.

Warning: The security warning display (appearing in IE only) appears the first
time the user connects to a serial interface. Click Yes when this display
appears; if you click No, the console application does not launch and you must
exit CC-SG, close the browser, re-launch the browser, and connect to CC-SG
again.

For additional details about RaritanConsole operation, please refer to Raritan’s RaritanConsole
User Guide.

When a custom application is associated with a KVVM or serial interface, selecting that interface
launches the associated application. Raritan Remote Control and RaritanConsole are examples of
custom applications that can be integrated into CC-SG.
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CC-SG Director Client Window Components
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Figure 6 CC-SG Window Components

1. Nodes Selection tab: Click the Nodes tab to display all nodes in a tree view. Interfaces are
grouped under their parent nodes. Click the + and - signs to expand or collapse the tree. Click
a node to view the Node Profile. Right-click an interface and select Connect to connect to
that interface. You can sort the nodes by Node Name (alphabetical) or Node Status (Available,
Busy, Unavailable). Right-click the tree view, click Node Sorting Options, and then click By
Node Name or By Node Status.

2. Quick Commands toolbar: This toolbar offers some shortcut buttons for executing common
commands rapidly.

3. Operation menu bar: These menus contain commands to operate CC-SG. You can also
access some of these commands by right-clicking on the icons in the Nodes selection tab. The
menus and menu items you see are determined by your user access privileges.

4. Main Display area: The commands you select from the menu bar and/or the tool bar display
in this main area. Displays here are referred to as screens. Screens may be broken down into
panels.

5. Server Time: The current time and time zone as configured on CC-SG. This time may be
different than the time used by the client.

=}
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CC-SG Access Client Window Components
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1. User ID and Date: Your CC-SG system date and time and User ID display at the top of the
left panel. Click the User ID hyperlink to open the My Profile tab.

2. Search: The Search function allows you to search for nodes in two ways.

3. Node lists: The node lists display below the search area. In each list, you see icons that show
the status of each node. The All Nodes list includes all nodes to which you have access. The
Favorites list contains your personalized list of nodes. You can add nodes, delete nodes, and
sort the list of Favorite nodes. The Recent list displays the ten nodes you have most recently
accessed. Click a node to open the Node tab. The Node tab contains the Node profile, with
details on the selected node. You can also connect to an interface, chat with other users, and
perform power control operations from the Node tab.

4. Helpful Links: The Helpful Links section contains a link to launch the CC-SG Director
Client, which can be used to perform administrative functions, and a link to open the
CommandCenter Secure Gateway User Guide.

5. On-screen Help: The Help section at the bottom of the screen can be expanded and collapsed
by clicking the black arrow.

6. Main Display area: The commands you select from the menu bar and the tool bar appear in
this main area.

7. Logout: Click Logout to log out of CC-SG.

8. Navigation tabs: The Navigation tabs are located at the top of every screen. Click a tab to
open the related screen.

Figure 7 CC-SG Access Client Components

=V=

=& Raritan.



CHAPTER 3: CONNECTING TO AND USING NODES VIA THE CC-SG DIRECTOR CLIENT 13

Chapter 3: Connecting to and Using Nodes via
the CC-SG Director Client

Node commands allow you to connect to, and disconnect from nodes of serial devices, IPMI
servers, and KVM devices managed by your CC-SG.

When you click the Nodes tab, the Nodes tree displays information about the nodes connected
with CC-SG. Nodes are arranged alphabetically by name, or grouped by availability status. Nodes
arranged by status are sorted alphabetically within their availability grouping. To switch between
arranging methods, right-click on the tree, click Node Sorting Options, then click Sort By Node
Name or Sort By Node Status. Clicking a node displays the Node Profile screen.
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Figure 8 The Nodes Tab

Node Icons

For easier identification of status, nodes display a number of different colored icons in the nodes
tree. For a description of what the icons represent, see the table below.

2% | Node available — the node has at least one interface that is available.
L5 | Node unavailable — all interfaces for the node are busy.

=V=

=& Raritan.
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Interface Status

Each node has one or more interfaces through which you can connect to the node. You can see
whether an interface is available by checking the Availability column in the Node Profile’s
Interface section. the in are several status

AVAILABILITY MEANING

Idle The interface is not in use.
Connected The interface is in use, but it is available to additional users.
Busy The interface is busy and cannot accept any additional users.

Note: KX 1.4 devices do not use the ““Busy” Availability category, as described above. If a KX
1.4’s interface displays the “Connected” Availability category, the interface may be either
Connected or Busy.

Connect to Nodes

Once interfaces have been configured for each node, you are ready to connect to these nodes and
manage them through the applications they have been configured with, for example, Raritan
Console (RC), Raritan Serial Console (RSC), Raritan Remote Client (RRC), or Multi-Platform
Client (MPC) application.

Connect to a Node via a Serial Interface

1. In the Nodes tree, select the node you want to connect to and manage. The Node Profile
screen appears.

Node Profile X
i Please provide node properties.

s

Hode Wame:

seral Targst 2

Chescrapbion:

Interfaces

Trpe Ham= Etatus dov milability
Cut-of-Band - Sernial t-of - Band =il Irterd Up 1dle

Figure 9 Node Profile Screen—Serial Interface

2. Inthe Node Profile screen, all configured interfaces display in the Interfaces section.

3. In the Name column, click the hyperlink of the serial interface you want to use to connect to
the node.
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4. The RSC application launches in a new window. Use the application to manage the node.

T Raritan 5erial Console: Port1 (1)

Emulator Edit Tools Chat Help
e

] s b

[»]

B write Access  Code Set: USASCH  Line: 0 Columin: 1 Logging: off  Users: 1

Figure 10 Raritan Serial Console

5. When you are finished using RSC to manage the node, on the RSC Emulator menu, click

Exit.

6. Repeat the steps in this section to connect to and manage other nodes via serial interfaces.

=& Raritan.
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Connect to a Node via an Out-of-Band KVM Interface

1. In the Nodes tree, select the node you want to connect to and manage. The Node Profile
screen appears.

MNode Profile
® Flease provide node properties.

Haode Mame:

Pzsc-3z-50

Descnption:

[
Interfaces
i Trpe i Hame | Status i Availability |
Qut-of-Band - KYM [Qugt-of-Bang - KM [ntarfyce |Up |Tdte |

Figure 11 Node Profile Screen, Out-of-Band KVM Interface

2. Inthe Node Profile screen, all configured interfaces display in the Interfaces section.

3. In the Name column, click the hyperlink of the Out-of-Band KVVM interface you want to use
to connect to the node.

4. The RRC or MPC application launches in a new window.

5. A Connection Status window informs you of connection status. Once a connection is
established, RRC or MPC opens.

ﬂl-:mlu.'. Ermcts (hent - | - BFR-J00 of |95 DRALSA 0] = 0V Target 1]
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Figure 12 Raritan Remote Client Window
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Figure 13 Multi-Platform Client Window

Note: If using the MPC application, saving the user profile from MPC also saves it to CC-SG.
Thereafter, when connecting to a node using MPC, the saved settings are applied to the MPC

session.

6. When you are finished using RRC or MPC to manage the node, from the Connection menu,
click Exit.
7. Repeat the steps in this section to connect to and manage other nodes via KVM interfaces.

Note: If the KVM node is on sleep mode and indicates ““no video signal,” press the space bar on
your keyboard until the node exits sleep mode.

ZERaritan.
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Connect to a Node via an In-Band KVM Interface

In the Nodes tree, select the node you want to connect to and manage. The Node Profile

1.
screen appears. The figure below shows an HP iLO/RILOE-enabled node with an In-Band
KVM interface.
Node Profile X
@ Flease provide node properties.
Bode Namn:
Lo ]
Desoripton:
[ ]
Interfaces
i Tupa i Hame | mtatup | Aailability | Baritan Deviee |
In-Band - ILORILOE KYH  (In-fand - (LORILOE KYM [nkerfacs \Up ;:dle | |
Power Cortred - ILOMRILOE Power Control - LO/RILOE [nterfses  [Up 11 |
Figure 14 Node Profile Screen, In-Band KVM Interface
2. Inthe Node Profile screen, all configured interfaces display in the Interfaces section.
3. In the Name column, click the hyperlink of the In-Band K\VVM interface you want to use to
connect to the node.
4. The Remote Console applet launches in a new window. When the applet loads, you have

KVM access to the node.

Note: If you cannot connect to an in-band KVM interface, it may already be occupied by another

user.

ot e Gl - Scrawslt Inbrarst rpder EaE:

Fie [W Wen Fraster Tk Sl

- - T TR I e |
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Figure 15 HP's Remote Console Applet

5. When you are finished using Remote Console, close the browser window.
6. Repeat the steps in this section to connect to and manage other nodes via in-band KVM

interfaces.

=&=Raritan.
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Managing Node Power via an In-Band Power Interface

You can power on, power off, recycle power, or gracefully shutdown a node via an associated in-

band power interface. Graceful shutdown allows the node to complete any processes it is

currently running, while not allowing any new processes to begin, so that the node can shutdown

without interrupting anything.

1. In the Nodes tree, select the node you want to manage through an in-band power interface.
The Node Profile screen appears. The figure below shows an HP iLO/RILOE-enabled node
with an in-band iLO-RILOE power control interface.

Mode Profile
,@ Plzase provide node properties,

Node Name:
[IPMI-HP

Drascription:

rInterfaces

[ T e i N s statis L s availabiliby: LR akitan  Device |
|Power Control - IPMI__ |Power Contrgl - IPMI Interface  |Up Idle |

Figure 16 Node Profile Screen, In-Band Power Interface

2. Inthe Node Profile screen, all configured interfaces display in the Interfaces section.

3. In the Name column, click the hyperlink of the in-band power interface you want to use to
control power to the node. The Power Control screen appears.

Power Control

'K-ij' Please supply data for the power control operation,
=

Node:
fiLo

rinterfaces for Powear Control
Available: Selacted:

Power Control - ILOSRILOE

=
d

TR
|_< Remove |

4 k
Operation: Sequence Interval (seconds):
Power On |1':' 41

Figure 17 Power Control Screen, iLO/RILOE

4. The selected node’s name displays in the Node field.

5. In the Available list, select the power interface through which you want to perform power
control for the node, and then click Add to move the interface to the Selected list.

6. Click the Operation drop-down arrow, and select Power On, Power Off, Power Cycle, or
Graceful Shutdown from the list.

=& Raritan.
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8.

If you selected Power On or Power Off in the Operation field and more than one interface
in the Selected list, type the number of seconds, from 0-120, that should elapse between
interfaces in the Sequence Interval (seconds) field.

Click OK to begin the power control operation.

Note: Nodes of an iLO/RILOE device are powered on/off and recycled directly. Nodes connected
to Raritan Dominion devices, such as KX and SX, are managed via outlets of a power strip that
are associated with a port of a Dominion device.

Managing Power to an IPMI Server Node

IPMI Server nodes can be directly powered on/off, recycled, or gracefully shutdown through the
associated power control IPMI interface.

1.

©

In the Nodes tree, select the IPMI Server node you want to manage power to. The Node
Profile screen appears.

In the Node Profile screen, all configured interfaces display in the Interfaces section.

In the Name column, click the hyperlink of the power control IPMI interface you want to use
to control power to the IPMI server node. The Power Control screen appears.

Power Control

,-”E) Plzase supply data for the power control operation,
A

Mode:
[lpmI-HP |

rInterfaces for Power Control
Available: Selected:
Fower Control - IPMI Inte

4 b
Cperation;: Sequence Interval (seconds);
Power On x 10 |

Figure 18 Power Control Screen for an IPMI Server Node

The selected node’s name displays in the Node field.

In the Available list, select the power control IPMI interface through which you want to
manage power for the node, and then click Add to move the interface to the Selected list.

Click the Operation drop-down arrow, and select Power On, Power Off, Power Cycle, or
Graceful Shutdown from the list.

If you selected Power On or Power Off in the Operation field and more than one interface
in the Selected list, type the number of seconds, from 0-120, that should elapse between
interfaces in the Sequence Interval (seconds) field.

Click OK to begin the power control operation.
Repeat the steps in this section to manage power for other IPMI Server nodes.

=& Raritan.
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Disconnect from a Node

There are several ways to disconnect from a node that you are currently connected to.

e In the Nodes tree, select the active node you want to disconnect from. On the Nodes
menu, click Disconnect.

e In the Nodes tree, right-click the active node you want to disconnect from, and then click
Disconnect.

¢ In the Nodes tree, right-click the interface through which you are connected to the active
node, and then click Disconnect.

o Close the application you are using to manage the node.

Note: You cannot disconnect from nodes whose connections you did not initiate.

Node Views

All nodes to which you have access display in the Nodes tab, in the left panel of the CC-SG
Director Client. By default, nodes are arranged into a standard Tree View. The standard Tree
View displays nodes in alphabetical order. If you want nodes to display in a different order, you
can create a Custom Views. Custom Views allow you to specify different grouping of nodes,
based on the categories they have been assigned to by the CC-SG Administrator. You can also
sort nodes by name or by status in both the Tree View and the Custom Views.

Tree View

The standard Tree View displays nodes in alphabetical order. To apply the Tree View to the
Nodes tab:

1. On the Nodes menu, click Change View, and then click Tree View. The Tree View of the
Nodes tree appears.

Nodes

B 25 CC-86

E- 25 Cisco 2600

- 25 HP ML370 Server
- 25 IBM Server

E- 25 in-band same address as
B 25 IMN-Band same address
E- 25 IPR-32-59

H- 25 Kephart IPMI Test

E- 25 Kephart IPMI Testz

- G KM Target 1

B 5 KM Target 2

- 2% lingoUSTIFLoCal

H- 2% lingoUSTIPLocal(2)

Bl 25 LINUX

- 25 P23C-32-60

B 45 Serial Target 1

B 25 sunUltra

B 25 Wil

Figure 19 Nodes Tree in Standard Tree View

o Nodes are arranged alphabetically by name.
o Interfaces are grouped under their parent nodes. Click the + and - signs to expand or
collapse each grouping.

e Click the Expand Tree 5?3 and Collapse Tree % icons in the toolbar at the top of the
screen to expand and collapse the entire tree.

=& Raritan.
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Custom View

You can customize the Nodes tree view by organizing your nodes to appear in the format of your
choice, based on the categories the CC-SG Administrator assigned to them. For example, if the
Administrator assigned categories for rack and location, you can set up a Custom View that
displays nodes first by their location, then by which rack they are installed in.

Select a Custom View

1. On the Nodes menu, click Change View and then click Custom View. The Custom View
screen appears.

Custom View

Cuttem Veew
Harma - Trsd Viaw

St Dafault Add

Custom WVesw Details

]
=
e

Set Current | Close ]

Figure 20 Custom View Screen

2. Click the Name drop-down arrow, and select a custom view from the list. Details of the
categories included and their order appear in the Custom View Details panel

3. Click Set Current to display the Nodes tree by the categories specified in the custom view.
4. Click Close to close the Custom View screen.
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Add Custom View
1. Click the Nodes tab.

2. On the Nodes menu click Change View, and then click Create Custom View. The Custom
View screen appears.

3. Inthe Custom View panel, click Add. The Add Custom View window appears.

Add Custom View X

fdd Custom View
@ Please enter custom view name

Enter cushom vidw name:

Cancel

Figure 21 Add Custom View Window

4. Type a name for the new custom view in the Enter custom view name field, and then click
OK. The new view name appears in the Name field in the Custom View screen.

5. Inthe Custom View Details panel, click the Category name drop-down arrow at the bottom
of the panel. This list contains categories that you can add to the new custom view. Select a
category from the list, and then click Add to add the category to the Custom View Details
panel. Repeat this step to add as many categories as you want.

6. You must put the categories in the Custom View Details list into the order in which you
would like each category to display in the Nodes tab. Select a category, and then click Up or
Down to move the categories into the desired sequence

7. 1f you must remove a category from the list, select the category, and then click Delete.

8. Click Update to save the custom view. A Custom View Updated Successfully message
confirms that the custom view has been updated.

9. If you want to use the new custom view, click Set Current to display the Nodes tree by the
categories specified in the custom view.

10. Repeat the steps in this section to add additional custom views.

Edit Custom View
1. Click the Nodes tab.

2. On the Nodes menu click Change View, and then click Create Custom View. The Custom
View screen appears.

3. Click the Name drop-down arrow, and select a custom view from the list. Details of the
categories included and their order appear in the Custom View Details panel

4. Inthe Custom View panel, click Edit. The Edit Custom View window appears.

Edit Custom View X

Edit Custom View

.".i.\i Please enter new custom view name

hL

Enter new name for custom view:Location

Location]

Ok Cancel

Figure 22 Edit Custom View Window
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5. Type a new name for the custom view in the Enter new name for custom view field, and
then click OK. The new view name appears in the Name field in the Custom View screen.

6. If you want to add more categories to the custom view, click the Category name drop-down
arrow at the bottom of the panel. This list contains categories that you can add to the new
custom view. Select a category from the list, and then click Add to add the category to the
Custom View Details list. Repeat this step to add as many categories as you want.

7. You must put the categories in the Custom View Details list into the order in which you
would like each category to display in the Nodes tab. Select a category, and then click Up or
Down to move the categories into the desired sequence

8. If you must remove a category from the list, select the category, and then click Delete.

9. Click Update to save the custom view. A Custom View Updated Successfully message
confirms that the custom view has been updated.

10. If you want to use the edited custom view, click Set Current to display the Nodes tree by the
categories specified in the custom view.

11. Repeat the steps in this section to edit additional custom views.

Delete Custom View
1. Click the Nodes tab.

2. On the Nodes menu click Change View, and then click Create Custom View. The Custom
View screen appears.

3. Click the Name drop-down arrow, and select a custom view from the list. Details of the
categories included and their order appear in the Custom View Details panel

4. In the Custom View panel, click Delete. The Delete Custom View confirmation message
appears.

Delete Custom View

= Delete custom wiew:NewCustomyiew
EIES ; Mo

Figure 23 Delete Custom View Window

5. Click Yes in the confirmation message.
6. Click Close to close the Custom View screen.
7. Repeat the steps in this section to delete additional custom views.

Node Sorting Options

You can sort the nodes in either node view type, Tree View or Custom View, either
alphabetically or by availability status.

1. Right-click in an empty area of the Nodes tab, click Node Sorting Options, and then click
By Node Name or By Node Status.

o By Node Name arranges nodes alphabetically by their names.

e By Node Status arranges nodes by their availability status: Available, Busy, and
Unavailable.

=& Raritan.
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Power Control for Nodes

Single Interface Power Control

You can quickly select the power operation you want to perform on a specific power control
interface by using the interface’s right-click menu.

1. In the Nodes tree, right-click the interface you want to control power with, and then click
Power On, Power Off, Power Cycle, Graceful Shutdown. The Power Control screen

appears.

Power Control

E"’i‘“-l Please supply data for the power control operation,
b

=

Hode:
wiN

Interfaces for Power Control
Ay ailable: Selected:

Power Control - Managed

Operation: Sequence Interval (seconds):

Power On i 10

Figure 24 Single Interface Power Control

2. The selected interface name displays in the Selected list. The power operation you selected
on the right-click menu is populated in the Operation field.

3. Click OK to send the power operation request through the interface. A confirmation message
appears in the screen. The message text will update when the power control operation
completes successfully. If the power control operation cannot be completed, a message with
more information will appear in a new window.

=& Raritan.
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Single Node Power Control

You can power on, power off, cycle power, and graceful shutdown to a single node that has an
associated power interface.

1. Click the Nodes tab.
2. Select the node that you want to perform power control on.
3. On the Nodes menu, click Power Control. The Power Control screen appears.

Power Control x

-”':“-_ Please supply data for the power contral operation.
'\.I./

Mode:
n-band same sddress as in-band |

Interfaces for Power Conkro
Available: Seleched

Powear Control « iILO/RILOE Interface

ElE

[—
[

Chparaban: Sequence Intarval (ceconds):
Pawear On Tl [io

Close

Figure 25 Power Control Screen

4. The selected node’s name displays in the Node field.

5. In the Available list, select the specific interface that you want to perform power control on,
and then click Add to move the interface to the Selected list. Repeat this step until you have
added all necessary interfaces to the Selected list.

6. You must put the interfaces in the Selected list into the order in which you would like CC-SG
to perform the power operation. Select an interface in the Selected list, and then click the up
and down arrows to move the interfaces into the desired sequence.

7. Click the Operation drop-down arrow, and select Power On, Power Off, Power Cycle, or
Graceful Shutdown from the list.

8. If you selected Power On, Power Off, or Graceful Shutdown in the Operation field, and
more than one interface in the Selected list, type the number of seconds, from 0-120, that
should elapse between interfaces in the Sequence Interval (seconds) field.

9. Click OK to send the power operation request through the interface. A confirmation message
appears in the screen. The message text will update when the power control operation
completes successfully. If the power control operation cannot be completed, a message with
more information will appear in a new window.

10. Repeat the steps in this section to manage power for other nodes.
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Node Group Power Control

You can power on, power off, cycle power, and perform graceful shutdown for all nodes in a
node group that has associated power interfaces. This might be useful if you needed to power
down all nodes in a node group so that you can rewire the rack that they are mounted on, or if you
need to perform other types of maintenance on a node group.

1. Click the Nodes tab.

2. On the Nodes menu, click Group Power Control. The Group Power Control screen
appears.

Growp Poweer Control »

i, Pleass supply dats for the power control operabian
LY

Hode Growh
[Mradmin |
Hode/Tnterface for Power Conkral
FAvailable: Selected:
Chuklit Hode Intarfacs Dl hads Intarface

M f-band sam,.|Pomar Contral - ILOVRIL,.,

reer  |Pemisy Co 24 Int,.. add *

[scephart IPM...[Power Co ..,

IH-Band $4... |Pordr Co al

MA HP MLIT0 S |Pomdr Contrgl
Operation: Sequence [nterval (seconds)

Grageful Shutdomn ™ L

Close

Figure 26 Group Power Control Screen

3. Click the Node Group drop-down arrow and select the node group whose power you want to
control from the list.

4. In the Available list, select the specific interface that you want to perform power control on,
and then click Add to move the interface to the Selected list. Repeat this step until you have
added all necessary interfaces to the Selected list. If you must remove an interface, select the
interface in the Selected list, and then click Remove.

5. You must put the interfaces in the Selected list into the order in which you would like CC-SG
to perform the power operation. Select an interface in the Selected list, and then click the up
and down arrows to move the interfaces into the desired sequence.

6. Click the Operation drop-down arrow, and select Power On, Power Off, Power Cycle or
Graceful Shutdown from the list.

7. If you selected Power On, Power Off or Graceful Shutdown in the Operation field, type
the number of seconds, from 0-120, that should elapse between interfaces in the Sequence
Interval (seconds) field.

8. Click OK to send the power operation request through the selected interfaces. A confirmation
message appears in the screen. The message text will update when the power control
operation completes successfully. If the power control operation cannot be completed, a
message with more information will appear in a new window.

9. Repeat the steps in this section to manage power for other node groups.
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Node Chat

Chat provides a way for users connected to the same node to communicate with each other. You
must be connected to a node to start a chat session for that node. Only users on the same node
will be able to chat with each other.

To engage in a chat session:

1.
2.

5.
6.

Click the Nodes tab.
Right-click on a node you are currently connected to and select Chat, then click Start Chat
Session if no session has been created yet. A Chat session will be created.

i Port Chatlingal STIPLocal[2)

Chat Lisars

[rinakvitca @192 168,50 L42]: Hi
[rinakvitkad192.148.50.242]: They ip Chat

wpe your chat message here 4 *

Zend || cieas Close

Liserninakvitka@ 192 088,50, 143

Figure 27 Chat Session

If a chat session is in progress, right-click on the node, select Chat, then Show Chat Session
to join the chat session.

The chat session window will appear with the message fields on the left and a list of users in
the chat session on the right.

Type a message in the new message (lower left) field and press the <Enter> key or click
Send. The message will appear in the chat (upper left) field for all users to see.

Click Clear to clear any message you have typed in the new message field but have not sent.
Clear will not clear the chat field.

Click the Close to leave or end the chat session.

You will be prompted if you want to close the chat session. Click Yes to close the chat
session for all participants, click No to exit the chat session but leave it running for others.

You can also close a chat session for all participants from the nodes tab. Right click on the node
with the chat session, select Chat, then End Chat Session.

=& Raritan.
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Search for Nodes

The CC-SG Search function allows you to search for nodes that match your search terms. CC-SG

offers two search types, Filter by Search Results and Find Matching String.

o Filter by Search Results allows you to type search terms, and then click a Search button
to display a list of only the nodes that match your search terms. You can use wildcards

(*) with this search type.

e Find Matching String highlights the node in the list that best matches your search terms
as you type. There is no Search button. You cannot use wildcards with this search type.

You can set your search preference in your CC-SG profile. To access your profile, click My
Profile on the Secure Gateway menu. Please refer to Change My Profile, Set Search Preference

for additional information.
1. Click the Nodes tab.

Nudes|

@ 25 CC-3G

B 2% Cisco 2600

B 5 HP ML370 Server
G- 2F IBM Server

- 2F IPR-32-59

B 2% KWM Target 1
hzg' lingoUSTIPLocal
B 25 lingoUSTIPLocaliZ)
@ 25 LINUX

Bl 2F P2SC-32-60

-- 2% Serial Target 1

B 2% Sunlltra

& 25 Wil .

Search For Mode

Figure 28 Search for Node--Left: Find Matching String; Right: Filter by Search Results
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E- 2F KWM Target 1
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E- 2% lingoUSTIPLocal{2)
B 25 LINUX

B 2F P2SC-32-60

-- 2% Serial Target 1
E- 27 SunUltra

B 2F Win

Search For Node

| Search || Clear

2. Type a search string in the Search for Node field.

3. Depending on your search preference, the Nodes tree will either highlight the first node
that matches your search terms, or you can click Search to filter the list of nodes to

display only those nodes that match your search terms.
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Supported Wildcards

These wildcards are supported when you have Filter by Search Results set as your search
preference in My Profile. Please refer to Change My Profile, Set Search Preference for additional
information on search preferences.

? Indicates any character.
[-] Indicates a character in range.
* Indicates zero or more characters.

Examples are as follows:

EXAMPLE DESCRIPTION

Solaris? Locates Solaris1, and SolarisN, but not Solaris1Z.
Windows* Locates Windows2000, and Windows2003 Server.
Windows[0-9][0-9][0-9][0-9] Locates Windows2000, but not Windows2003 Server.
192.* Locates all nodes that have been configured with an IP
address starting with 192.

—v=
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Change My Profile

My Profile allows you to change your CC-SG password and email address, adjust the CC-SG
display’s font size, and set your default search type preference. You can also view information
about how long you can use your password until you will be forced to change it.

Change Your Password

You can change your CC-SG password whenever you want. The CC-SG administrator can also
configure CC-SG to force you to change your password periodically.

To change your password:
1. On the Secure Gateway menu, click My Profile. The Change My Profile screen appears.

Change My Profile x

i i " Supply new infarmation far your prafile.
pt

Username:

hinauser (|

Ll change Password

Old Passwiord:
I |

New Passward:

[ | Strang passwerds are required.

Retype Mew Password:

O
|
Expiration Parod (Days): Date of Hext Password Change:
il 10,06/ 2006

Email address: Fant Size:

frina.utes @esample.com [Medium - 11 =

User Sroupls):

oC users

Search Preforence
(&} Filter by Sesrch Rasulks

) Find Matching String

Cancal E

Figure 29 My Profile Screen

2. Check the Change Password checkbox to activate the change password fields.
3. Type your current password in the Old Password field.
4. Type your new password in the New Password and Retype New Password fields.

Note: If you see a Strong passwords are required text label next to the New Password field, the
Administrator has enabled strong passwords. Strong passwords must contain a minimum of 8
characters, and satisfy other requirements as defined by the Administrator. If you see a Strong
passwords are not required text label next to the New Password field, the Administrator has not
enabled strong passwords. Your password must contain 6-16 characters.
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5. Click OK to set your new password.

Change Your Email Address

1. On the Secure Gateway menu, click My Profile. The Change My Profile screen appears.
2. Type your new email address in the Email address field, and then click OK.

Change the CC-SG Font Size

CC-SG will use the font size you select for all text in its screens.
1. On the Secure Gateway menu, click My Profile. The Change My Profile screen appears.

2. Click the Font Size drop-down arrow and select the font size that you want CC-SG to use in
its screens.

3. Click OK.

Set Search Preference

CC-SG offers two search types, Filter by Search Results and Find Matching String. You can
set your search preference in My Profile.

Filter by Search Results allows you to type search terms, and then click a button to display a list
of only the nodes that match your search terms. You can use wildcards (*) with this search type.

Find Matching String highlights the node in the list that best matches your search terms as you
type. You cannot use wildcards with this search type.

To set your search preference:
1. Onthe Secure Gateway menu, click My Profile. The Change My Profile screen appears.

2. In the Search Preference panel, click the radio button that corresponds to the search type
you want to use, and then click OK.
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Chapter 4: Connecting to and Using Nodes Via
the CC-SG Access Client

In the CC-SG Access Client, you can connect to nodes through their associated interfaces. Each
node has a Node details screen, which lists all associated interfaces to which you have access.

Click a node in one of the node lists in the left panel (All Nodes, Favorites and Recent) to open
the Node details screen for the selected node. You can also click the Node tab at the top of the
screen to return to the selected node’s Node detail screen after visiting other tabs.

HP Server 1394 Add ta Faverites

Interfaces:

Type Hame Status Availability Device/SIP Address
Cut-of-Band - KM Kl Target & uUp 1dle Kenny-KEK440
In-Band - ILO/RILOE KVM In-Band - iLOVRILOE KM Inberface Down  Inactive 152.068.0.0
[n-Band - ROP In-Band - RDP Interface Down  I1dle 192.168.0.0
_

Power Contral:

Power Contral - ILO/RILOE Interface @ [nactive
Pawer Contral - IPMI Interface @ Inactive

on || oOff || Cyele |[ Graceful Shutdawn Advanced

Associations:

Category Element
US States and territories NEW JEREEY
System Type HPAUK

Figure 30 CC-SG HTML Client-Node Details Screen
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Connect to a Node via an Out-of-Band Serial Interface

1. Select the node you want to connect to and manage in one of the node lists in the left panel.
The Node details screen appears.

Node | My Profile | Custom Yiew | Power Contral |Help

B 150
Hame = Node

Senal Target 1 add to Favorites

Interfacos:

Status Availability DevicefIP Address

Out-of-Band - Serial Giyt-pf-Band - Senal Interface Ugp Inachve Kenny32-KEH

Figure 31 Node Profile Screen—Out-of-Band Serial Interface

2. Inthe Node details screen, all configured interfaces display in the Interface section.

3. In the Name column, click the hyperlink of the serial interface you want to use to connect to
the node.

4. The RSC application launches in a new window. Use the application to manage the devices
and ports.

T Haritan Serial Console: Port1 (1) E@E

Emulator Edit Tools Chat Help
o R

] - | e

[»]

B write Access  Code Set: US-ASCH  Line: 0 Columin: 1 Logging: off  Users: 1

Figure 32 Raritan Serial Client Window

5. When you are finished using RSC to manage the port, on the RSC Emulator menu, click
Exit.

6. Repeat the steps in this section to connect to and manage other nodes via out-of-band serial
interfaces.

Z&Raritan.
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Connect to a Node via an Out-of-Band KVM Interface

1. In the Nodes tree, select the node you want to connect to and manage. The Node details
screen appears.

-Node- _H':r Profile _l.'ustom View _Puwer Control -He-lp

._ e
Hone = Mode

IPR-32-59 hdd to Favartes

Interfaces:

Mame Status Availability DevicefIP Address

Qut-of-Band - KVH Out-af-Band - KM Interfacs Ugp Idlas Kanny 32-HH

Figure 33 Node Profile Screen—Out-of-Band KVM Interface

2. Inthe Node details screen, all configured interfaces display in the Interface section.

3. In the Name column, click the hyperlink of the KVM interface you want to use to connect to
the node.

4. The RRC or MPC application launches in a new window.

5. A Connection Status window informs you of connection status. Once a connection is
established, RRC or MPC opens.

i1 = 0 Fargek 1]

[DiEPG e EER & D0

Harg o Lock o mary couse o b eeber your pasresd

Wans shikd prn Caga Lok b burs & off bedor anberrg pour
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L
r o {1151 ol =] e

Figure 34 Raritan Remote Client Window
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Figure 35 Multi-Platform Client Window

Note: If using the MPC application, saving the user profile from MPC also saves it to CC-SG.
Thereafter, when connecting to a port using MPC, the saved settings are applied to the MPC
session.

6. When you are finished using RRC or MPC to manage the node, from the Connection menu,
click Exit.
7. Repeat the steps in this section to connect to and manage other nodes via KVM interfaces.

Note: If the KVM node is on sleep mode and indicates “no video signal,” press the space bar on
your keyboard until the node exits sleep mode.

ZERaritan.
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Connect to an iLO/RILOE-Enabled Node

In the Nodes tree, select the iLO/RILOE node you want to connect to and manage. The Node
details screen appears.

1.

Mode ] My FrnIiIe]Eusl‘.om View IFDHEF_EﬂntrU|]HE|D

Harme > Hade

m-band same address a5 n-band Add to Favontes

Interfaces:

Status Availability Device /1P Address
Tdle 1%2.168.100.100

MNarme
In-Band - iLO/RILOE KVM  In-Band - iILO/RILOE KWM Interface  Up

b

Figure 36 Node Profile Screen—iLO/RILOE KVM Interface

2. Inthe Node details screen, all configured interfaces display in the Interface section.
In the Name column, click the hyperlink of the KVVM interface you want to use to connect to

the node.
The HP Remote Console applet launches. When the applet loads, you have KVVM access to

the iLO/RILOE-enabled server.

Note: If you cannot connect to an in-band KVM interface, it may already be occupied by another

user.
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Figure 37 HP's Remote Console Applet

5. When you are finished using Remote Console, close the browser window.
6. Repeat the steps in this section to connect to and manage other HP iLO/RILOE nodes.
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Managing an iLO/RILOE Power Interface

Please refer to Power Control for Nodes for additional information on managing power interfaces.

Note: Nodes of an iLO/RILOE device are powered on/off and recycled directly. Nodes connected
to Raritan Dominion devices, such as KX and SX, are managed via outlets of a power strip that
are associated with a port of a Dominion device.

Managing Power to an IPMI Server Node

Please refer to Power Control for Nodes for additional information on managing power interfaces.

Note: The IPMI Server can be powered on/off and recycled directly.

Disconnect from a Node

You can disconnect from a node by closing the application you are using to manage the node.

Power Control for Nodes

CC-SG allows you to control power for single nodes or for node groups that have power
interfaces associated with them. You can perform power on, power off, cycle power, and graceful
shutdown functions.

Single Node Power Control

Single node power control allows you to control power for all or selected interfaces within a
single node. For power on and power off operations, you can select the order in which interfaces
are powered on and off.

Control power for all interfaces of a single node:

1. Click the node that you want to control power for in one of the node lists in the left panel.
The Node details screen appears.

2. In the Power Control section, click On, Off, or Cycle, or Graceful Shutdown to perform the
corresponding power control operation for all interfaces associated with the node.

3. Repeat the steps in this section to perform power control for additional nodes.

Control power for selected interfaces of a single node:
1. There are two ways to access Single Node Power Control for selected interfaces:

a. Click the Power Control tab at the top of the screen, and then click Single Node Power
Control to open the Single Node Power Control screen.

b. Click the node that you want to control power for in one of the node lists in the left panel,
and then click Advanced in the Power Control section of the Node details screen for the
selected node.

2. Click the Node drop-down arrow and select the node that you want to control power for from
the list. The Available list displays all interfaces in the selected node.

3. Inthe Available list, select the specific interface that you want to perform power control on,
and then click Add to move the interface to the Selected list. Repeat this step until you have
added all necessary interfaces to the Selected list.

4. You must put the interfaces in the Selected list into the order in which you would like CC-SG
to perform the power operation. Select an interface in the Selected list, and then click the up
and down arrows to move the interfaces into the desired sequence.
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5.

Click the Operation drop-down arrow, and select Power On, Power Off, Power Cycle, or
Graceful Shutdown from the list.

If you selected multiple interfaces, type the number of seconds that should elapse between
interfaces in the Sequence Interval (seconds) field.

Click OK to begin the power control operation. Click OK in the confirmation message that
appears to start the operation. Another message will appear when the operation completes, to
give you the status of the operation.

Node Group Power Control

Node Group Power Control allows you to control power for all or selected interfaces in a node
group. For power on and power off operations, you can select the order in which interfaces are
powered on and off.

Control power for all or selected interfaces in a node group

1.

Click the Power Control tab at the top of the screen, and then click Node Group Power
Control to open the Node Group Power Control screen.

Click the Node Group drop-down arrow and select the node group that you want to control
power for from the list. The Available list displays all interfaces in the selected node group.

In the Available list, select the specific interface that you want to perform power control on,
and then click Add to move the interface to the Selected list. Repeat this step until you have
added all necessary interfaces to the Selected list.

You must put the interfaces in the Selected list into the order in which you would like CC-SG
to perform the power operation. Select an interface in the Selected list, and then click the up
and down arrows to move the interfaces into the desired sequence.

Click the Operation drop-down arrow, and select Power On, Power Off, Power Cycle, or
Graceful Shutdown from the list.

If you selected multiple interfaces, type the number of seconds that should elapse between
interfaces in the Sequence Interval (seconds) field.

Click OK to begin the power control operation. Click OK in the confirmation message that
appears to start the operation. Another message will appear when the operation completes, to
give you the status of the operation.
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Node Lists

The left panel of the CC-SG HTML Client contains several ways to locate nodes. There are three
lists that offer different views of the nodes: All Nodes, Favorites and Recent. In each list, you
see icons that show the status of each node. You can click a node in one of the lists to open the
Node Profile.

All Nodes List

The All Nodes list displays all nodes to which you have access as well as node search results.
Please refer to Search for Nodes for additional information on searching for nodes.

Jnll Nudesl Fawarites | Recent|

‘25 AccessUSTIPLocal
2FIPR-32-59

25 KYM Target 1

2TKYM Target 2
2IpZEC-32-60

STV KVM

Figure 38 All Nodes List

Favorite Nodes List

You can create a personalized list of nodes you must access often in the Favorites list. You can
add nodes, delete nodes, and sort the list of Favorite nodes.

Add a Node to Favorites
1. Click the All Nodes or Recent list in the left panel.
2. Click the node you want to add to Favorites. The Node details screen opens.

3. In the Node details screen, click Add to Favorites. The status bar at the bottom of the
browser window displays a confirmation message, and the Add to Favorites link disappears
from the Node details screen.

4. Repeat the steps in this section to add additional nodes to Favorites.
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Sort Nodes in Favorites

You can change the order in which nodes are listed in the Favorites tab.
1. Click the Favorites list in the left panel.

Favorites
2iP28C-32-60

2TKYM Target 1

2FIPR-32-59

25 AccessUSTIPLocal

Delete

Figure 39 Favorites List

2. Click Sort. The Sort Favorites window appears.

Sort Favorites

Favorite Nodes:

192 168.51.238

192.168.51.240

192 168.51.241 III
192.168.51.249

JEa ¥ ]
BILL-LAPTOP

Sort by Hame || Cancel |

Figure 40 Sort Favorites Window

3. You must put the nodes in the Favorite Nodes list into the order in which you would like
them to display in the Favorites list. Select a node, and then click the up and down arrows to
move the nodes into the desired sequence. Click Sort by Name to arrange the nodes in
alphanumeric order.

4. Click OK to save your changes.

Delete a Node from Favorites

You can delete a node from your Favorites list.

1. Click the Favorites list in the left panel.

2. Click the node you want to delete. The Node details screen for the selected node appears.
3. Click Delete in the Favorites list to delete the node from the list.

==
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Recent Nodes List

The Recent list displays the ten nodes you have most recently accessed by clicking the node
name in any list. Each node you visit is added to the top of the Recent list.

Clear the Recent Nodes List
1. Click the Recent list in the left panel.

| all Modes | Fawvorites |Recent|_
2iP28C-32-60
2k yM Target 1

25 IPR-32-59

2% AccessUSTIPLoca
EETY KVM

25k \yM Target 2

Figure 41 Recent List

2. Click Clear All to clear the Recent list.

Custom Views

The Custom View tab allows you to specify different ways to display the nodes in the All Nodes
list in the left panel, using Associations set up by the Administrator.

CC-SG Administrators can set up Associations to help organize equipment. Each Association
includes a Category, which is the top-level organizational group, and its related Elements, which
are subsets of a Category. If the Administrator has set up Associations, you can define custom
views that specify how the nodes in certain Category and Element combinations display in the
nodes lists.

CC-SG also includes a Standard View, which sorts the All Nodes list in alphabetical order. You
cannot change or delete the Standard View.

Change a custom view

1. Click the Custom View tab.

2. The View Name field displays the name of the custom view whose categories are listed in the
View by Category section of the screen.

3. If you want to change the sequence in which each category of nodes will appear in the All
Nodes list, click a category in the Selected list, and then click the up and down arrows to
move the categories into the desired sequence.

4. If you want to add a category to the custom view, select the category in the Available list,
and then click Add to move the category into the Selected list.

5. If you want to remove a category from the custom view, select the category in the Selected
list, then click Remove to move the category into the Available list.

6. Click Save to save your changes. You cannot change the Standard View.
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Add a new custom view

1. Click the Custom View tab.
2. Click Add to open the Add View window.

3. Type a name for the custom view in the View Name field, and then click OK. The new
custom view name displays in the View Name field in the Custom View screen.

4. In the Available list, select the category that you want to add to the custom view, and then
click Add to move the interface to the Selected list. Repeat this step until you have added all
necessary interfaces to the Selected list.

5. You must put the categories in the Selected list into the order in which each category of
nodes will appear in the All Nodes list. Select a category in the Selected list, and then click
the up and down arrows to move the categories into the desired sequence.

6. Click Save to save the new custom view.

Change a custom view’s name

1. Click the Custom View tab.

2. Click the View Name drop-down arrow and select the custom view whose name you want to
change from the list.

3. Click Edit to open the Edit View dialog.
4. Type a new name for the custom view in the View Name field, and then click OK.

Delete a custom view

1. Click the Custom View tab.

2. Click the View Name drop-down arrow and select the custom view you want to delete from
the list.

3. Click Delete. You cannot delete the Standard View.

Assign a default custom view

1. Click the Custom View tab.

2. Click the View Name drop-down arrow and select the custom view you want to assign as the
default view from the list.

3. Click Set as Default to assign the selected custom view as the default.

Apply a custom view

1. Click the Custom View tab.

2. Click the View Name drop-down arrow and select from the list the custom view you want to
apply to the All Nodes list.

3. Click Apply View to sort the All Nodes list according to the selected custom view.

Search for Nodes

The Search for Nodes function allows you to search for nodes in the node lists in the left panel.
1. Type the search terms in the Search for Nodes field at the top of the left panel

2. As you type in the Search for Nodes field, the node that most closely matches your search
terms is highlighted in the selected node list.

3. Click Filter to load a nodes list that includes only the nodes that match your search terms.
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4. Click Clear to reload the complete node list and remove your search terms.

Supported Wildcards

These wildcards are supported when you have Filter by Search Results set as your search
preference in My Profile. Please refer to Change My Profile, Set Search Preference for additional
information on search preferences.

? Indicates any character.
[-] Indicates a character in range.
* Indicates zero or more characters.

Examples are as follows:

EXAMPLE DESCRIPTION

Solaris? Locates Solaris1, and SolarisN, but not Solaris1Z.
Windows* Locates Windows2000, Windows2003 Server.
Windows[0-9][0-9][0-9][0-9] | Locates Windows2000, but not Windows2003 Server.
192.* Locates all nodes that have been configured with an IP
address starting with 192.

Node Chat

You can chat with other users who are connected to the same node as you.

1. Click the connected node whose other users you want to chat with in one of the node lists in
the left panel. The Node details screen opens.

2. Click Open Chat beneath the Interface section. The Chat dialog appears.

3. Type your message in the bottom box and click Send.

4. To end the chat session, click Close. Any participant can end a chat session. However, if the
user who initiated the chat ends the session, then the entire chat session is terminated and all
chat windows are closed. If you end a chat session and you are not the initiator, then you can
rejoin the session later if it is still active.

My Profile

The My Profile tab allows you to change your password, email address, and default node list.

Change Your Password

The Change Password section of My Profile allows you to change your CC-SG password.
1. Click the My Profile tab. The My Profile screen opens

Check the Change Password checkbox to activate the change password fields.

Type your current password in the Old Password field.

Type your new password in the New Password and Retype New Password fields, and then
click OK.

o

Note: If you see a Strong passwords are required text label next to the New Password field, the
Administrator has enabled strong passwords. Strong passwords must contain a minimum of 8
characters, and satisfy other requirements as defined by the Administrator.

=& Raritan.
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If you see a Strong passwords are not required text label next to the New Password field, the
Administrator has not enabled strong passwords. Your password must contain a 6-16 characters.

Change Your Email Address

The Email Address field in the My Profile screen displays the email address currently associated
with your CC-SG User ID.

1. Click the My Profile tab. The My Profile screen opens
2. Type your new email address in the Email Address field, and then click OK.

Set Default Node List

The Default Node List field in My Profile allows you to define which node list displays in the left
panel upon login.

1. Click the My Profile tab. The My Profile screen opens

2. Click the Default Node List drop-down arrow, and then select All Nodes, Favorite Nodes or
Recent Nodes from the list.

3. Click OK to save your default node list selection.
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Chapter 5: Generating Reports

You can generate reports only from the Director Client, not from the Access Client.

Reports can be sorted by clicking on the column headers. Click on a column header such as User
Name, Access Time, etc., to sort report data by that value. The data refreshes in ascending order
alphabetically, numerically, or chronologically. Click on the column header again to sort in
descending order. The up or down arrow next to the cell name indicates how the report is sorted.

The column width in all reports can be sized by resting your mouse pointer on the column divider
in the header row until it becomes a double-headed arrow. Click and drag the arrow to the left or
right to adjust column width.

The sorting value and column width you use becomes the default report view the next time you
log in and run CC-SG reports. For all reports, you can double-click on a row to view further
details of the report.

Note: In all reports, use CTRL+click to deselect a highlighted row.

Active Nodes Report

The Active Nodes report displays ports that are currently in use. You can view the connections
and disconnect from nodes whose connections you initiated.

1. On the Reports menu, click Nodes, and then click Active Nodes. The Active Nodes report
generates.

Active Nodes Report x
User Nams Node Device Date/Time Op... User 1P Address  Interface Typs
admin MR Kenny32-KEE Tho Sep 28 2... [192.1468.5045 |Out-of-Band -... |Out-of-Band -...

Figure 42 Active Ports Report

o Click Manage Report Data to save or print the report. Click Save to save the report to a
location of your choice. Click Print to print the report.

o Double-click any cell in the report table to view the report details in a new window. Click
Close to report details window.

e Select an active node from the list, and then click Disconnect to disconnect from the
node.

2. Click Close to exit the Active Nodes Report.

Note: You cannot disconnect from nodes whose connections you did not initiate.
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User Data Report

The User Data report displays certain data on all users in the CC-SG database. From User Name
field you can see names of users currently in session. From Description field you can see
description of user. From Phone field you can see user dial back telephone number. Form
Enabled field you can see information if check box Login is enabled. From Password
Expiration you can see password expiration period in days.

1. On the Reports menu, click User Data. The All Users’ Data report is generated. Use the
scroll bar to scroll through the list and view all entries.
Al Lisers” Data -4

User Hame .. Enabled Fassword Expiration (da... Groups Frivileges Email User Typs
rénakovitha true CC Users Mode Out-of-band.., inins kvitkad. .. locs

Manage Report Data... Close

Figure 43 All Users’ Data Report

2. Click Manage Report Data... to save or print the report. Click Save to save the report to a
location of your choice or Print to print the report. Click Close to close the window.

3. Click Close to close the All Users’ Data report.
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Appendix A: Keyboard Shortcuts

The following keyboard shortcuts can be used in the Director Client.

OPERATION KEYBOARD SHORTCUT

Refresh F5
Print panel Ctrl + P
Help F1

—=V=

=& Raritan.
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